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Abstract: Public-key infrastructure (PKI) is based on public-key certificates and is the most widely used mechanism for trust
and key management. However, standard PKI validation and revocation mechanisms are considered major reasons for its
unsuitability for delay/disruption tolerant networking (DTN). DTN requires mechanism to authenticate messages at each node
before forwarding it in the network. So, certificate revocation lists (CRLs) being distributed in DTN network will need to be
authenticated and validated for issuer certificate authority (CA) at each node. In this study, the authors propose new validation
and revocation mechanism which is compliant with DTN semantics and protocols. This study also proposes a new design for
CRL in compliance with standard PKI X.509 standard to make the proposed mechanism easy to implement for DTN. The new
designed CRL is of reduced size as it contains fewer entries as compared with standard X.509 CRL and also arranges the

revocation list in the form of hash table (map) to increase the searching efficiency.

1 Introduction

Delay and disruption tolerant networking (DTN) has evolved from
a focus on deep space networks to a broader class of heterogeneous
networks, e.g. wireless ad hoc networks, wireless local area
networks etc. which may have the characteristics of long delays,
asynchronous down and uplink latency and bandwidth, disruption,
unexpected partitioning in the network etc. [1-5].

DTN handles the delays and disruptions at new layer called
‘bundle layer or bundle protocol’ (BP). BP provides store-and-
forward kind of services in DTN for better performance as
compared with standard TCP/IP protocols [1-5]. BP specifications
in [3] provide bundle message format, operations of BP and details
about custody transfer and convergence layer. BP also describes
about extensions to provide security services including
confidentiality, integrity and authentication by bundle security
protocol (BSP).

BSP has provided a mechanism to prevent the unauthorised
access and utilisation of DTN resources while also maintains the
end-to-end confidentiality, integrity and authentication and hop-by-
hop integrity and authentication by introducing different security
blocks appended with actual payload [6]. The provision of all these
security features is dependent on cryptographic keys and BSP
assumes presence of keys on all the intermediate and end nodes.
Setting up cryptographic keys is called ‘Key Management’ and is
still an open issue to be solved [7-10].

Public-key infrastructure (PKI), the most widely used
mechanism for key management in internet is considered
unsuitable for DTN due to DTN characteristics of, intermittent-
connectivity, long delays and limited storage space at intermediate
nodes. PKI validation and revocation mechanisms are considered
major obstacle for its suitability for DTN [11-14]. PKI uses two
standard mechanisms, online certificate status protocol (OCSP) and
certificate revocation list (CRL), for validation and revocation of
certificates. OCSP is an online status checking protocol in which
the status validation entity is always online to respond to the status
checking queries. When an entity sends a request to check the
status of a selected certificate, the responder checks the database
and sends the status response signed by its own private key.
Though as compared with CRL, OCSP provides fresh status
information but the request response model may not be very
suitable for DTN as link may not be available all the times. In DTN
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an offline mechanism such that CRL may be suitable for revocation
and validation of certificates [10-13, 15, 16]. CRL is an offline
mechanism in which the revoked certificate status list is populated
and distributed in the network. However, to verify that CRL is
actually signed by original CA at each intermediate DTN node
does not look a viable solution and also as CRL grows, it becomes
very difficult to manage. However, an offline mechanism such that
CRL can be useful if the CRL size is manageable at intermediate
nodes and validity of CRL can be checked by each intermediate
node offline [10-13, 15, 16].

Our proposed scheme solves the above-described issues and
provides an efficient and better way for intermediate nodes to
easily verify the certificate of CA offline from our new proposed
CRL as compared with original PKI CRL in compliance with BSP.
The proposed mechanism generates CRL of reduced size in the
form of hash table (map) to increase the searching efficiency.

The remainder of this paper is organised as follows: Section 2
presents the background on DTN, PKI and other related work.
Section 3 explains the new proposed PKI validation and revocation
mechanism in detail along with its design goals. Analysis and
simulations of the proposed methods are detailed in Section 4 and
at the end Section 5 concludes this paper.

2 Related work and background

To best of our knowledge, this paper is first an effort to propose a
suitable PKI validation and revocation mechanisms for DTN.
However, in the past some similar ideas are presented for other
types of networks including vehicular networks. In this section, we
discuss those ideas and analyse their suitability for DTN-based
networks. This section also outlines the topics which are building
blocks of our proposed mechanism.

CRLs can be feasible solution for DTN if their validity can be
checked at each intermediate node in DTN and also their size is
manageable. There are variations of CRLs already developed in the
past. The simplest of all is the standard CRL as described in above
section. CRL is the most mature approach and has been part of X.
509. CRL is digitally signed list of revoked certificates and these
signatures are needed to be validated at each intermediate node
which is in contrast of intermittent communication link availability
of DTN. However, there are also different variations of CRLs
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available which are designed to increase the distribution
performance in the network.

Overissued CRL provides option of issuing multiple CRLs
overlapping the validity period of CRL. It provides a way to reduce
the peak request rate of CRLs. Delta CRL (D-CRL) provides the
list of the revoked certificates which are issued after the issuance of
base CRL. Also, certificate revocation tree (CRT) and
authenticated dictionary (AD) based on merkle hash tree (MHT)
are also proposed to improve the efficiency of certificate
verification process. CRT and AD contains the revoked certificates
as MHT leaves and the root node of the tree contains the digest of
all leaves nodes. The root is digitally signed by the revocation data
issuer. So if root digest is verified, then it approves the authenticity
of all leaves nodes. However, the main drawback of CRT is the
management of dynamic binary tree. In case of freshness
requirements, the addition, searching and removing leaf can be
costly operation with O(n) complexity [17]. To solve the
bandwidth and processing capacity bottle necks in the revocation
system and AD-MHT system is proposed by Jose in [17].

AD-MHT tries to utilise the benefits of both MHT and AD
systems and propose way for revoking certificates, deleting expired
certificates, the status checking protocol for communicating the
AD-MHT repository with users, verifying response etc. However,
for AD-MHT to be effective, certificate using applications must
connect to any of the available AD-MHT repositories. In the event
such connection cannot be obtained, AD-MHT proposes to use
standard OCSP mechanism [17]. The absence of always available
link is the basic assumption of DTN. That is why AD-MHT is not a
useful option for DTN. Our proposed validation and revocation
mechanism does not require the always presence of link to the CRL
issuing CA.

On the basis of MHT, bandwidth efficient certificate status
information distribution mechanism for VANETs (BECSI) is
proposed in [18] to provide more reliability, less bandwidth usage
and to improve freshness in PKI validation and revocation
mechanism. BECSI arranges revoked certificates in the form of
BECSI base-tree (MHT) and consists of four phases. In
bootstrapping, the CRLs are distributed to road side units (RSUs)
in VANETs. In the second phase, RSUs and any other moving
vehicle containing complete CRL become repositories which can
respond to revocation queries from the other mobile nodes. These
new repositories first verify the signatures of CRL issuing CA by
online mechanism and then become available to respond to
revocation queries by other nodes. In the third phase, these new
repositories can also update the CRL and download updated D-
CRLs. The issuing CA also releases the information about how
many number of MHTs have been released to keep all nodes
informed for freshness. In the fourth stage, the new repositories
start responding to revocation queries. The nodes can verify either
querying to online available these new repositories or can
download the CRL from them. This BECSI is similar to distributed
revocation model where multiple repositories can respond to
queries. However, still it is request/response model where link
presence is very important and is not in compliance with DTN
design assumptions. Also, the designed MHT-based BECSI trees
contain hashes of each revoked certificates and root node in the
tree act as digest for all nodes. This hashes based mechanism is fast
as compared with digital signatures verification, but to verify the
root node still digest verification of root node is required which
will be very costly operation for DTN where each intermediate
node can hold the CRL and will have to verify the signatures of
root for each MHT tree. Our proposed mechanism verifies the
issued CRL oftline based on NOVOMODO mechanism and does
not require the presence of link to CA. Also, the formation and
updation of BECSI tree can be very costly as two nodes in leaves
are combined to calculate hash of upper layer parent node and this
process is applied repeatedly until there is only one node at highest
level which is termed as root node. Our proposed new CRL
mechanism consists of hash table where each node can be directly
mapped and similarly can be verified in just single operation. Also,
the revocation proof verification in our proposed mechanism is a
just one time hash calculation as compared with multiple hashes
calculations in BECSI.
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A similar idea to BECSI is presented in [19] called
collaborative certificate status checking mechanism for VANETSs
(COACH). COACH is a small variation of BECSI and all design
and working concepts are same for CRL design and distribution to
BECSI. The paper in [19] proposes a new extension to COACH as
well called EVCOACH that is more efficient than COACH for
scenarios where revocation rates per CRL validity period are low.
However, the design assumptions of BECSI and COACH are same
and are not in lined with DTN design assumptions as discussed
above.

Now in this section, we discuss the concepts which are building
blocks of our proposed scheme to resolve above-described issues.

2.1 Public-key infrastructure

PKI is an infrastructure to manage the digital certificates. PKI
provides mechanisms to generate, store, distribute and revoke the
digital certificates which are means to associate the public key to a
specific entity signed by a CA. A certificate authority is a trusted
entity in the network which is responsible for issuing certificates.
There can be different levels of CAs to issue certificates to
different entities. There is one root CA to issue certificates to itself
and other sub-ordinate CAs who can issue certificates to other CAs
or end entities [14].

2.2 NOVOMODO: scalable certificate validation and
simplified PKI management

NOVOMODO is a validation mechanism based on X.509 V3
certificates.  NOVOMODO introduces the concept of time
granularity for which the certificate is considered to be valid and is
different from certificate expiry date. NOVOMODO appends two
20 bytes hashes with the certificate. It also breaks the total time
span between certificate issuance and expiry time into smaller
units. That smaller unit is the time period for which the certificate
must remain valid. It is proposed in NOVOMODO to generate the
chain of hash functions equal to the selected time units for
certificate expiry date. Let us say a certificate is valid for 1 year
(365 days) and time granularity is selected to be 1 day. According
to NOVOMODO, a hash chain of 365 hashes (X, X, ..., X364) is
needed to be calculated from a randomly selected initial seed of 20
bytes known only to server. The last calculated hash X345 is
appended in the V3 certificate before issuing to any entity.
NOVOMODO also adds one more hash Y; in the X.509 V3
certificate which is calculated from another randomly selected
value Y. Now suppose an entity on the ith day sends a request to
validate the certificate. The CA has to make decision based on the
data from its local database. If the certificate is valid, CA will
select the ith hash value X; and append it with the certificate serial
number and sends this as a response to certificate status checking
request. If the certificate was revoked, then the issuing CA would
have selected the Y, and would have sent it along with the serial
number. The receiving entity can use the X; and produce the X;; to
validate the certificate [20, 21].

2.3 Hash chain

A hash is a fixed length, unique value which is produced by using a
special function called cryptographic hash function A(x), where x is
any value. A hash function is called one-way function as it is
computationally infeasible to generate the original value from the
hash value. A hash chain is a list of many hashes by applying the
hash function /(x) multiple times [22].

2.4 Hash table

A hash table is a data structure used to implement an array which
can store values against some keys. It uses a hash function to
compute the index of array. Ideally, each key should be mapped to
a unique memory location but practically it is not possible due to
hash collisions. In hash collision, different keys can be hashed to
same memory location. An example of hash table is shown in
Fig. 1.
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Fig. 2 DTN network showing the ‘New Proposed CRL’ distribution
mechanism

In many situations, hash tables are more efficient in searching
rather than using search trees or table lookup. So, these are widely
used to represent sets or lists. Table 1 shows the complexity
analysis of hash table, where O(x) is the upper bound symbol to
represent complexity analysis, n represents the number of items in
the hash table (list) and & represents the number of items at one
location in hash table in case of collision [23].

3 Proposed new PKI validation and revocation
mechanism

3.1 Design and security goals

The design goals are: to design a CRL of reduced size, efficiently
searchable and to distribute CRL in DTN network in a way that
each intermediate receiving node in DTN can validate the CRL
offline thus making it compliant with BSP. The compliance with
BSP means that CRL should be authenticated at each intermediate
node that it is sent from a valid CA. The security goals are to
ensure that CRL should not be forged and it should be always
ensured that CRL is issued from a valid CA before being
forwarded by any DTN node. As CRL information is public so it is
not required to encrypt it.

3.2 Network model

We consider a DTN network formed by a set of mobile nodes with
unique name N; for i=0, 1, 2, 3, ..., m. Each node in the network
has a public-key certificate based on NOVOMODO associated
with its unique name N; issued by a CA. Each node also knows the
algorithm used by CA to compute the hashes for validity and
revocation proofs. In a particular communication, only the public-
key certificate of CA is known by all nodes in the network and is to
be validated at each node when required. We also assume that each
node receives its validity proof hash for its certificate from its

Table 1 Complexity analysis of hash table (map)

Operation  Average complexity =~ Worst case complexity
insert o(1) O (n)

search O (1+nlk) O (n)

delete O (1+nlk) O (n)
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issuer according to selected granularity period. It is always
assumed that CA cannot be compromised for the whole life of
description of the system. We also assume that nodes in the
network have limited communication range so two nodes outside
of the communication range of each other can only communicate
by the participation of other nodes in a multi-hop manner. The end-
to-end connectivity is not always present so routing is done in an
opportunistic way.

3.3 System initialisation

In initialisation phase the CAs and end entities are issued with the
certificates. The issued certificate is X.509 version 3.0 which
provides the facility to include any other information as extension.
In DTN, different applications may want the certificate to be valid
for different minimal periods of time depending on security
requirements. Suppose the certificate issued are valid for 100 days
and application specific selected minimal period T for which a
certificate must be valid. This time granularity concept is very
suitable for DTN environment, as depending on the delay for a
selected scenario, the granularity period for the validity of
certificate can be set up from seconds to months and for our
selected scenario, it is 1 day. Here, we produce a hash chain of 100
length for selected arbitrary value X which corresponds to
validation just like NOVOMODO. The hash chain generated will
be Xy, Xi, X5, ..., Xg9 by applying the hash function A(x)
repeatedly.

The last item Xgg of the hash chain is appended in the issued
certificate as an extension. Another hash value called Y; is also
appended in the issued certificate which is generated from second
arbitrary selected value Y. This second hash is used to verify that a
certificate is revoked.

So, during system initialisation all the issued certificates will
contain two extra hash values X; and Y| as extension fields in the
certificate. These hashes X; and Y; will help to validate the status of
certificate later on [20-23].

3.4 CRL generation and distribution

We propose to build a CRL of revoked certificates using hash table
data structure. The CRL will contain a hash table built on the serial
number of revoked certificates along with validity or revocation
proofs hashes. Fig. 2 shows an example of new proposed CRL
distribution in DTN networks.

When any node in the network receives the CRL, first it will
validate the CA certificate offline by computing the hash in the
original CA certificate from the hash X; received along with CRL
according to granularity period. After successful verification of CA
certificate, it is ensured that CRL is coming from right CA.

Once CRL is verified that it is coming from actual CA, the
receiving node stores CRL in its persistent storage and then
forwards it to other node according to routing algorithm. The
stored CRL can be kept for validity period of CRL.

3.5 Design of new proposed CRL

In this section, we describe the new CRL design in detail and
compare our new CRL design with X.509 CRL. The new CRL is
designed to provide same information as X.509 CRL provides but
with fewer fields.

Fig. 3a shows the fields which are present in a usual X.509
CRL. The X.509 CRL is constructed by setting signature algorithm
1d, the issuer distinguished name (DN), this update field as well as
next update field together with list of all revoked certificates and
some mandatory extensions. The sequence up to extensions field is
then signed and signature is appended to the CRL. The field,
‘Revoked Certificates’, is a complex field and contains list of
revoked certificates. As CRL grows, the huge size of CRL is
dependent on this ‘Revoked Certificates’ field. Each entry in
‘Revoked Certificates list consists of 39 bytes including a 6 bytes
long serial number of revoked certificate, a 13 byte long entry for
revocation date and a 12 bytes long entry for reason code [24, 25].

IET Inf. Secur., 2017, Vol. 11 Iss. 1, pp. 16-22
© The Institution of Engineering and Technology 2016

858017 SUOWWOD BAIE8.D 3(ceoljdde ay) Aq peusenob a.e s9oiLe VO ‘88N JO S8|nJ 0} A%iqiT8uljuQ A1 UO (SUOTHPUOO-PUB-SWLBIALOD" AS | IM"AeIq 1 U |UO//Sd1L) SUONIPUOD pue WIS 1 8y} 885 *[GZ02/£0/02] U0 Akeid1auljuo 8|1 ‘SeTeliWHde] ypelunBUeIY0D AQ 8E0'STOZ'SH-BI/6YOT 0T/I0p/W0d A8 | IMmAreiq Ul jUO Yo Jessa B //Sdny Wwoly pepeojumod ‘T */T0Z ‘2ZT/8TSLT



’ Signature . Issuer
Version 8 ; Distinguished
Algorithm
Name

This
Update

Next
Update

Revoked Serial Revocation Reason Deta
S Structure
Certificates| Number Date Code InfS

AT N
Signature

[ Extensions J Algorithm

Signatures
ID

() e P .
Serial Reason Revocation
Number Code Proof

a

Fig. 3 Design of new proposed CRL and comparison with standard X.509 CRL

a Original X.509 CRL record showing all fields
b New proposed CRL record showing all fields

X.509 CRL Linear Search; /

F(x) = x
e
#
Pl

£
= /
= [
o ©
= | 2 e
)
o
$ -
w / Hash Map Based CRL
1 Search; F(x) = 0O(1) =1

CRL Size

Linear

Fig. 4 Complexity analysis of hash table-based new CRL

The size of mandatory fixed fields in X.509 CRL has been
measured to be 400 bytes. So, a total size of X.509 certificate can
be calculated as follows:

size of X . 509 CRL = (number of revoked certificates X 39
+ 400) bytes

In parallel to this X.509 CRL, we propose a new CRL design as
shown in Fig. 3b based on NOVOMODO and is compliant with X.
509 data structures. Each entry in this new CRL is of 38 bytes
compared with X.509 39 bytes entry, but there are no other fixed
entry fields. Each entry in the new proposed CRL is formed by a 6
bytes serial number of revoked certificate, a 12 bytes long reason
code and a 20 bytes long field of revocation proof hash. The new
CRL can also include information about hash generation algorithm
as an option. Thus a new CRL built for same number of revoked
certificates will be of smaller size as compared with X.509 CRL.
The size of new CRL can be calculated as follows:

size of new CRL = (number of revoked certificates x 38)
bytes

Though new CRL consists of fewer fields as compared with X.509
CRL, yet same information can be deduced from it as X.509 CRL
provides. The signature algorithm and issuer DN are not required
to be included in new CRL since if the hash contained in the
certificate can be computed from the hash available in the
revocation proof field, then it is guaranteed that the proof is
coming from the actual issuer and there is no need to sign the hash
to prove the identity of CA. In X.509 CRL, ‘This Update’ and
‘Next Update’ fields provide the dates on which the current CRL
was issued and what is the next issuance date of new CRL, whereas
in new CRL there is no need to provide this information. The ‘This
Update’ and ‘Next Update’ information can be deduced from the
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b

granularity period chosen at the time of certificate generation. We
have seen that design of new CRL is smaller as compared with X.
509 CRL, but still it provides equivalent information as provided
by X.509 CRL.

4 Evaluation of the proposed mechanism

This section focuses on evaluating the proposed new CRL from
various aspects according to the selected design and security goals.

4.1 Complexity analysis of searching in hash table (map)-
based new CRL

This section analyses the complexity of hash table-based CRL. We
build the new CRL by inserting the serial number of revoked
certificates as keys for hash table and revocation or validation
proof hash. We know that insertion operation average complexity
of hash table is O(1), searching operation average complexity in
hash map is O(1) if no collision occurs while searching operation
average complexity through a simple sorted list is linear as used in
X.509 CRL. If we can define functions for different operations
complexities as, for building hash table-based CRL average
complexity of f{x)=0(1), searching for a revoked certificate in
hash-based CRL average complexity of f{ix)=0 (1 +n/k) and for
linear search in X.509 CRL as f(x)=x, then we can draw these
functions behaviour on a graph whose the x-axis represents CRL
size and the y-axis represents execution time as shown in Fig. 4.
From figure, it is clear that as x value increases, the graph for f{x)
=x will always increase in a constant fashion along with x while
the f{ix) = 1 will always be constant.

From the above analysis, it is obvious that new CRL searching
operation is very fast and always constant independent of the size
of CRL while the searching operation through a basic sorted list is
always linear and will take longer as size of list will increase.

4.2 Compliance with X.509 PKI

The new CRL is compliant with X.509 PKI standard thus should
be easy to implement in real scenarios. Here, we review all the
modifications proposed with reference to X.509 PKI standard.

During the system initialisation, two hashes each of 20 bytes are
appended into the X.509 V3 certificates to get certificate validated
and revoked later on. The addition of these hashes into X.509 V3
certificate is compliant with the PKI X.509 certificate
specifications which allow adding any extensions to the certificate.

We have reduced the fields in the new CRL design as compared
with X.509 CRL design. However, all the entries in the CRL are in
compliance with X.509 specifications. So, new CRL can easily
replace the old X.509 CRL without so many modifications in the
implementation of the system.
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4.3 Security analysis of the proposed mechanism

In security design considerations, we emphasise that the proof of
revocation cannot be forged when transmitted in the network and
also CRL is validated on each DTN node before being forwarded
in DTN network to filter bogus messages. It was also emphasised
that new CRL design helps to achieve compliance with the BSP
specifications. Here, we analyse the new CRL with respect to set
goals.

4.3.1 Proof of revocation and validation cannot be
forged: The invocation proof present in the new CRL cannot be
forged. Since, invocation proof hash is reverse of certificate
revocation field Y;. Since hash is practically impossible to invert,
so once a verifier checks that a given 20 byte revocation proof hash
can compute Y7, it knows that revocation proof must have been
released from the actual CA. In fact, only the actual CA can
compute the inverse of Y7, not due to the reason that CA can invert
the Y but because it computed Y; from a hash value Y; when
issuing the certificate. Since, the certificate issuing CA never
releases the proof of revocation as long as the certificate remains
valid, no malicious entity can fake a revocation proof. So a
revocation can be publically distributed on an unsecure channel
without worrying about that it can be forged [20, 21]. On the same
idea, validation proof can also not be forged. Since, validation
proof hash is computed as part of hash chain for Xj to X, Since
hash is practically impossible to invert, so once a verifier checks

Table 2 Summary of specifications of machine
laptop X86, 32 bit

processor Intel Core Duo central processing unit, at
2.40 GHz, at 2.40 GHz

random access memory 2GB

operating system Windows 7

JDK version 1.6

Table 3 Details of execution time of cryptographic
operations

Algorithm  Key size, Operation Average Standard
bits execution  deviation of
time, s execution
time, s
MD5 with 1024 verify 0.0503 0.0022
RSA
MD5 128 (hash hash 0.0109 0.0033
length)

Table 4 Parameters for new CRL-based revocation
mechanism simulation

Parameter Value range
duration 12h
number of nodes 250

speed of nodes 10-70 km/h
transmission coverage 100 m
mobility model map-based mobility
message size variable
message generation interval 25-35s
routing protocol SW protocol

number of forwarding copies 25 (10% of deployed nodes)

that a given 20 byte validation proof hash can be computed by
iterative hash computation of X; depending on the granularity and
time passed since certificate was issued, it knows that validation
proof must have been released from the actual CA.

4.3.2 Offline CA certificate validation and compliance with
BSP: The new CRL distribution in the DTN network is compliant
with the BSP specifications as on each hop the original CA
certificate is validated and is authenticated which are the security
design goals of the BSP. As described above, the certificate of CA
can be validated by re-computing the hash contained in the X.509
certificate according to granularity set by the system with the hash
received along with CRL from the CA. If the hash can be re-
computed, then certificate is valid and as hash cannot be forged, so
it is assumed that it is coming from the claimed CA; otherwise, the
CA certificate is considered invalid.

4.4 Simulations and performance evaluations

4.4.1 Cryptographic overhead calculations: X.509 CRL-based
and new proposed CRL-based revocation and validation
mechanisms involve many security operations at receiving nodes
when CRL is distributed, e.g. signature verification, hash
computation etc. To investigate the performance of revocation
mechanisms, we first study the execution time of the cryptographic
operations involved in its operation. For the evaluation of delay of
cryptographic operations, the used machine specifications are
given below in Table 2.

On the selected machine, we implemented all the security
operations involved in revocation mechanisms and calculated their
execution time. We run the programmes for ten times and average
the results. The result of execution time for selected operations and
algorithms are presented below in Table 3.

4.4.2 Simulations: The validation and revocation mechanism,
based of new CRL design, was implemented on opportunistic
networking environment simulator [26] specially designed for
DTN and evaluated its performance on a selected scenario based
on mobile nodes. The details of simulations parameters are
summarised in Table 4.

Certificate validation and revocation method was implemented
on ‘Spray and Wait (SW)’ binary mode routing protocol. The SW
routing protocol is a deterministic and multi-copy protocol which
achieves high delivery ratio while utilises very low resources.
Since, it is deterministic protocol and number of forwarding copies
can be controlled which is why we have selected this for
simulations. The revocation mechanism can be implemented on
any other routing protocol for DTN as well [4, 26].

For evaluation of performance for selected scenario, we
compared the simulation performance between X.509-based
revocation mechanism as benchmark and new proposed CRL-
based revocation mechanism. The network metrics selected for
evaluation of system performance are given below (see equation
below) To evaluate the practicability of new proposed revocation
method, we examined the system performance under different
traffic loads by varying CRL size. For this analysis, we fixed the
number of deployed nodes to 250 for the selected city map. The
SW routing protocol number of forwarding copies were 10% of
total deployed nodes. Figs. Sa—c show the performance comparison
between X.509-based CRL and new proposed CRL-based
revocation methods.

Fig. 5a shows the relationship between delivery ratios and
different CRL sizes. It is observed that successful delivery ratio
degrades with increase in CRL size. The decrease in the delivery
ratio is due to increase in traffic load a network can handle and
computational processing to verify signatures and re-computing

delivery ratio = (messages delivered/messages relayed)

average latency = average(time at messages delivered — time at messages created)

overhead ratio = (messages relayed in network — messages delivered to destinations)

/(messages delivered to destinations)
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Fig. 5 Performance comparison between X.509-based CRL and new proposed CRL-based revocation methods

a Impact of CRL size: delivery ratio
b Impact of CRL size: overhead ratio
¢ Impact of CRL size: average latency

hashes. However, we can see that new CRL-based revocation
mechanism gives slightly better performance as compared with X.
509 CRL-based revocation method. The delivery ratio decreases
faster as the traffic load increases above a specific threshold (for
example, after 60,000, 80,000 number of revoked certificates in
Fig. 5a) and before that threshold there is a gradual decrease in the
delivery ratio when number of revoked certificates are <60,000.
This shows that delivery ratio is highest at some optimal number of
revoked certificates (60,000-80,000) CRL is distributed and once
number of revoked certificates increase that threshold the delivery
ratio starts decreasing fast as traffic becomes higher than the
optimal capacity of network system.

However, it can also be observed that security computation
overhead and a bit high size of X.509 CRL degrades performance
compared with new proposed CRL. Fig. Sa clearly shows that
when number of revoked certificates is low, the difference between
both schemes is very close. However, when CRL becomes very
high, our proposed CRL gives better performance in terms of
delivery ratio as compared with X.509 CRL.

Fig. 5b demonstrates that X.509 CRL revocation mechanism
has slightly larger overhead as compared with new proposed CRL-
based revocation mechanism. The overhead ratio for large CRL
size is slightly more in the X.509 CRL-based revocation
mechanism as compared with new proposed CRL-based revocation
mechanism. However, the overhead in both revocation mechanisms
are almost identical and slightly larger overhead in X.509 CRL-
based revocation mechanism.

From Fig. 5c¢, it can be observed that average latency is
increased while the CRL size in the network is increased. Here the
average latency for X.509 CRL-based revocation mechanism and
new proposed CRL-based revocation mechanism is not
significantly different and the simulations have demonstrated
similar performance in terms of average latency.

5 Conclusion

This paper has described in detail a novel mechanism of certificate
validation and verification for existing PKI-based infrastructures.
The new NOVOMODO-based CRL mechanism enables all the
intermediate nodes in the DTN network to validate the signatures
of CA who issued CRL without contacting the root CA (or higher
rank CA) by calculating hash thus making it in compliance with
BSP working for DTN. It is also analysed in security analysis of
new proposed scheme that hash-based revocation and validation
mechanism cannot be forged. Standard PKI validation and
revocation mechanism is also enhanced by our new scheme by
enabling the applications to build CRL of reduced size and to
search efficiently through the list as compared with standard PKI
CRL as shown in complexity analysis of CRL. It is also observed
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via simulations that the new proposed revocation mechanism gives
slightly better performance as compared X.509 CRL-based
revocation mechanism and besides that it remains in compliance
with BSP specifications, whereas X.509-based revocation
mechanism will not be viable to work in compliance with BSP
specifications due to the fact of verifying CA certificate via OCSP
method. In summary, we can say that new proposed CRL-based
revocation mechanism is indeed a viable and lightweight solution
for distributing CRLs in DTN environment.
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