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Abstract

Purpose — There is a significant focus today on the deficiencies of the financial system as the sector
continues to boom while facing the growing pains of financial scandals, money laundering and the
financing of terrorism around the world. Here, this study aims to investigate past research and the
development of knowledge and practice in the area of countering money laundering and terrorist
financing. Additionally, we draw attention to the gaps in the preventive mechanisms adopted by
countries to fight against anti-money laundering (AML) and anti-terrorism financing (ATF) and to
highlight areas for possible future research.

Design/methodology/approach — This study was carried out through a systematic literature review of
the existing work on AML and ATF.

Findings — The general findings of the reviewed papers show the deficiencies in the laws, acts and
preventive measures meant to fight money laundering and terrorism financing and support the need for more
research in this area in terms of law, regulations and technological matters.

Originality/value — Providing a concrete understanding of the concept of AML and terrorist financing
and contributing the theoretical development in the area.

Keywords Research agenda, Anti-money laundering, Anti-terrorism financing

Paper type Literature review

1. Introduction

The growing concerns over money laundering (ML) resulted in the establishment of the
Financial Action Task Force (FATF) by the G-71 summit, which was held in Paris in 1989
(Financial Action Task Force Website, 2018a). The FATF was given the responsibilities of
analyzing ML activities and proposing, measuring and monitoring the anti-ML measures of
its member countries (Financial Action Task Force Website, 2018b). As a result, the FATF
issued a report containing a set of 40 recommendations, which were intended to provide a
comprehensive plan of action needed to fight against ML called First Recommendations
(Financial Action Task Force, 1990). However, after the events of September 11, the FATF
issued another nine special recommendations to help countries fight terrorism. The special
recommendations were set out to detect, prevent and suppress the financing of terrorism
and terrorists acts through the ratification and implementation of UN instruments,
criminalizing the financing of terrorism and associated money laundering, freezing and
confiscating terrorists’ accounts, reporting suspicious transactions related to terrorism,
international cooperation, controlling alternative remittance services, controlling and
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monitoring wire transfers and cash couriers and monitoring the vulnerabilities associated
with nonprofit organizations (Financial Action Task Force, 2001; Nobanee and Ellili, 2020).

International law considers ML a standalone crime, even though it is usually prosecuted
as an ancillary offense (Boister, 2012, p. 103). Boister illustrated that the ancillary nature of
ML derives from the necessity of a predicate offense from which the illicit money originates,
which can be a serious offense. The predicate offense involves an acquisitive crime that is
necessary for the subsequent ML process to take place (Keesoony, 2016). Therefore, the
offense of ML “is both dependent on but independent of that predicate offence” (Boister,
2012, p. 100). Generally, the approach in the existing anti-ML regime is “backward looking,”
concentrating on the origin of the proceeds derived from the crime that has already been
committed (Cassella, 2003, p. 93).

To be more specific, ML is the act in which hiding the proceeds of illicit activities is
attempted and is the type of criminal activity in which the illegality of the proceeds is
concealed by disguising them as lawful and legal earnings (He, 2010; Nobanee and Ellili,
2018). The complete process of ML consists of three stages: the placement of funds into the
financial sector, layering the proceeds to hide and disguise their origin/source and the
integration of funds to gain the ability to convert the money into other forms of goods and
assets (Gilmore, 1995; McDowell and Novis, 2001). In short, ML is the process of creating a
veil of legal cleanliness (Leong, 2016). Rider ef al. (2016) described the process as a typical
organized crime with transnational characteristics that involves a number of various
jurisdictions with different legal standards. This nature is derived from the fact that illicit
proceeds are moved through either formal or informal banking systems of multiple
countries to reach an unknown final beneficiary with the purpose of hiding their source by
mixing them with legal money or to finance terrorists, extremist groups or organized
criminal groups — such as the Russian Mafia: Solntsevskaya Bratva, the Japanese Yakuza:
Yamaguchi Gumi, the Italian-American Mafia: Camorra, the Calabria region of Italy gang:
Ndarangheta and Mexico’s largest drug cartel: Sinaloa. Offenders tend to commit the
predicate offense in one jurisdiction and then launder the illicit money in another to make it
hard to track (Keesoony, 2016).

However, terrorist financing is the stage at which funds are legally or illegally provided
and collected for the commission of the crime of terrorism in the future; therefore, it is
preparatory in nature (Tofangsaz, 2012, p. 396). Zubair et al. (2015) defined terrorism
financing as providing property for terrorists in relation to the proceeds of illegal activities;
it also involves carrying out transactions that may or may not be on behalf of terrorists but
are meant to assist in the commission of terrorism. The UAE Securities and Commodities
Authority (2010) defined terrorism financing as the process of funding groups that intend to
commit terrorism according to federal law Act No. 1 (2004). Mechanisms to finance terrorists
vary from legal to illegal. Terrorists tend to operate in ambiguity through closed networks
and industries that lack transparency. However, terrorists do provide high economically
profitable incentives such as contraband cigarettes, counterfeit goods, illicit drugs and
charity (Forman, 2006). Forman further illustrated that terrorists always seek techniques to
allow them to launder their gained assets through nontransparent trade and the alternative
remittance system (such as hawala) or underground banking systems. Terrorists need
funding to purchase arms and cover operational expenses, recruitment and training as well
as salaries and compensation (Kiser, 2005).

The literature on anti-ML and anti-terrorism financing (AML and ATF) is growing and
taking different directions. It is critical to identify what we have learned so far, what
evidence is inconclusive and what we still do not know enough about. The main purpose of
this study is to review the state of the art of the research in this area, shed light on the
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Figure 1.

Number of articles
based on the year of
publication

dynamics that drive measures in the fight against ML and terrorist financing on a
worldwide scale based on the existing literature and identify the gaps for future research.
Specifically, we focus on measures for combating ML and terrorist financing and the
safeguarding mechanisms injected into financial institutions. A literature review of past
studies aimed to collect and examine the laws using technical or argument methods; most of
the papers lack a real evaluation of the state of ML or terrorist financing events, most likely
due to the lack of statistical data. In this review, we aim to contribute to answering the
following questions:

QI. What are the best ways to enhance the safeguarding mechanisms injected into
financial institutions?

Q2. How can we possibly identify a case of AML and/or ATF?

We answer these questions by means of a systematic review of the literature on AML and
ATF. This paper aims to present an integrated summary of the existing body of knowledge
of AML and ATF published in high-ranked databases. We identify where the conclusions of
previous research meet and diverge to set the agenda for future possible research.

This review is motivated by two key factors: the recent events of ML meant to finance
terrorism around the world and the current state of the AML and ATF literature is
exacerbated by the fact that, in addition to the lack of a concrete understanding of the
concept, there has also been an alarming lack of theoretical development in the area.

The literature used in this review was classified by the year of publication (Figure 1 and
Table 1), number of citations, type of paper, publisher and journal rank in five databases
(Scopus, ABDC, ABS, Scimago and the Web of Science). Moreover, the papers were
categorized based on the coverage of each study:

e AML regulations, criminology and trends.

¢ ATF regulations, trends, economics, financial economics, behavioral and social
sciences (criminology) and socioeconomics.

e AML and ATF regulations and trends.

This categorization was followed by detailed content analysis. Through the content
analysis, the results, findings and recommendations of each sample study were illustrated
and highlighted. The findings of this review have several implications. First, the review
provides a synthesis of the research on AML and ATF and shows how the direction of the
recent studies in this area of research was growing and taking different directions prior to
the events of September 11. Second, for governments and officials, this review highlights the
common challenges associated with the international measures of AML and ATF and
provides ways to enhance risk mitigation associated with the FATF recommendations to

(2002, 2006.7] (2006.7, 2011.4] (2011.4, 2016.1] (2016.1, 2020.8]




LB
5 2 2 Sy
g A 25
o 5] % o'
£ 3
=
EE 3
(panuguo09)
10 998'1 IN IN 366G 9% QIUDULIA0T) PUD UOYDINSIY “TE
10 a8l IN IN IN 44 M2 MV’ DIUDYLSUUI] [0 AJ1S42011[) “(OE
IN IN IN IN IN SO0T WIS140442 ], SUIOUDUL] *6F,
o 71 N IN N ] ASojounure) fo putnof ysyue "gg,
€0 6070 N d 1160 0S asuDY) P10S PUD MV QUL *)7
IN LEE0 T o) IN 16 SQULOUOF] PUD MD'T O [DUNO[ UDIFONS] "0,
€0 IN "IN "IN N €5 SO [PUOYDULIIU] CF,
IN IN IN IN IN 18 My £50]0U193 ] SUOYDIMUNULULOT) PUD UOYDULLOJU] 7,
4] IN IN IN IN 4y A11umaaS puv Seomduio) “€g
10 eerl € o) IN 02 SuoyvIyqqy ypm suid]Ses 142435 g
20 9¢L°0 IN o) IN 0 SWaISAS uoyvWLLOfU] puv ISPIMOU] 17
20 LIST IN IN §6¢C (414 ySnf pup 2utLe) “0g
IN 8¢¢0 IN 0] 960 €9 UL [DOUDUL] fO [Duanof 61
IN 8750 4 dq [Aal 06 QOUDUL] PUD SSIUISNE [DUODULIJUT UL YIADISIY "]
IN IN (4 v IN 1 My Ssouisng f0 [puinof )1
IN G610 IN IN 170 65 SOMUOUOIT] pUD MV f0 MY 9T
IN 96€0 IN IN 9650 16T Asojounui) puv myJ [puiniLe) o [puinof ‘g1
10 121 € o) IN L9 Suoypayqqy ypm sua)sig 1494 1
20 IN 14 2 IN i4 20U SUNUD]] TUUOUOYT-0100G “CT
0 IN I IN IN ec1 A50j0uy29 | pun 29uIS UOYDULLOLU] 40 £]2190S UDILLDULT] 2Y] JO [PULNOf T T
4] 9050 IN N TT 6§ L010DY9g 20140240 JO [unof oy [ "TT
10 eLV'l IN IN 600'T ¥é &xgod 3yqnd puv £50j0umune)) ‘0
10 o1 4 qd cor'g ¢ $0004nS L0105 f0 pusnof
€0 G861 IN IN V6LT eel UOYDZIDFAC) PUD “SHUMOUOIF] “0D'] f0 [puanof 3y [, g
€0 166°0 € v 961°T €L 291047 IHGNd "L
IN 69¢°0 IN A 1 68 £]42340N0) MV'T 20YDVGULOT) PUD [DUOYDULIJU] *Q
€0 1620 14 q arLo 7L 121008 puv mv7 fo [puinof g
IN €10 IN N ¥99°T 0g [puinof myy 23pLquin)) oy J,
10 185¢ IN v Gz8'1 0ST Apua140M0) SAPNIS UOYDULIIU] *
€0 €¢0 IN v 8020 S LMD’ SSOUISNG Y [ T,
10 POT'T IN «IN TIT'T It HNO S T
UG JO M 03eWINg gy gy sndoog uone}d [ewmo(
IB[O0G 9[300K)

103087 Jorduy




POISI 0N = +IN 90N

0 ST IN IN 95T 061 QUG [VID0S PUD VIO JO CutapvIYy undnautyy ayj fo Sty 2y, vy
0 6020 [4 v 6¢9°C 08 MOV 243 JO suoyvmnuuto) gy
"IN 10T IN IN 19v'1 0 M2U2Y STPNIS [PUOYDULIIU] "G
10 10T ‘IN IN G I8ET al SIsquy sy Ty
0 8VLC IN IN esve 16 M21a28] KO PU SINSS] [P10S “0F
€0 2660 € Vo el €8 Cumbuy smuouoos] “6¢
IN 6.0 It IN LLLO 16 SUUL0U092 [D1UDUY [0 02102y "8
IN 686'T IN IN e8LT 0 uonvLSUIUPY Iqnd “Lg
€0 €860 "IN IN LT'T 9 $2021994542(] SAPRIS [PUOYDULIIU] *OF
70 8220 IN A4 8650 19 Gajaony 20ud1S IO "SE
(V) €L8T € IN 8LLT € SIS DI owtoy) fo putnof ‘SWO[ v
€0 1640 IN d LLTT |4 M1y K340 Juautdopaa( "¢
IN €L8'T € IN 8LLT 66 SIS DI outog) fo puinof ‘SWO[ g
0ULIOG JO AN 03eWIdg sav 2agv sndoog uoneyn [ewmof
IB[OydG 9[3001)
10307 30Rdu]
-
S = =
= S S
[==NaN| <t =




provide a higher level of compliance among the entities involved. Third, the review provides
researchers with a better understanding of the subject and opens doors to address the gaps
illustrated in the previous literature.

Upon searching Google Scholar, under the keywords of “review of the literature on AML
and ATF or financial economic crimes,” no paper was found to extensively review the
subject from the perspective of our study or even from a general perspective. However, a few
papers were found that reviewed some predicate offenses, such as corruption, fraud, human
trafficking and child pornography. Google Scholar was chosen as the basis for this search
because it searches within most of the databases available. For that reason, our review is
considered among the first initiatives to fully analyze the existing literature on AML and
ATF.

This paper proceeds as follows: Section 2 discusses the methodological approach used to
review the existing literature. Section 3 discusses the results of the citation-based analysis
and content analysis. Finally, Section 4 discusses conclusions and suggestions for future
research.

2. Methodology

The systematic review provides a collective understanding of the studied subject through a
blend of theories such that the review process enables the enhancement of the
methodological rigor for scholars and develops a reliable knowledge base for professional
practitioners (Tranfield et al, 2003). In this paper, we have adopted the systematic literature
review methodology proposed by Prasad et al. (2018).

For this review, a set of inclusion criteria was applied to narrow the extensive body of
research down to a manageable set of papers to be able to conduct a comprehensive
analysis. We first started by searching for papers on AML and ATF in “Scopus, ABDC,
ABS, Scimago and Web of Science” by using several keywords related to the subject, such
as “countering Money-Laundering and Terrorist Financing,” “fighting economic crime,”
“predicate offences,” “FATF recommendations” and other keywords related to the subject of
AML and ATF. The search resulted in 120 papers, which were narrowed to 44 papers based
on the following inclusion criteria:

(1) We limited our literature search to the time window of 2002-2018, as concerns
about AML and ATF were raised and attracted attention prior to the events of
September 11.

(2) Cut-off point measures:

* (Google Scholar citation number of 50 and above;

*  Or, Scopus impact factor of 1 and above;

* Or, Scimago impact factor of 1 and above;

e Or, ABDC arank of A and above;

¢ Or, ABS arank of 3 and above; and

¢ Or, Ql and Q2 ranking in Web of Science.
As illustrated by Prasad et al. (2018), acquiring citations from Google Scholar has the
advantage of providing references from peer-reviewed journal articles as well as working
papers, books and other nonscholarly materials, such as widely read newsletters. Moreover,

Harzing and Alakangas (2016) proved the superiority of Google Scholar with regard to both
reaching publications and counting citations. In terms of the choice of 50 citations and
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Figure 2.
Articles’ Google
citation distribution

above, we followed Cole (1970), Astrém (2010) and Prasad et al. (2018) to ensure quality,
attainability and the availability of reasonably impactful articles in our sample.

The choice of the rest of the cut-off criteria (from b to f) was intended to ensure that all of
the articles are peer reviewed and published in highly ranked journals, which will provide a
higher level of quality work.

Papers that mainly focus on AML and ATF were used, and those discussing a single
predicate offense (e.g. fraud, corruption) were not selected. Moreover, the Social Science
Research Network (SSNR) database was also searched to obtain new studies related to
the subject. After shortlisting the papers through the systematic approach and applying the
inclusion criteria, the papers were classified and analyzed by several sets of dimensions,
such as quality, subject, type of paper, type of methodology and journal.

3. Quality distribution

In this carefully defined sample set of relevant studies, the earliest study was published in
2002, and most of the studies were published after the events of September 11, with a peak
between 2008 and 2011 (Figure 2). This result confirms our prior knowledge that research on
AML and ATF is a recent focus of systematic research and is still a novel but quickly
growing research field. The shortlisted papers appear in a wide range of academic journals
(Table 2), with most being published in Wiley. More than half of the studies are found in law
and economics journals, followed by criminology journals and journals on governance.

3.1 Articles’ Google citation distribution

Figure 2 presents the selected impactful research articles based on the number of Google
Scholar citations they received. It is evident from the figure that Levi and Reuter are the
most cited authors, with 252 citations for their article, entitled “Money laundering,” which
was published in 2006. The next highest number of citations was received by an article
written by Levi, entitled “Money laundering and its regulation,” with 190 citations. Levi’'s
article was published four years earlier in 2002. There is a total of four papers that have been
cited more than 100 times between 2002 and 2009. The most recent study authored by Chen,
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Note: Figure 2 presents the 47 research articles and their number of citations (updated as of
November 1, 2018)



Article name Journal Publisher

1. Do countries consistently PLoS ONE Public Library Science
engage in misinforming the

international community

about their efforts to combat

money laundering? Evidence

using Benford's Law

2. Current developments in Teitelbaum and The Business Lawyer American Bar
anti-money laundering laws Kaufmann (2003) Association

3. Power and discourse in Sharman (2008) International Studies Wiley

policy diffusion: Anti-money Quarterly

laundering in developing

states

4. The financial services The Cambridge Law Cambridge University
authority and money Journal Press

laundering: A game of cat and

mouse

5. Money laundering and Alldridge (2008) Journal of law and society Wiley

globalization

6. The EU legislative International and Cambridge University
framework against money Comparative Law Press on behalf of the
laundering and terrorist Quarterly British Institute of
finance: a critical analysis in International and

the light of evolving global Comparative Law
standards

7. Turnover of organized crime Schneider (2010) Public choice Springer

and money laundering: some

preliminary empirical
findings

8. A theory of “Crying Wolf”:

The economics of money
laundering enforcement

9. The economics of
counterterrorism: A survey
10. Terrorist use of the
Internet by the numbers:
Quantifying behaviors,
patterns, and processes

11. Malevolent creativity in
terrorist organizations

12. Uncovering the dark web:

A case study of Jihad on the
web

13. Analysis of topologies and

key players in terrorist
networks

14. Conceptual modeling and
development of an intelligent

agent-assisted decision

support system for anti-money

laundering

Schneider et al.

Gill et al. (2017)

Gill et al. (2013)

Chen et al. (2008)

Gao and Xu (2009)

The Journal of Law,
Economics, and
Organization

Journal of Economic
Surveys

Criminology and Public
Policy

The Journal of Creative
Behavior

Journal of the American
Society for Information
Science and Technology
Socio-Economic Planning
Science

Expert Systems with
Applications

Oxford University Press

Wiley

Wiley

Wiley

Wiley

Elsevier

Elsevier

(continued)
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Table 2.

Article name Author Journal Publisher

15. The tenuous relationship ~ Cuéllar (2002) Journal of Criminal Law ~ SSRN

between the fight against and Criminology

money laundering and the

disruption of criminal finance

16. The risk-based approach in  Dalla Pellegrina, Review of law and SSRN

the new European anti-money  and Masciandaro ~ Economics

laundering legislation: A law  (2009)

and economics view

17. Financial inclusion: A Lee (2017) Journal of Business Law ~ SSRN

challenge to the new paradigm

of financial technology,

regulatory technology and

anti-money laundering law

18. Money laundering—a Buchanan (2004) Research in International ~ Elsevier

global obstacle Business and Finance

19. Money laundering control ~ De Koker (2006) Journal of Financial Crime Emerald

and suppression of financing

of terrorism: Some thoughts on

the impact of customer due

diligence measures on

financial exclusion

20. Money laundering Levi and Reuter Crime and Justice University of Chicago
(2006) Press

21. Machine learning Chen et al. (2018) Knowledge and Springer London LTD

techniques for anti-money Information Systems

laundering (AML) solutions in

suspicious transaction

detection: a review

22. Using social network Colladon and Expert Systems with Pergamon-Elsevier

analysis to prevent money Remondi (2017) Applications Science LTD

laundering

23. New payment methods: A Choo (2013) Computers and Security ~ Elsevier Advanced

review of 2010-2012 FATF Technology

mutual evaluation reports

24. Virtual money laundering: ~ Stokes (2012) Information and

the case of Bitcoin and the Communications

Linden dollar Technology Law

25. Global financial Tsingou (2010) International Politics Palgrave Machilland

governance and the LTD

developing anti-money

laundering regime: what

lessons for international

political economy?

26. False and reluctant Masciandaro European Journal of Law  Springer

friends? National money (2005) and Economics

laundering regulation,

international compliance and

non-cooperative countries

27. Balancing financial threats  Van Duyne et al. Crime, Law and Social Springer

and legal interests in money-  (2005) Change

laundering policy

(continued)




Article name Author Journal Publisher

28. Suppressing the financing  McCulloch and British Journal of Oxford University Press

of terrorism: Proliferating Pickering (2005) Criminology

state crime, eroding censure

and extending neo-

colonialism

29. Terrorist finance, money Leviand Gilmore  Financing terrorism Springer

laundering and the rise and (2002)

rise of mutual evaluation: a

new paradigm for crime

control?

30. Funding terror Baradaran et al. University of The University of

(2013) Pennsylvania Law Pennsylvania Law

Review School

31. Even clubs can’t do Hiilsse (2008) Regulation and Wiley

without legitimacy: Why the Governance

anti-money laundering

blacklist was suspended

32. A new role for for-profit Bergstrom et al. JCMS: Journal of Common  Wiley

actors? The case of anti-money  (2011) Market Studies

laundering and risk

management

33. Global anti-money Vicek (2011) Development Policy Wiley

laundering standards and Review

developing economies: The

regulation of mobile money

34. Involuntary public policy-  Helgesson and JCMS: Journal of Common  Wiley

making by for-profit Morth (2016) Market Studies

professionals: European

lawyers on anti-

money laundering and

terrorism financing

35. The fight against terrorist ~ Clunan (2006) Political Science Quarterly ACAD Political Science

financing

36. Securitizing money to Vicek (2015) International Studies Oxford University Press

counter terrorist finance: Some Perspectives

unintended consequences for

developing economies

37. Combating terrorism by Bolleyer and Gauja Public Administration Wiley

constraining charities? Charity (2017)

and counter-terrorism

legislation before and after 9/

11

38. Terrorism activity, Drakos (2010) Review of financial Elsevier

investor sentiment, and stock economics

returns

39. The economics of Intriligator (2010)  Economic Inquiry Wiley

terrorism

40. Psychological factors in Kruglanski and Social Issues and Policy Blackwell Publishing

terrorism and Fishman (2009) Review

counterterrorism: Individual,
group, and organizational
levels of analysis

(continued)
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Table 2.

Article name Author Journal Publisher

41. A framework for analyzing Roseetal. (2014).  Risk Analysis Wiley
the economic tradeoffs

between urban commerce and

security against terrorism

42. Different disciplinary Sloan (2010) International Studies Oxford
perspectives on understanding Review

and countering crucial aspects

of terrorism: The quest for an

integrated approach remains

an ideal
43. Detecting money Zdanowicz (2004)  Communications of the Association for
laundering and terrorist ACM Computing Machinery
financing via data mining
44. Money laundering and its ~ Levi (2002) The Annals of the Sage Publishing
regulation American Academy of

Political and Social

Science

Z., Teoh, E. N., Nazir, A., Karuppiah, E. K. and Lam, K. S, entitled “Machine learning
techniques for anti-money laundering (AML) solutions in suspicious transaction detection: a
review,” received 0 citations, suggesting that the studies on AML and ATF are relatively
new and need more analysis among the researchers to gain a proper understanding of the
subject and analyze it accordingly.

3.2 Journals’ impact factor/quality distribution

Table 3 presents the number of articles followed by journals and impact factors provided by
Scopus, ABDC, ABS, Scimago and the Web of Science. As indicated in the table, only 21
journals listed in Scopus received an impact factor greater than 1; the other four received
lower scores, while 14 were not listed in Scopus. Of these 22 rated journals, eight are rated as
“A category”; out of these, two received an impact factor less than 1, and one was not listed
in Scopus. Five journals were under the “B category,” with four of these listed in Scopus. Six
out of the 44 were “C category.” The rest were not listed in ABDC.

According to the ABS journal ranking, only six articles belong to category “3” (high
rank), five journals fall under category “2,” two are listed as “1” and the other 28 journals
have not fulfilled the minimum criteria to get them ranked by ABS. Of these 44 journals,
seven had not received any ranking in Scimago, 16 received an impact factor greater than 1
and 19 received an impact factor less than 1.

The last database is the Web of Science. The finding suggests that, among the 44
journals, only 34 journals are listed, and the remaining 12 are not listed by Web of Science.
Among these, 15 are category “Q1” (highest rank), and 5 are category “Q2” (second highest).
The rest are category “Q3,” and only one under category “Q4” (lowest). The findings provide
an interesting outcome on studies related to AML and ATF. Overall, two journals are listed
in all the databases that have received a high impact factor, “Communications of the ACM”
and “Journal of Economic Surveys.” However, “Communications of the ACM” gets a higher
number of citations and crossed the cut-off point of 50. Surprisingly, the journal “Financing
terrorism” has not been evaluated by any database and yet received 105 citations, exceeding
most of the other journals that have already been evaluated and ranked. The following
journal in the ranking is “Information and Communications Technology Law,” with 57



Article name

Type of paper/methodology

1. Do countries consistently engage in misinforming the international
community about their efforts to combat money laundering? Evidence using
Benford’s Law

2. Current developments in anti-money laundering laws

3. Power and discourse in policy diffusion: Anti-money laundering in
developing states

4. The financial services authority and money laundering: A game of cat and
mouse

5. Money laundering and globalization

6. The EU legislative framework against money laundering and terrorist
finance: a critical analysis in the light of evolving global standards

7. Turnover of organized crime and money laundering: some preliminary
empirical findings

8. A theory of “Crying Wolf”: The economics of money laundering
enforcement

9. The economics of counterterrorism: A survey

10. Terrorist use of the Internet by the numbers: Quantifying behaviors,
patterns, and processes

11. Malevolent creativity in terrorist organizations

12. Uncovering the dark web: A case study of Jihad on the web

13. Analysis of topologies and key players in terrorist networks

14. Conceptual modeling and development of an intelligent agent-assisted
decision support system for anti-money laundering

15. The tenuous relationship between the fight against money laundering and
the disruption of criminal finance

16. The risk-based approach in the new European anti-money laundering
legislation: A law and economics view

17. Financial inclusion: A challenge to the new paradigm of financial
technology, regulatory technology and anti-money laundering law

18. Money laundering—a global obstacle

19. Money laundering control and suppression of financing of terrorism: Some
thoughts on the impact of customer due diligence measures on financial
exclusion

20. Money laundering

21. Machine learning techniques for anti-money laundering (AML) solutions in
suspicious transaction detection: a review

22. Using social network analysis to prevent money laundering

23. New payment methods: A review of 2010-2012 FATF mutual evaluation
reports

24. Virtual money laundering: the case of Bitcoin and the Linden dollar

25. Global financial governance and the developing anti-money laundering
regime: What lessons for international political economy?

26. False and reluctant friends? National money laundering regulation,
international compliance and non-cooperative countries

27. Balancing financial threats and legal interests in money-laundering policy
28. Suppressing the financing of terrorism: Proliferating state crime, eroding
censure and extending neo-colonialism

29. Terrorist finance, money laundering and the rise and rise of mutual
evaluation: a new paradigm for crime control?

30. Funding terror

Empirical

Technical paper
Argument paper
Technical paper

Literature review
Technical paper

Empirical
Empirical

Review
Empirical

Conceptual

Case study
Empirical
Conceptual
Technical paper
Theoretical paper
Technical paper
Technical paper
Literature review
Descriptive review

Review

Empirical
Technical paper

Conceptual
Technical paper

Empirical

Argument paper
Technical paper

Technical paper

Empirical/technical
Technical paper

(continued)
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Table 3.

Article name

Type of paper/methodology

31. Even clubs can’t do without legitimacy: Why the anti-money laundering
blacklist was suspended

32. A new role for for-profit actors? The case of anti-money laundering and
risk management

33. Global anti-money laundering standards and developing economies: The
regulation of mobile money

Comparative

Literature review

34. Involuntary public policy-making by for-profit professionals: European Case study
lawyers on anti-money laundering and terrorism financing

35. The fight against terrorist financing Argument paper
36. Securitizing money to counter terrorist finance: Some unintended Argument paper
consequences for developing economies

37. Combating terrorism by constraining charities? Charity and counter- Comparative
terrorism legislation before and after 9/11

38. Terrorism activity, investor sentiment, and stock returns Empirical

39. The economics of terrorism Conceptual

40. Psychological factors in terrorism and counterterrorism: Individual, group, Technical paper
and organizational levels of analysis

41. A framework for analyzing the economic tradeoffs between urban
commerce and security against terrorism

Conceptual/theoretical

42. Different disciplinary perspectives on understanding and countering Book review
crucial aspects of terrorism: The quest for an integrated approach remains an

ideal

43. Detecting money laundering and terrorist financing via data mining Empirical

44. Money laundering and its regulation Technical paper

citations. This outcome indicates that high-quality journals are not satisfied with the
contributions provided by the current articles in the field.

3.3 Journal’s type of paper/methodology

To obtain a better understanding of the heterogeneity of the studies reviewed, we analyzed the
type of methodology and labeled the papers accordingly. From this exercise, it emerged that the
studies can be divided into eight distinct categories. Most of the reviewed papers (44) are different
types of qualitative studies. The vast majority of those (30) adopt different approaches such that
13 are technical, seven are review papers, four are arguments, four are conceptual, two are case
studies, one is a comparative paper, one is theoretical and two are mixed methods. The remaining
nine studies are quantitative in nature, adopting statistical methods (such as Benford’s law,
turnover, probability, comparative statics and data mining) or econometric approaches. It is
worth mentioning that most of the data used in these papers were vague and lack proper
interpretation, while other data were extracted from published annual or statistical reports
available to the public. These data mostly do not represent the actual statistics of the amount of
ML, nor do the actual funds go to terrorists, as most go undetected. This finding suggests that
governments should provide research access to accurate and concrete data to properly analyze
ML and terrorist financing, which would, in turn, provide the government with better ways to
counter them. Table 3 below provides the type of methodology used in the reviewed papers.
Additionally, Figure 3 shows the number of each type of methodology.

4. Content analysis distribution
As the majority of the papers were qualitative in nature, with almost a quarter adopting
quantitative approaches, it is interesting to investigate the themes of such studies. To do so,



= Empirical

= Technical paper
Argument paper
Review

= Conceptual

™

= Case study

v = Theoretical paper

= Comparative

2 = Mixed method

we performed a content analysis of these studies and classified them under the following
three categories based on the similarity of the themes shared by them, as listed below:

(1) research articles related to AML;
(2) research articles related to ATF; and
(3) research articles related to both AML and ATF.

As shown in Table 4, the 21 AML articles were classified under different categories such
that 15 studies are related to regulations, two to criminology and the rest (four) fall in the
trend category. Upon examining the objectives of each article, it is found that most of the 15
articles under the category of “regulations” aimed to either criticize, analyze or investigate
the laws and procedures meant to counter ML. The general findings suggest that AML
practices are far from effective and recommend that regulators and authorities be required
to enhance and update their practices and laws. Among the 15 articles that presented
recommendations, one article, “Even clubs can’t do without legitimacy: Why the anti-money
laundering blacklist was suspended,” provides no recommendations. Moreover, two studies
fall under the criminology category and have the objectives of examining the ML process
and shedding light on its financial means, which fall under the category of organized crime
groups. The findings of these two articles suggest the importance of cooperation between
different actors to find a proper solution to fight ML and show how important organized
crime turnover is. The articles come with the recommendation of providing an appropriate
detection method and insist on conducting further research in this area. The remaining four
articles fall under the trend category. The general objective of these articles is to provide a
comprehensive way to measure and assist the AML system through technology and
computational algorithms. Each paper supports the analyzed objective. The final
recommendation of the four papers is to inject a technical analysis method to combat ML.
As shown below, there are 14 ATF articles. Among these, four falls under
regulations, six under economics (one under financial economics and another under
socioeconomics), two under trends and the last two fall under criminology. Articles
in the regulations category were published with the objectives of studying how to
counter terrorism and its related factors and to examine the efficiency of the
financial laws. The findings of these papers suggest the ineffectiveness of some
financial laws and the need for cooperation from different countries and financial
entities. In terms of recommendations, the two articles on regulations recommended
conducting more research to study the ATF legislative framework and the necessity
of enforcing international regulations. No recommendations were made in the
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remaining two articles. The objectives of the other six articles in the economics
category show that research revolved around studying the concept of ATF and
reviewing some existing literature on the subject. Most of the articles made
significant findings regarding the researched objectives. While two articles did not
present any recommendations, the remaining four articles agreed on the importance
of undertaking new ATF procedures.

Finally, six articles discussed both AML and ATF. Thus, five articles fall under the
regulations category and aimed to examine the legislative framework of AML and
ATF, evaluating the regulatory technology used and analyzing the relationship
between AML and ATF and its related customer due diligence (CDD). The finding
finalized that some international standards are not fully implemented, and there is no
evidence showing that regulatory technology is effective. The common
recommendation of these articles is that more research is needed, and cooperation
among different countries is required.

To summarize, Table 4 presents the breakdown of the reviewed papers based on
their subjects. From the table, we can conclude that the existing literature on AML and
ATF has placed a great deal of emphasis on examining both ML and terrorist financing
laws, typologies, FATF standards and recommendations, detection methods and other
regulatory measurements. A total of 21 studies (approximately 49 per cent) focus on
AML. In total, 15 reviewed articles (approximately 35 per cent) focus on ATF. The
remaining eight articles (approximately 16 per cent) discuss AML and ATF. Therefore,
there is a greater number of studies focused on a certain theme that may fail to give new
insights over a period of time. The content of these papers is discussed in detail in the
table above. However, there is a lack of quality studies on the subject as a whole. First,
the authors did not present recommendations in some of the listed articles. Second, the
results were vague and lack proper interpretation. Finally, the conclusions did not
adequately tie information together. This result probably better explains the reason
why so many articles are published in relatively high-quality databases. Therefore, it is
very important call for future research on AML and ATF so that more novel studies are
performed to enhance different dimensions of AML and ATF related to current FATF
recommendations, risk mitigation, safeguarding mechanisms and regulatory
technologies that can analyze and detect ML/TF.

5.Futureresearch agendaon anti-money laundering and anti-terrorism financing
This paper uses a systematic literature review to provide a review of research conducted on
AML and ATF. Peer-reviewed articles from high-ranking journals with 50 or more citations
from 2002 to 2018 were considered for the detailed citation and content analysis. The citation-
based analysis suggests that there has been an increase in research related to AML and ATF
after the events of September 11. However, after examining the content of the selected articles,
it was found that the majority of the studies lack quality and concrete empirical analyses to
properly analyze AML and ATF. The current state of the academic research also suffers from
the absence of information and data about AML and ATF, as most of the related data and
statistics are considered confidential. Therefore, this paper tries to further explore the scope of
possible future research on AML and ATF. For example:

* more focused studies on detecting schemes using machine learning are needed,;
« using an artificial intelligence system to identify potential ML/TF accounts;

* examining alternative remittance systems, their risks and how to properly control
them;



» study of predicate offense typologies; and

e examining pyramid marketing and its role in AML and ATF and the lack of laws in
some countries to criminalize it (comparison between Sharia and law).

The paper contributes significantly to scholars and professional practitioners by providing
insights through a detailed systematic review of the existing research studies on AML and
ATF. First, the paper provides a comprehensive and detailed description of the available
literature on the subject. Then, the paper describes the nature of the available studies and
clearly discusses the gaps in the literature. Finally, the paper points out the directions for
future research that may enable impactful studies on AML and ATF to be published in top-
tier journals. To the best of our knowledge, this study is the first to make a detailed review of
what has been studied so far in AML and ATF and to identify scope for further research work.
This review has several implications. First, the paper reveals that there are gaps in
both regulations and legislative laws and the technology used by countries to fight ML
and terrorist financing. Second, the paper clearly shows the need for cooperation among
different parties and entities in the war against ML/terrorist financing. Third, one
purpose of this study was to more deeply examine the phenomenon of ML/terrorist
financing, which remains relatively underexplored in different dimensional contexts.
Finally, we provide the elements to initiate more quality research on AML and ATF. The
issues discussed in the suggested research agenda could help to provide more
sophisticated elements to fight ML and terrorist financing, which would be useful to
authorities, policymakers and regulators who define requirements, technologies, and
laws. The limitations of this paper are that it has not considered studies with fewer than
50 citations, and the findings may change if one includes all the studies irrespective of the
number of citations. Moreover, the paper may ignore a few recent and important studies.
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