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ABSTRACT

With the continuing growth in various research domains such as Artificial Intelligence (AI), Machine Learning
(ML), Big Data Analytics (BDA), and Cloud Computing (CC), the Internet of Things (IoT) has become a popular
technology nowadays. It provides a virtual interaction between physical objects and the cyber world over the
Internet without human intervention. The IoT devices are embedded with sensors, software, or some other
useful technologies for connecting, sharing, and exchanging data with other devices. Among recent technologies
impacting human lives, Radio Frequency IDentification (RFID) has become a core identification technology that
can be integrated into the IoT environments which connect billions of things or objects. However, an RFID
system has two major issues: (i) an adversary can tamper or intercept the sensitive information of the RFID
tags, which may cause forgery and privacy problems, and (ii) RFID tags have limited computational power
capability which makes it challenging to use current security solutions. To deal with these issues, we propose
an anonymous and reliable ultralightweight RFID-enabled authentication scheme (namely AnonR?AS) for IoT
systems in a cloud computing environment. AnonR?AS integrates bitwise exclusive-OR, left-right rotations,
and ultralightweight hal f-flip operation, to reduce computational overheads on tag. The AnonR>AS provides
stronger security (by preventing several attacks) and improves performance concerning low computational,
communication, and storage costs. Also, it preserves information privacy and tags untraceability property by
using Vaudenay privacy model. The Scyther simulation tool verification has been performed for its formal
security analysis. The performance analysis ensures our AnonR?AS scheme is preferable for low-cost RFID
systems.

1. Introduction

At present, IoT is being widely used in a huge number of real-life
applications such as Industrial IoT, telemedicine, connected vehicles,

In the era of ubiquitous computing, IoT technologies have become
more prominent and are rapidly growing everywhere. IoT networks
are composed of various sensor devices such as smart objects, RFID
tags, and many other sensor-enabled devices [1]. All these devices are
equipped with the capability to collect, store, and communicate data to
other devices deployed worldwide. Thus, IoT has become an imperative
technology in context with the current inter-connected world [2].

* Corresponding author.

e-healthcare, industrial Internet, smart cities, smart homes, smart retail,
smart grid, smart farming, smart supply chain, so forth [3-5].

As a key component of IoT systems, the group of Radio Frequency
IDentification (RFID) technologies are referred to as Automatic Identi-
fication and Data Capturing (AIDC). In particular, RFID technology is
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becoming a contactless and wireless technique used to automatically
identify and track the tagged objects via radio frequency signals [6-8].

Typically, an RFID system comprises an RFID reader, RFID tags,
and a backend database. The RFID tag is a small device that consists
of an antenna, an Integrated Circuit (IC), and dedicated hardware for
cryptographic primitives that transmit data to the RFID reader. The tags
generally store the sensitive information associated with the objects
and communicate it to the RFID reader for authentication purposes.
Generally, RFID tags have very limited computational capability and
storage capacity when compared to the reader and server. The RFID
tags consist of active, semi-active, and passive tags [9]. The active
tags contain a radio transceiver and a small battery. These tags can
communicate directly with the reader. The semi-active tags contain
a small battery and get charged from it [10]. The passive tags get
power and charge wirelessly with the help of a reader. The RFID reader
consists of a radio transmitter/receiver, a memory unit, and a control
unit.

To accomplish mutual authentication, RFID reader enables the tag
and server to exchange messages among themselves. Usually, the com-
puting capacity of the RFID reader is higher in comparison to the
RFID tag [11,12]. The backend server is always considered to be a
completely trusted entity, it stores all the secret information related to
RFID tags in its database. The server computes the tag’s validity using
stored secret information in the database. The RFID system enables
the identification of numerous tag-attached objects concurrently. Cloud
computing addresses the limitations and performance of the physical or
backend servers in the IoT environment when a huge amount of data
is being generated in an RFID-based IoT system. The cloud platform
has several promising advantages in contrast to physical servers such
as high scalability, data storage, and low-cost services [13,14].

The two important features of RFID systems, i.e., data processing
and robustness, can greatly enhance the performance of the cloud
server using cloud computing technologies [15,16]. Besides, the cloud
platform is rapidly evolving and can be deployed in RFID systems,
where robustness ensures the reliability and stability of the system.
In the cloud platform, all the data can be collected and processed
by the sensors which solves the serious problems involved in RFID
systems such as data loss and data delay [17]. During the system setup,
some secrets are pre-shared between the tag and server to achieve
secure authentication over an insecure communication channel. The
data exchanged wirelessly over the insecure channel may lead to ad-
versaries being able to easily modify, tamper, steal, or even intercept
the data [18]. The channel is assumed to be secure between RFID reader
and server because some pre-shared secret keys and some other security
mechanisms are established between them.

1.1. Problem statement and motivation

There exists a variety of RFID-based authentication schemes for safe-
guarding RFID systems from various security and privacy attacks. These
schemes are typically based on traditional lightweight cryptographic
primitives, for instance, symmetric key encryption and one-way hash
functions. The RFID system considers two communication channels for
transmitting messages: secure (between reader and cloud) and insecure
(between tag and reader). The adversary may infer or forge the RFID
tag’s information, and compromise the tag’s privacy over an insecure
channel. In addition to this, the transmitted messages may be tampered,
injected, replayed, and/or intercepted over the communication channel
by an adversary. These issues pose a threat to the security of RFID
systems. To fix the aforementioned security flaws, we propose an
anonymous and reliable ultralightweight RFID-enabled authentication
scheme (AnonR?AS) for IoT systems in a cloud computing environment.
In addition to security and privacy, RFID tags contain limited compu-
tational capability and storage compared to reader and server. Existing
cloud-assisted RFID authentication scheme(s) may suffer from the high
computational overhead of the tags. To reduce the computational over-
head, we exploit simple bitwise exclusive-OR, left-right rotations, and
ultralightweight hal f- flip operations in our proposed scheme.
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1.2. Security requirements for an RFID system

With regards to an RFID system, this section briefly introduces some
of the common security requirements defined as [19,20]:

Information privacy .A can access the secret information stored
in the tags.

Eavesdropping attack All the messages are being transmitted
between tags and readers over an insecure communication chan-
nel. A may easily listen or eavesdrop. Hence, adversaries can
obtain secret information or confidential data from eavesdropped
messages.

Location tracking A may try to track the location of the tag-
embedded objects.

Replay attack First, A eavesdrops on the transmitted messages
to obtain the sensitive information of tags or readers in one
authentication session. Next, using this information the adversary
can replay in the future and can get more information regarding
the tag.

Impersonation attack First, .A masquerades as an authorized or
trusted tag (or reader), then it can impersonate the tag (or reader)
using information collected from the previous communication
session.

De-synchronization attack .A can intercept the important trans-
mitted messages and make the changes in the tag’s secret key
stored in the backend server in an authentication session. How-
ever, the tag’s secret key stored in the tag cannot be the same as
the tag’s secret key which is stored in the database of the backend
server.

Disclosure attack A can slightly modify the messages from
the reader and transmit these messages to the tag to verify the
correctness of modifications.

1.3. Objectives

The key objectives of our scheme are as follows.

ensure the tag anonymity, and mutual authentication between 7
and CS.

ensures several known privacy features including tag untraceabil-
ity, tag information, and tag location privacy.

ensures security features including confidentiality and scalability.
resists several known attacks including impersonation and replay
attacks.

minimizes communication and computational overhead of tags.

1.4. Key contribution

After an extensive study of existing cloud-assisted RFID authenti-
cation schemes, we have pointed out a variety of security, privacy,
and performance issues of these schemes (refer to Section 2). Keeping
aforesaid issues in view, we propose an anonymous and reliable RFID-
enabled authentication scheme (AnonR?AS). In particular, this paper
has the following contributions.

» An anonymous and reliable RFID-enabled authentication scheme
(AnonR?AS) is proposed for IoT systems in a cloud computing
environment. It exploits bitwise XOR, left rotate operation, and
an ultralightweight hal f-flip operation to encrypt data instead
of a one-way hash which consumes more computation time.

Our AnonR?AS scheme achieves information privacy and tags
untraceability property. During authentication process, the useful
plaintext information of tags cannot be obtained by the cloud
server, which provides privacy protection for tags. The informal
security analysis of AnonR?AS shows it is resistant to several
known attacks like replay and impersonation.
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+ We provide an implementation of AnonR?AS. The performance
comparison is performed with the other similar schemes which
demonstrates that AnonR?AS greatly reduces the computational
overhead of tags while supporting the above-mentioned security
and privacy guarantees.

1.5. Roadmap of the paper

The rest of the paper is arranged as follows. The related work is
presented in Section 2. Section 3 presents brief details about the mate-
rials and methods used in our proposed scheme. Section 4 presents the
RFID system model and adversarial model, respectively. Next, Section 5
details our proposed AnonR?AS scheme. Sections Section 6 present
the adversary classes and proofs of information privacy-preserving
and tags untraceability using Vaudenay privacy model. Further, Sec-
tion 7 presents informal and formal security analysis, followed by
performance analysis. The concluding remark and future directions are
presented in Section 8.

2. Related work

Over the last few years, a variety of RFID authentication schemes
using cloud computing have been proposed by many researchers for
safeguarding RFID systems from several known security attacks. Table 1
discusses some existing cloud-based RFID authentication schemes with
their respective class, cryptographic primitive, pros and cons.

Xie et al. [21] introduced a privacy-preserving cloud-centered RFID
authentication scheme. In this scheme, a Virtual Private Network (VPN)
agency is deployed to organize the secure backend channels. The
scheme considers the cloud database as an encrypted hash table and
employs simple XOR (&), concatenation (||) operations, hash func-
tion A(-), Pseudo-Random Number Generator (PRNG), and encryption
E(-),/ decryption D(-), function by using a symmetric algorithm. How-
ever, the study by Abughazalah et al. [22] highlighted vulnerabilities
such as reader impersonation and tag location tracking attacks in Xie’s
scheme [21].

Abughazalah et al. [22] first showed the security weaknesses of Xie
et al.’s [21] scheme which was vulnerable to tag location tracking and
reader impersonation attacks, and privacy invasion of the tag’s data.
Furthermore, they presented an improved version of Xie’s scheme to
ensure security and privacy for the tags using simple XOR (&), hash
function A(-), PRNG(-), and performing symmetric operations. The
scheme claims to achieve tag anonymity, tag location privacy, replay,
tag/reader impersonation, and de-synchronization attacks. However,
Surekha B et al. [23] showed the scheme [22] cannot withstand the
tag location privacy property.

Xiao et al. [24] presented a cloud-centered RFID authentication
approach over an insecure channel. The scheme uses simple bitwise
XOR (@), hash function A(-), PRNG(:), and performs E(-),/D(-), by
employing a symmetric algorithm through the shared master keys. It
preserves the tag privacy feature and protects data secrecy. In addition,
complicated hash operations are performed on the tag in each authen-
tication session, which results in a high computational cost. Also, the
scheme cannot realize the identity authentication feature.

Fan et al. [25] presented an efficient and secure cloud-based RFID
scheme. The scheme integrates a hash function A(-) which is used
for data encryption between tags and readers. The protocol uses two
timestamps for the tag and the reader for updating the authentication
information which resists synchronization attacks. The protocol can
withstand forgery, replay, and tag-tracking attacks.

Fan et al. [26] proposed a secure privacy-preserving and efficient
cloud-based RFID scheme. The scheme uses simple XOR, permuta-
tion Per(-,-), and left rotation Rot(-,-) operations. The use of times-
tamps updates the tag’s secret information as well as ensures the
message’s freshness. The scheme resists replay and de-synchronization
attacks. However, Adeli et al. [27] mentioned out that Fan’s scheme
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is insecure against forward-backward security, anonymity, imperson-
ation, secret disclosure, replay, traceability, man-in-the-middle, and
de-synchronization attacks.

Fan et al. [28] proposed a lightweight RFID protocol for IoT en-
vironment. They used left rotation Rot(:,-), cross Cro(-,-), PRNG(),
bitwise exclusive-OR, and concatenation (||) operations. The protocol
resists some typical attacks including replay, Denial-of-Service (DoS),
and synchronization attacks. However, Aghili et al. [29] presented
an improvement of the Fan’s protocol [28] called SecLAP. Later on,
Safkhani et al. [30] showed traceability, reader impersonation, and full
and partial secret disclosure attacks in [29].

Anand et al. [31] proposed a reliable and efficient ultralightweight
RFID authentication scheme for patients’ medication safety called
ER2AS. The scheme uses bitwise XOR, circular left/right rotations, and
reformation operation. The scheme resists several known attacks such
as impersonation, disclosure, replay, and de-synchronization attacks.
However, Ebrahimi and Nikooghadam [32] showed that the scheme is
insecure against insider and impersonation attacks.

Shariq and Singh [33] introduced a lightweight RFID authentica-
tion protocol using vector-space-based approach. The protocol ensures
several known security features including tag anonymity, mutual au-
thentication, forward secrecy, etc. The protocol can also withstand
disclosure, replay, and tag location tracking attacks. However, the
authors do not provide any formal security analysis.

3. Preliminaries

We briefly provide an overview of circular left and right rotations
in this section. To achieve higher security, our proposed AnonR?AS
scheme employs simple XOR, circular left rotation, and ultralightweight
hal f-flip operations. The key parameters used with their respective
symbols and abbreviations are shown in Table 2.

3.1. Rank and nullity

The number of 1’s and 0’s present in a string is called rank and
nullity. Suppose X/ is a given string, the rank, and nullity are defined
as follows.

rank(X/Y) = Number of 1’s presented in string X/

nullity(X /) = Number of 0’s presented in string X /Y.

3.2. Circular rotation operations

The two operations namely circular left and right rotations used in
our AnonR?AS scheme. The rotation operation is generally denoted as
X, Y. Rot;(X,Y) denotes the left rotation where string X left rotates by
rank(Y)(mod L) bits. While, Rot;(X, Y) denotes the right rotation where
string X rotates by rank(Y)(mod L) bits. The outcomes of the left and
right rotations might be X or Y with the probability %, where L denotes
the bit length of string X or Y.

+ Left and right rotate operation Suppose X and Y are two 8-bit
strings:

X =10111001,Y = 01011000,

Then, the left rotate operation on X with rank(Yy) can be com-
puted as Rot,(X,Y) =String X is left rotated by rank(}). The
rank of string Y is 3, i.e., rank(y) = 3. Now, rank(Y)(mod 8) =
3 mod 8 = 3.

Therefore, Rot;(X,Y) = Rot;(X,3) = 11001101.

Similarly, the right rotate operation on X with rank(Y) can be
computed as, Rot.(X,Y) =String X is left rotated by rank(Y). The
rank of string Y is 3 i.e., rank(y) = 3. Now, rank(Y)(mod 8) =
3 mod 8 = 3.

Therefore, Rot,.(X,Y) = Rot,(X,3) = 00110111.
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Table 1
Comparison among various cloud-based RFID authentication schemes.
Reference Class Cryptographic primitive Pros Cons
Ref [21] * Lightweight * Bitwise XOR * The scheme preserves tag and reader privacy * Insecure against reader
* Concatenation against database keepers. impersonation and tag location
* Hash function tracking attacks.
* Pseudo-Random Number
Generator
* Encryption/decryption
Ref [22] * Lightweight * Bitwise XOR * The scheme achieves tag anonymity, tag location * Insecure against tag location
* Concatenation privacy, replay, tag/reader impersonation, and privacy property.
* Hash function de-synchronization attacks.
* Pseudo-Random Number
Generator
* Encryption/decryption
Ref [24] * Lightweight * Bitwise XOR * The scheme preserves tag privacy feature and * The scheme suffers from high
* Hash function protects data secrecy. computational costs and also
* PRNG cannot realize the identity
* Encryption and decryption authentication feature.
by employing a symmetric
algorithms
Ref [25] * Lightweight * Hash function * The protocol can withstand forgery, replay, and * Does not provide any formal
* Concatenation tag-tracking attacks. security analysis using AVISPA,
* Timestamps for tag and Scyther tools, etc.
reader Encryption
* Encryption and decryption
Ref [26] * Lightweight * Simple XOR * The scheme resists replay and de-synchronization * Insecure against impersonation,
* Improved permutation attacks. secret disclosure, replay,
* Left rotation traceability, man-in-the-middle,
and de-synchronization attacks.
Ref [28] * Lightweight * Left rotation * The protocol resists typical attacks including * Insecure against traceability,
* Cross operation replay, Denial-of-Service (DoS), and reader impersonation, and full
* PRNG synchronization attacks. and partial secret disclosure
* Bitwise XOR attacks.
* Concatenation
Ref [33] * Lightweight * Vector-space * The protocol can also withstand disclosure, * Does not provide any formal
* Basis of a vector-space replay, and tag location tracking attacks as well as security analysis using AVISPA,
* Linear Mapping ensures tag anonymity, mutual authentication, Scyther tools, etc.
* PRNG forward secrecy, etc.
* Concatenation
* Hash function
Ref [31] * Ultralightweight * Bitwise XOR * The scheme achieves tag location privacy, resists * Insecure against insider and
* Reformation operation impersonation, disclosure, replay, and impersonation attacks.
* Circular left-right rotations de-synchronization attacks.
Our * Ultralightweight * Bitwise XOR * The scheme provides a stronger level of security * Not known yet
* PRNG and enhances the security functionalities.
* Circular left-right rotations
* Hal f-flip operation
Table 2 3.3. Definition of half-flip
Symbol and definitions.
Symbol Description Suppose X and Y are two n-bit length strings, where
T RFID Tag .
R Reader X =x,X,_1 ... %x,%x; € {0,1},i=1,2,...,n,
cs Cloud server Y =yVpot - 22¥1,¥, €10, 1}, j = 1,2,...,n.
A Adversary
k; Secret key shared between 7 and CS The half-flip of X with Y can be denoted as f;,(X,Y). Therefore,
K Private key of CS the outcome can be written as
rank(X) Number of 1’s present in string X
nullity(Y) Number of 0’s present in string ) fh(X ) =2 = 2,2, ... 227
S X, ) H.a[f-flip operati.on between strings X and Y — Rotr(z\)”) ® Rot,(y”), 7, €{0,1},k=1,2,...n.
Rot,(X,Y) Circular left rotation of X by rank(Y)
Rot (X, ) Circular right rotation of X by rank(Y) The newly proposed ultralightweight half-flip can be divided into
IDS Index-pseudonym stored in 7 and database of CS four steps such as rank and nullity, circular rotations, half-flipping, and
TiD Tag’s identification number XORing. To better understand the ultralightweight f,,(X, ) operation,
b Static identification number of each RFID tag 7 we consider X and Y two 24-bits length strings as given below:
ny,ny Pseudo-random numbers generated at CS
? XOR operator X =101010111100010101111101 and
= Comparison operator
=110110111010011001010011.
N Total number of tags stored in RFID systems y 0110 0100110010100
L Length of each parameter (in bits)

Step 1: Rank and nullity Compute rank and nullity of strings X and

Y for 1’s and 0’s appear in X/Y

rank(X) = Number of 1’s presents in X = 15 and
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X =~ (100010101111) [ 101101010111
X7 = 011101010000010010101000
Y = 100110010100 | ~ (111101101110)
Y’ = 011001101011000010010001

Fig. 1. Computation of X’ and Y'.

nullity(X) = Number of 0’s presents in X =9
rank(Y) = Number of 1’s presents in ) = 14 and
nullity(Y) = Number of 0’s presents in Y = 10.

Step 2: Rotation Perform circular left rotation on X by nullity(X) and
circular right rotation on Y by rank(Y).

Rot (X, nullity(X)) = 100010101111101101010111

Rot (Y, rank(y)) = 100110010100111101101110.

Step 3: Half flipping Divide the strings X and Y into two equal parts.
Then, as shown in Fig. 1 a simple not(~) operation is performed on the
first half of string X and the second half of string Y to compute X’ and
Y, respectively. Thereafter, the two equal substrings of X (i.e., X, X,)
and Y (i.e., ,,Y,) is obtained, and perform subsequently the circular
right rotation on X" by rank(X) and the circular left rotation on )" by
nullity(Y) as shown in Fig. 2.

Step 4: XORing To compute the output of half-flip operation, the
bitwise XOR operation is performed between Ror.(X") and Rot;(Y").
Then, we have

Fn(X, ) = Rot (X", rank(X)) @ Rot;(Y" , nullity(Y))
=00011101001001111000000

rank(f,(X,¥)) =9 and nullity(f,(X,Y)) = 15.

4. System model and adversarial model
4.1. RFID system model

We present our formal privacy model in this section which is the
same as the Vaudenay Privacy Model (VPM) [34,35] that ensures the
privacy guarantees of our proposed scheme. This model is considered
a powerful model among all existing methods. We provide the for-
mal proof of two privacy notions, i.e., untraceability and information
privacy, based on this model, these are discussed in Section 6.

The following components are comprised of an RFID scheme given
below:

+ SetupServer (1°) - (IDS, DB)

This is an algorithm used to match /DS with stored IDS or
IDS,,. If it finds a match, then for each tag, indexes IDS or
IDS,,, are used to fetch TID and k; from the database. It also
generates a database (DB), where all the secret information of the
tags is stored.

SetupReader (1°) — (k;)

Based on the security parameter s, a shared secret key k; is
generated by it, and it is shared with all the legitimate tags that
are stored in the database of the cloud server.

SetupTag (T1D) — (k;,S)

This is an algorithm used to generate a tag that has a secret
key k;, a tag’s unique identification number TID, and an index-
pseudonym I DSS. It also generates an initial state S of the tag. The
pair (TID,k;) is stored for each legitimate tag in the database of
a cloud server. Also, k; is shared with all the legitimate readers.

IdenTag (x) — Output

This is an interactive protocol = between RFID system compo-
nents that is a tag 7, a reader R, and the cloud server CS. If
the server authenticates the tag, then Output = TID (TID is
legitimate), otherwise Output =L (T'ID is not legitimate).
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4.2. Adversarial model

This section discusses the capabilities of the adversaries. Our adver-
sary model can capture a powerful adversary, where he/she can record
or monitor all communications over the channel [36-38]. Moreover, an
adversary A can eavesdrop or listen on the channel and obtain secret
information in an RFID system. This model considers a tag as a free tag
or drawn tag according to the accessibility of the tag to A. The tag is
considered a drawn tag if it is inside the read range of an adversary A,
otherwise, it is a free tag. The abilities of .4 can be represented by the
following eight oracles as given below:

+ Create Tag’(TID)
The adversary A creates a free tag with a tag’s unique identifier
(or unique identification number) 71 D. The free tag or drawn tag
will be legitimate if b = 1, otherwise b = 0.

DrawTag(distr,n) — (vtag,, by, vtag,, b,, ... ,vtag,, b,)

The adversary A can access the randomly chosen set of tags from the set
of free tags with a probability distribution distr. The free tag or drawn
tag vtag; (virtual tag) will be legitimate if b, = 1, otherwise b, = 0.

Free (vtag)

Adversary A changes the status of drawn tag vtag to free tag. So
it makes vtag untraceable. Hence, it cannot be traced by A.
Launch (r)

The adversary A can launch a new protocol session run z.
SendReader (m, ) - m’

This oracle sends a message m to a reader in a protocol session
run z and receives the answer m’ from the reader.

SendTag (m, vtag) —» m’

This oracle sends a message m to a virtual tag vtag and receives
the answer m’ from the tag.

Result (r)

After completion of a new protocol session run z, it generates the
output. If A succeeds then the Output = 1, otherwise Output =L.
Corrupt (vtag)

It returns the tag’s initial state S. When a tag is not used for a
long time after this oracle call, it means that the tag is destroyed.

5. Anonymous and reliable authentication scheme

The proposed scheme contains two phases namely setup and authen-
tication phases.

5.1. AnonR?AS: Assumptions

The following are noteworthy capabilities of an adversary as listed
below:

1. The adversary can insert, delete modify, inject, and/or even
listen to all the messages during communication.

2. The channel is secure between R and CS, while it is insecure
between 7 and R.

3. The CS is always considered to be an untrusted entity where an
adversary can easily access the information of the tags.

5.2. AnonR?AS: Setup phase

The three components (i.e., 7, R, and CS) used in our proposed
scheme store some information during the setup phase as shown in
Fig. 3.

1. Initially, a unique static tag’s identification number T'I D, a tag’s
private key k;, and a index-pseudonym I DS are stored in each
tag’s internal memory.
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A1 = 011101010000

X, = 010010101000

X" = X;||Y, = 011101010000011001101011

rank(X) =15

Rot, (X", rank(X)) = 000011001101011011101010

Y1 = 011001101011

Y, = 000010010001

Y" = X,|| Y2 = 010010101000000010010001

nullity(Y) = 10

Rot; (Y, nullity(Y)) = 000000100100010100101010

Fig. 2. Computation of f;,(X,Y).

Cloud Server I?) Reader RFID Tag
TID,K, ki, PRNG(.), DS, IDSy4 PRNG(.) TID, k;, IDS

Server match IDS with stored IDS,4 or IDS.
If it finds a match, then IDS,q

or IDS used as an index in order to

fetch TID and k; from the database for

{ny,ny} Computes:

Generates: ny,n, — > A = Rot,.(f,(Rot;(TID, k;), ny ® ny),ny)

B = fu(fn(IDS,ny @ k;),n3)

the tag. {1, 15}
Computes:
A" = Rot,(fy(Roty(TID, k;),ny @ n5), ;) {ny,ny, A, B, IDS} {A,B,IDS}
B' = fu(fu(UIDS,ny @ k;),ny)
Verify:
A'?= A and B'? = B updates IDS,;; = IDS Extracts:
and IDS = Rot(f,(fy(TID,ny), k;),n;) 13 = fu(Fu(1,12), TID) @ C
Generates: n3 Computes:
Computes: C = fy (1, n2), TID) © 3 IDS' = Roty(fy (fn (1D, m1), ki), nz)
D = fy(Rot;(Rot,(f,(IDS, ny), k;), n3), n3) Computes:
‘ {C.D} D' = fu(Rot;(Rot,(f,(IDS, 1), k;), n7), M3)
Verify:

D'?= D and updates IDS = IDS'.

Fig. 3. Anonymous and reliable proposed authentication scheme.

2. For each tag, the tag’s private parameter k; and T1D are stored
with the cloud server in encrypted form using cloud servers’
private key K.

3. The new and old pseudonym IDS,IDS,, are stored at cloud
server in the form of plaintext. Initially, IDS,, = IDS (as a
random number) and ID.S = Null.

4. The cloud server and each reader have a PRNG(-).

5.3. AnonR2AS: Authentication phase

The execution steps of our AnonR*AS scheme as shown in Fig. 3.

Step 1: Msg, : R—>T : {n;,n}.
Initially, R generates two L-bit pseudo-random numbers n,,n, and
sends them to 7.

Step 2: Msg, : T - R : {A,B,IDS}.
After receiving n; and n,, 7 computes the responses A and B, and
sends A and B along with /DS to R.

» Computes A = Rot.(f,(Rot)(T1D, k;),n; ® n,), n,).
» Computes B = f,(f,(IDS,n; @ k;), ny).

Step 3: Msg; : R—CS : {n|,ny, A, B,IDS}.
Upon receiving A, B, and IDS, R sends A, B and I DS along with
ny,ny to CS over a secure communication channel.

Step 4: Msg, : CS—T : {C,D}.

After receiving n;,n,, A, B, and I DS, CS matches ID.S with stored
IDS,,; or IDS in the database. If it finds a match, then CS uses the
IDS as an index to decrypt and fetch 71D and k; from the database for

the tag using the private key K of the cloud server. The cloud server
computes the local values of A’, B’, and checks whether A’ Z A and
B = B, if so, CS authenticates 7 as a legitimate tag and updates I DS
and IDS,;,. Thereafter, R generates a L-bit pseudo-random number n;
and subsequently computes the responses C and D, and further sends
them to the tag via reader.

» Computes A’ = Rot,(f},(Rot;(TID,k;),n; & ny),ny).

» Computes B’ = f,(f,(IDS,n; & k;), ny).

« Verify A’ ZAand B = B, and updates IDS,, = IDS and
IDS = Rot;(f,(f(TID,n,), k), ny).

» Computes C = f;,(f,(ny,n,), TID) @ ns.

- Computes D = f;,(Rot,(Rot,(f,(IDS’, n,), k,), ny), n3).

Step 5: Verification at Tag.
Upon receiving C and D, 7 extracts the random number n; from
C. The tag computes I DS’ and local value of D’ and checks whether
9
D' = D, if so, T authenticates CS and updates its index-pseudonym
IDS.

» Extracts ny = f,(f,(n;,n,), TID)® C.

+ Computes I DS’ = Rot;(f,,(f(TID,n)),k;),n,).

+ Computes D' = f,(Rot;(Rot,(f,(IDS’, n)), k;),ny),n3).
« Verify D’ Z D, and updates IDS = IDS’.

6. Adversary classes

A is a probabilistic polynomial time (p.p.r) adversary that can
arbitrarily access all oracles mentioned in Section 3. Depending upon
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the Corrupt(vtag) oracle, the adversaries can be classified into five
classes according to VPM as Weak, Forward, Destructive, Strong, and
Narrow are as follows:

« Strong Adversary (Ag)

This class of adversaries may use all the above eight oracles.
Destructive Adversary (A )

This class of adversaries always destroys the corrupted tags.
Besides, they do not use vtag again after a Corrupt(vtag) oracle.
Forward Adversary (A )

This class of adversaries can only access the Corrupt(vtag) oracle
after the first call of Corrupt(vtag).

Weak Adversary (Ay,)

This class of adversaries cannot access the Corrupt(vtag) oracle.
Narrow Adversary (Ay)

This class of adversaries cannot access Result (r) oracle.

Proposition 1. AnonR2AS preserves the property of information privacy
for the Ag.

Proof. Consider A executes the following steps for the information
privacy experiment as illustrated in Algorithm 1.

+ In an RFID system, .A gets access to n-tags by invoking a DrawTag()
oracle.

DrawTag(distr,n) — (vtag,, by, vtag,, b, ..., vtag,, b,)

» A randomly selects one virtual tag vtag; from the above-drawn
tag list and performs the following oracles as shown below:

Algorithm 1 Attack Game .AG' 7" for Information Privacy

: Experiment: Exp!["*

: CreateTag(TID;) and CreateTag(T1D;)
vtag, <— DrawTag(T1D),

: Launch(x)

: (ny,n,) «— SendReader(x, init)

: (A, B,IDS) «— SendTag(vtagy, ny, n,)

QU A wWwN =

To breach the information privacy, the adversary .4 needs to obtain
the secrets used in A, B, C, and D. Fetching the secrets (i.e., k;
and TID) for an adversary .A used in the above responses without
physically tampered the virtual tag vrag; is infeasible. []

Proposition 2. AnonR?AS preserves the property of untraceability for the
Ag.

Proof. Consider A executes the following steps for the untraceability
experiment as illustrated in 2.

+ A gets access to n-tags by invoking a DrawTag() oracle.
DrawTag(distr,n) — (vtag,, by, vtag,, b, ..., vtag,, b,)

* A randomly selects two uncorrupted virtual tags vtag; and vtag;
corresponding to vrag,, where b € {i, j}. The adversary starts an
analysis of vrag, using the following oracles as shown below:

The above experiment shows that the adversary A has succeeded
in his/her experiment. A can obtain whether the response message(s),
i.e,, A, B, C, or D, are produced by vtag; or vtag;. In each authentica-
tion session, our AnonR2AS scheme utilizes random numbers in each
response message. So, it is hard to guess the correct value of the actual
tag by an adversary. Hence, the untraceability property is preserved in
our proposed scheme. []
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Algorithm 2 Attack Game AGUMT for RFID Location Privacy:
Untraceability

1: Experiment: Exp{""

: CreateTag(TID;) and CreateTag(T1D;)

: vtag, <— DrawTag(T1D,)

: Launch(x)

(n/l, n) «— SendReader(z, inif)

: (A, B',IDS’) «— SendTag(vtag,, n},n))

: FreeTag(vtag;)

: A terminates execution of the experiment and produces outputs a
guess bit b’

9: if A succeeds then

©®NO U AW

10: 1 «— b

11: else

12 0—¥

13: end if

Table 3

Comparison of security and privacy features.
Scheme l — Ref [21] Ref [22] Ref [24] Ref [26] Our
SPF, x v ® v v
SPF, x v v v v
SPF, x 'Y X X v
SPF, x X v v v
SPF; x 'S v v v
SPF, v v v X v
SPF, v v v v v
SPF, v v v X v

Acronyms S PF,: Mutual authentication; SPF,: Confidentiality; .SPF;: Tag anonymity;
SPF,: Tag location privacy; .SPFs: Secure against de-synchronization attack; SPF:
Secure against impersonation attack; SPF;: Secure against replay attack; SPFy: Secure
against disclosure attack; v: Satisfied; X: Not satisfied; ®: Partially satisfied.

7. Analysis and evaluation

This section discusses the security and privacy as well as perfor-
mance analysis of the AnonR?AS scheme and provides a comparison
with the state-of-the-art schemes.

7.1. Informal security analysis

The proposed AnonR?AS scheme performs the security analysis
comparison with four different RFID authentication schemes (such as
Ref. [21], Ref. [22], Ref. [24], and Ref. [26]) in terms of various
security and privacy features. The security of any RFID authentication
scheme(s) is considered one of the most important aspects. Compared
to previous existing schemes, Table 3 demonstrates that our scheme
satisfies all necessary security features.

* Mutual authentication

The cloud server authenticates tag and vice-versa. In our
AnonR?AS scheme, the tag is authenticated by the cloud server
by comparing the computed response messages A’ 2 A and
B = B. On the othe; hand, cloud server is authenticated by
the tag comparing D’ 2 D. The response messages C and D are
computed by using stored shared secrets (T'ID, k;, and I DS) on
the tag. The server matches I D.S with stored IDS and IDS,,. If
it is successful, the IDS and IDS,,; are used to fetch 77D and
k; for the tag from the encrypted cloud database using its private
key K. In addition, the cloud generates a pseudo-random number
ny to compute C and D. Therefore, mutual authentication is
accomplished between legal participants in our proposed scheme.
Tag anonymity

We adopt the concept of index-pseudonym I DS to protect the
anonymity of tags. However, I DS is an index of the table in
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which all the secrets of the tags are stored. The tag does not
reveal its identity 71D and uses I DS as identity. In particular,
the I DS is updated after each successful protocol authentication
session and the update operations involve random numbers and
the private key k; of the tag 7. So, the tag will be anonymous and
cannot be identified or tracked by the adversary. Moreover, the
proposed scheme does not use any unbalanced operations in the
updating process. Therefore, there is no provision for tag tracking
through I DS. All the messages also contain random numbers and
thus the tags cannot be tracked.

Replay attack

A transmits the previous tampered messages to the cloud server
to prove that he/she is a legitimate entity. .4 can intercept or
eavesdrop on the communicated messages over the channel in an
authentication session. The adversary may collect and eavesdrop
on data between tag and reader, reuse this data, and send it
repeatedly. over an insecure wireless channel. Consider an adver-
sary who may collect and eavesdrop on the tag’s responses A and
B and replay the previously captured messages A and B towards
the reader. In this case, the reader cannot authenticate such mes-
sages, because R generates two fresh pseudo-random numbers
n; and n, in each authentication session. The reader transmits
the messages A, B, I DS along with two different pseudo-random
numbers 7| and n}. But R stores two fresh random numbers n,
and n,, so A’ # A and B’ # B. Hence, CS does not authenticate
T.

Impersonation attack

Consider A can eavesdrop on an authentication session and col-
lect data from the responses A, B,C, and D. A must be able to
compute the legitimate responses (such as A, B, C, and D) to im-
personate the tag. However, it is hard for an adversary to compute
such responses without knowing TID, K, k;, and session-specific
random numbers #,,n,. Thus, our AnonR?AS scheme resists the
impersonation attack.

De-synchronization attack

In our AnonR2AS scheme, the shared secrets cannot be
de-synchronized between 7 and R by an adversary. To update
the shared secret, 7 and R use different random numbers in
each authentication phase. The cloud server keeps two identities
IDS and IDS,, to verify the identity of a tag. Even if adversary
A able to stop the last message containing C, D with hidden
information of I DS, the tag can use I DS, to authenticate itself
from the cloud server. Moreover, A cannot modify the responses
A, B,C, and D. Hence, our AnonR?AS scheme successfully resists
the de-synchronization attack.

Tag location privacy

The real identity T1D of the tag is never exposed on the open
channel rather an index-pseudonym IDS is used for authen-
tication tasks and this I DS is updated after each successful
authentication session. Therefore, using I DS an attacker can
never identify whether two different sessions are initiated by the
same tag or not. Hence, our scheme archives tag location privacy.
Disclosure attack

A can perform slight modifications on the response messages and
send them to the tag to verify the modification’s correctness. In

Table 4
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Comparison of computational complexity.

Scheme | —

Entity Ref [21] Ref [22] Ref [24] Ref [26] Our

Hash functions r 4 5 6 0 0
R+CS 4+N 5 10 0 0
. . T 0 0 0 0 7
Half-flip operations R+CS 0 0 0 0 9
T 1 1 1 0 0
PRNG() R+CS 1 1 1 0 3
. T 0 0 0 0 0
E(-),/D(-), operations R4+CS 3 9 3 4 0
Permutation operations r 0 0 0 2 0
P R+CS 0 0 0 4 0
Rotation operations r 0 0 0 ! 5
P R+CS 0 0 0 1 5
Table 5
Comparison of communication cost and communication round.
Scheme l — Entity Communication cost Communication round
T—R 3L =3 x96 = 288-bits
Ref [21] R—T  3L=3x9=288bits .0
T—R 3L =3 x 96 = 288-bits
Ref [22] R—7  2L=2x9=192bits  °
T —R 3L =3 %96 = 288-bits
Ref [24] R—7  20L=2x9%=192bits
T —R 4L =4 x 96 = 384-bits
Ref [26] R—T  3L=3x9=288bits
our T —R 3L =3 x96 = 288-bits 4
R—T 2L =2 %96 = 192-bits
Table 6
Comparison of storage cost.
Scheme |— Entity Storage cost
T 3L =3 %96 = 288-bits
Ref [21] R+CS TN L =7x100 x 96 = 67200-bits
T 2L =2 %96 = 192-bits
Ref [22] R+CS 6N L = 6x 100 X 96 = 57600-bits
T 3L =3 x 96 = 288-bits
2
Ref [24] R+CS 6N L =6x 100x 96 = 57600-bits
T 5L =5 %96 = 480-bits
2
Ref [26] R+CS INL =9 x 100 x 96 = 86400-bits
our T 3L =3 x 96 = 288-bits
R+CS SN L =5x100x 96 = 48000-bits

out of our proposed AnonR2?AS scheme with existing schemes named
Ref. [21], Ref. [22], Ref. [24], and Ref. [26]. As compared to these
existing schemes, Tables 5 and 6 show that the communication costs
(from 7 — R and R — 7') and storage costs (on 7 and R+CS) of our
scheme are relatively less and satisfactory. Also, our scheme guarantees
a higher level of security with low computational complexity of the

tags.

+ Computational complexity

our AnonR?AS scheme, the simple XOR operation cannot disclose
secrets in an authentication session. However, the adversary can-
not determine any secrets from the computed response messages.
Thus, our AnonR2AS scheme is secure under the disclosure attack.

7.2. Performance evaluation

The performance evaluation of our AnonR?AS is provided in Tables
4, 5, 6, and 7. The memory and computational capabilities of the tags
are excessively limited when compared to R and CS. Therefore, we
do only performance analysis for tags. A comparison has been carried

It states the number of ultralightweight primitives used for each
tag. There is no use of encryption E(-),/decryption D(-), algo-
rithm and one-way hash in our proposed AnonR?AS scheme, such
operations generally require high computational resources. We
use only simple bitwise XOR (&), circular left-right rotations
Rot; ,. (X,Y), and a half-flip f,(X,Y) operation as shown in
Table 4. Since the running time of such operations is considered
as negligible in comparison to one-way hash and encryption and
decryption algorithms. Hence, we conclude that our AnonR*AS
scheme reduces the computational overheads on RFID tags.
+ Communication cost
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Communication costs (bits) Communication costs (bits)

Communication rounds

450
400
350
300
250
200
150
100

50

450
400
350
300
250
200
150
100

50

12

10

Communication costs (T — R)

384
I 288 288 288 |

288

[21] [22] [24] [26]

Fig. 4. Communication overhead from tag to reader.

Communication costs (R — 7))

Our

I 288

288

I 192 192 | 192 |

[21] [22] [24] [26] Our
Fig. 5. Communication overhead from reader to tag.

R+TH+CS)
B 8
7
[21] [22] [24] [26] Our

Fig. 6. Total communication rounds.
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Table 7

Comparison of server search complexity (scalability).
Scheme |— Ref [21] Ref [22] Ref [24] Ref [26] Our
Scalability O(N) O(N) O(N) O(N) o)

The total number of messages transmitted by the tag in each
authentication session. In our AnonR?AS scheme, there is a total
of three communication messages that are transmitted by the
tag. Thus, the communication cost consumes 3L bits on the tags.
Further, we have assumed that the RFID EPC tag consumes a 96-
bits for each parameter. Table 5 shows that our scheme consumes
the total communication cost 3L = 3 x 96) = 288-bits from
(T — R), which is same as Ref. [21], Ref. [22], and Ref. [24].
Additionally, our scheme consumes a total communication cost
2L = 2 x 96) = 192-bits from (R — 7 ), which is same as
Ref. [22] and Ref. [24]. Hence, our proposed AnonR’AS scheme
has a relatively low communication cost as compared to other
existing schemes. Besides, a total of 4 communication rounds
were consumed for mutual authentication, which is relatively less
than Ref. [21], Ref. [22], Ref. [24], and Ref. [26], with 10, 8, 7,
and 7 rounds, respectively. For better understanding, Figs. 4, 5,
and 6 depict the graphical comparisons for communication costs
and total communication rounds of our scheme against various
state-of-the-art schemes.

Storage cost

The number of key elements and the static tag I D are stored in
the tag’s internal memory space. In our AnonR?AS scheme, the
tag stores a total of three strings including the TID, an index-
pseudonym IDS, and a secret key k;. Therefore, the storage
cost of each tag is 3L-bits. Similarly, a tag population of up to
N = 100 tags is considered by the database of an RFID system.
Each parameter (or static identifier stored in ROM) consists of 96
bits (i.e., L = 96-bits) for each RFID EPC tag corresponding to
EPCglobal. The proposed scheme consumes a total storage cost
(3L = 3 x 96) = 288-bits on 7, which is less than the cost of
Ref. [26], but equal to the cost of Ref. [21] and Ref. [24], and
slightly higher than the cost of Ref. [22]. However, consumes a
total storage cost (SN L = 5x 100 x 96) = 48,000-bits on (R + CS),
which is less than the costs of Ref. [21], Ref. [22], Ref. [24], and
Ref. [26]. Table 6 shows that our proposed AnonR?AS scheme has
a relatively low storage cost on 7 and (R + CS) as compared to
other existing schemes. The storage costs of our scheme are com-
pared with various state-of-the-art schemes as shown in Figs. 8
and 9.

Server search complexity (scalability)

The overall analysis shows that our proposed AnonR?AS scheme
is preferable for low-cost RFID systems with less computational
complexity and memory space, and it shows better performance
in IoT environment. Moreover, the scalability property of an RFID
authentication scheme can be computed by the cloud server to
search for a match record in its database. The cloud server per-
forms an exhaustive search operation for identifying an RFID tag
in the existing schemes, hence these schemes cannot withstand
the scalable property. In a single search attempt, Table 7 shows
that the cloud server finds the matched records (i.e., k;, I D.S, and
IDS,,;) from the database. Thus, the server search complexity of
our AnonR?AS scheme is only ©(1), which is highly scalable when
comparing other existing schemes.

7.3. Formal verification using Scyther tool

This section presents a formal security verification which is done by
using a robust and widely accepted verification tool named Scyther [39].
To simulate our proposed protocol, we first installed GraphViz library,
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Scyther results : verify x

Claim Status Comments
MyProposed Tag MyProposed,Tag1 Secret TID Ok No attacks within bounc
MyProposed,Tag2 Secret ki ok No attacks within bounc
MyProposed,Tag3 Secret n1 ok No attacks within bounc
MyProposed,Tag4 Secret n2 Ok No attacks within bounc
MyProposed,Tags Niagree ok No attacks within bounc
MyProposed,Tag6 Nisynch Ok No attacks within bounc
MyProposed,Tag7 Alive ok No attacks within bounc
MyProposed,Tags Weakagree Ok No attacks within bounc
Reader MyProposed,Reader1 Secret ki ok No attacks within bounc
MyProposed,Reader2 Niagree Ok No attacks within bounc
MyProposed,Reader3 Nisynch Ok No attacks within bounc
MyProposed,Reader4 Alive ok No attacks within boundc
MyProposed,Reader5 weakagree Ok No attacks within bounc
CloudServer MyProposed,CloudServer1 Secret TID ok No attacks within bounc
MyProposed,CloudServer2 Secret ki Ok No attacks within bounc
MyProposed,CloudServer3 Secretni Ok No attacks within bounc
MyProposed,CloudServer4 Secretn2 ok No attacks within bounc
MyProposed,CloudServer5 Niagree ok No attacks within bounc
MyProposed,CloudServer6 Nisynch Ok No attacks within bounc
MyProposed,CloudServer7  Alive ok No attacks within bounc
Done. MyProposed,CloudServer8 Weakagree Ok No attacks within bounc

Fig. 7. Scyther verification results.

Storage costs (7) 105 Storage costs (R + CS)

550 i

500 | 480 - 091l 86,400 i

450 | | 0sl i
g 400 I 1 %\ 07 767,200 |
< 350 | B = 0.6 57,600 57,600 N
2 30| 288 288 288 g
Z 2 05l 48,000
2 250 - , o
g 200 | 192 B g 04 B —
@150 | i S 03f |

100 |- : 02 i

50 |- . 0.1} 8
0
[21] [22] [24] [26] Our [21] [22] [24] [26] Our
Fig. 8. Storage costs on tag. Fig. 9. Storage costs on reader and cloud server.
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usertype TimeStamp,Data,Key,Nonce,Data;

i const XOR: Function;

const LeftRot: Function;

: const RightRot: Function;

- const Halfflip: Function;

! protocol MyProposed(Tag,Reader,CloudServer)

&

 role Tag({

| const A,A',B,B',C,C',D,D' ki,IDS,IDS',TID,IDSnew;n3;

" var n1,n2: Nonce;

: recv_!1(Reader,Tag,n1,n2);

 macro A=RightRot(Halfflip(LeftRot(TID,ki),XOR(n1,n2)),n2);
macro B=Halfflip(Halfflip(IDS,XOR(n1,ki)),n2);

i send_!2(Tag,Reader,A,B,IDS);
recv_!4(CloudServer,Tag,C,D);

: macro n3=XOR (Halfflip(Halfflip(n1,n2),TID),C);

" macro IDS'=LeftRot(Halfflip(Halfflip(TID,n1) ki),n2);
: macro D'=Halfflip(LeftRot(RightRot(Halfflip(IDSnew,n1),ki),n2),n3);
 match(D,D");

macro IDS=IDS’;

i claim(Tag, Secret, TID);

claim(Tag, Secret, ki);

i claim(Tag, Secret, n1);

 claim(Tag, Secret, n2);

' claim(Tag, Niagree);

. claim(Tag, Nisynch);

 claim(Tag, Alive);

i claim(Tag, Weakagree);

. role Reader{

constA,A',B,B',C,C',D,D" ki, IDS,IDS', TID,IDSnew;
i fresh n1,n2: Nonce;

i send_!1(Reader;Tag,n1,n2);

i recv_!2(Tag,ReaderA,B,IDS);

- send_!3(Reader,CloudServer,{n1,n2,A,B,IDS}pk(CloudServer));
' claim(Reader, Secret, ki);

i claim(Reader, Niagree);

! claim(Reader, Nisynch);

: claim(Reader, Alive);

claim(Reader, Weakagree);

Fig. 11. SPDL code of reader role.

Python 2.7, wxPython libraries, and Scyther tool packages. Thereafter,
we performed the simulation on Ubuntu 23.04, Core (TM) i5 processor,
8 GB DDR4-3200 MHz RAM, and 512 GB SSD Hard Drive. The Scyther
is a simulation tool used for security protocol verification based on
perfect cryptographic assumptions. Under these assumptions, the ad-
versary cannot learn anything from the encrypted messages without
knowing the decryption key.

The Scyther tool finds the problems that arise during the protocol
design. In the Scyther simulation, a variety of security protocols can
be either proven correct or false. Moreover, based on the verification
results and claims in the protocols, we can find whether the protocol
is correct or whether attacks can be found. If the protocol claims are
incorrect, then it shows that there exist some attacks on the protocol.
The Security Protocol Description Language (SPDL) is a Scyther’s input
language used to write the specification of security protocols. The
specifications define a sequence of roles namely the Tag role in Fig. 10,
Reader role in Fig. 11, and Cloud-Server role in Fig. 12 for the pro-
posed scheme. Each role consists of a sequence of events namely send,

11
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: role CloudServer{

' const A,A',B,B',C,C',D,D" ki,IDS,IDS", TID,IDSnew;

i var n1,n2: Nonce;
recv_!3(Reader,CloudServer,{n1,n2,A,B,IDS}pk(CloudServer));
: macro A'=RightRot(Halfflip(LeftRot(TID,ki),XOR(n1,n2)),n2);
macro B'=Halfflip(Halfflip(IDS,XOR(n1,ki)),n2);
 match(A,A");

 match(B,B");

' macro IDS'=LeftRot(Halfflip(Halfflip(TID,n1) ki),n2);

i fresh n3: Nonce;

" macro C=XOR(Halfflip(Halfflip(n1,n2),TID),n3);

. macro D=Halfflip(LeftRot(RightRot(Halfflip(IDSnew,n1),ki),n2),n3);
- send_!4(CloudServer,Tag,C,D);

' claim(CloudServer, Secret, TID);

. claim(CloudServer, Secret, ki);

claim(CloudServer, Secret, n1);

i claim(CloudServer, Secret, n2);

claim(CloudServer, Niagree);

i claim(CloudServer, Nisynch);

. claim(CloudServer, Alive);

' claim(CloudServer, Weakagree);

Fig. 12. SPDL code of cloud server role.

receive, declarations, and claim [39]. In SPDL, several predefined claim
events (such as Secret, Niagree, Nisynch, Aliveness, Weak agreement,
and Session-key reveal) are used in each role specification to ensure
security properties [40]. The match function in SPDL performs a logical
comparison to verify the integrity of the messages. We have claimed
the parameters such as TID,k;,n;, and n, on the tag and the cloud
server as well as k; on the reader. Fig. 7 shows the obtained simulation
results using the Scyther simulation tool which summarizes that no
attack is found on each of the claims specified in our scheme. All
aforementioned secret information related to our scheme is protected
against the adversary in a protocol session run.

8. Conclusion

In the past decades, RFID has shown prosperous developments
in the area of automatic identification and data capture. Recently, a
variety of cloud-based RFID authentication schemes for low-cost RFID
systems have been proposed. These schemes cannot achieve many
security requirements and are insecure against various security attacks.
To fix these security flaws, we proposed an anonymous and reliable
ultralightweight RFID-enabled authentication scheme for IoT systems
in a cloud computing environment named AnonR?AS. Our AnonR?AS
scheme utilizes simple XOR, left and right rotations, and an ultra-
lightweight hal f-flip operation, providing a stronger security level
and enhancing the security functionalities. The proposed AnonR?AS
scheme resists known security attacks. The formal security verification
is also done by the Scyther simulation tool which shows that no
attack is found in our scheme. In addition, the information privacy and
tag untraceability properties have been preserved by using Vaudenay
privacy model. Furthermore, the performance analysis demonstrates
a low computational overhead of the tags and shows suitability for
low-cost RFID systems. This research can be applied in real-world IoT
applications which is more suitable for the IoT environment.

Our scheme has some limitations regarding security and privacy
i.e., it is not secure against physical and cloning security attacks.
On the other hand, the cloud server is considered too powerful, if
it is compromised, then an adversary can easily know all the secret
parameters which results in performing some forgery attacks. In the
future, we aim to overcome the security issues mentioned above.
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