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Cooperative Intelligent Transport Systems (C-ITS) aim to improve road safety and provide comfort to 
both drivers and passengers by enabling vehicles, infrastructure, and other road users to exchange 
environmental and driving data. Therefore, the accuracy of the information exchanged as well as the 
authenticity of the entities, effectively affect the efficiency and performance of the system. Blockchain 
is a new distributed ledger technology that enables secure and transparent information storage 
and transmission without the control of a central entity. Its inherent features of trust, anonymity, 
immutability, and data availability offer great potential to solve current C-ITS issues. Recently, several 
research works are carried out to explore the potential of the blockchain technology in a vehicular 
environment. In this paper, we present a comprehensive review of the literature related to the application 
of the blockchain technology in C-ITS. We provide background knowledge on blockchain and the 
motivations for applying this technology in vehicular networks. Then, we discuss the major challenges 
that can bring the application of blockchains in a vehicular environment, such as mobility, latency, 
etc. Next, we review current research and classify it into four main categories. Moreover, a qualitative 
comparison of the discussed solutions is presented to identify the strengths and the weaknesses of each 
proposal. Finally, we highlight some open research issues that should be considered in future studies to 
improve the performance of blockchain-based vehicular systems.

© 2023 Published by Elsevier Inc.
1. Introduction

In the past few years, owing to the adoption of intelligent 
systems, the transport domain has experienced a particular de-
velopment. Indeed, existing transport systems are being replaced 
with Intelligent Transport Systems (ITS) [1], [2], [3]. The emerging 
technologies of ITS contribute to solve the most important trans-
port issues, namely traffic jams, and crashes. Nevertheless, such 
systems need to have the capability to interact, e.g., by enabling 
inter-vehicle cooperation [4]. For years, this interaction is enabled 
by two key access technologies, namely Dedicated Short-Range 
Communications (DSRCs) and cellular communications. Moreover, 
recent advances in access technology, such as the emergence of 
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the sixth generation (6G) communications technologies, are ex-
pected to accommodate the extreme traffic demands of future ITS 
applications [5]. By improving throughput, reliability, and latency, 
emerging 6G technologies will be key factors to support the coop-
eration between already connected vehicles and with the entities 
on the road [6][7]. This interactivity is the area of C-ITS, which 
will enable road users to exchange data and use it to coordinate 
their activities. This cooperation, is achieved by the digital inter-
connectivity between different vehicles and road infrastructures. It 
aims to enhance traffic performance, and road safety and to assist 
the user in decision-making and adaptation to the road situation.
In C-ITS, vehicles cooperate by exchanging Vehicle-to-Everything 
(V2X) communication messages over vehicular networks. Road 
safety applications use data from these messages to effectively 
steer or monitor vehicles in order to avoid accidents and/or traf-
fic jams, thus making driving safe and comfortable for drivers and 
passengers. Besides, information about events, such as accidents, is 
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vital and can be presented in legal proceedings as digital evidence. 
Therefore, it is crucial that the V2X message data be secure and ac-
curate. Nevertheless, due to confidentiality and management con-
cerns, realizing meaningful cooperation between entities owned by 
different parties remains a challenge. Moreover, to store and share 
all the information exchanged in the vehicular network, we need a 
secure, transparent, and immutable platform [8].
BlockChain (BC) technology [9], [10] is a novel distributed archi-
tecture that employs a special structural model to store and audit 
data. Consensus algorithms are used to create and append new 
data blocks. In addition, this new technology ensures system se-
curity by applying certain cryptographic techniques and by using 
smart contracts that allow automated data handling and access 
control. Strictly speaking, the blockchain is a cryptographically se-
cured, tamper-proof and unfalsifiable distributed ledger that seam-
lessly links data blocks in chronological order.
When blockchain technology is implemented in vehicular networks 
as illustrated in Fig. 1, it offers several potential benefits, includ-
ing greater decentralization, higher trust, better immutability, eas-
ier pseudonymity, more transparency, and enhanced automation. 
Blockchain is a system that is based on the complete decentraliza-
tion of data recording and management. Indeed, instead of relying 
on a central entity that registers and controls the network, con-
sensus algorithms are launched among the decentralized nodes 
to ensure consistency between the different stakeholders. More-
over, in a blockchain system, there is no need for a trusted third 
party, it can function entirely in peer-to-peer mode. In addition, 
blockchain can make data immutable, which can be considered as 
digital evidence. Accordingly, blockchain technology has the po-
tential to strengthen the reliability of the entire system [13], by 
facilitating the interaction and communication among the entities 
[12], and by enhancing network data sharing [11]. Furthermore, 
the exchange of transactions in the blockchain network is based 
on the use of pseudonymous public addresses. Therefore, the real 
identities of users are kept hidden. Another feature of blockchain 
technology is transparency. All nodes in the system have access 
to the data stored in the blockchain ledger. Thus, each entity can 
verify the validity of the exchanged transactions. Finally, by inte-
grating smart contracts with blockchain, certain operations can be 
automated, namely data storage and transaction generation.
Recently, industry and academia have paid considerable attention 
to emerging blockchain technologies [14]. The intrinsic charac-
teristics of blockchain mentioned above, make it a potentially 
interesting tool to enhance the transport system and facilitate 
the processes between different companies in the automotive in-
dustry including car manufacturers, insurers, vehicle owners, etc. 
Furthermore, blockchain and smart contracts could help adminis-
ter customs clearances, approvals, and document coordination in 
a more efficient, transparent, and secure manner and improve the 
accuracy of shared data [15]. For these reasons, leaders in the au-
tomotive industry such as Toyota, Porsche, Renault, Ford, and BMW 
are turning to blockchain to make vehicles autonomous and to im-
prove the performance of their supply chains.
Several automotive blockchain use cases are rapidly shifting the 
market. Porsche has paired with the blockchain startup XAIN 
to implement blockchain technology in their vehicles [16]. The 
blockchain would allow users to unlock their vehicles with an ap-
plication and to provide easier automated payment systems. In 
another example, Toyota Research Institute is partnering with MIT 
MediaLab and four other companies [17] to study how blockchain 
technologies can be useful for the automotive industry. One of the 
projects of this new consortium consists in facilitating the sharing 
of driving data. Furthermore, Renault has partnered with Microsoft 
to develop a blockchain-based data storage system [18]. Currently, 
Renault customers’ details are housed in multiple databases, mak-
ing it extremely difficult for the company to access this informa-
2

Fig. 1. Vehicular Network architecture after blockchain implementation.

tion quickly. The automaker turned to Microsoft to assist in the 
development of its own blockchain system to accelerate this pro-
cess.
Therefore, the automotive industry can immensely gain from 
the introduction of the blockchain, as this technology seeks to 
strengthen the automotive supply chain, vehicle safety and secu-
rity, and car maintenance.

1.1. Related surveys

Blockchain is becoming a trendy technology that is being ap-
plied in different application areas. One of the major areas related 
to the application of this technology is the Internet of Things (IoT). 
We summarize some of the published literature studies regarding 
the integration of blockchain technology with IoT in Table 1. In 
[10], Xie et al. provided a comprehensive literature survey about 
the application of blockchain technology in smart cities. Similarly, 
in [19], Bhushan et al. addressed the security challenges of a smart 
city that uses blockchain technology. In another work [20], Fer-
rag et al. conducted a study to classify the existing threat mod-
els in IoT networks based on blockchain technology. However, the 
authors did not provide a detailed analysis of the context of ve-
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Table 1
Summary and comparison of prior survey papers related to blockchain technology integration.

Reference Year objective Merits Demerits

[10] 2019 Outline a detailed review of research 
literature related to the integration of 
blockchain technology with smart cities

Discuss in detail and in depth research 
issues that will be addressed in the future

Does not focus exclusively 
on vehicular networks[19] 2020 To survey solutions that propose to use the 

blockchain technology to overcome several 
security issues in smart cities applications

Study profoundly how blockchain can 
address certain smart cities issues namely 
security and privacy

[20] 2019 Provide overviews on how the blockchain 
technology has been applied with IoT

To provide a taxonomy comparison of 
different solutions that address IoT security 
and privacy issues using blockchain

Does not focus exclusively 
on vehicular networks

[22] 2019 To present and analyze some example of 
VANETs applications based on blockchain 
technology

Discuss how VANETs can be protected and 
preserved from being alerted using 
blockchain

Only surveys papers based 
on VANETs applications 
and published between 
2016 - 2018

[21] 2020 To survey and compare present VANET 
applications based on blockchain 
technology

Identify and analyze certa in challenges 
facing blockchain-based VANET systems

Focuses only on VANET 
solutions. They discuss 
papers that concentrate 
only on vehicles and RSUs 
as entities in the vehicular 
ecosystem

[23] 2020 Present a current investigation of the 
newest developments in the 
blockchain-based internet of vehicles 
systems

Highlight a number of new paradigm that 
can be used with blockchain-based 
vehicular applications, namely, edge 
computing, etc.

Does not focus on certain 
blockchain-based VANET 
applications challenges as 
mobility, latency, etc.

Our work 2021 We present a comprehensive survey that 
studies the impacts of the incorporation of 
blockchain technology into CITS. Our paper 
allows researchers to understand the 
advantages and the challenges associated 
with this integration

A qualitative comparison of the discussed 
solutions is presented according to 
different criteria. That aim to outline 
proposals’ benefits and drawbacks in order 
to figure out the main issues in each 
architecture related to the integration of 
the blockchain.
hicular networks. The authors of [21] introduced a survey that 
compares some of the existing proposals based on blockchain tech-
nology for Vehicular AdHoc Networks (VANET). They classified the 
blockchain-based VANET applications into four categories: security, 
trust establishment, incentive, and privacy preservation. Similarly 
in [22], some examples of blockchain applications in VANETs are 
presented and analyzed. More precisely, this paper surveys re-
cent works related to the application of blockchain technology to 
secure autonomous vehicle communications. However, these two 
papers concentrate on solutions that used only Road-Side Unit 
(RSU) and vehicles as blockchain participants. Nevertheless, C-ITS 
is composed of other components than the above entities, such 
as applications and servers in the cloud and at the edge, vulnera-
ble road users, drivers, riders, law enforcement authorities, etc. In 
[23] the authors focused on blockchain-enabled intelligent trans-
port systems in general. They surveyed the recent advancements 
in blockchain-empowered applications, including edge computing 
and artificial intelligence. Further, they discussed the challenges 
and opportunities of blockchain-based applications in C-ITS. The 
above articles could be practical to understand the benefits of em-
ploying the blockchain in automotive networks by explaining the 
usefulness of the technology in C-ITS. However, they do not explain 
how the blockchain could be leveraged in the vehicular environ-
ment and what could be the main issues of each solution.

1.2. Contributions of this survey

Compared to prior studies on the implementation of blockchain 
technology in vehicular networks, in this review, we present a 
comprehensive and state-of-the-art study on the application of this 
technology in C-ITS.
The main contributions of this study include the following:
3

• We identify the most significant issues associated with the ap-
plication of blockchain in vehicular environments. Particularly, 
we assess the impact of vehicles mobility on the blockchain 
operation, the influence of the blockchain latency problem on 
real-time C-ITS applications, the problem associated with stor-
ing the blockchain ledger on a limited storage space such as 
that of vehicles and RSUs, as well as communication overhead 
and security issues.

• We define a new classification of blockchain applications in 
vehicular networks. We identify four categories, namely, Iden-
tity and Access Management (IAM), reputation, privacy preser-
vation, and data sharing. A summary is given at the end of 
each category to clarify the usefulness of the blockchain for 
each of them. Our classification could help both academics and 
industries to improve their understanding of this emerging re-
search area.

• We present a qualitative comparison of the discussed solutions 
according to different criteria. The aim of this comparison is 
to identify the strengths and the weaknesses of each pro-
posal and to figure out the main issues in each architecture 
that proposes to integrate blockchain technology in vehicular 
networks. This comparison helps researchers to develop more 
efficient blockchain-based vehicular systems.

• We highlight open research issues in blockchain technologies 
for C-ITS to guide scientists and practitioners, and show them 
where they should focus their future research.

1.3. Organization and reading map

We structure the rest of the paper as follows:
Section 2 provides an overview of blockchain technology, in par-
ticular, the main operation of a blockchain and its different types, 
the principle of consensus protocols, and the concept of smart con-
tracts. Section 3 outlines the underlying motivation for introducing 
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Fig. 2. Organization of the paper.
blockchain technology into vehicular networks. Section 4 describes 
major challenges in implementing blockchain in C-ITS. Section 5
presents an overview of the recent works on blockchain-assisted 
vehicular applications. Section 6 introduces a comparison of the 
discussed papers. In Section 7, we highlight some open research 
issues. Finally, in Section 8, we conclude the paper. The structure 
of this survey is also depicted in Fig. 2. Additionally, to assist the 
readers, a list of major abbreviations used in this survey is pro-
vided in Table 2.

2. Introduction to blockchain technology

Before reviewing the state of the art on blockchains in C-ITS, 
it is necessary to introduce several basic concepts on blockchain 
technology. Hence, in this section, we will give a brief background 
on blockchain operation, consensus algorithms, and the smart con-
tract concept.

A blockchain [24] is defined as a distributed database (ledger) 
that stores permanent and immutable records of transactional data 
linked together by a chain of blocks. A blockchain is a fully decen-
tralized system based on a peer-to-peer network. Each node in the 
network keeps a copy of the ledger to avoid having a single point 
of failure. All copies are updated and validated simultaneously.
Although the initial objective of creating the blockchain was to 
solve the problem of multiple spending in crypto-currency (vir-
tual money), the technology has been later explored in many use 
cases as a secure way of managing and protecting any kind of data 
(monetary or not).
4

Fig. 3. The structure of a blockchain.

As shown in Fig. 3, a ledger is composed of a set of blocks. Each 
block contains two parts. The first part is the header of the block. 
It contains information about the block such as the timestamp, the 
hash of the transactions, as well as the hash of the previous block. The 
second part represents the payload of the block. It contains the 
recorded transactions in the block. These transactions can be mon-
etary data, medical or industrial information, or traffic road data 
for the vehicular network use case.
All the existing blocks form a chain of linked and ordered blocks. 
The longer the chain, the more difficult it is to falsify. Indeed, if 
a malicious user wants to modify or exchange a transaction on 
a block, it must, first, modify all the following blocks, since they 
are linked by their hashes. Then, he must change the copy of the 
blockchain stored by each participating node.
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Table 2
List of abbreviations used in the survey.

Notation Meaning

C-ITS Cooperative Intelligent Transport Systems
ITS Intelligent Transport Systems
V2X Vehicle-to-Everything
BC BlockChain
IoT Internet of Things
VANET Vehicular AdHoc Networks
RSU Road-Side Unit
PoW Proof of Work
PoS Proof of Stake
DPoS Delegated Proof of Stake
PBFT Practical Byzantine Fault Tolerance
PoET Proof of Elapsed Time
PoA Proof of Authority
IPFS Inter Planetary File System
MEC Mobile Edge Computing
IAM Identity and Access Management
CA Certification Authority
RA Revocation Authority
CRL Certificate Revocation List
V2I Vehicle to Infrastructure
IoV Internet of Vehicles
VCS Vehicular Communication Systems
SM Security Manager
PKI Public Key Infrastructure
IVTP Intelligent Vehicle Trust Point
PIR Private Information Retrieval
RHS Ride-Hailing Services
SPs Service Providers
TA Trusted Authority
CAV Connected and Automated Vehicles
AV Autonomous Vehicles
DoS Denial-of-Service
DSRC Dedicated Short-Range Communications

2.1. How the blockchain works?

The working principle of blockchain is explained in Fig. 4. It 
consists of six main phases:

• First, a user sends a new transaction
• Then, the transaction is broadcast on the P2P network
• Next, all network nodes check the validity of the transaction 

based on a consensus algorithm
• After that, a new block is created once the transaction is vali-

dated
• Then, this new block is permanently and immutably appended 

to the blockchain
• Finally, the new transaction is completed

The word transaction presented here is suitable for any type of 
application.

2.2. Consensus

Consensus protocols are one of the most important and revolu-
tionary aspects of blockchain technology. It means that the nodes 
in the network agree on the same state of a blockchain, making it 
a sort of self-auditing ecosystem.
In fact, each node in the network can submit information to be 
stored on the blockchain. Thus, it’s important that there is a review 
and a confirmation step, in the form of a consensus on whether to 
add or not that information to the blockchain.
Therefore, consensus algorithms are an absolutely crucial aspect 
of blockchain technology and are basically designed to fulfill two 
main functions. First, consensus protocols allow a blockchain to be 
updated, while ensuring that every block on the chain is true and 
keeping participants motivated. Second, it prevents a single entity 
from controlling or derailing the entire blockchain system. The goal 
5

of consensus rules is to ensure that a single chain is used and fol-
lowed.
In the existing blockchain systems, a number of consensus mech-
anisms are used, mainly, Proof of Work (PoW) [24], Proof of Stake 
(PoS) [25], Delegated Proof of Stake (DPoS) [26], and Practical 
Byzantine Fault Tolerance (PBFT) [27]. Here we will explore how 
these systems work and the differences between the different pro-
tocols.
Proof of Work (PoW) [24] is a consensus protocol introduced by 
Bitcoin and widely used by many other crypto-currencies.
The process of the PoW algorithm is known as mining and the 
nodes in the network are known as “miners”. The PoW comes 
in the form of an answer to a mathematical problem, which re-
quires considerable work but is easily verified once the answer 
is obtained. The only way to solve these mathematical puzzles is 
through nodes on the network, performing a lengthy and random 
process of presenting answers on a trial-and-error basis. To accept 
a block, the answer must be a number less than the hash of that 
block.
A miner continues to test different unique values (known as nonce) 
until an appropriate value is produced. This nonce is tested by the 
other nodes to determine whether it is the solution to the hash 
puzzle or not. When the nonce verification is successful, the node 
appends the new block to its locally stored blockchain and starts 
processing the new block.
The winner of the cryptographic puzzle must have expended con-
siderable energy and crucial processing time to find the nonce and 
gain the ability to create new blocks in the blockchain. Therefore, 
he is usually rewarded for his work. The reward for such actions 
depends on the blockchain itself. In a Bitcoin blockchain, the win-
ner will be rewarded with a bitcoin (i.e., the crypto-currency of the 
Bitcoin blockchain).
Despite some merits, the proof of work is considered an imperfect 
consensus protocol, especially considering the amount of energy 
consumed in running the protocol. Therefore, alternative consen-
sus mechanisms [28] have been implemented, in order to address 
this issue and enhance the blockchain process.
Proof of Stake (PoS) [25] is a consensus algorithm that relies on the 
crypto-currency of the blockchain user. In a Proof of Stake system, 
the creator of the next block is determined by a random system 
that is, in part, dictated by how much crypto-currency a user holds 
or, in some cases, how long they have held that particular cur-
rency. The randomness in a PoS system prevents centralization, 
otherwise, the richest individual in the system would always cre-
ate the next block and would constantly increase his wealth and 
therefore his control of the system. The main advantage of Proof 
of Stake, compared to a system such as PoW, is that it consumes 
considerably less energy and is, therefore, more cost-effective.
Delegated Proof of Stake (DPoS) [26] is a voting algorithm where 
stakeholders assign their work to a third party. In other words, 
they can vote for a few delegates who will secure the network on 
their behalf. The delegates are responsible for reaching a consen-
sus when generating and validating new blocks. The number of 
votes is proportional to the number of coins held by each user, i.e. 
stakeholders with more coins get more votes. However, a delegate 
must get the most votes from various stakeholders and only the 
top twenty delegates are eligible to perform the stated functions. 
This factor in itself creates efficiency, as it puts pressure on del-
egates to perform their jobs perfectly, as they can be replaced in 
any case where they misbehave or act fraudulently.
The Practical Byzantine Fault Tolerance (PBFT) consensus intro-
duces new concepts of replication in order to ensure system con-
tinuity and reliability even in the presence of arbitrary behavior 
[27]. The assumption is that the total number of misbehaving 
nodes should not equal or exceed 1/3 of all nodes in the net-
work. A new block is created in one turn. Indeed, a lead node 
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Fig. 4. Working flow of Blockchain.

Table 3
Comparative table of the main consensus mechanisms.

Consensus PoW PoS DPoS PBFT

Type of Blockchain Public All Types Public Private/Consortium
Transaction throughput Low High High High
Energy consumption Yes No No No
Network Scalability High High High Low
Security level Very High Low High Medium
Decentralization level Medium High Very High Low
is selected according to some requirements for each turn. This 
node is in charge of the sequence of the transaction. Next, the 
entire process can be split into a pre-preparation stage, a prepa-
ration stage, and a validation stage. Then, at each step, a peer 
moves on to the following step if it has been approved by more 
than two-thirds of the whole set of nodes. Therefore, PBFT requires 
that each node be known to the network. Hence, as more partici-
pants reach the PBFT consensus, the system becomes more secure. 
Table 3 presents a summary comparison of the consensus mecha-
nisms discussed throughout this subsection. This comparison was 
made on the basis of all the issues relating to these mechanisms: 
type of blockchain, energy consumption, security level, decentral-
ization level, transaction throughput, and network scalability.
Recently, several research studies have been conducted to enhance 
the existing consensus algorithms. Such attempts include Proof 
Proof of Elapsed Time (PoET) [33], Raft [35], Ripple [30], Proof of 
Authority (PoA) [32], Tendermint [31], and kafka [34]. A wider sur-
vey of recent consensus protocols can be found in [29], [36].

2.3. Taxonomy of blockchain systems

Based on the targeted use case and its specific requirements, 
blockchains have been classified into permissionless blockchain and 
permissioned blockchain.
Within a permissionless blockchain, nodes can freely join and leave 
the network [37]. A permissionless blockchain presents a public
network that allows anyone to join the blockchain system and be 
part of it. Therefore, it is a distributed ledger system without au-
thorization and without restrictions. Examples of existing public 
blockchains include Bitcoin [24], Ethereum [38], and Litecoin [39].
6

Differently, within a permissioned blockchain, access to the ledger 
data and participation in the consensus process are restricted 
only to authorized participants. An example of the permissioned 
blockchain is the private blockchain, which is functioned only in 
a closed network and is restricted to particular participants. This 
type of blockchain is used for individual members to operate the 
system network. More specifically, it is employed within a com-
pany or organization that plans to use the blockchain only for 
its own internal purposes. Furthermore, consortium blockchain is 
considered as a permissioned blockchain, this type of network hy-
bridizes the public blockchain with the private blockchain, there-
fore, there is more than one central manager for the system. In 
addition, access and provision of read, write and audit privileges 
to the blockchain are managed by multiple organizations. Multi-
chain [40], Hydrachain [41], Hyperledger Fabric [42], Corda [43], 
and R3 [44] are examples of a permissioned blockchain.
In the following, we compare these three types of blockchain, 
namely public, private, and consortium blockchains based on dif-
ferent criteria. The comparison is summarized in Table 4.

• Access permission: For the public blockchain, anyone can ac-
cess the data, and submit transactions that are actually veri-
fied. In contrast, in the private blockchain, the block with both 
write and read permissions is controlled by an organization, 
and access is restricted. While the consortium blockchain can 
enable everyone or only attendees to gain access. Hence, it can 
embrace a hybrid access approach.

• Decentralization: Since the public blockchain operates in an 
open network where any individual can be a member, thus 
this type of blockchain will be fully decentralized. In the con-
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Table 4
Comparison of public, private and consortium blockchains.

Features Public Private Consortium

Accessibility Read/write for anyone Read/write for a single organization Read/write for multiple selected organizations
Decentralization Decentralized Partially decentralized Partially decentralized
Consensus determination All miners Selected set of nodes Selected set of nodes
Transaction speed Slow Lighter & Faster Lighter & Faster
Efficiency Low High High
Immutability Nearly impossible to tamper Could be tampered Could be tampered

 

sortium blockchain, the network is managed by several orga-
nizations or companies, which allows this type of blockchain 
to be partially centralized. However, it is found that only one 
group of organizations is responsible for controlling a private 
blockchain, hence this type of blockchain is fully centralized.

• Transaction speed: Obviously, a transaction takes less time 
in a consortium or a private blockchain than in a pub-
lic blockchain. Indeed, the transaction speed of the public 
blockchain is slow because this network takes time to reach 
consensus.

• Efficiency: For a public blockchain, the propagation of transac-
tions and blocks takes a long time because there are numerous 
participants. Therefore, there is a high latency and a limited 
throughput for transactions. With few participants, a private 
or consortium blockchain could perform better.

• Immutability: In a public blockchain, the data is stored among 
several distributed participants, therefore it is virtually im-
practical to alter this data. However, in the case of private 
or consortium blockchain, if the controlling organization or 
the majority of the consortium wants to modify the data, the 
blockchain could be modified.

2.4. Smart contract

A Smart Contract [45] is simply lines of code that facilitate, 
check and run the negotiation or execution of a contract. They are 
typically saved on a blockchain ledger and automatically run when 
predefined requirements are satisfied. A smart contract is usually 
employed for automating agreement execution. They are most ob-
vious in enterprise collaborations, where all shareholders can be 
sure of the result, without the intervention of an intermediary or 
time loss.

3. Motivations of using blockchain in C-ITS

In the past few years, the Cooperative Intelligent Transportation 
Systems (C-ITS) aim to improve the safety of road users and agents 
working on the road network, to facilitate traffic management, by 
delivering real-time information to drivers and managers of roads 
(e.g., obstacles on the road, work in progress). They are based on 
digital interactions between vehicles, vehicles, and infrastructure. 
Today’s vehicles are more than just a means of transportation, 
they are also embedded with a wide variety of sensors that pro-
vide important data. Actually, there is continuous data collection 
in the vehicular environment. Therefore, managing a huge amount 
of information and providing a real-time reply is a tremendous 
challenge. Moreover, owing to the open environment in the wire-
less network, several issues raised and need specific consideration 
[46], including integrity, privacy, heterogeneity, and communica-
tion. These main challenges are summarized as follows:

• Integrity: Gathering and analyzing data can contribute to ef-
fective road safety and improve the traffic management of the 
vehicular network. Hence, a non-authorized alteration of the 
data could result in dire outcomes, thus preserving data relia-
bility and integrity is of paramount concern.
7

• Privacy: Privacy information, such as the user’s real identity 
and actual location, represents sensitive data in the communi-
cation flow. Therefore, it is necessary to guarantee the preser-
vation of this private information and to protect them from 
being lost [47]. Furthermore, during communication whether 
with vehicles or infrastructure, users should decide what in-
formation should be exchanged and what information should 
remain private.

• Heterogeneity: The C-ITS enables the various entities of the 
network to exchange and interact with each other via the 
Internet. These entities have heterogeneous features, includ-
ing hardware and software devices, communication standards, 
operating systems, etc. For this reason, the application of a 
decentralized technology such as blockchain technology guar-
antees a certain fluctuation in the application’s complexity and 
the number of devices connected in a vehicular system.

• Communication: Vehicular networks are susceptible to sev-
eral types of attacks owing to their inherent properties, espe-
cially high mobility with frequent disconnections. Indeed, the 
communication link between vehicles is frequently broken in 
C-ITS, due to the dynamic change of the network topology. 
In particular, communication connections among opposing ve-
hicles are restricted to only a few seconds, which leads to 
frequent disconnection events. As a result, vehicles can com-
municate with each other for a very short duration. Therefore, 
the network will be more susceptible to attacks, and it will be 
hard to identify suspicious vehicles.

As a rising technology, blockchain offers several advantages, in-
cluding decentralization, trust, pseudonymity, immutability, trace-
ability, transparency, and security. The above advantages led to the 
enhancement of C-ITS applications. Briefly, the unique values of 
blockchain can be summarized as follows:

• Disintermediation: The blockchain ledger is not held by a 
single individual, business, or organization, but by all partici-
pating network computers spread across the globe. This allows 
two parts of the vehicular network to interoperate with no re-
quirement for a trusted third party to validate operations or 
check the veracity of records.

• Immutability and Transparency: Once data is added, it cannot 
be changed or lost, which provides an incorruptible histori-
cal record that will be permanent in the system. In addition, 
transparency is provided as all changes are mirrored on the 
ledger and can be verified by any stakeholder in the net-
work. Thus, blockchain-based C-ITS systems and applications 
are characterized by strong immutability. In fact, the integra-
tion of blockchain in a vehicular network helps to avoid falsifi-
cation or modification of the exchanged data and to enable ac-
curate auditing. Additionally, it can enhance the transparency 
of the vehicular network.

• Availability: By synchronizing and replicating blockchain records
across all stakeholders in the network, security risks such as 
disruption, single point of failure, and availability threats be-
come manageable. Indeed, the implementation of blockchain 
in the vehicular network allows C-ITS services to function 
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properly even when one or multiple participants are compro-
mised.

• Auditability and Traceability: C-ITS entities can communicate 
with any peer in the distributed system to check and track 
previous records, as every record on the blockchain is val-
idated and stored with a unique timestamp. Therefore, the 
auditability and the traceability of the data saved and shared 
in the blockchain-based vehicular network is greatly improved.

• Trust: Data sharing between trusted parties is very critical 
for large-scale C-ITS applications. However, vehicular networks 
connect heterogeneous entities that may not be trusted. There-
fore, by using consensus mechanisms, transactions will be 
added to the blockchain ledger only when most of the par-
ticipants approve them. These transactions are then placed on 
the blockchain and made available to all the network peers.

• Anonymity: There is no requirement for the user’s real 
identity in the data exchange and transaction creation in a 
blockchain network. Where each sender needs to be aware 
only of the receiver’s blockchain address. Therefore, each user 
in the vehicular network is allowed to participate in the 
blockchain system only with his address. Thus, the real iden-
tity of users will be protected, resulting in “anonymity”. How-
ever, a malicious vehicle can spread wrong traffic information 
to coerce other entities into taking incorrect decisions. Thus, 
malicious users’ identities ought to be traced in anonymous 
advertisements.

4. Challenges

The employment of blockchain technology for Cooperative In-
telligent Transport Systems leads to several benefits. However, the 
integration of blockchain technology is certainly not smooth sail-
ing, and the implementation of blockchain within vehicular net-
works may also face many challenges. In this section, we discuss 
the major challenges faced in implementing blockchain-based ap-
plications for C-ITS, including node mobility, blockchain latency, 
storage requirements, communication overhead, and security is-
sues.

4.1. Mobility

The mobility of nodes has an undesirable effect on the perfor-
mance of a blockchain-based vehicular system. In fact, the dynamic 
topology induced by the movement of vehicles leads to common 
road perturbations, poor route convergence, and low transmission 
rates. In addition, mining presents the primary task for transaction 
validation and block creation in a blockchain-based system [48]. 
The previous literature on mobile blockchain [49–51] assumes that 
miners need to communicate among themselves to validate and 
store new blocks in the blockchain. Moreover, due to the random 
nature of the wireless network and the dynamism of the vehicular 
environment, the network participants are incapable of maintain-
ing stable network communication. As a result, these participants 
are unable to reach a consensus and validate blocks correctly. Kim 
et al. [51] analyzed the effects of mobility on blockchain-based 
vehicle networks and assessed its performance in terms of ren-
dezvous stability, successful addition of blocks, and the number 
of blocks allowed to be traded during the rendezvous. The re-
sults of this study reveal that when nodes move at a low velocity 
the rendezvous period is longer and then the number of blocks 
successfully added increases, however when nodes move fast, the 
rendezvous period is shorter and the number of added blocks de-
creases accordingly.
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4.2. Latency

In a blockchain system, latency is defined as the time required 
to transmit and confirm a transaction by the network participants. 
A faster response is the key requirement for several real-time ap-
plications in C-ITS such as safety messages for traffic management, 
for example; to prevent road crashes, real-time warnings about 
traffic conditions need to be provided to road users [52,53]. Hence, 
this type of urgent event requires a fast response time. Moreover, 
low latency is the fundamental requirement for several real-time 
applications in future C-ITS. Actually, to calculate system latency, 
we need to consider the processing effort as well as the total time 
taken to execute a task. Whereas to estimate the consumed energy 
we have to look at the required power to perform this task.
Since the execution time of the proof of work consensus depends 
on the complexity of solving a puzzling problem, this consensus 
requires a huge energy and time consumption. Therefore, the val-
idation cost of PoW-based transactions is high, which leads to a 
delayed response system [54]. Besides, as Bitcoin is a PoW-based 
technology, it faces several issues related to high transaction la-
tency and low transaction throughput performance [55]. For in-
stance, in Bitcoin, the average time to generate a block is 10 min-
utes [56]. Therefore, Bitcoin is too slow for delay-sensitive C-ITS 
applications. Furthermore, the number of transactions per block 
is also a critical factor that negatively impacts the latency of a 
blockchain-based C-ITS. Therefore, the latency and the overhead of 
a vehicular network depend on the number of processed transac-
tions and the required time to validate these transactions.

4.3. Storage requirement

Another challenge inherent to the deployment of blockchain 
in C-ITS is storage capacity limitation. Actually, a large amount 
of information needs to be exchanged and processed by the dif-
ferent vehicular network entities. However, the blockchain system 
requires each peer of the network to process all transactions and 
keep track of them until the first block. Accordingly, it is very diffi-
cult to directly employ blockchain technology in vehicular network 
environments in which both vehicles and RSUs are constrained in 
terms of storage resources [57]. Therefore, it is essential to study 
where the data will be saved, i.e. on or off the blockchain, as well 
as how the data will be saved in such resource-constrained en-
tities. To overcome the limitation of the resources, cloud systems 
have hugely been deployed. For example, the authors in [58], [59]
have proposed using cloud-based storage to store all the trans-
actions of the system. However, the cloud can greatly increase 
the time required for communication in these applications, which 
leads to significantly worse response time [60]. Another solution to 
address the storage capacity limitations is the incorporation of the 
Inter Planetary File System (IPFS) with the blockchain technology 
[61]. IPFS is a distributed file storage system that produces a hash 
of the recorded data. Currently, this system is used in such vehic-
ular applications based on blockchain technology [62], where the 
network validators (RSUs) store the data hashes in the blockchain 
ledgers while the details of these data are stored in IPFS. However, 
as mentioned in [63], the limited bandwidth of the IPFS system 
leads to some scalability issues. Moreover, IPFS has a few notable 
weaknesses [64], such as resolution and download bottlenecks, as 
well as high latency for input/output operations.

4.4. Communication overhead

The communication overhead can be defined as the time cost 
required to generate an amount of data or to transmit a quan-
tity of data among the network entities. In the case of using cloud 
services as a storage solution, once a vehicle would like to check 
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the accuracy of the received information, the verification process 
is made through the cloud. One main disadvantage of this ap-
proach is that it relies on continuous communication with the 
cloud, which adds significant overhead to the network [60].
To address this issue, some researchers have proposed to incorpo-
rate a Mobile Edge Computing (MEC) model into blockchain-based 
C-ITS architectures [67], [68], [69]. MEC is a new emerging model 
that can be integrated with infrastructure at the edge of the net-
work. For example, within the RSUs for vehicular environments, to 
support the computation, storage, and sharing of massive amounts 
of vehicle data. Edge computing reduces transport time and im-
proves data availability by inserting computing power and storage 
capacity directly at the network edge [66], which results in an 
enhancement of the network response time and communication 
latency [65].

4.5. Security

Vehicular networks are susceptible to many kinds of security 
attacks as they operate in an open and dynamic environment. Par-
ticularly, the security of the main network entities, namely infras-
tructure, and vehicles, is a very challenging task. In fact, Roadside 
Units (RSUs) and vehicles cannot be fully trusted and thus may 
result in serious security and privacy challenges for blockchain-
based applications in VANET [70]. Among these issues, we can cite 
the minor voting collusion problem, in which collusion between 
the blockchain nodes (such as RSU) may lead to the election of a 
malicious miner who can falsify legitimate transactions during the 
mining process. Moreover, during the block verification step, the 
collusion of miners may create false results in the blockchain and 
lead to block verification collusion. Broadly, once compromising a 
blockchain node, an attacker can append, remove, and falsify the 
stored data easily.

5. Classification of BlockChain applications in C-ITS

Recently, several blockchain-based applications have been pro-
posed in the vehicular environment. In this section, we thoroughly 
review the state of the art of blockchain-based solutions for vehic-
ular networks. As shown in Fig. 5, we categorize these solutions 
into four main categories:

• Identity and Access Management: Identity and Access Man-
agement (IAM) comprises all the processes to handle a user’s 
identity in the network. It is principally a matter of authen-
ticating participants on the network and ensuring the trace-
ability of their access rights on the network, here we refer 
to authorizations. In vehicular networks, it is important for 
all participants to be identified, authenticated, and authorized 
correctly when accessing data and applications, without sacri-
ficing the privacy of credentials. Traditional systems, rely on a 
centralized model that uses a single trust node where the IAM 
process is managed by a central entity. As a result, all partici-
pant authentication data, i.e. keys and certificates, are saved in 
the database of the Certification Authority (CA), which poses a 
single-point-of-failure problem. Using blockchain on the vehic-
ular network for IAM is a growing area of research. Indeed, dif-
ferent vehicular models based on blockchain technology have 
been investigated by researchers, to secure the authentication 
information, manage and automate access rights with smart 
contracts, and implement a vehicular system that does not re-
quire a trustworthy entity such as a central CA. Some of these 
approaches are discussed below in section 5.1.

• Reputation: The recent development of Cooperative Intelli-
gent Transport Systems (C-ITS) has led to new responsibilities 
that require a focus on the reputation mechanisms needed to 
9

build trust among network stakeholders. However, since vehi-
cles are anonymous and frequently change their pseudonyms, 
it becomes very difficult to maintain their reputation his-
tory. Therefore, considerable effort has been made to develop 
blockchain-based reputation systems for C-ITS to address these 
issues. Some of these approaches are described below in Sec-
tion 5.2.

• Privacy preservation: Users’ data privacy preservation is an 
open issue in C-ITS. Users are paying more and more atten-
tion to their private information in the data era. Therefore, it is 
very important to protect vehicular identity and location pri-
vacy in a vehicular environment. Furthermore, it is crucial to 
guarantee the privacy of a user, in order to ensure that the in-
formation is not leaked. Consequently, to address privacy con-
cerns, blockchain technology uses the pseudonym technique 
to preserve privacy and hide the real identities of vehicles. 
Hence, several solutions have been proposed as presented in 
Section 5.3 to ensure the privacy of users using blockchain 
technology.

• Data sharing: A primary goal of the vehicle network is to 
communicate vehicles with each other, in order to announce 
incidents like crash information, emergency warnings, conges-
tion information, climate reports, etc. Since the blockchain is 
an immutable and shared ledger for storing transactions, it 
provides a seamless and auditable way to record this infor-
mation. Moreover, blockchain technology can be employed to 
store information related to vehicles (i.e., distance traveled, 
accident history, owner history, service history, etc.). In fact, 
blockchain’s traceability and immutability characteristics can 
be used to identify wreck and mileage fraud. In section 5.4, 
we detail some works that incorporate blockchain technology 
within C-ITS for data-sharing applications.

5.1. Identity and access management

In order to ensure that users cannot illegally access or attack 
the network, identity management and access authentication are 
essential for C-ITS security. It is therefore critical to assure that 
only authenticated vehicles can interact with the network and that 
revoked vehicles do not interfere with the communication.
In addition, enabling a quick authentication between fast-moving 
vehicles and managing participants’ access rights in the network 
are complex tasks that are not efficiently addressed by traditional 
IAM solutions mainly due to the single point of failure problem 
and the high cost of computational and communication overhead 
in the network induced by the reliance on a single trusted party. 
Hence, there is a real need to search for a better-suited IAM solu-
tion for C-ITS. In this direction, blockchain technology could be a 
good candidate mainly to its decentralized and distributed archi-
tecture. In addition, as this technology provides data immutability, 
thus it will enhance the system automation and integrity. In this 
context, a large body of work has been proposed in the literature 
to assess identity and access management in vehicular networks 
using blockchain.
Shiver et al. [71] developed a decentralized ride-sharing architec-
ture implemented on the Hyperledger Fabric1 blockchain platform. 
The authors have implemented the ride-sharing architecture using 
two organizations that act as both endorsing peers and committing 
peers, an ordered node, a certificate authority, and then multi-
ple user accounts which are utilized by the client application to 

1 Hyperledger Fabric can be seen as a project within Hyperledger’s blockchain 
platform. It is basically an open-source platform for blockchain development 
launched in 2015 by the Linux Foundation.
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Fig. 5. Classification of blockchain-based C-ITS applications.
register drivers and riders. Endorsing peers send transaction pro-
posals from driver and rider client applications in the network 
and return signed proposal responses. This platform serves so as 
an intermediary connecting drivers and passengers. The authors 
used blockchain technology to guarantee trust between several un-
trusted entities. In particular, they employed a chaincode2 Using 
this protocol, information is provisioned only to the concerned 
users and applied via an access control implicitly realized in the 
chaincode functions. In addition, their proposal allows user certifi-
cation to be implemented independently of a centralized certifica-
tion authority. This is due to the assumption that each organization 
uses a certification authority to manage user identification (includ-
ing drivers and passengers). Finally, they evaluated their proposal 
by running a static analysis tool and analyzing the performance 
under a high network load. However, other framework enhance-
ments may be added, such as more chaincode functionality (e.g., 
reputation system, designated driving zones).
In [72], Malik et al. have introduced a blockchain-based vehicle 
authentication and revocation scheme. The proposed model not 
only provides vehicle authentication by alleviating the reliance on 
a trusted authority but also quickly maintains the revocation status 
of vehicles in the blockchain. In the suggested framework, users 
get their pseudo-identities from the CA, which are kept in the 
immutable blockchain ledger with their certificate, and the cor-

2 In Hyperledger Fabric, chaincode is the “smart contract” that executes on peers 
and generates transactions.
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responding pointer to the ledger entry allows RSUs to check the 
vehicle’s identity. A private blockchain is employed to ensure re-
stricted access to the ledger. The ledgers are fully controlled by 
the Revocation Authority (RA) and the Certification Authority (CA), 
RSUs have the rights to read only, whereas vehicles have no rights. 
This avoids any risk of exposure to unreliable entities. This frame-
work does not employ a PoW mechanism, which reduces compu-
tational costs. They used Proof of Authority (PoA), where access 
privileges are given based on a predefined authority. In addition, 
the proposed scheme facilitates the discovery of a node’s revoca-
tion in a single, quick step, and eliminates the requirement for any 
Certificate Revocation List (CRL). The design of this system main-
tains vehicle privacy but does not address communication security.
In [73], Ali et al. have proposed an effective Certificate-Less Pub-
lic Key Signature (CLPKS) scheme based on bi-linear matching 
to provide conditional privacy-preserving authentication for Ve-
hicle to Infrastructure (V2I) communication in VANETs. The au-
thors employed blockchain technology in their solution to effec-
tively implement transparency of pseudo-identity revocation be-
fore signature verification. Furthermore, to speed up the checking 
process, CLPKS aggregates the functions of signature verification 
and enables batch signature verification. In addition, the CLPKS 
system achieves higher protection and security against various at-
tacks with lower computational costs. However, the design of the 
Certificate-Less Signature scheme for V2V communication is re-
quired.
Zheng et al. [74] have proposed a decentralized traceable Inter-
net of Vehicles (IoV) system based on blockchain technology. The 
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proposed scheme implements secure access between vehicles and 
RSUs. The proposed system ensures anonymous communications. 
Vehicles can use pseudonyms for V2V and V2I communication 
without disclosing their real identities. The proposed scheme con-
tains five stages: (1) system initialization, (2) vehicle registration, 
(3) vehicle authentication, (4) vehicle announcement, and (5) mes-
sages forwarding. In the initialization phase, the participants pre-
pare to be occupied with numerous domain parameters required 
for security operations. In the registration phase, the certification 
authority generates a series of system parameters according to the 
unique ID provided by the registered vehicle. In the vehicle au-
thentication phase, as soon as the vehicle is active on the road, it 
authenticates with RSU. In this proposal, the RSUs as peer nodes 
build the blockchain network. In the announcement of the vehi-
cle phase, the RUS verifies the integrity of the event announced by 
the vehicle and does not verify the identity of the sender, because 
only the authenticated vehicle can declare the traffic conditions. 
If the result is valid, the RSU packs up a new transaction. Fi-
nally, in the forwarding phase, the vehicle can choose whether 
to forward the transaction or not after checking the authentic-
ity of the transaction about the road event. This solution allows 
a transparent authentication and advertisement between the enti-
ties of the network, which is realized due to the use of blockchain 
technology. Moreover, with the help of CA and RSU, the system 
guarantees conditional privacy in order to retrieve the true vehicle 
identity that misbehaves in the anonymous advertisements. Finally, 
only the hash value of the event transaction is appended to the 
blockchain, the real details of the events are stored in the cloud 
server.
In order to monitor the membership status of vehicles, Lasla et 
al. [75] proposed the use of blockchain technology to maintain a 
record of each vehicle’s certificate (valid or revoked) in distributed 
and immutable ledgers. Essentially, they replaced certificate verifi-
cation with a lightweight blockchain-based authentication scheme. 
In the proposed scheme, RSUs act as validators, while authori-
ties3 and vehicles are able only to read or transmit transactions 
for validation. Moreover, by verifying the digital signature and the 
sender’s public key, the integrity of the message is confirmed. In 
fact, each vehicle authenticates the message by checking whether 
the sender’s public key is present in the blockchain and whether 
it is valid. Moreover, this solution implements additional security 
mechanisms to detect and revoke misbehaving vehicles. However, 
to evaluate the performance of their proposal, the authors em-
ployed Bitcoin technology. The Bitcoin system is based on the PoW 
consensus, which requires high computational power to add new 
blocks [55].
In Vehicular Communication Systems (VCS) the security of ex-
changed vehicular messages is the primary focus. Hence, to ad-
dress this issue, a secure key management scheme is required 
[76]. To reduce the key transfer time, the authors of [77] pro-
posed a new model to achieve secure key management in the 
heterogeneous network using key transfer between two different 
networks and a dynamic key management system as illustrated 
in Fig. 6. Moreover, in order to improve the performance of their 
system, the authors proposed to simplify the key exchange proce-
dure, by removing the tiered authorities (central managers) in the 
blockchain-based scheme. The key exchange processes are checked 
and validated by the Security Manager (SM)4 network. As shown 
in Fig. 7, by using the simplified structure, the exchange of mes-
sages across security domains can be accelerated as the message 

3 In reality, the function of authorities, is to confirm whether a vehicle meets the 
requirements for membership (e.g., the Department of Motor Vehicles, insurance 
companies, manufacturers, etc).

4 SMs are at the top level of the VCS to handle the cryptographic tools. Each SM 
has its unique zone of logical coverage, which is known as the security domain.
11
is sent directly to the destination rather than through central han-
dlers. In addition, the period of transaction collection can dynami-
cally change according to different traffic levels. Finally, simulations 
prove that the proposed blockchain-based outperforms existing 
central manager-based systems.

Summary As shown in Table 5, several applications based on 
blockchain for identity and access management have been imple-
mented for vehicular networks. Most of the proposed solutions 
use blockchain in IAM applications due to its immutability. In fact, 
blockchain is employed to store vehicle information, namely, iden-
tity, pseudonyms, and the correspondence between the real ID and 
the pseudo-ID [72], [74]. Indeed, owing to the structured hash of 
the blockchain data, any kind of modification made to this data 
can be detected automatically. Furthermore, as a blockchain stores 
the data within immutable, transparent, and distributed records, 
we can easily monitor the vehicle’s membership status. In other 
words, blockchain can be employed to check whether the vehicle’s 
certificate is valid or not (revoked) [75], [73] in order to accel-
erate the verification process. In fact, instead of verifying certifi-
cates stored in the cloud, entities can check locally the blockchain. 
Moreover, if the verification is based on pseudonyms instead of 
certificates as in [72], unlike the traditional Public Key Infrastruc-
ture (PKI)) system, the vehicle sends to the RSU the index of 
the pseudonym transaction instead of issuing a certificate. Then 
the RSU would check the blockchain, which would speed up the 
lookup process. Other studies proposed to use blockchain to elim-
inate the presence of a third party [71], [77]. They take the merits 
of blockchain which is to establish trust between non-trusting par-
ticipants Besides, we notice that we can speed up the exchange of 
messages in the VCS, by sending the message directly to the desti-
nation instead of going through the central managers.

5.2. Reputation

The reputation of a vehicle is based on its behavior as well as 
the history of the type of data that it supplied to the network. 
Blockchain technology enables to store permanently the reputation 
scores in a tamper-proof ledger, that cannot be alerted by attack-
ers. Therefore, there are a number of research works with respect 
to the trust or reputation of vehicles. For example, in order to as-
sess the dangerous level of each vehicle, Dai et al. [78], proposed 
an indirect reciprocity security scheme with an assigned scalar 
reputation. In fact, vehicles will save and share their trust level 
rather than saving and sharing vehicular data on the blockchain. 
The trust level (reputation score) is derived using the principle of 
indirect reciprocity, where the reputation of a node is increased 
if it assists other nodes and decreased if it fails to assist other 
nodes. Then, each entity in the network uses this score to verify 
the authenticity of the message sender. However, to examine the 
effectiveness of this system for authenticating vehicles, the pro-
cessing and storage overhead of applying the reputation score on 
the blockchain has not been considered. In addition, it will be 
more difficult to reach a consensus and add new blocks to the 
blockchain as more vehicles join this system. Yang et al. [79] have 
implemented a novel reputation system using blockchain technol-
ogy for data credibility assessment. In this paper, the author has 
classified the different entities into four types:

• Trusted authority: responsible for the registration and for the 
issuance of the capacity certification of a vehicle.

• Ordinary vehicles: broadcast messages, generate ratings and 
receive validated rating packages.

• Malicious vehicle: Any vehicle that has broadcast fake mes-
sage/rating.
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Fig. 6. Network frameworks [77]. (a) Traditional framework with third-party authorities. (b) Blockchain framework excluding third-party authorities.

Fig. 7. Key transfer handshake procedures [77]. (a) In traditional structure with third-party authorities. (b) In blockchain structure excluding third party authorities.

Table 5
Comparison of identity & access management solutions.

References Applications BC Function BC Type BC 
Technology

Consensus BC 
Participants

Smart 
Contract

Evaluation

Simulation/
Experimentation

Metrics

[71] RideHailing Trust, Disinter-
mediation

Consortium Hyperledger 
Fabric

kafka Driver, 
Rider

X Experimentation - Constant Rate 
Network Traffic
- Poisson Distribution 
based network traffic
- Organization 
Restructuring Tests

[72] Traffic 
management

Immutability, 
Disintermedia-
tion

Private Bitcoin PoA CA, RA, 
RSUs

Simulation - Delay performance 
between the OBUs 
and RSUs
- Throughput and 
PDR with respect to 
the number of 
vehicles

[73] Traffic 
management

Immutability, 
Transparency

N/A N/A N/A TRA, KGC, 
RSUs, 
Vehicles

Experimentation - Computation cost
- Communication 
cost

[74] Traffic 
management

Trust, 
Immutability

N/A N/A PoW RSUs, 
Vehicules

Experimentation - Time cost for ach 
part of the proposal

[75] Certification 
tracking

Immutability, 
Transparency

Public Bitcoin PoW Authorities, 
RSUs, 
Vehicles 
Vehicles

Simulation - The average 
required time to 
lookup for a 
transaction

[77] Key 
management

Disintermedia-
tion, 
Transparency

Public Bitcoin PoW Central 
managers, 
Security 
managers, 
Vehicles, 
RSUs

Simulation - The processing 
time in terms of 
transactions
12
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• Miner: responsible for generating a rating block and broadcast-
ing the block to other vehicles.

In the proposed model, the vehicle evaluates incoming mes-
sages based on the observation of the traffic environment and 
aggregates these evaluations into a block. A miner is in charge of 
disseminating its evaluation block to the other vehicles. Upon the 
scores recorded in the ledgers, the vehicles compute the reputation 
value of the transmitter and then assess the trustworthiness of the 
message. The system does not store traffic information and privacy 
preservation methods are not presented. Moreover, with more ve-
hicles joining the system, it will be difficult to reach a consensus 
for appending new blocks. Finally, implementing a blockchain with 
proof-of-work consensus requires a high cost, hence it is very diffi-
cult to implement in resource-constrained vehicles. Shrestha et al. 
[8] introduced a blockchain-based system to store node reliability 
and message reliability to be used as proof of truth by other ve-
hicles. There are two phases for this blockchain system, namely, 
the broadcast phase and the mining phase. In the broadcast phase, 
a vehicle broadcasts a message to its neighbors when an event 
occurs. Then, other vehicles assess the sending vehicle’s level of 
trust by verifying the event message in the mining phase. In fact, 
they use message-checking properties [8] to confirm the reliabil-
ity of the message. Moreover, with this work, the authors aim to 
prove that applying blockchain technology in a vehicular environ-
ment can ensure the authenticity of the broadcast messages, as 
well as, guarantee the anonymity requirement. However, this so-
lution suffers from a high computational delay during the block 
generation phase caused by the use of the PoW consensus.
The architectures in [78], [79], and [8], use vehicles as blockchain 
nodes for consensus mining and block creation. This can be an 
advantage for vehicles to have access to the data shared in the 
blockchain, however, this large number of validators can nega-
tively impact the performance of the network by slowing down 
the blockchain process. Actually, researchers have mentioned in 
[80], that as the number of blockchain nodes increases, the time to 
reach a consensus also increases. Moreover, as vehicles are charac-
terized by limited storage resources compared to RSUs, they may 
have storage overhead problems. Therefore, several recent solu-
tions, as in [81], have proposed to use RSUs as blockchain nodes 
to store the blocks.
Yang et al. [81] have suggested a blockchain-based system to man-
age trust among network nodes by storing vehicle trust levels in 
distributed ledgers. In this system, the validation of the trustwor-
thiness of received messages is supported by the Bayesian infer-
ence model. Next, each message sender is evaluated based on the 
validation results already done. Then, the RSUs compute vehicles’ 
trust level offsets using the evaluations received from vehicles and 
collect this data in a block. Finally, each new block is broadcast to 
all RSUs in the blockchain network to be validated and added to 
the distributed ledgers. In particular, the authors in this work used 
a combination of PoW and PoS consensus to validate the trust-
worthiness of messages. However, this solution has problems with 
privacy preservation. In fact, the use of the real identity of the ve-
hicle makes it easy to track it and find its owner. Moreover, this 
solution employs RSUs as miners. However, as Kang et al. [82]
point out, RSUs are located all over the road and lack adequate 
protection. Therefore, they cannot be fully trusted and can lead to 
serious security/privacy problems.
The authors of [83] pointed out that for fast, secure and effi-
cient data exchange between intelligent vehicles, a more trustwor-
thy network is needed. For this reason, the authors chose to use 
blockchain technology based on rewards in order to implement 
TrustBit, which is a system that secures communication between 
intelligent vehicles. In this system, each vehicle in the network has 
a unique cryptographic identifier, called Intelligent Vehicle Trust 
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Point (IVTP), used to maintain trust in the network. IVTP works 
like a crypto-currency. If a vehicle has more IVTPs, it will be more 
trusted and have more points. The IVTP ensures quick and secure 
communication between vehicles. It also provides access to vehi-
cles’ track record from the blockchain. Moreover, the authors of 
TrustBit used a method called the proof of driving to check and 
validate vehicles participating in VANET communication. Neverthe-
less, they don’t explain the principle of the proof of driving and 
why it will be an effective method for reaching a consensus. More-
over, they did not give details on how this system will be realized. 
Besides, there will be no control over the data of a vehicle if it has 
lost its IVTP-ID.

Summary In this subsection, we summarize solutions that em-
ploy blockchain to store entities or messages’ reputations, as pre-
sented in Table 6. Indeed, instead of using the blockchain to record 
and share basic safety information, the authors of these solu-
tions record and share vehicle reputation scores on the blocks. To 
ensure trustworthiness, some solutions [78], [81], [83] employed 
blockchain to record vehicles reputations. As far as, these reputa-
tion scores will be required by other entities to authenticate or 
assess the sender’s credibility. On the other hand, authors in [79]
have used blockchain technology to develop a reputation solution 
and assess data credibility. In fact, received messages are evaluated 
according to traffic network observations. Then, these evaluations 
are grouped in a block. A third use case of blockchain for repu-
tation in the vehicular network was presented in [8]. In this case, 
the blockchain was applied to store messages and node trustwor-
thiness in the distributed ledger that will be used by other vehicles 
as proof of truth.

5.3. Privacy preservation

With the increasing development of computer and sensor ca-
pabilities embedded in vehicles, the collection and provision of 
data from vehicles have become very significant for C-ITS to work 
efficiently and economically. However, gathering and supplying 
data for C-ITS involves exposing the privacy of vehicles and their 
drivers, which makes them vulnerable to security threats. There-
fore, data linked to the privacy of users (i.e., location, activities, car 
model) can be traced. Some services that are provided by C-ITS, 
such as smart parking and car/ride sharing may also greatly ex-
pose users’ privacy while bringing convenience to users. While no 
fundamental measures have been taken to protect users’ privacy, 
certain blockchain-based solutions have been proposed to handle 
this challenge.
As blockchain has become a hot platform to achieve some secu-
rity properties, some secure parking systems are designed atop 
a blockchain. Amiri et al. have defined in [84] a blockchain-
assisted privacy-preserving smart parking system, where users can 
retrieve the parking offers nearby without leaking privacy through 
a method named Private Information Retrieval (PIR). This scheme 
aims to help drivers to search for and book parking spaces in ad-
vance while preserving their privacy. In this system, the blockchain 
consortium is maintained by forming the parking lot owners to-
gether. In fact, they share their parking offers with other infor-
mation. Then, these offers will be stored on the ledgers of the 
blockchain. The authors also used the PIR technique in order to 
preserve the privacy of the location of the vehicle drivers. Indeed, 
the PIR technique allows drivers to inquire about available parking 
spaces without revealing their destinations. When a parking offer 
has been retrieved, the driver applies a randomizable short sig-
nature to directly confirm the reservation with the owner of the 
parking without using the real identity. Therefore, drivers are able 
to pay in an anonymous way instead of using traditional payment 
card systems that might reveal confidential information.



S. BelMannoubi, H. Touati, M. Hadded et al. Vehicular Communications 43 (2023) 100607

Table 6
Comparison of Reputation solutions.

References Applications BC Function BC Type BC 
Technology

Consensus BC 
Participants

Smart 
Contract

Evaluation

Simulation/
Experimentation

Metrics

[78] Action selection 
strategy 
(choose a 
reliable relay 
OBU)

Trust, 
Transparency

N/A N/A N/A Vehicles Simulation - Performance of the 
action selection 
strategies

[79] Data credibility Transparency, 
Immutability

N/A N/A N/A Vehicles Simulation - Message detection 
accuracy

[8] Traffic 
management

Immutability, 
Transparency

Public N/A PoW Vehicles X Simulation - Storage and message 
overhead

[81] Message 
credibility

Trust, 
Immutability

N/A N/A PoW + PoS RSU Simulation - Offset block 
generation time
- Messages and ratings 
transmission latency
- Trust value offsets 
calculation

[83] Traffic 
deadlocks

Trust, 
Immutability

N/A N/A PoD Vehicles N/A N/A
Another service in which blockchain technology has also been in-
tegrated is the carpooling service. In order to reduce jams, driv-
ing time, and environmental pollution, drivers can exchange their 
destinations in a shared platform to meet passengers with a com-
mon travel route. Therefore, by incorporating blockchain technol-
ogy, several users can share the same vehicle while guaranteeing 
privacy. Li et al. [85] combined blockchain technology and fog 
computing to propose a new carpooling scheme called “eFficient 
prIvacy-preserving CArpooling system (FICA)”. To ensure users’ pri-
vacy and security, the authors proposed to apply digital signatures 
based on asymmetric keys. In addition, to authenticate the sys-
tem users and retrieve malicious users’ real identities, they im-
plemented an anonymous authentication scheme. Besides, they 
mentioned that they have adopted the PoS consensus algorithm 
to enforce the integrity of the carpooling information recorded 
in the blockchain. Blockchain technology is deployed at the RSU 
(fog node). The blocks are composed of the carpooling services 
(transactions) and the stake distribution. The number of carpool-
ing records processed by each RSU presents its stake. Then, upon 
a proportional probability of the stakes, a leader for each block 
will be selected. Furthermore, to address cloud computing limita-
tions such as query and reply delays and additional communication 
overhead, the authors proposed to use fog nodes in their solu-
tion. Fog computing offers low latency due to local data process-
ing. In particular, to ensure data reliability and traceability, they 
encrypted the carpooling data and stored the hash value on the 
private blockchain, although the details are stored on the cloud. 
However, they did not study the case where RSUs are attacked. 
Furthermore, they stated that the cloud server and RSUs are semi-
confident. Thus, if the server fails or the data is altered, the system 
will not be able to verify trustworthiness.
Another similar service in which the blockchain is embedded is the 
Ride Hailing Services (RHS). Li et al. [86] have employed blockchain 
technology with vehicular fog computing to implement a Collab-
orative Ride-hailing service (CoRide) that maintains user privacy. 
The authors have eliminated the requirement for an online trust 
authority and they have replaced it with an aggregation of multi-
ple Service Providers (SPs) working together. In fact, they built an 
immutable consortium blockchain among the SPs to store transac-
tions and execute smart contracts automatically applied on RSUs 
(fog nodes) to connect drivers with riders. To improve the security 
of their solution, Li et al. reused three techniques already proposed 
in the literature [87][88][89]. First, to build secret keys for both 
user correspondence and trading and to authenticate the locations 
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of users, the authors of CoRide leveraged the private proximity 
test [87]. Second, to handle pilot filtering and target mapping, they 
used the privacy-preserving query processing technique presented 
in [88]. Finally, to perform anonymous payment between all users 
and detect double-spending threats, Li et al. integrated a modified 
version of the Zerocash technique [89]. Nevertheless, the SPs and 
the RSUs are semi-honest and like the previous solution, the case 
when the RSU is being compromised by adversaries or colluding 
with SPs is not considered.
Another significant use case for C-ITS is the support of traffic con-
trol. Since vehicle operators or detectors are susceptible to sense 
road nuances, it is becoming easier to collect vehicular traffic 
information from vehicles. However, a major issue in vehicular 
communication and traffic exchange is the confidentiality preser-
vation of the vehicle’s private information. In order to preserve 
the privacy of vehicle information, researchers in [90] implement 
a semi-centralized system using an attribute-based blockchain. In 
addition, to improve traffic flow, the authors used a control method 
to manage traffic light signals. Next, before the communication 
starts, participants must be grouped by their attributes (e.g., po-
sitions and directions). Then, participants reach an agreement on 
a temporary signaling time by interoperating among themselves 
while ensuring confidentiality and privacy. Finally, they store the 
agreement and the final decision in the blockchain ledger. More-
over, to maintain privacy between vehicles, the authors propose to 
use anonymous vehicular communication. The proposal not only 
meets the goal of preserving privacy but also supports liability in-
vestigation for legacy deals using Ciphertext-Policy Attribute-Based 
Encryption (CP-ABE).
In another work [91], researchers also referred to authentication 
privacy preservation as the main problem in VANET threat pro-
tection. They highlighted that the centralized Trusted Authority 
(TA)-based solution has two major drawbacks. First, operations 
are not transparent, which poses security threats. Second, a re-
ceiver needs to look up a CRL for message authentication, which 
results in a high computational load. To address these issues, 
authors of [91] develop a VANET system that preserves authen-
tication privacy using blockchain technology, the proposed sys-
tem is named “Blockchain-based Privacy-Preserving Authentication 
(BPPA)”. In addition, to ensure transparency and auditability of 
semi-trusted authority operations, transactions and all users’ cer-
tificates are saved immutably and persistently in the blocks of the 
blockchain. Besides, more than one certificate has been used by 
vehicles, in order to guarantee conditional privacy. The correspon-
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Table 7
Comparison of Privacy Preservation solutions.

References Applications BC Function BC Type BC 
Technology

Consensus BC 
Participants

Smart 
Contract

Evaluation

Simulation/
Experimentation

Metrics

[84] Smart parking Anonymity, 
Transparency

Consortium Quorum Raft Parking lot 
Owners, 
Drivers

Experimentation - Communication 
overhead

[85] Carpooling Auditability, 
Traceability

Private N/A PoS RSUs (Fog 
nodes)

Simulation -Computational cost
- Communication 
overhead

[86] Ride Hailing Disintermedi-
ation

Consortium Ethereum PoS RSUs (Fog 
nodes), 
Service 
Providers

X Experimentation - Computational 
cost
- Communication 
overhead

[90] Traffic 
management

Transparency, 
Anonymity

Private Own 
Blockchain

Own 
consensus

Drivers, 
Infrastruc-
tures, (e.g., 
traffic signal 
controllers)

Experimentation - Time consump 
tion for each phase 
in SCTSC model
- Time consump 
tion in CP-ABE 
encryption

[91] Anonymous 
authentication

Transparency, 
Immutability

Consortium Hyperledger 
Fabric

Proof of 
Presence 
(PoP)

Law 
Enforcement 
Authority, 
RSUs, 
Vehicles

Experimentation - Cost and latency 
of issuing and 
revoking certificates
- The overhead of 
the authentication 
process

[92] Traffic 
management

Traceability, 
Immutability

Private Bitcoin Own 
consensus

Trace 
managers, 
RSUs, 
Vehicles

Simulation - The average of 
computation time
- The average of 
communication 
time
dence between these certificates and the real ID is encoded and 
then saved in the blockchain. To evaluate the performance of their 
system the authors used the Hyperledger Fabric technology and 
compared it with the baseline approaches.
In [92], Li et al. presented a privacy-preserving blockchain-based 
solution, called CreditCoin. CreditCoin is able to build trust in com-
munications of smart vehicles and to maintain the reliability of 
vehicles’ announcements without revealing users’ privacy. The pri-
vacy of participants generating the announcements is protected 
by the threshold ring signature scheme. The threshold ring sig-
natures provide indistinguishability among all ring members, but 
only a part of the members are the actual signers of the signa-
ture. This means the group of participants of the announcements 
will be concealed in a larger group of possible signers. Specifi-
cally, if the verification succeeds, the verifier would know that this 
announcement is valid. The verifier also knows that over N par-
ticipants claim the correctness of the announcement with a ring 
signature. However, he does not know the identities of the par-
ticipants. In CreditCoin, the authors design their own consensus 
based on the Byzantine Fault Tolerates (BFT) algorithm. RSUs and 
official public vehicles undertake the work of consensus and make 
use of the proposed BFT-based mechanism, which repeats a vot-
ing process until an agreement is reached. The main drawback of 
the CrediCoin proposal is the limited scalability, which is inherited 
from the use of a BFT-based consensus.

Summary Blockchain technology has improved data security and 
privacy by encrypting and storing data on a decentralized sys-
tem. Different applications including Smart parking [84], Carpool-
ing [85], Ride-Hailing [86], Traffic management [90,92], and Anony-
mous authentication [91] are based on blockchain technology to 
preserve data and entities privacy. As presented in Table 7 all 
the proposed solutions used a permissioned blockchain whether 
private or consortium. The permissionless blockchain is character-
ized by a higher transparency than the permissioned blockchain, 
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which makes it more susceptible to privacy attacks. In fact, the 
access controls used with permissioned blockchain allow them to 
be more resistant to privacy attacks. Therefore, it is recommended 
to use permissioned blockchain for a certain type of application 
where transactions may include delicate information like users’ 
location, such as carpooling and ride-sharing. This is due to the 
fact that a hacker can trace a user’s transactions via their address 
and analyze them to deduce their real identity. Therefore, users’ 
wallets or accounts can be compromised, and the malicious actor 
could do as he or she pleases with the compromised wallet and ac-
count. Furthermore, depending on the blockchain technology used 
for each solution, different consensus mechanisms are employed. 
A number of these proposals focus on using and enhancing ex-
isting blockchain technologies. While others seek to develop new 
blockchain technologies and new consensus that meet vehicular 
environment constraints. Finally, we remark that some solutions 
are only at the simulation stage and the evaluation of their feasi-
bility is not yet performed.

5.4. Data sharing

More and more vehicles are fitted with sensors that monitor 
the vehicle’s condition and surrounding road users. With the right 
information arriving in the right place at the right time, a trans-
port system can run more smoothly, and smoother operations can 
lead to safer operations. While most of this sensor data currently 
remains localized within the vehicle, it could be shared to improve 
vehicle services. Therefore, data sharing between stakeholders can 
be the future of transport systems. Besides, sharing data between 
traffic infrastructure and connected vehicles, for instance, can en-
hance both traffic efficiency and road safety by delivering critical, 
just-in-time information.

Undoubtedly, choosing suitable technology and infrastructure is 
a key factor for efficient data sharing in terms of security and 
trustworthiness. In this direction, blockchain technology could be a 
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good candidate for immutable, secure, and transparent data shar-
ing in several C-ITS applications.

The remainder of this section provides a literature review of re-
cent blockchain-based data sharing solutions mainly in four C-ITS 
applications: (i) forensic services, (ii) vehicles life-cycle, (iii) insur-
ance fraud, and (iv) traffic deadlocks

In the first use case, information collected from both within and 
around vehicles can significantly impact forensic services, which 
focus on investigating the origins of accidents. With the spread of 
self-driving cars, data gathering will become increasingly critical, 
as these vehicles are susceptible to malfunctions and cyberattacks 
[93]. In general, after an accident, the investigators require certain 
information, namely the examination of the accident scene and the 
vehicle status, to analyze the causes of the accident and to resolve 
the litigation between the concerned parts. Applying blockchain 
technologies in digital forensics, allows the examiner to perform 
self-verification for digital evidence.

In this context, Cebe et al. [94] employ blockchain technology in 
a vehicular system to implement a forensic model that brings vehi-
cles and associated business components under one roof. The use 
of blockchain technology in this system ensures trust between the 
different stakeholders of the system namely drivers, car manufac-
turers, law enforcement, and service centers. The proposed system 
presents a vehicle forensics framework that hosts all the necessary 
data for a complete forensics proposal. To solve the problems as-
sociated with storage overload, they design a fragmented ledger 
in which they will store vehicle-related data such as maintenance 
history, diagnostic reports, etc. Moreover, in order to ensure mem-
bership establishment and confidentiality, they proposed to adopt 
the Vehicular Public Key Management (VPKI) model. In addition, 
the application of pseudonyms for identities further contributes to 
user privacy.

In a similar work, the authors in [95] implemented a per-
missioned blockchain to record connected vehicle activities and 
interactions. The proposed model is dedicated to auto insurance 
claims and adjudication services. This model is divided into two 
partitions. The operational partition which records the vehicle 
events and the decisional partition which is dedicated to liabil-
ity decision-making. Therefore, the first partition was controlled 
and managed by various stakeholders, namely, the Connected and 
Automated Vehicles (CAV), the car manufacturers, the insurance 
companies, the software providers, and the service technicians, in 
order to ensure data transparency between the participants and to 
prevent any data modification. The second partition was dedicated 
to the examination of the operational partition available evidence 
and to the liability decision-making. This partition is managed and 
controlled by the government transport authorities, the insurance 
companies, and car manufacturers as well as judicial authorities. 
Indeed, the major advantage of this separation is that the infor-
mation is revealed to the concerned parties. However, in their 
proposal, the authors fail to explain how the proposed consensus 
operates and why they didn’t use the traditional consensus.

For the second data sharing use case, namely vehicles life-cycle, 
new proposals have been recently launched to digitize and secure 
vehicle odometer readings using blockchain technology. In fact, in 
the current used car market, the primary reason for devaluation is 
the lack of trust. One of the most important requirements when 
selling a used vehicle is the authenticity of the service history, i.e. 
the vehicle. Although digital counters are included in modern ve-
hicles, fraudulent mileage affects 30% of European used vehicles 
today, which approximately costs 5.6 to 9.6 billion Euros annually 
to European consumers [96]. In order to digitize vehicle lifecycles, 
Brousmiche et al. [97] proposed to employ blockchain technology 
and to use smart contracts to define secure vehicles’ smart service 
books. The proposed system used a consortium blockchain model 
to supply a transparent collaboration between different stakehold-
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ers, namely, the automotive manufacturer, the insurance com-
pany, the vehicle owners, the vehicle retailer, and the maintainers. 
Vehicle-related data including mileage, maintenance record, sales 
record, and insurance details are recorded in the form of a certi-
fied service book in the blockchain records. In addition, any change 
in the vehicle’s condition, such as in case of an accident, all infor-
mation will be stored in the blockchain. Therefore, when selling 
a vehicle, the buyer can have a complete history of the vehicle. 
The authors suggested using hybrid storage where the consortium 
ledgers in the cloud servers record only base data, while other 
types of data (member-specific business information) are recorded 
locally. Moreover, the author tackled the confidentiality problem 
related to shared data in the blockchain. They have proposed a 
novel protocol that enables the sharing of ciphered data and cryp-
tographic keys over the Blockchain. However, the implementation 
details of the solution are not presented in the paper.

The third use case for blockchain in data sharing applications is
vehicle insurance fraud avoidance. Such fraud involves misleading 
an insurance company regarding a claim involving a personal or 
commercial motor vehicle. Blockchain can detect fraud by allowing 
real-time information sharing and updating the registry after the 
agreement of all parties. As an example, Roriz et al. [98] presented 
a solution based on blockchain to prove the potential of this up-
coming technology for insurance fraud prevention. The objective of 
this proposal is to prevent a particular type of double-dip fraud, 
where a vehicle is underwriting with multiple insurance compa-
nies. Thus, if an accident occurs, the vehicle may collect money 
from different companies. In order to address the risk of double-
dipping insurance fraud, before creating new insurance coverage, 
companies consult blockchain ledgers to check whether the ac-
tual vehicle is engaged in other insurance policies. This system 
also enables insurers to easily check the vehicles’ insurance history. 
However, the proposed solution is still in the prototype phase.

Finally, blockchain-based data sharing has been recently pro-
posed in the traffic deadlocks use case. In this context, Au-
tonomous Vehicles (Autonomous Vehicles (AV)) negotiate the right 
of way before crossing each intersection without traffic lights, as 
the vehicle entering the corner first has the right of way. If four 
AVs arrive at a four-lane crossing almost simultaneously, none of 
them can move forward until the right of way has been deter-
mined, resulting in deadlock in traffic signal-free intersections. Ac-
tually, the use of a cooperative traffic management system allows 
road intersection control, which subsequently improves traffic per-
formance. However, this may not always be feasible because most 
of the traffic signal-free intersections are located in low-traffic ar-
eas. In addition, the deployment of this type of system can result 
in high maintenance costs.

To solve the mentioned problem, authors of [99] implemented 
a blockchain-based model that aims to manage intersection traffic 
while guaranteeing communication security and data integrity of 
Intelligent Vehicles (IVs). Whenever a vehicle broadcasts a mes-
sage, the broadcast message should be validated and a PoW is 
executed. In this system, vehicles are not required to wait longer 
for their message validation. Intelligent Vehicle Trust Point (IVTP) 
[83] is employed to verify trustworthiness of a vehicle. Fig. 8 il-
lustrates an example in which four vehicles, namely I V 1, I V 2, I V 3
and I V 4, are coming to an intersection. Vehicles should broadcast 
their signals as they approach the intersection. Next, a consensus 
is initiated to determine which vehicle has the oldest time stamp 
to prioritize and move first. Then, a similar process is used for the 
next three (or more) vehicles. In our example, Fig. 8, we consider 
that vehicles I V 1, I V 2, I V 3, and I V 4 arrive to the intersection at 
time 10:06, 10:02, 10:04 and 10:03, respectively. Once consensus 
is reached, the network member agrees that IV-2 has the priority 
to cross the intersection first.
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Fig. 8. Example of deadlock at traffic signal-free intersections (first come, first 
served) for AVs.

However, this type of application can cause storage problems 
in the blockchain ledgers, especially storage for a long period of 
time. To tackle these issues authors in [100] propose a branch-
based blockchain solution for intelligent vehicles. They incorporate 
multiple parallel blockchains to speed up the validation time of 
messages. In addition, their architecture aims to reduce the time 
consumption of the block mining process. The main entities in 
this system are as follows: local and global blockchain, intelligent 
vehicle trust point [83], and branching and unbranching mech-
anisms. Local blockchain temporarily stores the data and keeps 
on removing the old data from time to time whereas the main 
blockchain stores all the transactions between two vehicles per-
manently. Branching and unbranching mechanisms are used when 
a block has to be appended to the blockchain. The system’s short-
coming is that employing a circular queue led to significant data 
loss because there was no control and balance over the block that 
should be replaced by the new block.

Summary Given its key features, namely decentralized data stor-
age, immutability, and transparency, blockchain technology can 
be a good candidate to replace conventional data sharing solu-
tions that follow a centralized architecture. As shown in Table 8, 
blockchain technology can be applied to share data in several C-ITS 
applications, like forensic [94,95], vehicles life-cycle [97], insurance 
fraud [98], traffic deadlocks [99,100]. Moreover, as presented in the 
table, all the proposals use the blockchain due to its immutability, 
transparency, and trust. In fact, some use cases require data stor-
age in a tamper-proof manner, because these data can be used 
to identify the faulty parties in an accident scenario. Furthermore, 
blockchain has been used to detect fraud by sharing in real-time 
each new information and authorizing the ledger modification only 
upon reception of an agreement from all the involved parties. Be-
sides, blockchain technology provides transparency and collabora-
tion among the stakeholders of the system. The participants can 
collaborate through the blockchain without needing trust or even 
familiarity with the other party, the use of the blockchain is a suf-
ficient source of truth for them.
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6. Comparison & discussion

In this section, we present a comparative analysis of the solu-
tions described in Section 5. As shown in Table 9, this comparison 
is made according to the criteria that we identified in Section 4. 
These criteria are used to evaluate the performance of each solu-
tion and to define the strengths and weaknesses of each of them.
For each solution we checked whether this criterion is satisfied 
(+), or not (-), or N/A, and the appropriate symbol is placed in the 
cell of the matrix. N/A means that it was not clear in the solution 
whether this criterion is met or not. For example, for the “Mobil-
ity” criteria, if vehicles’ mobility doesn’t impact the operation of 
the blockchain-based solution then a (+) is recorded, else a (-) is 
assigned.
Fig. 9 presents the number of criteria satisfied for each solution. 
The range of solution is those cells that will be tested against 
the given criteria and counted if the criteria are satisfied. As 
shown in Fig. 9, no solution meets all the criteria. We notice 
that at most two solutions can satisfy four criteria at the same 
time [85,86]. In addition, as illustrated in Fig. 9, there are some 
solutions that satisfy only one criterion [78,83,90,99], two crite-
ria [71,72,74,73,75,79,81,84], or three criteria [77,8,91,94,95,97,98], 
there are others that do not meet any criterion [92].
Fig. 10 shows the percentage of solutions that satisfy each crite-
rion. Here we have made the sum of solutions by criterion, that is 
to say, each criterion is satisfied by how many solutions. Then we 
calculated the percentage for each of them. We notice that 65% 
of the proposed solutions address security problems. Moreover, 
as presented in Fig. 10, 52% and 43% of the proposed solutions 
address the mobility issues and the communication overhead prob-
lems respectively. However, we observe that only 34% and 21% of 
the proposed solutions elaborate on the storage requirement issues 
and the latency problems, respectively.

7. Open research issues

As mentioned in Section 5, a variety of blockchain-based ve-
hicular applications have been developed and discussed. A major 
advantage of this integration is the potential to improve the C-
ITS environment. Nevertheless, many important research questions 
remain to be answered before the widespread implementation of 
these integrations. In this section, we highlight some open issues 
regarding blockchain integration in vehicular networks that could 
become new research areas in the future.

7.1. Privacy

Since blockchain operations cannot be totally anonymous i.e. 
use pseudonyms, the blockchain could induce privacy problems. 
Actually, due to the particularity of transparency of the blockchain 
and especially for the public blockchain, the exchanged data as 
well as some sensitive information such as the sender and the re-
ceiver addresses are visible to everyone on the network. Therefore, 
users’ activities could be traced by analyzing blockchain ledgers 
data. Subsequently, by applying certain functions to this data, it 
becomes very easy to reveal the user’s true identity. Then, after 
determining his or her true identity, all of that user’s activities 
will be tracked and their personal information, such as the vehicle 
location, will be disclosed. Therefore, it is very important to guar-
antee true anonymity. Moreover, all sensitive information should 
stay private. Therefore, access management is required, to control 
participants.

7.2. Scalability

Deploying blockchain technology in a vehicular system may 
lead to a scalability challenge, especially if we aim to implement 
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Table 8
Comparison of Data Sharing solutions.

References Applications BC Function BC Type BC 
Technology

Consensus BC
Participants

Smart 
Contract

Evaluation

Simulation/
Experimentation

Metrics

[94] Forensic Transparency, 
Immutability, 
Trust

Permissioned N/A PBFT Drivers, 
Manufacturer, 
Insurance 
companies, Law 
enforcement, 
Maintenance 
centers

N/A N/A

[95] Forensic Transparency, 
Immutability, 
Trust

Permissioned N/A Own consensus CAV, Insurance 
companies, Auto 
Manufacturer, 
Legal authorities 
Government 
transport 
authorities, 
service 
technician

Simulation - Average 
validation 
time for each 
BC partition
- B-FICA 
Overhead 
evaluation

[97] Vehicles 
life-cycle

Immutability, 
Transparency, 
Trust

Consortium Quorum Quorum Manufacturer, 
Insurance 
companies, 
Provider of 
document (i.e. 
invoices, 
certificates)

X N/A N/A

[98] Insurance 
fraud

Immutability, 
Transparency, 
Trust

N/A Ethereum N/A Vehicle, 
Insurance 
companies

X N/A N/A

[99] Traffic 
Deadlocks

Trust, 
Immutability, 
Transparency

N/A N/A PoW Vehicles N/A N/A

[100] Traffic 
Deadlocks

Trust, 
Immutability, 
Transparency

N/A N/A PoW Vehicles Experimentation - Average 
verification 
time for a 
state change

Fig. 9. Number of satisfied criteria per solution.
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Table 9
Solutions evaluation according to different criteria.

Reference Year Major contribution Criteria

Mobility Latency Storage Overhead Security

[71] 2019 Developed a decentralized blockchain-based ride-sharing architecture to ensure trust 
between different entities in the network

- - - + +

[72] 2018 Suggested blockchain-based VANET scheme for vehicle authentication and revocation + - N/A N/A +

[73] 2019 Proposed a CLPKS model to preserve V2I communication privacy using bilinear 
matching-based conditional authentication

+ - N/A + N/A

[74] 2019 Introduced a blockchain-based authentication model for secure access between 
vehicles and roadside units

+ - + - -

[75] 2018 Developed a lightweight blockchain-based authentication method to track the status 
of vehicles certificate

+ - - + -

[77] 2017 Proposed the elimination of central key manager and use of blockchain technology 
to dynamically manage the keys of a heterogeneous ITS network

+ - + - +

[78] 2018 Implemented a reputation model based on indirect reciprocity. The blockchain 
technology was used to guarantee the integrity of reputation data

- N/A - N/A +

[79] 2017 Introduced a blockchain scheme that assures data credibility using vehicle 
reputations

- - - + +

[8] 2019 Proposed a blockchain system that stores node and message trustworthiness at the 
same time to ensure more secure data exchange in VANET

- - + + +

[81] 2019 Implemented a blockchain-based VANET system that uses the Bayesian inference 
model to manage trust between network entities

+ - - + -

[83] 2017 Introduced blockchain-based intelligent vehicle communication using rewards. A 
unique cryptographic id IVTP which is used for maintaining trust in the network

- - - - +

[84] 2019 Suggested a blockchain-based smart parking system that aims to protect the privacy 
of participants

- N/A - + +

[85] 2018 Proposed a carpooling system based on fog computing that uses blockchain 
technology to preserve the entities’ privacy

+ + + + -

[86] 2019 Suggested a Collaborative-Ride hailing system that preserves entity privacy using 
blockchain technology and vehicular fog computing paradigm

+ + + + -

[90] 2019 Developed a semi-centralized VANET model to balance the tradeoff between privacy 
preservation and availability using blockchain technology

- N/A N/A N/A +

[91] 2019 Introduced a BPPA scheme aims to preserve vehicles’ identity by storing vehicular 
data and certificates in the blockchain ledgers

+ + - + -

[92] 2018 Suggested a Blockchain-based vehicular announcement model, which allows vehicles 
to share network data including traffic status while preserving their privacy

- - N/A - -

[94] 2018 Proposed a blockchain-based automotive forensics solution that collects pertinent 
information from various stakeholders in the event of an accident

+ + N/A - +

[95] 2018 Introduced a blockchain-based vehicular auto insurance claims and adjudication 
system to preserve the integrity of evidence data in the network

+ + N/A - +

[97] 2018 Presented a framework for digitizing the vehicle life-cycles using the consortium 
blockchain

+ N/A + N/A +

[98] 2019 Discussed how the use of blockchain technology and smart contracts in auto 
insurance could avoid the fraud issues of the vehicular insurance systems

+ N/A + - +

[99] 2018 Proposed a blockchain system which ensures the integrity of data and secure 
communication between different vehicles.

- - - - +

[100] 2018 Proposed a branch-based blockchain model for intelligent vehicle systems - - + - +
and operate a large-scale system. As C-ITS environments become 
larger, new sensors and devices are continuously integrated. The 
seamless integration of the increasing number of sensors and plat-
forms will pose a real scalability issue. Moreover, to evaluate the 
scalability of a blockchain network, we consider the rate of trans-
actions per second versus the number of nodes in a network. 
Currently, existing blockchain platforms are unable to meet the 
requirements of a vehicular network as these platforms are char-
acterized by low processing throughput, i.e. 7 and 20 transactions 
per second respectively for Bitcoin and Ethereum. However, the ve-
hicular system processes a large amount of data per second. In 
19
addition, various C-ITS applications operate primarily with real-
time data. Thus, these applications will face many difficulties to 
operate effectively due to the limited throughput of the blockchain. 
Therefore, it is necessary to continue research to find an effective 
solution to this problem.

7.3. Interoperability

Owing to the variety of formats of the data exchanged in the 
vehicular network, establishing an interoperable blockchain sys-
tem is a challenging task. This complication is further compounded 
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Fig. 10. Percentage of solutions that satisfy each criteria.

because of the different consensus algorithms employed in the 
systems. MOBI5 It launches the first Vehicle Identification (VID) 
standard by integrating blockchain technology into a digital vehicle 
identification system. MOBI drives adoption, enables interchange 
and interoperability, and reduces the risk for both integrators and 
users. Standardization of blockchain technology is expected to align 
with existing international vehicular industry standards. Therefore, 
the standardization of a blockchain-based C-ITS system is of great 
concern and requires further investigation.

7.4. Consensus

Current blockchain technologies and consensus mechanisms 
present a problem with energy consumption. As previously ex-
plained, the PoW consensus requires high computational power 
and energy consumption. Hence, researchers have worked on the 
definition of alternative consensus mechanisms that are less com-
putationally expensive for blockchain networks, including PoS and 
DPoS. However, these mechanisms need further improvements 
since they can confront security problems. Therefore, it is inter-
esting to think of improving existing consensuses or implementing 
new ones that meet the requirements of the vehicular network.

7.5. Connectivity

Vehicular networks are characterized by irregular and relatively 
weak connectivity. This is due to the speed of nodes (vehicles), 
their random movements, and their behavior in the face of ob-
stacles, which thus makes the connectivity duration between the 
nodes very short. In addition, connectivity between participants 
can affect the performance of the blockchain. Indeed, the failure of 
communication during consensus induces a longer consensus time 
[102], which directly impacts the network latency. Moreover, com-
munications issues can cause problems in the blockchain process 
namely the fork situation, i.e. when the node that is eligible to val-
idate a block is not the first who sends the verification information 
to other participants.

Therefore, nodes with high connectivity capacity may have an 
inequitable opportunity for mining rewards. Hence, it is necessary 
to perform a generalized and rigorous analysis of certain param-
eters such as connectivity to study their impacts on the perfor-
mance of the blockchain-based vehicular network.

7.6. Security

The major attacks that threaten blockchain technology are the 
51% attack, the Denial-of-Service (DoS) attack, and the quantum 

5 The Mobility Open Blockchain Initiative [101] is a new consortium, composed 
of leading automotive and technology companies, to create blockchain solutions for 
the automotive industry.
20
attack. Actually, in a blockchain the validation of a block is based 
on a majority vote, i.e., for example with PoW the winner will al-
ways be the branch with the most powerful workers behind it. 
Therefore, if the 51% of the processing resources are under the 
control of a single entity, the latter can be attacked. Subsequently, 
the blockchain will be attacked and controlled by a malicious node. 
After controlling the blockchain, the attacker can conduct double-
spending attacks.
During a denial-of-service (DoS) attack, a hacker tries to damage a 
service’s operations or render it completely non-functional. Indeed, 
DoS attacks typically target network bottlenecks or single points 
of failure. The decentralized architecture of blockchain technology 
makes it less vulnerable to the single points of failure issue, how-
ever, this type of attack can still exist. Therefore, the execution of 
the DoS attack depends on the blockchain’s technology and where 
the single points of failure and the bottlenecks occur within the 
blockchain operation.
Finally, the advent of quantum computing could really threaten 
the security of the cryptographic hashing techniques on which the 
whole blockchain philosophy relies. Therefore, the security of the 
blockchain against vulnerabilities and attacks is of great concern 
and requires further investigation.

Proposing a blockchain-based security framework to improve 
the security of C-ITS applications and address all the challenges 
discussed remains a significant scientific and technical challenge. 
However, integrating the Mobile Edge Computing (MEC) model 
into the blockchain-based C-ITS architecture can bring numerous 
benefits and resolve most of the previously discussed issues.

• Decentralization: MEC enables decentralized data process-
ing and storage, aligning with the decentralized nature of 
blockchain technology and enhancing the security and relia-
bility of data transfer.

• Data security: MEC enables secure data processing at the edge, 
which can enhance the security of sensitive data transmitted 
on the blockchain.

• Reducing latency: MEC reduces latency by processing data 
more quickly at the source, which can enhance the real-time 
performance of C-ITS applications using blockchain technology.

• Scalability: MEC can provide the necessary computing re-
sources required for the growth of blockchain-based C-ITS ap-
plications and for managing the increased amount of data pro-
duced by connected and autonomous vehicles.

• Cost savings: By reducing the amount of data that must be 
transferred to central servers, MEC can reduce the cost of data 
processing, making blockchain-based C-ITS systems more cost-
effective.

Overall, the integration of MEC into the C-ITS architecture of the 
blockchain can enhance the performance, security, and efficiency 
of the system.

8. Conclusion

The continuing advancement and improvement of C-ITS have 
attracted considerable interest from academic and industrial com-
munities. C-ITS contribute greatly to improving road safety, en-
hancing traffic flow, and providing in-vehicle entertainment ser-
vices. Blockchain is a decentralized technology that aims to use 
the cryptography mechanism to securely store and share system 
data.
In this paper, we present a comprehensive review of the opportu-
nities and merits of blockchain-based C-ITS applications, as well as 
their compromises. The study starts with a few recently published 
investigations and a basic understanding of blockchain technol-
ogy. Next, we presented the motivation around the integration of 
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blockchain into the vehicular environment. Indeed, we explain how 
blockchain features such as trust, immutability, transparency, and 
availability provide great potential for solving different problems 
in current vehicular systems.
The paper has highlighted the major challenges of blockchain-
based C-ITS applications. Particularly, mobility, latency, storage re-
quirement, communication overhead, and security. Moreover, we 
defined a new classification of blockchain-based applications in 
vehicular networks. We identified 4 categories, namely, identity 
and access management, reputation, privacy preservation, and data 
sharing.
Furthermore, our work has presented a qualitative comparison of 
the discussed solutions according to different criteria. In order to 
identify the strengths and the weaknesses of each proposal and to 
figure out the main issues in each architecture related to the inte-
gration of the blockchain. The comparison can guide both scientists 
and practitioners and help them to efficiently develop blockchain-
based vehicular systems. Finally, we have specified certain open 
research issues in blockchain technologies for C-ITS, which can as-
sist researchers to know where they need to focus their future 
research. We expect that this review will provide a basis for the 
research and industry communities to move forward.
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