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Abstract: The Android operating system has become increasingly popular, not only on mobile phones
but also in various other platforms such as Internet-of-Things devices, tablet computers, and wearable
devices. Due to its open-source nature and significant market share, Android poses an attractive
target for malicious actors. One of the notable security challenges associated with this operating
system is riskware. Riskware refers to applications that may pose a security threat due to their
vulnerability and potential for misuse. Although riskware constitutes a considerable portion of
Android’s ecosystem malware, it has not been studied as extensively as other types of malware such
as ransomware and trojans. In this study, we employ machine learning techniques to analyze the
behavior of different riskware families and identify similarities in their actions. Furthermore, our
research identifies specific behaviors that can be used to distinguish these riskware families. To
achieve these insights, we utilize various tools such as k-Means clustering, principal component
analysis, extreme gradient boost classifiers, and Shapley additive explanation. Our findings can
contribute significantly to the detection, identification, and forensic analysis of Android riskware.

Keywords: android; malware; riskware; behavioral analysis; explainable machine learning; XAI

1. Introduction

In today’s world, we heavily rely on smart devices, especially mobile ones, for a
multitude of purposes. These cutting-edge gadgets have been developed to be user-centric,
serving functions in communication, data exchange, gaming, entertainment, economics,
commerce, and numerous other sectors. At the heart of this digital revolution are mobile
applications (apps), which cater to an array of functionalities such as banking, entertain-
ment, and [1]. These applications rely on operating systems (OS) to facilitate seamless user
interaction with hardware and manage tasks effectively. Android, a globally popular OS,
has garnered significant attention for its open-source nature, making it the OS of choice to
many smartphone vendors.

Since its initial release in 2008, Android has experienced substantial growth in adop-
tion. As an open-source operating system, Android has garnered a significant market share
due to its “free-to-use” nature. Vendors rushed to adopt this mobile operating system,
leading to the impressive growth depicted in [2]. Android has held the top spot in market
share for almost a decade now. It has consistently surpassed a 70% market share since
2016. This growth extended beyond mobile phones to Android’s adoption as an operating
system for tablet computers, Internet-of-Things (IoT) devices, and other types of smart
gadgets [3]. Many consumer IoT devices, such as smart cameras, smart health devices, or
smart TVs, now feature Android as their primary operating platform.

One of the main reasons of Android’s growth is the ecosystem that allows developers
to create and upload their apps to the Google Play Store. This app store is easily accessible
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to billions of users worldwide. Such accessibility comes with a cost-Android apps often
require multiple permissions to gain access to a range of device resources such as sensors,
location services, microphone, camera, device storage, and more [4]. These permissions
can be easily misused by a malicious actor.

An added dimension in the security challenges of Android apps is that the OS also
provides the users with the ability to sideload apps from sources other than the official
Google Play Store. While some apps serve valuable purposes such as mobile banking,
health tracking, etc., others lurk with malicious intent, aiming to harm users and steal
personal data [5]. Permissions pose a particular challenge as discussed in [6–9]. While
these permissions provide access to legitimate apps, they can be abused by malicious apps
to wreak havoc. Benign and malicious apps often require similar permissions, making it
challenging to normal users to recognize harmful intent solely based on access requests.
Therefore, relying solely on permission-based detection for malicious apps falls short.
While it can aid in risk assessment, it is not a foolproof method for identifying hidden
threats [10].

The rapid proliferation of malicious, and malware-infested apps on Android poses
a continuous threat to users’ security. This could range from lower-risk apps such as
Adware [11], to higher-risk ones such as ransomware [12]. While traditional signature-
based and machine learning detection methods are still employed, attackers have adapted
by developing stealthy apps that can evade both detection methods [13]. This, combined
with the rise of unwanted apps (riskware) that can pose security threats even if they are
not technically malware, underscores the need for continued research and development
of new detection approaches [14]. Further exploration of advanced techniques, such as
anomaly detection and behavior analysis, could hold the key to protecting users from these
evolving threats.

While malware directly harms systems and devices with malicious code, riskware
apps pose security threats through potentially unwanted or suspicious behavior. Section 2.1
discusses riskware in further details.

Machine learning offers three main approaches to detecting malicious apps (including
riskware): static, dynamic, and hybrid analysis [15]. Static analysis relies on analyzing
the app without actively running it by examining its code, and permissions required [16].
Dynamic analysis relies on running the malicious app and observing its behavior [17]. A
hybrid approach employs both static and dynamic analysis [18]. However, identifying
riskware presents specific challenges. While unwanted, these apps may not explicitly
or immediately harm devices, making them more challenging to recognize as malicious
compared to traditional malware. These challenges in the detection and understanding
of riskware behavior made it a less likely subject security research. While many studies
addressed general malware detection [1,19], riskware detection and analysis did not receive
comparable attention.

To address the challenge of identifying riskware, this research explores the use of
explainable machine learning, along with clustering techniques to study the behavior of
riskware applications and distinct behaviors of riskware families. The research contribu-
tions of this research can be summarized as follows:

1. Analyze behavioral similarities of different Android riskware families through clus-
tering.

2. Analyze the specific behavioral traits that distinguish different Android riskware
families through the use of explainable machine learning.

3. Utilizing explainable machine learning to identify features, and feature values that
can help in distinguishing riskware in Android ecosystem.

The following section in this paper presents preliminary information about riskware,
clustering, and Shapley additive explanations. Section 3 provides a review of some related
works. Section 4 provides introductory information about the dataset used in our experi-
ments, along with detailed explanation of the experimental steps taken. In Section 5 we
present the results, and analyze the findings of the clustering process performed on the
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dataset. The creation of cluster detection classifiers is presented in Section 6. The detailed
analysis of Shapley additive explanations are presented in Section 7. Discussion of the
results is presented in Section 8, while the research conclusions, and directions of future
work are presented in Section 9.

2. Preliminaries

In this section, we introduce preliminary knowledge into different research areas
within this paper. Three subsections are presented in this section as follows: riskware,
clustering scheme, and Shapley additive explanations.

2.1. Riskware

Riskware is a type of software application that can be found on Google Play and
exhibits unwanted behaviors. While riskware apps may not directly harm devices or
steal sensitive data like traditional malware, they can still pose risks [20,21]. Undesirable
consequences of riskware apps include resource draining, displaying unwanted adver-
tisements, a high volume of notifications, unnecessary permissions, unclear functionality,
and data sharing [22,23]. Riskware apps serve legitimate purposes but may request access
to sensitive data through privacy permissions granted by users on their smart devices.
While riskware is generally classified as a category of malware, its behavioral traits make
it more challenging to detect in comparison to other types of malware. Typical solutions
for detecting riskware apps include using antivirus and anti-malware apps, implementing
user interaction permissions, and ensuring regular app updates. Anti-malware apps play a
crucial role in identifying and mitigating risks based on their updated databases [24]. Users
should be aware of how permissions function to access device features and data, allowing
them to classify permissions as either risky or normal. Previous research have shown that
many users are negligent when it comes to reading, understanding, and acting upon the
apps required permissions. A survey conducted in [6] showed that only 35% of Android
users read the required permissions before installing any app. The study also showed that
22% of android users have never refused to install an app due to the intrusive permissions
that the app requires.

Several examples of riskware apps on the Android operating system include battery
optimizers that claim to enhance battery life but may drain it through background activities.
Additionally, certain cleaner apps aim to optimize devices by removing unwanted or tempo-
rary files but might unintentionally delete useful files. Fake antivirus apps pose as security
solutions but, in reality, install malware on devices. Some apps inject advertisements into
other apps, causing frequent on-screen ads. Furthermore, certain games are classified as
riskware as they consume device resources such as battery, processing power, memory
space, impacting overall performance [25–29].

There are distinctions between other types of malware and riskware apps based on
specific criteria. In terms of intention, riskware apps can cause harm to devices and data
through unwanted behaviors or privacy risks. Detecting riskware apps is challenging as
they often operate as legitimate apps on devices. Table 1 illustrates the primary differences
between malware and riskware on the Android operating system. It is evident that detecting
riskware requires considerable effort due to users perceiving them as legitimate applications.

Table 1. Comparison of riskware to other malware types.

Feature Riskware Other Malware

Intention Indirectly harmful Directly harmful
Behavior Exhibits undesirable behaviors that can be weaponized Direct attacks

Detection Traditional methods are not capable to detect riskware apps because
they perform behaviors the resemble legitimate apps Use traditional methods to detect signatures, or behaviors

Example Battery optimizers, fake antivirus, games Viruses, Trojans, Spyware, Ransomware
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Malicious actors also use riskware as an attack vector to deliver other types of malware.
All apps submitted to the Google Play Store receive initial security check before being
made available to users. Most riskware apps are capable of bypassing this initial screening
because they do not match traditional malware signatures. However, malicious actors
can use them at a later stage to deploy other types of malware without raising suspicion.
This scenario is especially possible when the riskware app already has a wide range of
permissions that the deployed malware would need. This unchecked access to smartphone
resources can put the user at high risk of sensitive data leak, ransomware, trojan infections,
among many other risks.

2.2. Clustering

Clustering is a powerful technique within unsupervised machine learning designed to
group data elements based on shared features [30]. It is frequently employed to unearth
similarities and inherent patterns in data. Clustering algorithms are designed to operate
on input data lacking labels, aiming to identify distinct groups within the given dataset.
Each identified group is referred to as a cluster, characterized by similar features across all
data elements within that cluster. Various clustering algorithms exist, each with its unique
approach. Prominent examples include K-Means [31], hierarchical clustering [32], Gaussian
Mixture Model algorithm [33], and Mean-Shift clustering algorithm [34].

K-means clustering is one of the most widely used clustering algorithms. It utilizes a
centroid-based approach to partition input data into a specified number of clusters, denoted
as K. Within each cluster, data elements exhibit similar features. The algorithm iteratively
refines the clusters to minimize the within-cluster variance. K-means clustering can be
mathematically written as shown in Algorithm 1.

Algorithm 1: K-Means clustering algorithm.

Input: X Unlabelled dataset, n datapoints, k clusters
Output: Labelled (Cluster) dataset
Randomly initialize k cluster centroids µ1, µ2, ..., µk
while convergance = False do

c(i) = arg minj∥x(i) − µj∥2

µj =
1
|Cj | ∑i∈Cj

x(i)

end

As shown in the algorithm, the steps start with random initialization of k cluster
centroids µ1, µ2, . . . , µk. In the next step, each data element x(i) is assigned to the cluster
whose centroid is closest. In the next step, each cluster centroid µj is updated to be the
mean of all data elements assigned to cluster j, where Cj is the set of data elements assigned
to cluster j. The previous two steps are repeated until a convergence state is reached.
The convergence condition is when the assignments of datapoints to clusters no longer
change significantly.

2.3. Shapley Additive Explanations

Explainable machine learning can be defined as the identification and understanding
of features that have contributed to generating a decision within a specific dataset [35].
There are four main reasons to use explanations for the decision results of a learning
model: justification of decisions, control of the model, improvement of the model, and
discovery of new knowledge [36]. Explainable machine learning focuses on demystifying
the learning model, aiming to produce transparent models and ensure that the decisions
are not originating from a black-box model. Various explainability techniques, including
decision trees [37], rule lists [38], LIME [39], activation maximization [40], and Shapley
Additive Explanations (SHAP) [41], are employed to understand the decisions behind
prediction results.
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To assess the impact of each attribute value on prediction outcomes, SHAP is em-
ployed as a an explanation method used to explain machine learning models [41]. SHAP
computes values for the impact of individual features, aiding human comprehension of
each feature’s significance in the machine-learning model, and each decision made by this
model. Moreover, these attribute values enhance our understanding of how the learning
model arrives at its final decision results. SHAP was developed based on a game-theoretic
concept called Shapley values, which studies the impact of each feature and its contribution
to the learning prediction model [42]. The general concept behind it is to calculate the
impact of each player in a team by calculating the performance of the team with and
without this player.

To calculate Shapley values in the learning model, the Shapley values are initialized for
each feature at zero. Then, one Shapley value for one feature is permuted while keeping the
other Shapley values of the remaining features constant. The model is reevaluated with the
new Shapley values for the permuted feature and constant values for the remaining features.
The contribution of each feature is calculated and compared between the original and
permuted features for prediction. This process is repeated for all possible permutations of
features, and the average contribution across each permuted feature is computed. Average
Shapley values for permutations are calculated for all possible orderings of features. Finally,
the results yield positive or negative Shapley values, where positive indicates positive
contributions, and negative values indicate negative contributions.

3. Related Works

Malware in Android operating systems has seen a surge over the past decade [25].
This rise has spurred researchers to develop detection systems for identifying different
types of malware, emphasizing app features. The literature review reveals three main
types of detection systems for Android malware: signature-based, specification-based, and
behavior-based. In signature-based methods employed by commercial software vendors,
semantic patterns of known malware are extracted to generate signatures. When the system
matches the signature of an app with those stored in the database, it identifies the app as
malware. However, the effectiveness depends on the regularly updated database, and the
system may struggle to detect new malware for which signatures are not yet available.

The specification-based method is another malware detection approach that relies on
predefined rules to identify malicious software. This method depends on a predefined
binding rule-set to classify malware apps. The main difficulty with this method lies in
the implementation, where accurately specifying the app features and behaviors can be
challenging [43]. The behavior-based method is a widely used approach for detecting
malware apps [44], relying on the features and purposes of the apps. The method involves
code analysis, log file examination, collected data analysis, shared input data analysis,
behavior during runtime, behavior during installation, and permissions extraction from
both benign and malicious apps. There are three types of detection systems based on
behaviors: static, dynamic, and hybrid [45]. All these methods employ machine learning to
classify malware apps.

In related work, numerous researchers have concentrated on detecting malware apps
through app permission features. Felt et al. investigated and examined the permissions
granted by users to third-party applications during the installation process [46]. The au-
thors observed a strong positive security impact on the system. In a quest to safeguard
mobile app privacy, Sendor et al. proposed an information entropy method that lever-
ages Android’s permission system for evaluation [47]. Their study zeroed in on security
risks posed by permission services, with a particular focus on social apps and potential
threats from third-party or unwanted apps. While promising, the method encountered
limitations in addressing code and communication vulnerabilities. To hunt down mal-
ware apps, Rani and Dhindsa analyzed Android applications using both static and dy-
namic techniques [27]. Their arsenal included permission-based and behavioral-based
filtering, powered by dedicated malware analysis tools. The results were alarming: 80% of
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the apps requested potentially dangerous permissions, and a concerning 13% displayed
malicious behavior.

Rani and Dhindsa employed permission-based and behavioral foot-printing methods
to identify malware in Android apps, analyzing both official and third-party app stores [26].
The results highlighted vulnerabilities in both stores, with infection rates of approximately
12.9% for the official store and 28% for third-party stores. Jianmao et al. introduced a
new method utilizing static analysis and collaborative filtering to determine the minimum
permissions required for Android apps [48]. The study involved analyzing 16,343 popular
apps from Google Play, aiming to identify abnormal permission usage and enhance per-
mission recommendation configurations. Khullar et al. [49] introduced a new approach
for analyzing the risk features within a set of mobile apps on the Android platform using
a static method. They examined Android manifest files within a dataset comprising ap-
proximately 3000 apps. The results revealed 25 hazardous features commonly exploited by
attackers to create malicious apps.

Bhat et al. introduced a new approach for detecting malicious attacks on Android
through dynamic behavioral analysis of malware [50]. They reconstructed the behavior
features of Android malware apps by incorporating system calls, binders, and complex
Android objects into the detection and classification system. The proposed system em-
ployed feature selection and homogeneous and heterogeneous ensemble machine learning
algorithms. The results demonstrated a high accuracy rate of approximately 98.08% in the
classification process. Yang et al. proposed an innovative method for Android malware
detection by extracting API semantics in three phases [51]. The initial phase involved API
clustering to represent API functions, generating API sentences to summarize API features.
In the second phase, call graphs were extracted from each app, and in the third phase,
feature call pairs were collected from each cluster in API clustering. Machine learning
classifiers were then employed with feature vectors to detect malware apps. The results
showed high accuracy and slower speed in the detection method. Data from 2012 to
2023 was utilized, achieving an average F1-measure of 82.6%

Liu et al. introduced a new method for the classification of Android malware by
integrating a convolutional neural network (CNN) with batch normalization [52]. They col-
lected 347-dimensional network traffic features using inception-residual network modules.
The results demonstrated an accuracy of 99.73% in binary classification and the ability to
classify malware into four categories and malicious families into 35 categories. The accuracy
for both classifiers was approximately 99.53% and 94.38%, respectively. To mitigate the
need for modifications or costly re-training, a new method to detect Android malware
based on app behavior was proposed [53]. API calls were abstracted, and a Markov chain
was generated to build a sequence of app behaviors. Features were extracted as families
and packages of API calls. The dataset consisted of 8.5 K benign and 35.5 K malicious apps.
The classifier successfully classified malware with up to a 99% F-measure.

In the literature review, we observed a lack of studies specifically focusing on riskware
apps in the Android operating system. We summarized papers related to detecting malware
based on permissions, behaviors, signatures, and static methods. While some studies
explored the risk analysis of certain app features, they did not classify apps as riskware.
Consequently, our study concentrates on clustering riskware families and analyzing app
behaviors using explainable machine learning.

4. Dataset and Analysis Plan

In this section we discuss the dataset used in our experiments, the implementation
environment, and explain the experimentation steps.

4.1. Dataset

In our experiments, we use CIC-AndMal-2020 dataset. This dataset was first intro-
duced in [54] in 2020. The dataset includes data extracted from 400,000 Android appli-
cations (200,000 benign, and 200,000 malicious). The dataset included two subsets; one
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that includes static features, extracted from the application files directly, and another that
includes dynamic features extracted by running the malicious and benign applications and
capturing relevant dynamic features. The data included covered 14 different categories of
malware divided into 191 different families.

As our research is focused on analyzing Riskware behavior, we focus on the dynamic
features extracted from Riskware samples. The dynamic features in the dataset were a total
of 141 features. The complete list of features can be found on the dataset’s webpage [55].
These features were categorized into the following categories:

• Memory: Features capturing the malware interactions with the device’s memory.
• API: Application Programming Interface (API) features capture the interactions of the

applications with other applications, and the OS.
• Network: Network features capture metadata about the foreground, and background

network activity of the application.
• Battery: Battery features capturing requests that impact the battery, such as waking

up the screen.
• Logcat: Logcat features create log entries relevant to a malware function.
• Process: Process features count the interaction of malware with total number

of processes.

Upon examining the riskware dataset, the only preprocessing that was found to be
necessary, was to remove the sample hash signatures, and the malware category (riskware)
from the data. At the end of the preprocessing, the dataset consisted of 14,053 samples.
Each sample carrying 141 dynamic features extracted from Android devices upon running
the riskware apps, and after restarting the infected device. These 14,053 samples were
unevenly distributed on 18 different known riskware families, and 1 class for samples
collected from unknown riskware families. The number of samples per family varied. The
highest number of samples was from smsreg riskware with 8112 samples, and the lowest
was one sample from badpac family. The number of samples with unknown riskware
family was 597.

4.2. Implementation Environment

All experiments, training and testing was performed on a computer with the following
specifications:

• Processor: AMD Ryzen 9 5950x
• RAM: 128 GB
• GPU: Nvidia RTX 4070Ti
• Operating System: Linux Manjaro 6.5.5
• Python 3.9.18
• Sci-Kit Learn 1.2.2
• SHAP 0.42.1

4.3. Experiment and Analysis Plan

The analysis plan is comprised of the following steps:

1. Isolate the riskware samples from other types of malware within the selected dataset.
2. Clustering riskware families using k-Means algorithm, after finding the best number

of clusters.
3. Build detection classifiers designed to detect each individual cluster of riskware

families.
4. Perform machine learning explainability calculations to have a deeper understanding

of the behavior of the riskware families within each cluster, and what differentiates
them from other families falling within the other clusters.
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5. Clustering Riskware Families

At the starting stage, we used k-Means algorithm, as described in Section 5, to put
different riskware families is clusters based on their behavioral features captured in the
dataset. In this stage, we need to identify a suitable number of clusters before the clustering
process starts.

The method used in detecting the optimal number of clusters is the Elbow Method [56].
In this method, we iterate through the number of clusters (k) from 1 to 10. For each cluster,
we calculate the sum of squared sitance between each point in the cluster, and the cluster’s
centroid. This is called Within-Cluster Sum of Squares (WCSS), or inertia. As the obtained
WCSS values are ploted with the value of k, the plot looks like an elbow. As k increases,
the WCSS value decreases. However, within the plot, there usually is a value of k where
the value of WCSS will rapidly change to create the elbow shape. Beyond this point, the
graph moves in a shape that is almost parallel to the x-axis. The point of change between
the high-rate change in WCSS to the low-rate change represents the optimum k value.

Figure 1 shows the result of applying the elbow method to identify the optimum
number of clusters.

Figure 1. Selecting the best number of clusters using elbow graph.

As shown in the figure, k = 3 is the point where the drop in inertia starts stabilizing,
and the rate of change of the WCSS becomes low. Thus, the selected number of clusters for
our experiment is 3.

Upon choosing k = 3, we proceed with the k-Means clustering process as stated in
Algorithm 1. Upon the completion of clustering the 14,053 samples, we cross-match the
clusters with the original riskware family classes of these samples. Table 2 shows the
number of samples from each riskware family, in each cluster. This table was demonstrated
in Figure 2 as a heatmap of riskware families in each cluster.

Figure 2. Heatmap of clusters and Riskware families.
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Table 2. The number of samples of each family in the three clusters.

Riskware Family Cluster 0 Cluster 1 Cluster 2
revmob 937 3 0
dnotua 36 0 0
skymobi 123 0 2734
anydown 61 0 0
secneo 5 0 0
unknown 385 76 136
smsreg 5676 2328 108
jiagu 326 0 0
badpac 1 0 0
wapron 16 0 0
mobilepay 102 3 0
metasploit 28 0 0
kingroot 3 0 0
tordow 3 0 0
wificrack 16 0 0
deng 9 0 0
smspay 756 14 0
tencentprotect 4 0 1
triada 153 4 6

Total 8640 2428 2985

As shown in both the table and the heatmap figure, Cluster 0 included the highest
number of samples, totaling to 8640. Clusters 1 and 2 included 2428 and 2985 samples,
respectively.

Upon examining the distribution of the samples from different families across the
clusters, we found the following observations:

1. Most samples generated by 16 out of the 18 known families exhibit similar behaviors
that resulted in them falling withing Cluster 0. This indicates that these families
exhibit similar behaviors.

2. The only family that has significant portion of its samples falling within Cluster 2, is
skymobi. Similar behavior was demonstrated by a small proportion of the unknown-
family samples.

3. Some riskware families, such as smspay, skymobi and revmob have a relatively small
number of outlier samples that have fallen outside of the cluster where most of their
samples exist. Such phenomenon is expected an complex clustering problems.

4. The samples with unknown-family were distributed across all clusters, with 64% of
these samples in cluster 0, and 13% and 23% in clusters 1 and 2, respectively. This is
expected as the families of these samples are not particularly known. Therefore, they
are expected to exhibit behaviors that can fall within any cluster.

5. The riskware family named smsreg, which is the family with the highest number
of samples, demonstrated an interesting set of results. About 70% of its samples
fell within cluster 0, 28.7% within cluster 1, and 1.3% within cluster 2. While the
samples falling within cluster 2 can be considered outliers, and can be ignored, the
28.7% within cluster 1 cannot be ignored. Upon further analysis, we found that this
riskware family is one of the largest families of riskware, with many variants that
were developed in the past decade. Many of these variants were designed to perform
differnet actions, and hence its behavior can fall within more than one cluster [57].

As the data is multi-dimensional (141 features), it is not easy to produce proper
visualization showing the clusters. However, we use PCA to perform dimensionality
reduction down to two features only, solely for the purpose of visualization. Once the data
is reduced to two features, it is used to produce the two-dimensional representation of the
three clusters. This visualization is presented in Figure 3.
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Figure 3. Clusters 2-dimensional visualization.

While the 2-dimensional visualization shown in Figure 3 is not a perfect representation
of the data, it does show reasonable distinction between the clusters. It also shows some
overlap between the clusters, which is a reasonable phenomenon to expect because all
of these families fall within the same category of malware, and are expected to exhibit
somewhat similar actions.

6. Cluster-Detection Classifiers

After classifying the data into three clusters, we proceed to create three distinct de-
tection classifiers where each classifier is trained to detect one cluster of the three only.
This helps in providing a better understanding of the specific features that distinguish
the behavior of riskware families within each cluster. Therefore, we adopt a one-vs-all
technique to create these three different classifiers; one classifier to detect cluster 0, one to
detect cluster 1, and one to detect cluster 2.

To facilitate the creation of these three classifiers, we create three different datasets
by re-labelling the original dataset. The steps followed to create these three datasets are
shown in Algorithm 2.

The steps shown in Algorithm 2 iterates through all data samples one bye one. If the
current sample belongs to Cluster 0, it would be labelled 1, and appended to Cluster0-
dataset, and re-labelled 0 and appended to Cluster1-dataset, and cluster2-dataset. This way,
Cluster-0 dataset will have all samples from Cluster0 labelled as 1, and all other samples
labelled 0. Similarly, a sample labelled Cluster 1, would be re-labelled to 1, and appended to
Cluster1-dataset, and relabelled 0, and added to the Cluster0-dataset, and Cluster2-dataset,
and so on with Cluster 2 samples. At the end of the algorithm, we produced three datasets.
In the dataset Cluster0-dataset, all cluster 0 samples are labelled 1, and all other samples
are labelled 0. Similarly, in the dataset Cluster1-dataset, all cluster 1 samples are labelled 1,
and all other samples are labelled 0. In the dataset Cluster2-dataset, all cluster 2 samples
are labelled 1, and all other samples are labelled 0. The purpose of building such datasets is
to build a group of one-vs-all classifiers that can be trained to detect one specific cluster.
Table 3 shows the statistics of each of the three datasets.

At this stage, we utilize an XGB classifier for the detection of each cluster. Each dataset
was randomly split to 66.6% samples for training, and 33.3% samples for testing. The ran-
dom splits were performed with stratification to maintain the percentage of representation
of each class in the train and test subsets. Instead of using a single multi-class classifier
to detect the three clusters, we chose to use a one-vs-all method to create one classifier
to detect each individual cluster. The reason behind that is that these individual binary
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classifiers will be used to determine the most effective features in detecting each individual
cluster using SHAP, rather than one classifier with one set of features for all clusters.

Algorithm 2: Creating three datasets by re-labelling the original dataset.

Input: RiskwareDataset
Output: Three cluster datasets
forall sample in RiskwareDataset do

if sample.label=“Cluster0” then
sample.label = 1
Cluster0_dataset← sample
sample.label = 0
Cluster1_dataset← sample
Cluster2_dataset← sample

end
else if sample.label=“Cluster1” then

sample.label = 1
Cluster1_dataset← sample
sample.label = 0
Cluster0_dataset← sample
Cluster2_dataset← sample

end
else

sample.label = 1
Cluster2_dataset← sample
sample.label = 0
Cluster0_dataset← sample
Cluster1_dataset← sample

end
end

Table 3. Statistics of the three cluster-specific datasets.

Datasets 0 1 Total Samples

Cluster0-dataset 5413 8640 14,053
Cluster1-dataset 11,625 2428 14,053
Cluster2-dataset 11,068 2985 14,053

Figure 4 shows the confusion matrix plots of the three classifiers. The detailed perfor-
mance metrics obtained by testing are shown in Table 4.

Table 4. XGB classifiers’ testing results.

Classifier Accuracy Precision Recall F1 Score

Cluster0 0.9946 0.9949 0.9936 0.9943
Cluster1 0.9978 0.9972 0.9952 0.9962
Cluster2 0.9971 0.9967 0.9948 0.9958

The high accuracy, and F1 scores, shown in Table 4 shows that these trained classifiers
were capable, with high accuracy, to capture the distinct behavioral differences between the
different clusters. The riskware families in cluster 0, demonstrate dynamic features that are
adequately distinct to enable the classifier to detect it with such high accuracy. The same
can be said about the other two classifiers.

Figure 4a shows a false-positive rate (FPR) of 1.06%, and a false-negative rate (FNR) of
0.21% in detecting Cluster 0 samples in a one-vs-all manner. Similarly, Figure 4b shows a
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FPR of 0.08%, and a FNR of 0.87% in detecting Cluster 1 samples, while Figure 4c shows
0.11% and 0.91%, in FPR, and FNR, respectively, in detecting Cluster 2 samples.

(a) Cluster 0 detection (b) Cluster 1 detection

(c) Cluster 2 detection

Figure 4. Confusion matrix plots for the XGB classifiers.

7. SHAP Analysis of Clusters

SHAP values were calculated for each of the one-vs-all classifiers to identify the most
effective features that leads the classifier to detecting each cluster. At this stage, each of the
three classifiers was trained to detect one cluster only, in a one-vs-all manner. The inference
output will be 1 if the sample is a member in that cluster, or 0 if the sample is not a member
of that particular cluster. Explainability calculations helps unveil insights into the distinct
behavioral features that differentiate each cluster of riskware families from other clusters.
Such analysis help us understand the specific distinctive behaviors of families within
these clusters.

Figures 5–7 show the summary SHAP plots for each of the clusters’ detection classifiers.
In each summary plot, the five features with the highest impact are shown. These are
the top features that help a classifier detect this specific cluster. Each dot resembles a
sample. When the dot is clue, the feature’s value is on the lower side, while the red
dot shows a higher value of the feature. Dots on the right side of the axis show the
values of the feature that push the prediction towards “1” (i.e. being a member of that
particular cluster). The dots on the left side of the axis show the values of the feature
that push the prediction to “0” (i.e. not a member of this cluster). The features names are
mentioned as numbers in these plots because the names of these features are very long
and was not possible to include in the figures. Therefore, we show the names of these
features, in addition to their SHAP feature importance in Table 5. It is worth mentioning
that in cluster 0 SHAP feature importance there were 66 features with 0 importance, and
94, and 82 features with 0 importance in clusters 1, and 2, respectively. Features with
0 importance indicate that these features did not have a significant impact on the classifiers’
decisions. These relatively high numbers of features with zero importance is an important
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indicator of riskware family behavior. It indicates that only a small number of features
actually capture the distinctive behaviors of each cluster, while a large number of features
capture the commonalities between different families behaviors.

Figure 5. SHAP summary plot for Cluster 0.

Figure 6. SHAP summary plot for Cluster 1.

Table 5. Features with highest SHAP feature importance in each cluster.

Feature Number Feature Name Feature Importance

C
luster

0

70 API_Binder_android.app.ContextImpl_registerReceiver 1.660
77 API_DeviceInfo_android.telephony.TelephonyManager_getDeviceId 1.303
105 API_DexClassLoader_dalvik.system.DexClassLoader_$init 1.125
78 API_DeviceInfo_android.telephony.TelephonyManager_getSubscriberId 0.972
26 API_Command_java.lang.Runtime_exec 0.886

C
luster

1

58 API_Database_android.database.sqlite.SQLiteDatabase_rawQuery 0.924
62 API_Database_android.database.sqlite.SQLiteDatabase_compileStatement 0.733
1 Memory_PssClean 0.478
81 API_DeviceInfo_android.telephony.TelephonyManager _getNetworkOperatorName 0.464
69 API_IPC_android.content.ContextWrapper_registerReceiver 0.323

C
luster

2

105 API_DexClassLoader_dalvik.system.DexClassLoader_$init 2.464
72 API_Binder_android.app.Activity_startActivity 1.075
106 API_Base64_android.util.Base64_decode 1.050
8 Memory_HeapAlloc 0.661
77 API_DeviceInfo_android.telephony.TelephonyManager_getDeviceId 0.635
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Figure 7. SHAP summary plot for Cluster 2.

In Figure 5, the top five features in terms of impact on the classifier’s decision are
shown. These features are the ones with the highest impact in distinguishing whether a
sample belongs to cluster 0 or not. The feature with the highest impact on the classifier
trained to detect cluster 0 is API_Binder_android.app.ContextImpl_registerReceiver.
As shown in the figure, lower values of this feature are associated with the sample being
identified as cluster 0 sample. This feature records the number of API calls to register
an app as a receiver. Such API calls are considered normal behavior in many applica-
tions. However, not performing this API call is a common behavior of cluster 0 riskware.
Figure 8 shows the SHAP values of a single sample that contains the highest SHAP value
for feature 70. The waterfall plot shows that a value of 0 has a significant impact in pushing
the prediction decision of the classifier to 1. This means that the families of riskware
belonging to Cluster 0 do not employ such API calls to register as a receiver. The other
four features in the top five display similar impact to feature 70, as shown in Figure 5.
Lower values of these features cause the classifier to produce a prediction of 1, which
means that the sample is a member of cluster 0, with the exception of Feature 77. As shown,
Feature 77, which indicates the number of API calls to get the unique device ID, impacts the
decision by pulling the compass towards 0 class (not belonging to cluster 0). It is noticeable
that all the top five features in cluster 0 classification are API calls related. Features 77,
in addition to feature 78 are particularly interesting because they refer to API calls that
are used to uniquely identify the device or subscriber. These API calls are quite common
in normal behaving apps that provide advertisements, such as free games monetized by
advertisements. Such apps, will call for the unique identifiers every time an advertisement
is shown in an attempt to personalize these advertisements. On the contrary, riskware
apps in cluster 0 access this information less frequently because they might either store
the information, or pass it to the malicious attacker quickly so, it doesn’t need this pattern
of repeated access. The fifth feature in this class, feature 26, is a feature that captures the
number of times the app runs a shell command at run time. Figure 5 shows that cluster 0
samples tend to use such call at a lower number than other clusters, or normal apps. The
reason behind that is that such a call would require for the app to be using a signed-APK
file, that exists within the system folder. Therefore, higher number of such calls are usually
made by legitimate, or system apps only. For that reason, we see that in Figure 8, feature
62 is pushing the prediction to a lower value for trying to make such calls 36 times.

In SHAP summary plot for Cluster 1 detection classifier shown in
Figure 6, the feature with the highest impact in detecting cluster 1 is
API_Database_android.database.sqlite.SQLiteDatabase_rawQuery. The figure
shows that higher values of this feature are associated with predicting the sample as a
member of cluster 1. This feature captures the number of API calls to make raw queries in
an SQLite database. This generally means that the most distinctive feature of the behavior
of a Cluster 1 riskware family is that it makes a significant number of calls to the SQLite
database. Figure 9 shows the SHAP values of the sample where this feature had the
highest impact on the classification decision. As shown in the figure, 100 raw queries
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were performed by the app captured in this sample. While normal behaving apps can
make such high number of queries, it is often associated with malicious behavior, and data
exfiltration. As shown in Figure 9, the high value of this feature alone has an impact that is
almost equivalent to half of the total SHAP value of that sample. While the absolute SHAP
feature importance value, from Table 5, shows only 0.924, it is considered a high value
out of 48 features that had SHAP importance more than 0. The second feature in terms of
importance was also a database-related one. This indicates that riskware families in cluster
1 are more adamant on accessing, and possibly exfiltrating data.

Figure 8. SHAP values for a single sample with the highest SHAP value in feature 70 in Cluster 0.

Figure 9. SHAP values for a single sample with the highest SHAP value in feature 58 in Cluster 1.

Figure 7 shows that the feature with the highest impact on the classification of cluster 2
is API_DexClassLoader_dalvik.system.DexClassLoader_$init. The figure shows that
higher values of this feature are associated with the sample being classified as a cluster 2
sample. This feature captures the number of times an API call is made to dynamically load
code from other apps or locations. This use enables malicious actors to decrypt malicious
code that was previously encrypted either as part of the riskware app or downloaded later.
While this type of API calls has legitimate use cases such as enabling apps to trigger events
in a specific place in the code of another app (such as sharing a link from your browser
to be posted on a social media app), it can easily be misused by malicious actors. This
behavior was recognized by [58] as malicious behavior associated with different malware
types. Figure 10 shows the cluster 2 sample where this feature had the highest impact. As
shown, this sample makes 30 such calls in one run, which is a good indicator of malicious
activity. The feature with second highest SHAP importance for cluster 2, as shown in
Table 5 was feature 72. In terms of behavior this feature is relevant to the first one as it
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measures the number of “startActivity” API calls made to start an activity within the app,
or call an activity from another app. Such action is not common in benign applications.
Figure 10 shows that this sample made 42 such API calls. The combination of the explana-
tion of these features points to the fact that riskware families in cluster 2 are more likely
to behave as “droppers” that can download and run other types of malware. This can be
exploited by a malicious actor to download and run ransomware, and remote access trojans.
Such behavior is quite distinct from the behavior of the previous two clusters.

Figure 10. SHAP values for a single sample with the highest SHAP value in feature 105 in Cluster 2.

Another noticeable observation is feature number 77 appearing in cluster 2’s top five,
in addition to cluster 0’s. However, the behavior is different between the two. Higher
values of feature 77 makes the behavior closer to cluster 0, while lower values of it makes
the behavior closer to cluster 2. This is an indicator that the different intentions of different
riskware families lead to different behaviors, which can be captured by analyzing the
explainability of the detection models. A similar noticeable observation is the existence of
feature 105 in both clusters 0 and 2, with contradicting values as well. In cluster 0, feature
105 held lower values, while it held higher values in cluster 2, making it the most impactful
feature in detecting cluster 2.

8. Discussions

In this study, a wide range of machine learning techniques were applied to analyze the
behavior of riskware apps in the Android ecosystem. K-Means clustering technique was
first applied to group families of riskware into three clusters based on dynamic features
capturing their behavior. Then, these clusters were used to build one-vs-all XGB-based
classifiers to detect samples from each cluster individually. These classifiers were used to
calculate SHAP values to provide detailed explainability of the detection decisions. The
explainability was used to analyze the distinguishing features that help in identifying the
behaviors of these riskware families.

By examining Table 5, we can see that each cluster of riskware families has distinctive
behaviors captured by a varying range of features. As we examine the table, we finds that
the most distinctive characteristic is that apps within these families do not make API calls to
register the app as a receiver. On the other hand, families falling within Cluster 1 performs
a significantly higher number of class to SQLite databases, which makes them a good
candidate for data exfiltration operations, and unauthorized access to private information.
Families falling within Cluster 2 make significant number of API calls to load code from
other apps. This makes it a suitable candidate to download other types of malware, such as
ransomware and trojans.

This type of analysis enables researchers to have a deeper understanding of how
different riskware apps operate, and what their intents might be. Explainability, in this
context, provides deep insights into behaviors that make these riskware families so distinct,
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and what these malicious applications are trying to achieve. SHAP values generated helped
us identify the most prevalent dynamic features that can help in identifying these clusters
of families. In addition, it helps in understanding exactly how these features impact the
classification decision. It also helps in identifying features that are not effective, or do not
represent distinct behaviors of these riskware families.

The results obtained showed that different groups of riskware families have distinct
behaviors based on the intent of the malicious actor behind them. Families such as skymobi,
and some samples of tencentprotect showed behaviors that are closer to dropper malware
behaviors that is usually utilized by malicious actors to drop other types of malware. On the
other hand, families such as revmob, and kingroot showed behaviors that are comparably
different from normal applications’ behavior. This includes lower access to device and user
identities, combined with lower class loading within the app.

To the best of our knowledge, no other study has analyzed riskware apps behavior in
the way that was presented in our study. Thus, a comparative analysis was not possible.

9. Conclusions and Future Works

In this research we explored the distinct behavioral characteristics of different Android
riskware families. We utilized a variety of machine learning techniques such as K-Means
clustering, PCA, and SHAP to analyze the behavior of different riskware families. This
analysis provided in-depth insights into the behaviors that distinguish different family
groups. It can also help in improving the detection capabilities in capturing this often
overlooked type of malicious software that can cause significant harm to users.

The findings of this research can benefit the research community in having a deeper
understanding of riskware and its behavior in the Android ecosystem.

Future directions in this research can include the following:

1. Corroborate the findings of this study using a different dataset to validate the conclu-
sions obtained.

2. Applying the analysis methodology to other types of malware to provide a deeper
understanding of their behavior.

3. Apply feature selection methods to reduce the number of studied features to keep the
focus on the most effective ones.

4. Exploring other explainable machine learning techniques and compare their outcome
with the ones obtained by SHAP.
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