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The data breach and the integrity violation of remote data remain significant issues in the domain of
information security. A provably-secure hash function aids in providing solutions to integrity-related
issues. Nevertheless, the choice of a provably-secure hash function has to be made with caution from
the perspective of security. This research study attempts to identify the weakness of contemporary key-
less hash functions and proposes an algorithm called a provably secure subset hash function (PSSHF). The
objectives of the studies are reinforcing the internal structure of random oracle (RO), intensifying
stochastic deportment, presenting computationally infeasible conditions for reverse decoding, and fore-
stalling block-level and differential attacks through subsets and polynomial functions. The avalanche
response of PSSHF is 50.06% and is higher than that of its contemporary variants. Likewise, the Near-
collision response of PSSHF is 49.94% and is the least among its other similitudes. The empirical analysis
of the effect of avalanche proves the novel design modifies 93.78% of output symbols besides excelling its
other counterparts on random behavior. The runtime response proves the PSSHF processes short mes-
sages with acceptable delay. Therefore, the proposed PSSHF can be considered a perfect replacement
for its similitudes in respect of the short messages for higher security.
� 2022 The Author(s). Published by Elsevier B.V. on behalf of King Saud University. This is an open access

article under the CC BY license (http://creativecommons.org/licenses/by/4.0/).
1. Introduction

Data security remains one of the most critical concerns in mod-
ern computing due to its significant impacts on social and eco-
nomic domains. The arrival of Internet-based cloud services has
completely transmuted the conventional data processing methods.
In most cases, the data are not under the physical supervision of
the owner which provides ample opportunities for malicious
cyberpunk to cause integrity breaches to the stored data. This sce-
nario signifies the fact that data security is treated as an integral
part of data processing mechanisms. A hash or message digest
function effectively solves the data integrity problem. It takes a
discretionary input string, M�, and generates an output, N, of lim-
ited length. Here, N is generally represented in numerical form
which is considered an alternative of M�. Consequently, it could
be employed to identify the integrity violation of remote data
without bandwidth overhead. The working principle of the digest
function is as follows:

H M�ð Þ ! N; Mj j > jNj ð1Þ
Here, j:j denotes the cardinality of the given set. The hash func-

tion performs compression when the input size Mj j is larger than
the output size jNj, i.e., Mj j > jNj. This property invites the hash
function for hash collisions following the pigeon-hole principle.
The hash functions are aware of this fact, and they work against
hash collisions. Therefore, the security of the cryptographic digest
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function relies upon how effectively it prevents hash collisions
when it is trialled with distinct inputs. The collision attacks on
MD5 and the SHA-160 algorithms forbade the research community
not to employ these algorithms for cryptographic applications
(Stevens et al., 2017; Wang et al., 2005). The partial attacks on
SHA2-256, SHA2-512, and SHA3-512 showcase the structural
design flaws of contemporary algorithms (Eichlseder et al., 2014;
Kim et al., 2020; Guo et al., 2020). This research study proposes a
novel subset-based polynomial design to enhance the security of
keyless digests. It employs complex mathematical structures to
reinforce the security of random oracle (RO) and enhances random
behavior to effectively forestall block-level and differential attacks.
It attempts to perform a rigorous empirical investigation on one-
way and collision-resistant properties and comprehensively analy-
ses the random behavior of PSSHF at the bit level. This research
study has excluded MD5 and SHA-160 algorithms from the analy-
sis as they had been identified for hash collisions.

The paper is organized as follows: Section 2 deals with the lit-
erature review. Section 3 advocates the security concerns of the
hash function and Section 4 elaborates on the construction princi-
ples of PSSHF. Section 5 presents the analysis of experimental
results. Section 6 pleads the discussion. Section 7 presents the
conclusion.

2. Literature review

The security of the cryptographic hash function relies upon its
collision resistance property. To achieve this, the research commu-
nity has been trying hard to find an ideal design paradigm that per-
forms one-to-one mapping between input and output. Merkle and
Damgard independently made such attempts for the first time in
history, and they mathematically proved the collision resistance
property in 1989 (Damgård, 1998; Merkle, 1989). Merkle adopted
a keyless approach for producing manipulation detection codes
(MDC) and Damgard employed keyed design to produce the mes-
sage authentication codes (MAC). Their design principles were
together called MD principles and they became the de facto stan-
dard for the cryptographic hash functions. All the contemporary
standard digest algorithms excluding SHA3 use the MD design
principles.

The research community suggested some key guidelines for
cryptographic digest functions to foresee higher security. One-
way and collision resistance properties are prominent among
them, and the non-correlation property also draws its significance
for better protection against differential attacks. The compression
and ease of computing properties were optionally suggested to
enhance the scope of its widespread use (Menezes et al., 2021;
Al-Kuwari et al., 2021; Rogaway and Shrimpton, 2004). The design
of contemporary digest functions tries to accommodate ease of
computing property to enhance efficiency. It encourages the dili-
gent use of bit-wise operators in the internal design. The influence
of bit-wise operators helps the hash functions to achieve better
Table 1
Comprehensive analysis of cryptographic keyless hash functions.

DIGEST
FUNCTION

INPUT BLOCKSIZE
(Bits)

HASH O/P SIZE
(Bits)

STATE
VECTORS

STATE
(Bits)

MD5 512 128 4 32
SHA-0 512 160 5 32
SHA-160 512 160 5 32
SHA2- 224/256 512 224 8 32
SHA2- 256 512 256 8 32
SHA2- 384/512 1024 384 8 64
SHA2- 512 1024 512 8 64
SHA2- 224/512 1024 224 8 64
SHA2- 256/512 1024 256 8 64
SHA3- 512 576 512 25 64
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efficiency besides making them vulnerable to reverse decoding.
The collisions/partial collisions presented in Table 1 bear witness
to this fact.

The limited output nature and lack of random behavior are the
two serious security concerns for the digest functions. This is
because they provide ample scope for cryptanalysts to perform dif-
ferential analysis. The collision attacks on digest functions success-
fully proved the digest size of 160-bit is no longer a secure one.
Introducing random behavior in the digest output will provide
solutions for differential threats (Matsui, 1993). This can be done
by associating every input bit of the input string with a significant
number of output bits (Kam et al., 2009). To foresee comprehensive
security in compliance with the above, the digest algorithm needs
to meet the strict avalanche criterion. Accordingly, a niggling
change in the input bits ought to modify more than 50 % of the out-
put bits (Sanap and More, 2021). In addition, the security of the
digest function also relies upon the size of the private key
(Menezes et al., 2021).

Bartkewitz demonstrated the design of the hash function using
block ciphers (T., Bartkewitz, 2009). His design employed MD
design principles for its construction, and it converted an arbitrary
length input string as a mathematical product of its block size. The
block size was decided on the size of the digest. This process was
called MD strengthening (Lai and Massey, 1992). An initialization
vector (IV) was applied to modify the first block of the input to pro-
duce an intermediate output Hi and was subsequently used as an
IV for the following block to be processed. The procedure was con-
tinued until no more blocks were left to process. The output of the
end block was considered as the digest for the given input.

Rivest devised an MD4 algorithm for the generation of a 128-bit
digest (Rivest et al., 1991). The MD4 is a block cipher that divides
the message into blocks of size 512-bit or 64-byte. He came up
again with another 128-bit algorithm namely MD5 in 1992
(Rivest, 2021). The new MD5 algorithm was identical to MD4 but
it incorporated slender modifications in its design. However, Wang
identified collisions in MD4 and MD5 algorithms. Therefore, they
are forbidden for cryptographic use (Wang et al., 2005). In the year
2001, Eastlake invented a secure hash algorithm (SHA)-160 or
SHA-1 (‘‘rfc317400, 2021). The SHA-1 is a 160-bit algorithm, and it
performs message padding by operating the MD principles. It
employs five initialization vectors and four auxiliary functions.
The algorithm is operated on 80 rounds and for every 20 rounds,
the auxiliary function is changed. Similar to MD4 and MD5, SHA-
1 was also identified for producing collisions. Therefore, it was
restrained from cryptographic use (Stevens et al., 2017; Wang
et al., 2005; Webster et al., 1985).

The SHA-2 was the successor of SHA-1 and was completely dif-
ferent in construction from its primitive version. The SHA-2 con-
sisted of a family of six hash functions with digest sizes ranging
from 224-bit to 512-bit. Among the variants, SHA-256 and
SHA-512 were important. The remaining variants were the
curtailed forms of either SHA-256 or SHA-512. The design used
VECTOR SIZE COLLISION
ATTACKS

NATURE OF
ATTACK

TYPE OF
CONSTRUCTION

Broken Differential RO
Broken Differential RO
Broken Differential RO
Partially Broken Differential RO
Partially Broken Differential RO
Partially Broken Differential RO
Partially Broken Differential RO
Partially Broken Differential RO
Partially Broken Differential RO
Partially Broken Differential Sponge
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for SHA2-512 was identical to SHA2-256 except that; the size of
the IV element used in the SHA-512 was 64-bit. This algorithm
has not been broken yet and for this reason, it is widely being
employed for the generation of MDC. The collisions found on
SHA-160 forced the American National Institute of Standards and
Technology (NIST) to go for a modern standard for cryptographic
use. The NIST conducted an open contest to introduce a novel stan-
dard, and Keccak was declared the winner. The SHA3 engages the
sponge principle as a replacement for RO (Bertoni et al., 2013).
The SHA3 algorithm is the contemporary standard for digest func-
tions. The urge for finding an ideal design template for the digest
function continues and recent research tries to implicate mathe-
matical structures in the design of digest functions to strengthen
security. The chaotic function and elliptic curve are the other alter-
native techniques for the design of a strong one-way digest func-
tion (Meshram et al., 2019; Teh et al., 2018; Yu and Wang, 2021).
However, the absence of standards in the aforesaid techniques
forced this work to exclude them from the analysis.

Table 1 analyzes cryptographic hash functions using other met-
rics like input block size, size of the output, number of state vectors
used, size of the state vector, collision attack remarks, nature of the
attack, and the type of construction used. The entries prove all the
standard digest functions are vulnerable to differential attacks irre-
spective of the type of construction employed. In addition, it
emphasizes the need for strengthening the random behavior of
modern digest functions by following the Matsui claim to counter
the differential analysis attack (Matsui, 1993). The entries also
prove that any digest of size<160-bit is unsafe for cryptographic
applications. Therefore, the output size should be defined to a min-
imum of 224 bits, to ensure better security.
3. Hash function: Security concerns

The hash function performs the mapping from M to N, such
thatjMj > jNj. Therefore, collision becomes unavoidable in the hash
function. If t1 and t2 are the numbers of the bits present in the
input and output respectively, then there would be 2t1�t2 input
messages that create hash collisions. Let n be the size of the digest,
then the probability for any two randomly chosen messages to cre-
ate a second pre-image collision would be 1=2n. Therefore, the
large value of n reduces the probability of hash collision. It is rec-
ommended that the size of the hash output should be chosen to
a minimum of 112 bits to survive the Brute-force and birthday
attacks (Preneel et al., 1993).
3.1. Structural weakness of MD construction

The structural weakness of MD construction was proved by
appending the trailing bits after the terminal block (Bartkewitz,
2009). Accordingly, the added message m0 would be created with
additional blocks mtþ1;mtþ2; � � � ;mtþn for the given message m.
The padded message was then eventually used to launch a pre-
image collision attack on MD construction. The application of bit-
wise operators at the input blocks generates bizarre intermediate
Table 2
Various generic attacks on cryptographic hash functions.

Attack Type No of Trials

Brute Force 2n

Birthday Attack 2n/2

Random attack 1
Exhaustive Key Search M+ (2 k-1) / (1–2-n)
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output symbols for the concerned block besides restricting their
size to less than or equal to the block size. At this point, preserving
one-to-one mapping between input and output would become an

extremely difficult task at the block level. The successful 2k

multi-collision attacks launched on MD hashes with a time com-

plexity of O K2
n
2

� �
proved that the MD construction has structural

design flaws (Joux, 2004). The wide-pipe idea suggested by Lucks
helps to solve the internal collision problem of MD construction
and it enables the design to perform a one-to-one mapping
between input and output at the blocks (Lucks, 2004).

3.2. Analysis of crypto attacks

The cryptographic hash functions evince concerns about one-
way and collision resistance properties. Many attacks could be
launched against these algorithms of which some are generic,
and others are algorithm-specific. Generic attacks refer to general
attacks and could be launched against all cryptographic hash func-
tions (Bellare et al., 2004; Preneel, 1993). Table 2 gives details
about popular generic attacks. Among the generic attacks, the
Birthday attack is extremely effective to break any algorithm with
reduced iterations.

The hash output ought to contain a minimum of 112 bits to
envision strong security attributes (Merkle, 1989). It was also sug-
gested that the hash function demands a lower limit of 280 hash
comparisons to survive the brute-force and birthday attacks
(Preneel, 1993). Contrarily, the continuous growth in the hardware
industry makes all the above claims invalid. At present, an antago-
nist could launch a successful attack on the 160-bit hash algorithm
within a reasonable time. In the year 2005, Wang detected colli-
sions on the SHA-1 algorithm with a theoretical bound of 280 oper-
ations (Wang et al., 2005). Over again, he had detected collisions on
the SHA-1 algorithm with a complexity of fewer than 269 opera-
tions (Webster et al., 1985). Identically, several collisions had been
detected on 128-bit digest functions (Wang et al., 2005). The afore-
said attacks prove the output size heavily impacts the security of
the hash function. The analysis of generic attacks in Table 2 reveals
a fact that higher digest size makes the digest functions less vul-
nerable to hash collisions. Further, the application of bit-wise oper-
ators improves the efficiency of digest functions by demanding
fewer clock cycles. However, they will give room for the cryptana-
lyst to decode the intermediate digests at the blocks. On the con-
trary, the RO design that implements the other alternative
techniques like polynomial function, chaotic function, and elliptic
curve would pose more challenging conditions for the cryptanaly-
sis to decode the intermediate digest at the block level.

3.3. Design of RO

The security of the cryptographic hash function depends on the
efficient design of the RO model. Merkle remarked on the desirable
properties of the RO model. Accordingly, an RO model should be
designed like a black box such that, the output returned by the
model should be completely different from the given input
Collision Probability Remarks

1/2n n: Size of the input bits.
q2/ 2n q: Number of queries

n: Size of the output bits
1/2n n: Size of the output bits

1� 1
2n

� �PM
i¼1

i
2n i�1ð Þ <

1
1�2�n

M: Message size
N: Digest size
K: Key size
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(Merkle, 1989). It was successfully proved for the first time that
Oracle access could be replaced with the RO model. Consequently,
any iterative hash function that follows the ROmodel could be pro-
ven as a provably secure hash function (Bellare and Rogaway,
1993). J S Coronchallenged Bellare’s claim, and he proved that
the argument of no structural flaw in the design of the iterative
hash model was false (Coron et al., 2005). Many algorithms that
were considered secure in the RO model were proven to be inse-
cure in their concrete effectuation (Bellare et al., 2004; Cannetti
et al., 2015).

4. Provably secure subset hash functions (PSSHF)

The conventional iterative hash functions process the input
strings as blocks. They perform bit manipulation using bitwise
operators. These operators are simple to use, and they typically
demand fewer clock cycles. They provide ample scope for the
cryptanalyst to conduct as many trials as possible to perform cor-
relation analysis on the intermediate hash outputs to launch block-
level attacks. To mitigate this issue, the current design proposes a
subset-based polynomial paradigm. PSSHF employs 11 subsets.
Among the subsets, one subset contains all the elements and will
act as a modifier. The remaining 10 subsets are formed as a pair
of disjoint subsets. This algorithm works in three stages as follows:

� Pre-processing
� Hash generation of subsets
� Grouping

4.1. Pre-processing

The hash generation of PSSHF begins with pre-processing. It is
composed of three levels namely parsing, MD-strengthening, and
crippling. Pre-processing helps the PSSHF in two ways. First, it con-
verts the subset elements into unintelligible byte values. Second, it
modifies the input size as a mathematical product of the block size.

� Parsing

The PSSHF forms subsets through parsing. At this level, the
input string is parsed as an individual byte and is added to inde-
pendent subsets by agreeing on the predefined conditions as given
in Table 3. The elements of the subsets are stored in autonomous
arrays to make them suitable for independent processing. Let S
represents the set of input symbols. The elements of S are pre-
sented as

S ¼ x1; x2; x3; x4; � � � ; xnf g ð3Þ

Sj j ¼ n:
Table 3
Formation of subsets for the PSSHF.

Subsets with Mathematical Conditions

A= {X | A # S, |A| = |S|}
U= {X| U � S, |U|=n/2,U \ U’= £,UUU’=S,U – H,U – H’,U – P,U – P’,U – D,U –
U’= {X|U’�S, |U’|=n/2,U \ U’=£, UUU’=S, U’–H, U’–H’, U’–P, U’–P’, U’–D, U’–D
H= {X| H � S, |H|= n/2, H \ H’=£, HUH’=S, H – U, H – U’, H – P, H – P’, H –
H’= {X| H’�S, |H’|=n/2, U \ U’=£, HUH’=S, H’–U, H’–U’, H’–P, H’–P’, H’–D, H
P= {X| P � S, |P|=n/2, P \ P’=£, PUP’=S, P – U, P – U’, P – H,P – H’, P – D, P
P’= {X| P’�S, |P’|= n/2, P \ P’=£, PUP’=S, P’–U, P’–U’, P’–H, P’–H’, P’–D, P’–
D= {X| D � S, |D|=n-n/3, D \ D’ = £, DUD’=S, D – U, D – U’, D – H, D – H’, D – P
D’= {X| D’� S, |D’|=n/3, D \ D’=£, DUD’=S, D’–U, D’–U’, D’–H, D’– H’, D’–P, D’–
X= {X| X � S, |X|=n-n/3, X \ X’=£, XUX’=S, X – U, X – U’, X – H, X – H’, X –
X’= {X| X’�S, |X’|=n-n/3, X \ X’=£, XUX’=S, X’–U, X’–U’, X’–H, X’–H’, X’–P, X
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Parsing forms 11 subsets namely Α, U, U’,H,H’, P, P’, D, D’,X,
andX’. Among the subsets, set A contains all the elements of S. The
remaining 10 subsets are formed as pairs of 5 disjoint subsets
namely {U,U’}, {H, H’}, {P, P’}, {D, D’}, and {X, X’}. The subsets
H, H’, P and P’ are formed through patterns using the position
of the input elements as illustrated in Fig. 1. Table 4 presents the
mathematical conditions involved in parsing the subset elements
from the given input string. The sets H, H’, P, and P’ follow the
sine wave pattern. The set H is constructed using the recurrence
pattern {3,1} and it starts with index 0. The elements of the set
H’ are formed using the recurrence pattern {1,3} and it starts with
index position 1. The sets P and P’ follow the recurrence patterns
{3,2,1,2} and {1,2,3,2} respectively and they have additional indices
0 and 1, respectively. The subsets D and X are generated through
odd and even indices that start with even and odd positions
respectively. The subsets D’ and X’ are the left-out elements of
the sets D and X, respectively. The sample indices generated by
the 11 subsets are given in Table 5.

� MD-strengthening

This remains the second level of pre-processing in which the
individual subsets are applied MD-strengthening. The conven-
tional standard message digests, namely MD4, MD5, SHA-160,
and the variants of SHA2, hold 64/128 bits from the rear end to
record the length value of the input data. This causes the aforesaid
algorithms to fail to process a message when its size surpasses
264/2128 bits. The PSSHF accepts the arguments put forth by Preneel
on MD strengthening (Preneel, 1998). However, it overcomes the
structural flaw through a dynamic reservation policy for storing
length attributes. The dynamic reservation enables the PSSHF to
litigate any size arbitrary message. In addition, it prevents the
PSSHF to work on an extra block when the size of the terminal
block contains 448-bit for a 512-bit block or 896-bit for a 1024-
bit block. In the proposed design, the tth block, Mt , would appear
as shown in Fig. 2.

� Crippling

At this level, the elements of subsets are fed into the crippler
that transforms the given input elements into an unintelligible
byte array through IVs. It employs 11 IVs for 11 subsets such that
each IV involves separate 8 elements of each 64-bit in size. The IVs
are applied to the individual subsets to convert the subset ele-
ments into an unintelligible format as given in Fig. 3.

The crippler divides the subset elements into blocks of 512-bit.
These blocks are then subdivided into 8 sub-blocks of 64-bit in
size. Here, the blocks B1 to B8 represent the sub-blocks and the
blocks from A to H represent the 8 IV elements. The individual
array elements of the sub-blocks are XORed with the elements of
Remarks

Modifier
D’,U – X,U – X’} Disjoint Pair
’,U’–X, U’–X’}
D, H – D’, H – X, H – X’} Disjoint Pair
’–D’, H’–X, H’–X’}
– D’,P – X, P – X’} Disjoint Pair

D’, P’–X, P’–X’}
, D – P’, D – X, D – X’} Disjoint Pair

P’, D’–X, D’–X’}
P, X – P’, X – D, X – D’} Disjoint Pair
’–P’, X’–D, X’–D’}



Fig. 1. Formation of sets H,H’, P and P’ using index positions.

Table 4
Generation of indices through mathematical functions.

S.
No

Subset
Name

Mathematical Functions Employed Initial
Condition

1 A an = a1+(n-1) a1 = 0
2 U an = a1+(n-1)* 2 a1 = 0
3 U’ an = a1+(n-1)* 2 a1 = 1
4 H

f an; bn
� � ¼ an ¼ þa1 n� 1ð Þ � 4

bn ¼ þb1 n� 1ð Þ � 4
�

a1 = 0
b1 = 3

5 H’
f an; bn
� � ¼ an ¼ þa1 n� 1ð Þ � 4

bn ¼ þb1 n� 1ð Þ � 4
�

a1 = 1
b1 = 2

6 P

f an; bn; cn; dn
� � ¼

an ¼ þa1 n� 1ð Þ � 8
bn ¼ þb1 n� 1ð Þ � 8
cn ¼ þc1 n� 1ð Þ � 8
dn ¼ þd1 n� 1ð Þ � 8

8>><
>>:

a1 = 3
b1 = 5
c1 = 6
d1 = 8

7 P’

f an; bn; cn; dn
� � ¼

an ¼ þa1 n� 1ð Þ � 8
bn ¼ þb1 n� 1ð Þ � 8
cn ¼ þc1 n� 1ð Þ � 8
dn ¼ þd1 n� 1ð Þ � 8

8>><
>>:

a1 = 2
b1 = 4
c1 = 7
d1 = 9

8 D
f an; bn
� � ¼ an ¼ þa1 n� 1ð Þ � 3

bn ¼ þb1 n� 1ð Þ � 3
�

a1 = 0
b1 = 1

9 D’ an = a1+(n-1)* 3 a1 = 2
10 X

f an; bn
� � ¼ an ¼ þa1 n� 1ð Þ � 4

bn ¼ þb1 n� 1ð Þ � 4
�

a1 = 1
b1 = 2

11 X’ an = a1+(n-1)* 3 a1 = 0
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IV to produce an unintelligible chunk of 512 bits. If the input data
exceeds 512-bit, then circular right shift and left shift operations
would be performed on IV at both the array level and element level
respectively for the separate block to be processed. The indepen-
dent element in the IV performs 3 circular left shift operations
and afterwards, the IV array elements circularly shifted one posi-
tion right. This would ensure the adjacent block receives a com-
pletely different IV than the former block. The aforementioned
process is continued till no more blocks are left out. At the end
of this step, the subset elements are converted as unintelligible
bytes. The output of the crippler is then given to round function
f �ð Þ of nth degree two-variable polynomial function (Chaudhry
et al., 2022; Bharany et al., 2022; Akram, 2021; Bharany et al.,
2022; Javed et al., 2022).
Table 5
Sample indices generated for various subsets.

S. No Subset Sample Indices Generated

1 A 0 1 2 3 4 5 6 7

2 / 0 2 4 6 8 10 12 14
3 /’ 1 3 5 7 9 11 13 15
4 H 0 3 4 7 8 11 12 15
5 H’ 1 2 5 6 9 10 13 14
6

Q
0 3 5 6 8 11 13 14

7
Q
’ 1 2 4 7 9 10 12 15

8 D 0 1 3 4 6 7 9 10
9 D’ 2 5 8 11 14 17 20 23
10 X 1 2 4 5 7 8 10 11
11 X’ 0 3 6 9 12 15 18 21
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4.2. Hash generation of subsets

The hash generation of subsets takes the pre-processed subsets
and processes them separately using the nth degree polynomial
function. The application of the polynomial function benefices
the PSSHF in the following ways. The polynomial outputs cannot
be decoded. Therefore, the PSSHF naturally acquires the one-way
property. Similarly, there are no universal methods available to
solve a polynomial function having a degree greater than 4 (Pan,
1997). Therefore, it is computationally infeasible to solve the poly-
nomial function of degree 64 as given in the following equation.

f xð Þ ¼ a1x1 þ a2x2 þ a3x3 þ a4x4 þ � � � þ anxn ð4Þ
The PSSHF further complicates this process by adding one more

polynomial variable y of degree n as follows:

f x; yð Þ ¼ a1xny1 þ a2xn�1y2 þ a3xn�2y3 þ a4xn�3y4 þ � � �
þ anx1yn ð5Þ

where n denotes the block size in bytes and the elements of the
block play the role of the coefficients between a1 and an. The func-
tion f is a round function and it decides the output of the current
block using the former block. This process is continued till no more
blocks are left out. The values for x and y are distinct and are
assigned values using the prime numbers between 100 and 1000.
It was observed that the power of the prime numbers used in Eq.
(5) introduces some unpredictable random behavior in the hash
output. This helps the PSSHF to provide formidable resistance to
differential analysis.

The proposed design adopts the wide-pipe idea proposed by
Lucks (Lucks, 2004). However, it differs from the conventional
design in deriving the required bits for the digest. The algorithm
processes the input block by block and allows each block to pro-
duce an intermediate output greater than the required size. The
output size of the intermediate blocks is typically produced
between 150 and 190 nibbles. The PSSHF finally generates a 256-
bit hash from the intermediate result of the terminal block. To do
so, the PSSHF finds the midpoint of the intermediate hash output
8 9 10 11 12 13 14 15 16 . . .

16 18 20 22 24 26 28 30 32 . . .

17 19 21 23 25 27 29 31 33 . . .

16 19 20 23 24 27 28 31 32 . . .

17 18 21 22 25 26 29 30 33 . . .

16 19 21 22 24 27 29 30 32 . . .

17 18 20 23 25 26 28 31 33 . . .

12 13 15 16 18 19 21 22 24 . . .

26 29 32 35 38 41 44 47 50 . . .

13 14 16 17 19 20 22 23 25 . . .

24 27 30 33 36 39 42 45 48 . . .
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Fig. 2. The structure of the last block Mt after MD strengthening.

Fig. 3. Processing the block elements using IV.
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using its length. It later chooses a pair of 64 nibbles h1 and h2 by
taking the first 64 nibbles in either direction from the midpoint.
The final intermediate block output is the XOR of h1 and h2. The
sequence of operations performed at the terminal block is illus-
trated in Fig. 4.
Fig. 4. Hash Generation of block Bi

315
4.3. Grouping

At this stage, the required 512-bit digest is formed by grouping
the subsets. Grouping is performed such that the disjoint subsets
fall into a distinct group.

The hash outputs of the subsets in the distinct group are XORed
with each other to produce a pair of 256-bit intermediate hash out-
puts. These outputs are then individually XORed with the hash out-
put of the subset A to produce the final pair HðT1Þ and HðT2Þ of
256-bit each. The concatenation of the HðT1Þ and HðT2Þ would
be the final hash H(S) and it is 512-bit in size. Fig. 5 illustrates
the working principle of the PSSHF. The objective of the current
design to employ 11 subsets is to present computationally infeasi-
ble conditions to the cryptanalyst to find a hash collision through
an alternate message A’. Under these circumstances, the only fea-
sible way left for the cryptanalyst to perform the aforementioned
task is to generate as many A0 by modifying the elements of A at
distinct locations. However, each of such attempts has to be per-
formed without affecting the subsets A, U,U’, H, H’, P, P’, D, D’,
X, and X’. This is practically infeasible because the PSSHF is
designed in such a way that it would strike the outputs to a mini-
mum of 6 subsets for an input bit-change at any location. Further,
the current design forces the cryptanalyst to perform an input–
output correlation on 11 subsets for every single try with A0. This
task is computationally infeasible as the subsets produce unpre-
dictable responses for any trivial change in the input. So, it is
believed that the current design is going to present extremely chal-
lenging conditions for the cryptanalyst to decode the digest
(Bharany et al., 2022; Ashraf, 2022; Bharany et al., 2022).



Fig. 5. Working principle of PSSHF.
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5. Analysis of experimental results

5.1. Empirical analysis

PSSHF is a 512-bit digest function. Therefore, launching generic
attacks against the algorithm is computationally impracticable.
However, the empirical analysis of the PSSHF on collision resis-
tance, pre-image resistance, and second pre-image resistance was
extensively performed within the physical limits of the system.
The analysis was equally extended to examine the random behav-
ior of the PSSHF. All the analyses include only the standard digest
functions and the non-standard digest functions were excluded
from the comparative analyses. To perform the analyses, Intel(R)
Core(TM) i3 6006U CPU @ 2.00 GHz processor was used.
Windows-8 64-bit OS and JDK 10.0.1 were employed for the design
and analyses of the PSSHF.

� Analysis of collision/pre-image resistance through bit
manipulation

PSSHF was precisely analyzed for its resistivity on collision/pre-
image collisions with more than 3.78 million hash values. To gen-
erate the huge volume of hashes the input data was chosen up to
64 blocks such that the processing requirements for the task lie
within the physical limits of the system used. Every single byte
of the sample data was modified for all the possible values and
the corresponding PSSHF responses were compared with the refer-
ence value for the possible collision/pre-image collision as given in
Table 6. The extensive experimental analysis establishes the fact
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that the PSSHF vigorously defies the Collision/Pre-image collision.
The analysis was equally extended to contemporary standard
digest functions. The result proves the PSSHF behavior is identical
to any other contemporary standard digest function.

� Analysis of collision/pre-image collision through byte
interchanges

PSSHF was again analyzed for its resistivity on collision/pre-
image collisions through byte interchanges. To generate a vast
number of PSSHF responses the input data was chosen in up to
48 blocks such that the individual byte of the sample data was
exchanged with other bytes as given in Table 7. The PSSHF
response corresponding to the separate interchange was compared
with the reference value for the possible collision/pre-image colli-
sion. The careful investigation with over 11.14 million hash com-
parisons proves the fact that the PSSHF robustly resists the
collision/pre-image collision. The analysis was also extended to
standard digest functions and the results prove the PSSHF behavior
is indistinguishable from its other standard counterparts. The com-
bined analyses of bit manipulation and byte interchanges prove
the efficacy of PSSHF on Collision and Pre-image resistance for all
sorts of generic data manipulation attempts.

� Analysis of second pre-image resistance

This experiment was conducted to identify a possible hash col-
lision between any two arbitrarily selected distinct messages
namely M1 and M2. To do so, the input sample was chosen with



Table 6
A comparative analysis of PSSHF on Collision and pre-image resistance properties.

S
No

Size of the
sample
input
(Blocks)

Size of
the
data
(Bytes)

Total Hash
Comparisons
made (Worst
Case)

Collisions Count on PSSHF and SHA variants Research outcome

PSSHF-
512

SHA2 SHA3

224/
256

256/
256

224/
512

256/
512

384/
512

512/
512

224/
512

256/
512

384/
512

512/
512

1 < 1 46 11,730 0 0 0 0 0 0 0 0 0 0 0 PSSHF strongly resists Collision and
Pre-image Collisions and its
behavior is identical to standard
digest functions.

2 1 64 16,320 0 0 0 0 0 0 0 0 0 0 0
3 2 128 32,640 0 0 0 0 0 0 0 0 0 0 0
4 4 256 65,280 0 0 0 0 0 0 0 0 0 0 0
5 6 384 97,920 0 0 0 0 0 0 0 0 0 0 0
6 8 512 130,560 0 0 0 0 0 0 0 0 0 0 0
7 10 640 163,200 0 0 0 0 0 0 0 0 0 0 0
8 12 768 195,840 0 0 0 0 0 0 0 0 0 0 0
9 14 896 228,480 0 0 0 0 0 0 0 0 0 0 0
10 16 1024 261,120 0 0 0 0 0 0 0 0 0 0 0
11 18 1152 293,760 0 0 0 0 0 0 0 0 0 0 0
12 20 1280 326,400 0 0 0 0 0 0 0 0 0 0 0
13 24 1536 391,680 0 0 0 0 0 0 0 0 0 0 0
14 32 2048 522,240 0 0 0 0 0 0 0 0 0 0 0
15 64 4096 1,044,480 0 0 0 0 0 0 0 0 0 0 0
Total Hash Comparisons 3,781,650

Table 7
Relative analysis of PSSHF on Collision/Pre-image resistance.

S
No

Size of the
sample
input
(Blocks)

Size of
the
data
(Bytes)

Total Hash
Comparisons
made (Worst
Case)

Collisions Count on PSSHF and SHA variants Research outcome

PSSHF-
512

SHA2 SHA3

224/
256

256/
256

224/
512

256/
512

384/
512

512/
512

224/
512

256/
512

384/
512

512/
512

1 < 1 46 1035 0 0 0 0 0 0 0 0 0 0 0 PSSHF strongly resists Collision and
Pre-image Collisions and its
behavior is identical to standard
digest functions.

2 1 64 2016 0 0 0 0 0 0 0 0 0 0 0
3 2 128 8128 0 0 0 0 0 0 0 0 0 0 0
4 4 256 32,640 0 0 0 0 0 0 0 0 0 0 0
5 6 384 73,536 0 0 0 0 0 0 0 0 0 0 0
6 8 512 130,816 0 0 0 0 0 0 0 0 0 0 0
7 10 640 204,480 0 0 0 0 0 0 0 0 0 0 0
8 12 768 294,528 0 0 0 0 0 0 0 0 0 0 0
9 14 896 400,960 0 0 0 0 0 0 0 0 0 0 0
10 16 1024 523,776 0 0 0 0 0 0 0 0 0 0 0
11 18 1152 662,976 0 0 0 0 0 0 0 0 0 0 0
12 20 1280 818,560 0 0 0 0 0 0 0 0 0 0 0
13 24 1536 1,178,880 0 0 0 0 0 0 0 0 0 0 0
14 32 2048 2,096,128 0 0 0 0 0 0 0 0 0 0 0
15 48 3072 4,717,056 0 0 0 0 0 0 0 0 0 0 0
Total Hash Comparisons 11,145,515

Table 8
Analysis of Second pre-image resistance with standard digest functions.

S No No. of
Samples
Taken

Hash
Comparisons
made

Collisions Count on PSSHF and SHA variants Research outcome

PSSHF-
512

SHA2 SHA3

224/
256

256/
256

224/
512

256/
512

384/
512

512/
512

224/
512

256/
512

384/
512

512/
512

PSSHF produces zero

1 1000 500 0 0 0 0 0 0 0 0 0 0 0 collision and exhibits formidable
Second pre-image resistance2 2000 1000 0 0 0 0 0 0 0 0 0 0 0

3 3000 1500 0 0 0 0 0 0 0 0 0 0 0
4 4000 2000 0 0 0 0 0 0 0 0 0 0 0
5 5000 2500 0 0 0 0 0 0 0 0 0 0 0
6 6000 3000 0 0 0 0 0 0 0 0 0 0 0
7 7000 3500 0 0 0 0 0 0 0 0 0 0 0
8 8000 4000 0 0 0 0 0 0 0 0 0 0 0
9 9000 4500 0 0 0 0 0 0 0 0 0 0 0
10 10,000 5000 0 0 0 0 0 0 0 0 0 0 0
11 15,000 7500 0 0 0 0 0 0 0 0 0 0 0
12 20,000 10,000 0 0 0 0 0 0 0 0 0 0 0
13 25,000 12,500 0 0 0 0 0 0 0 0 0 0 0
14 30,000 15,000 0 0 0 0 0 0 0 0 0 0 0
Total 145,000 72,500
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Fig. 6. Comparative analysis of PSSHF on Avalanche response for 3 K data.

Fig. 7. Comparative study of avalanche response for an input bit-change.
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varying lengths between 1 and 100,000 bytes. The samples were
generated programmatically and stored in separate files. A random
generator was operated to pick any two files randomly from the
sample space. The selected files were then given to the PSSHF for
a Second pre-image collision. The experiment was conducted with
145,000 random samples with 72,500 hash comparisons. The
experiment was also extended to contemporary digest functions.
The results presented in Table 8 prove the PSSHF exhibits a strong
second pre-image resistance and it behaves like contemporary
digest algorithms.

� Analysis of confusion and diffusion on avalanche response

The confusion and diffusion analysis is intended to study the
avalanche demeanor of the PSSHF at the bit level. Accordingly, a
digest function should unvaryingly affect the output bits even for
a trivial change in the input (Motara and Irwin, 2016). To examine
the avalanche behavior of the PSSHF, an input string of size 128
bytes was employed and was alternated a bit at distinct locations.
The positional bit changes in the PSSHF response to the reference
output were marked for the avalanche analysis. Identically, the
transposed output-bit locations were marked to further investigate
the avalanche response. The outcome of the analysis proves the fol-
lowing observations:

� The avalanche response of the PSSHF remains uniform all over
the digest.

� The output of the PSSHF is unpredictable and random.
� PSSHF fulfils the strict avalanche condition.

The analysis was further extended to the standard digest func-
tions for performing a comparative analysis as given in Table 9
using 3 K data. The individual table entry represents the average
avalanche response derived from 500 hash comparisons. The result
proves the average avalanche response of the PSSHF for distinct
input bit/byte changes is 50.06 % and is the level best value among
the other counterparts. Fig. 6 proves the consistency of the PSSHF
response on confusion and diffusion irrespective of the changes in
the input data. The relative analysis for a single input bit-change is
shown in Fig. 7. It proves the mean response of PSSHF is 50.01 %
and is the second-highest value among the other counterparts.
However, the PSSHF excels in the 512-bit category and is presented
in Fig. 8. Fig. 9 presents the relative analysis of PSSHF with other
short digest functions. The analysis proves the PSSHF excels on
the avalanche property and it levels the performance of the
SHA2-384-bit algorithm. The result also proves the PSSHF meets
the strict avalanche criteria by consistently flipping more than
Table 9
Comparative analysis of Confusion and Diffusion for 3 K data.

S.No Input Bits/Bytes Changed PSSHF-512 SHA2 Variants

224/256 256/256

1 1 bit 50.01 49.86 50.1
2 2 bits 50.17 49.79 50.07
3 3 bits 50.07 49.9 49.93
4 4 bits 50.22 49.96 49.79
5 5 bits 50.15 49.86 50.17
6 6 bits 50.00 49.95 49.86
7 7 bits 50.14 49.97 50.14
8 1 byte 50.08 50.09 49.97
9 2 bytes 50.09 49.84 49.86
10 4 bytes 49.95 49.93 49.95
11 8 bytes 49.90 50.12 50.29
12 16 bytes 50.14 49.94 50.3
13 32 bytes 49.82 50 50.18
Average Avalanche (%) 50.06 49.94 50.05
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50 % of output bits (Sanap and More, 2021; Yi, 2005). Therefore,
launching a differential attack against the PSSHF is extremely hard.

� Analysis of Confusion and diffusion on near-collision
Response

The objective of the experiment is to analyze the PSSHF
response to near-collision at the 128-bit level. However, a compre-
SHA3 Variants

384/512 512/512 224/512 256/512 384/512 512

50 49.92 49.63 49.79 49.7 49.95
50.08 49.99 49.83 49.91 49.87 50.06
50.11 50.12 49.95 49.65 49.81 49.94
50.13 50.02 49.57 49.53 49.82 49.93
49.9 50.17 49.54 49.75 49.91 49.73
50.18 49.83 49.68 49.82 49.99 49.66
50.24 49.99 49.93 49.9 49.81 49.92
50.05 50.06 49.67 49.6 49.68 49.94
50 49.92 49.95 49.8 49.92 49.97
50.04 49.91 49.67 49.74 49.82 49.85
49.9 50.06 49.97 49.76 49.73 49.98
50.25 50.07 49.76 49.93 49.86 49.92
49.9 50.1 49.72 49.65 49.82 49.79
50.06 50.01 49.76 49.76 49.83 49.90
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Fig. 8. Analysis of 512-bit digest function at bit-level.

Fig. 9. Comparative study of PSSHF with other short output digest functions.

Fig. 10. Comparative analysis of the PSSHF with standard digest functions on near-
collision.

Fig. 11. Near-collision analysis for a single bit-flip.

Fig. 12. Near-collision analysis of 512-bit digests.

Fig. 13. Comparative analysis of PSSHF with short digest functions.
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hensive analysis was performed with 3 K data using 500 hash com-
parisons obtained by modifying the input data at distinct locations.
The changes in the PSSHF response corresponding to the change in
the input bits/bytes were recorded and matched with the reference
output using the bit-locations. The results evidence the average
near-collision response of the PSSHF is 49.94 %. It levels with the
performance of SHA2-384 and is the least among its other counter-
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parts. The result proves the near-collision probability is minimal
for the PSSHF. Fig. 10 graphically proves the consistent perfor-
mance of the PSSHF in minimizing the near-collision effect irre-
spective of the changes in the input data. The PSSHF performs
marginally lower than the SHA2-256 for a single input-bit change
and is shown in Fig. 11. However, it outperforms the other contem-
porary digest functions in the 512-bit category which is shown in
Fig. 12. Fig. 13 graphically illustrates the consistent performance of
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the PSSHF with short digest functions. The result witnesses that
the near-collision response of the PSSHF is comparatively minimal
than its other counterparts. Therefore, launching pre-image
and second pre-image attacks against the PSSHF is extremely
difficult.

� Analysis of the effect of Avalanche on PSSHF output

The objective of the experiment is to study the avalanche effect
on PSSHF output nibbles. To do so, the PSSHF was provided with
different input data of varying lengths. The inputs are randomly
varied between 1 bit and greater than 10 Bytes. The Hexadecimal
responses of the PSSHF corresponding to the input changes were
marked and matched with the reference output. Table 10 shows
the result of the experiment such that the separate entry is derived
from the average of 25 hash comparisons. The analysis proves the
PSSHF modifies 93.77 % of the output symbols for a niggling change
in the input data. The experiment was equally extended to stan-
dard digest functions for performing a comparative study as given
in Table 11. The separate entry of the table is calculated from the
average of 500 hash comparisons using 3 K input data. The result
proves the PSSHF outperforms the contemporary digest functions
with a record average avalanche effect of 93.78 % changes in the
output nibbles. It shows the PSSHF maintains its consistency irre-
spective of the input data and performs exceedingly well in pro-
ducing distinct output symbols. Therefore, launching differential
attacks against the PSSHF becomes a grueling task for
cryptanalysts.
Table 10
Effect of Avalanche on PSSHF output-nibbles.

Data size (bits/Bytes) Bits & Bytes Changed

1Bit 1Byte 3Bytes 5Bytes 7B

<512b 93.75 93.75 94.53 92.19 92
512b 92.97 93.76 93.75 94.53 93
128B 92.97 96.88 91.41 95.31 92
256B 92.19 92.18 95.31 91.41 94
512B 98.44 90.63 97.66 94.53 92
1 KB 92.19 95.31 92.97 89.06 92
2 KB 93.75 97.66 94.53 96.31 89
4 KB 91.41 93.75 96.09 92.19 92
8 KB 96.09 93.75 93.75 91.41 96
20 KB 92.99 94.53 93.75 92.19 93
50 KB 93.75 92.97 93.75 96.88 92
The average effect of Avalanche on output nibbles (%)

Table 11
Relative analysis of avalanche effect on the output nibbles.

Change in Input Bits/Bytes Change in the Output Nibbles

PSSHF-512 SHA2 Variants

224/256 256/256 38

1 bit 93.89 93.53 93.3 93
2 bits 93.62 94 92.97 93
3 bits 93.81 93.75 93.16 93
4 bits 93.57 93.75 93.04 93
5 bits 93.86 93.72 92.92 93
6 bits 93.85 93.81 93.1 92
7 bits 93.58 93.61 93.32 93
1 byte 93.92 93.96 93.08 93
2 bytes 93.7 93.49 93.14 93
4 bytes 93.78 93.8 93.2 93
8 bytes 93.92 93.75 93.04 93
16 bytes 93.81 93.59 93.12 93
32 bytes 93.88 93.66 92.88 93
Average % 93.78 93.72 93.1 93
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� Runtime analysis

At this point, the PSSHF was subjected to relative runtime anal-
ysis with the contemporary digest functions. Runtime(Rt)was cal-
culated by taking the average execution time of 25 samples from
each data set. Table 12 shows the outcome of the analysis.

Fig. 14 visually illustrates the relative performance of the PSSHF
with contemporary digest functions. The result proves Rt of PSSHF
linearly increases with the data size Ds. This happens due to the
application of higher polynomial powers and the application of
11 subsets in the PSSHF design. Simultaneously, the entries show
the PSSHF relatively performs well for short messages with accept-
able delay. Therefore, it could be considered as an alternative for
short message digests from the perspective of security. However,
research efforts have been going in place to minimize Rt without
jeopardizing security.
5.2. Statistical analysis of PSSHF on random response

The statistical analysis mathematically proves the random
behavior of the PSSHF output. To perform the analysis the NIST-
approved frequency (Monobit) test was conducted on the PSSHF
(Bassham, et al., 2021). Accordingly, a sample output of the PSSHF
was chosen to calculate Sn, Sabs, error function (ERFÞ, and comple-
mentary error function (ERFCÞ. The response of the PSSHF is con-
sidered random if the ERFC value is greater than 1 %, i.e., 0.01.
The random behavior of the PSSHF is calculated as follows:
Average
Effect (%)

ytes 9Bytes 10Bytes greater than10Bytes

.97 97.65 91.41 92.97 94.21

.75 92.97 96.09 92.97 93.88

.97 98.43 89.06 93.75 94.08

.53 95.31 96.09 91.41 93.62

.19 90.63 97.66 92.97 94.27

.19 92.97 92.19 96.09 93.03

.06 92.97 90.62 94.53 93.51

.97 96.88 93.75 96.09 93.88

.88 92.97 92.97 94.53 93.69

.75 93.75 91.41 98.44 93.75

.97 90.63 91.41 95.31 93.56
93.77 %

SHA3 Variants

4/512 512/512 224/512 256/512 384/512 512/512

.28 93.26 93.72 93.83 93.53 93.62

.14 93.31 93.49 93.68 93.8 93.6

.24 93.35 93.65 93.46 93.68 93.58

.39 93.46 93.68 93.47 93.71 93.62

.28 93.47 93.41 93.7 93.75 93.59

.94 93.42 93.46 93.55 93.79 93.71

.29 93.52 93.49 94.04 93.43 93.81

.36 93.21 93.6 93.6 93.66 93.7

.24 93.24 93.56 93.78 93.67 93.74

.17 93.61 93.55 93.6 93.72 93.57

.24 93.51 93.38 93.8 93.69 93.66

.18 93.36 93.74 93.78 93.76 93.77

.12 93.31 93.77 93.61 93.59 93.72

.22 93.39 93.58 93.68 93.68 93.67
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The given sample output is:
d21555ae8ab254b2f2403c6109673a19282bab45484772d8498dfb81d5622a029ac688f53375cd6b780ade66ff81afa49b8d0c86228d9c
7238ef8dffd78d41e7
The binary equivalent of the digest is.
1101001000010101010101011010111010001010101100100101010010110010111100100100000000111100011
0000100001001011001110011101000011001001010000010101110101011010001010100100001000111011100
1011011000010010011000110111111011100000011101010101100010001010100000001010011010110001101
0001000111101010011001101110101110011010110101101111000000010101101111001100110111111111000
0001101011111010010010011011100011010000110010000110001000101000110110011100011100100011100
011101111100011011111111111010111100011010100000111100111

Fig. 14. PSSHF-Runtime response for distinct data.
The size of the digest N ¼ 512, calculate Sn = X1 + X2 + X3 + . . . + X512

such that Xi = 2ei-1 and |Sn|=10.

Calculate Sabs ¼ jSn jffiffiffi
N

p ¼ 0:442.

Calculate ERFðSabsÞ ¼ 2ffiffiffi
p

p
R x
0 expð�t2Þdt = 0.4681

ComputeERFðSabsp
2ÞÞ = 0.3415

Calculate ERFC ¼ 1� ERF ¼ 0:6585

The value of ERFC corresponding to the PSSHF output is 0.6585. The
value is greater than 0.01. Therefore, the PSSHF output produces a
random sequence of output bits. The experiment was also extended
to 50 sample outputs of the PSSHF to precisely identify its random
behaviour. The average value obtained for ERFC in the statistical
analysis is 0.3936. The statistical analysis mathematically confirms
the sequence of output bits produced by the PSSHF is random.

6. Discussions

� Significance of Random property against Security

The PSSHF is a 512-bits algorithm. Therefore, launching Brute-
force and birthday attacks against the PSSHF is computationally
Table 12
Relative runtime analysis of PSSHF.

Data Size Runtime Performance of Keyless Hash functions (In Milli

SHA2-Variants

224/256 256/256 384/512 512/512

<512b 1.24 0 0 0
512b 1.24 0 0.64 0
256B 2.48 0 0 l.28
512B l.28 0 0.64 0
1 k l.28 l.28 0 0.64
2 k 1.88 0 0.6 0.64
4 k l.28 0.64 1.2 0.6
8 k 1.24 0.6 1.2 0.6
16 k 1.84 0.76 1.24 0
20 k l.84 0.64 1.2 1.92
greater than 20 k 1.88 1.88 0 0.64
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infeasible. This is because they demand 2512 and 2256 worst-case
attempts respectively to find a collision. In a like manner, the prob-
ability of launching a successful Random attack on PSSHF would be
1/2512. However, the value is extremely low and could be
neglected. Therefore, the only feasible way available for the crypt-
analyst to find a hash hit is through differential attacks (Bassham,
et al., 2021; Dinur et al., 2013). The known attacks against the stan-
dard digest functions also reinforce this fact. Consequently,
seconds)

SHA3 Variants PSSHF-512

224/512 256/512 384/512 512/512

9.4 0 0 0 14.4
10 0.64 0 0.64 15.6
8.72 0 0 0.6 28.76
10.64 0.32 0 0 37.36
9 0 0 0 55.64
12.52 0.6 0.6 0.16 84.04
11.92 0.6 0.6 0.64 121.32
9.36 0.6 0 0 179.12
9.36 0.64 0.6 1.84 264.56
8.8 0.6 0.64 0.64 319.08
10.64 1.88 1.84 2.52 397.6
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enhancing the random behavior of the digest function is necessary
for the security of digest functions.

� Static vs Dynamic Memory Allocation

The digest functions like MD4, MD5, SHA-160, and the variants
of the SHA2 allocate fixed memory to record the length attribute of
the input data. This property disables the digest functions to pro-
cess a message when its size surpasses 264/2128 bits. The proposed
design overcomes this design flaw through a dynamic reservation
policy. Dynamic reservation enables the PSSHF to process any mes-
sage without length restriction as mentioned in Table 13 is the
response of PSSHF for small changes in the input of the data that
is performed.

� Subsets vs Security

Finding the input–output relation is a crucial step in making a
successful differential attack. The application of 11 subsets and
the formation of subsets through parsing make this process a com-
putationally infeasible task. The sample response of the subsets for
a trivial change in the input is presented in Table 13 to illustrate
this fact. The responses of the subsets are random and any single
bit-change in the input affects the responses of a minimum of 6
subsets. Identically, the changes that happen in consecutive loca-
tions affect the responses of all the subsets. Under these circum-
stances, performing input–output correlation would demand the
most grueling efforts from the cryptanalyst.
7. Conclusion

PSSHF offers better solutions for remote data integrity issues
from the perspective of security. The use of subsets and nth degree
polynomial function unusually hardens the task of an antagonist to
detect a collision. The experimental analysis with more than 15
million hash comparisons proves the PSSHF as a strong one-way
and collision-resistant function. The average avalanche response
of PSSHF is 50.06 %. This is the highest value to its other counter-
parts. The statistical analysis of the Frequency (Monobit) test also
mathematically confirms the same as the mean ERFC value of
0.3936 is well ahead of the minimum threshold value of 0.01.
The analysis of the effect of the avalanche proves the PSSHF mod-
ifies 93.78 % of the output nibbles. This value is superior to other
standard digest algorithms. The average Near-collision response
of PSSHF is 49.94 %. This value is the least among the conventional
hash algorithms. Therefore, launching differential attacks against
the PSSHF would become a most grueling task for cryptanalysts.
Contrarily, the use of 11 subsets, higher-order prime numbers,
and the nth degree polynomial function affects the performance
of the algorithm to a substantial level and this situation is analo-
gous to public cryptography. Considering the reality and the nature
of applications, it is comprehended that the keyless hash functions
are typically applied to produce MDC on limited data. The experi-
mental result of runtime analysis shows that the proposed system
works reasonably well for the limited data with acceptable delay.
Therefore, this algorithm could be considered an ideal choice for
applications involving limited data with core significance on secu-
rity. In addition, we have been currently working on the perfor-
mance issue of the PSSHF to envision broader applications
without jeopardizing security.
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