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Abstract—Multiserver authentication (MSA) architecture per-
mits its registered users to get the services of various service
providers without performing separate registrations with each
server. Since, a single registration from registration authority, a
trusted third party, is sufficient to get mutually authenticated with
service providers, onwards. In this paper, we have emphasized only
on the MSA-based schemes that do not require online registration
authority for mutual authentication. While, considering those MSA
schemes, to date, there is no secure and efficient MSA protocol in
our observation that is free of all four limitations at the same time,
such as 1) free of the hassle of storage of server-based parameters in
users’ smart card by registration authority, 2) free of the transmis-
sion of user-based identities to all servers in a network, 3) free of a
single secret key distribution to all servers as assumed in a trusted
system, and 4) free from employing costly bilinear pairing oper-
ations. In view of those shortcomings, we present an anonymous
MSA protocol that nearly counters all those problems using elliptic
curve cryptography and escaping costly pairing operations. Our
scheme also demonstrates the scheme’s robustness using formal
security analysis employing random oracle model and automated
tool analysis.

Index Terms—Attacks, cryptanalysis, multiserver authentica-
tion (MSA), registration centre, security, trusted third party.

I. INTRODUCTION

AUTHENTICATION is deemed to be a critical com-
ponent for any secure transaction. The authentication

schemes have evolved from password-based schemes to smart
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card and onward to biometric factor-based schemes. Those
password-based schemes [1], [3] require servers to maintain
password-verifier tables. While, two-factor-based smart card
authentication schemes were introduced [2], [10], [12], [30], to
evade verification tables for its demerits. However, stolen smart
cards induced many offline-password guessing or spoofing
attacks. Later, three-factor biometric authentication schemes
[5], [9], [11] were adopted to counter the weaknesses of the
former type of schemes.

Multiserver authentication (MSA) relinquishes the users’ re-
quirement of performing registration with each server in a net-
work. Following this, the users depend on a single registration of
a registration centre for getting the services of various servers.
MSA alleviates the burden of servers of performing separate
registration of users. The MSA architecture comprises three
interacting members, i.e., registration centre RC, user Ui, and
server Sj. The RC, being an online registration authority registers
all users and servers using secure channels in the initialization
phase. The schemes in MSA can be classified into two types:
i.e., 1) schemes involving Online Registration Centre in mutual
authentication phase (MRC-On) and 2) schemes not employing
Online Registration Centre (MRC-Off) during login and au-
thentication, as shown in Fig. 1. The MRC-Off schemes were
established in order to alleviate the numerous visits to online RC
during mutual authentication phase. Since, an online RC may
become a bottleneck, if it is burdened with lots of authentication
requests, and ultimately a user suffers in terms of delay.

In this study, we specifically focus on the drawbacks in MRC-
Off schemes and suggest an authentication scheme countering
the flaws in existing MRC-Off studies. Currently, there is no
proficient MRC-Off protocol in our analysis that is free either
from verifiers’ database maintenance (maintained at central au-
thority level during registration phase), or storing the servers’
identifiers or public keys in users’ smart cards, or submitting the
users’ identifiers to each server after user registration, or free
from sharing a single key with all servers in a trusted system,
simultaneously. Since the management of any verifiers’ reposi-
tory may be tough, or even its use may lead to Denial-of-service
attack. At the same time, storing identifiers either in smart cards
or transmitting to servers affects the scalability of the system.
While, sharing a single secret in a trusted system may lead
to server masquerading attacks. On the other side, the bilinear
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Fig. 1. Registration and mutual authentication in MSA-architecture. (a) Registration phase. (b) Mutual authentication (MRC-On). (c) Mutual authentication
(MRC-Off).

pairing-based MSA techniques employ costly operations to pro-
vide a secure MRC-Off scheme. In this scenario, there is still a
need of more robust MRC-Off scheme countering the identified
limitations.

A. Related Work

The traditional single-server authentication techniques [6]–
[8] are unable to meet up to the demands of an urbane user, which
emphasizes the need of another multiserver-based paradigm.
The MSA schemes can be traced back to Lee et al. and Li et
al., in 2000 [2], [3], and then various protocols [4], [13]–[25]
have been presented onward that suffered many limitations. Al-
though, we can witness several MRC-On-based protocols [22],
[40]–[44], nonetheless these protocols bear high latency due
to more communication rounds, which can be attributed to in-
volvement of online RC during login and authentication phase.
In this study, we shall critically examine into the literature of
MRC-Off schemes that would help us analyzing and evaluating
the comparative studies with the proposed protocol.

B. Limitations of MRC-Off-Based Schemes

The MRC-Off-based schemes can be classified into four types
on the basis of functionality:

1) SSSS: The Schemes Sharing a Single Secret with all
servers that may lead to malicious server spoofing attack.

2) SSSC: The Schemes in which the Servers’ public keys
or verifiers are stored in the Smart Cards of the users.

3) SUSP : The Schemes in which that public keys or verifiers
of Users should be transmitted to all Service Providers in
a network.

4) SCBP : The Schemes relying on Costly Bilinear Pairing
operations.

For the sake of understanding, we describe drawbacks of
MRC-Off-based protocols by using the same notations as
assumed in original schemes. The scheme [28] (SSSS) shares
secret “y” with all servers and users that renders the scheme
vulnerable for user and server impersonation attacks. In [29]
and [31] (SSSS), the trusted authority shares h(x||y) and h(y)
with all service providers leading to server masquerading attack.
In [32] (SSSS), the trusted authority shares keys k1 = h(K||b)
and k2 = h(SIDj||PS) with all servers. In [30], [33], [34]

(SSSS), all servers share PSK (Preshared Key) which may
lead to server impersonation attack. In [35]–[37], [49] schemes
(SSSC), the servers’ specific parameters are stored in smart
cards during registration phase. However, adding new service
provider into the system involves massive update in users’ smart
cards, which makes the system unscalable for a large network.
The scheme [38] (SUSP ) assumes that the public keys and
users’ verifiers are transmitted to all servers in the network
so that servers could maintain verifiers’ database of legitimate
users and verify those, whenever needed. It again affects the sys-
tem’s scalability for adding users into the system and updating
servers’ repository thereafter. In [46]–[48] schemes (SCBP ),
the costly bilinear pairing operations augment the protocol’s
computational cost. In view of these concerns in MRC-Off-
based protocols, we propose a robust MRC-Off-based scheme
that does not maintains any verification table, neither stores
any server or user-based parameter in smart cards or server’s
repository, respectively, nor shares a single secret with servers
to identity users, yet the participants mutually authenticate one
another in an efficient manner.

C. Layout of the Manuscript

As per the layout of the proposed scheme, Section II depicts
preliminaries for basic cryptography. Section III demonstrates
our proposed model. Section IV presents security discussion,
automated tool analysis, and formal security analysis using ran-
dom oracle model. Section V exhibits performance evaluation
of proposed and compared schemes. The last section gives the
conclusion.

II. PRELIMINARIES

The preliminary section describes the properties of hash func-
tion, elliptic curve cryptography, and bio-hashing as used in the
proposed contribution.

A. One-Way Hash Function

Given, η be the whole set of binary digit sequences of indefi-
nite length, and η′ be the whole set of binary sequences of fixed
length ι, a secure one way hash-based function hfn : (η → η′)
outlines the under-mentioned properties:
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1. The hash-based function hfn takes a character string of
indefinite length and outputs a digest of fixed length;

2. Given hfn : (η→η′), it is not likely to calculate
h−1
f n (η′) = η in polynomial time;

3. Given η, it is hard to craft η′′, such that
η′′ �= η, nonetheless hf (η′′) = hfn (η);

4. It is hard, computationally, to get any pair η, η′′ such that
η′′ �= η, and hfn (η′′) = hf (η).

Definition 1: Advhf n
𝒜

(τ1) be the advantage of a polynomial
time-bounded adversary 𝒜 in τ1 time for Ξ, ∂ ε𝒰 such that
hf (Ξ) = hf (∂), then the probability of advantage isAdvhf n

𝒜
(τ1)

for 𝒜 in random picks of τ1 time. Thus, the function hfn () acts

collision-resistant, only if the advantage Advhf n
𝒜

(τ1) ≤ μ1 for
some negligible function (μ1), i.e.,

Adv
hf n
𝒜

(τ1) = Pr[ (Ξ, ∂)⇐R𝒰×𝒰| (Ξ �= ∂) ∧ hfn (Ξ)

= hfn (∂)] (1)

B. Elliptic Curve Cryptography

We define a prime finite field as Fp and p as high entropy
prime integer. The solution set (δ, σ) ε Fp × Fp for equation
σ2 = (δ3 + Υδ + Ω) mod p with “O” serving as infinity point
defines a set Ec , known as nonsingular elliptic curve, where Υ,
Ω ε Fp , and (4 Υ3 + 27 Ω 2) � 0. The strength of our scheme is
rooted in the hardness of the two computational problems:

Definition 2: Given ƛ and P, associated as ƛ = Ξ P, where
ƛ and P ϵ EC (δ, σ). It is hard to recover Ξ ϵ Z∗

p , If 𝒜’s ad-
vantage to recover Ξ from P and ƛ in random time τ 2 refers
to AdvECDLP

𝒜
(τ2), in that case we have AdvECDLP

𝒜
(τ2) as the

probability of 𝒜’s advantage as calculated by attacker in τ2 .
We refer ECDLP as hard, provided that AdvECDLP

𝒜
(τ2) ≤ μ2 ,

for any negligible function (μ2). The gain of 𝒜
′s advantage

AdvECDLP
𝒜

(τ2) ≤ μ2 can be drawn as given in the following:

AdvECDLP
𝒜

(τ2) = Pr[ΞεZ∗
p | ƛ = ωP ]. (2)

Definition 3: By the definition of an elliptic curve based
computational Diffie–Hellman problem (ECDHP), it is hard
to devise [Ξ.∂]PεEC (δ, σ) out of parameters ƛ,�, P given ƛ
= [Ξ] P, � = [∂] P, while P, ƛ,�εEC (δ, σ) and Ξ, ∂εZ∗

p . The
advantage prospects of 𝒜 to compute [Ξ.∂]P in time duration
τ 3 amounts to AdvCDHP

𝒜
(τ3). The CDHP problem is hard if

AdvCDHP
𝒜

(τ3) ≤ μ3 , for some negligible function (μ3). The
equation for advantage AdvCDHP

𝒜
(τ3) ≤ μ3 is shown as under

AdvCDHP
𝒜

(τ3) = Pr[ [Ξ.∂]PεEC (δ, σ) |ƛ = [Ξ]

P ∧ � = [∂]P ]. (3)

C. Bio-Hashing

The biometric features are inalienable in personal identity-
based associations. One of the biometric authentication system,
termed as bio-hashing function by Lumini et al. [27] transforms
real-value data into binary strings and assigns a single bit to
generated random projections. Thereby, the resultant vector is
converted into pseudorandom vector set by using a secret key

Fig. 2. General representation of user and server registration phase.

Fig. 3. General representation of Mutual Authentication phase.

called as biohash, which is unique for each user, and can be
stored in a storage device for verification purposes.

III. PROPOSED MODEL

The motivation of proposed work is to design a MSA protocol
which provides anonymous authenticated services to users
ensuring efficient mutual authentication between user and server
escaping registration authority. In view of limitations in pre-
vious studies as elaborated above, we proposed an anonymous
and efficient MSA protocol employing elliptic curve-based
operations bypassing costly pairing operations. Our scheme is
also proved under formal random oracle model and automated
analysis. The proposed model incorporates five sections, i.e.,
system setup, server registration phase, user registration phase,
login and authentication phase, and password update phase. The
general representation of our scheme is given in Figs. 2 and 3.

A. System Setup

The proposed MSA framework involves three interacting
roles, i.e., user Ui, service provider Sj, and registration cen-
tre RC. The RC chooses the master secret key as rm , the long
term secret as x, and public key as rmP . The secret rm is solely
held by RC, while x is shared among all service providers, and
rmP is publicized. In Table I, we list few symbols as employed
in the proposed scheme.

B. Server Registration Phase

In this phase, Sj is supposed to get registered through regis-
tration centre by adopting the following steps:

1) Primarily, the server Sj sends its identity IDS toward RC
for the objective of registration.

2) RC, then, chooses a random number vj and computes
Sjp = vjP and Sjs = vj + rm h(IDS , Sjp). Further, it
communicates the message {Sjp , Sjs , x} toward Sj using
secure channel.
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TABLE I
LIST OF SYMBOLS

3) Thereafter, the server receives {Sjp , Sjs , x} and stores
these parameters safely [46], [47].

C. User Registration Phase

In this section, the user Ui performs registration with RC by
using the following steps for registration:

1) Initially, user selects its identity IDU and password
PWi. It also chooses random numbers as w and z, and
imprints biometric BIOi in biometric scanner.
Then, it computes PWF = h(h(IDU ||PWi)||w) and
h(PWi||w), and sends {IDU , PWF � z, h(PWi||w)}
to RC using secure channel.

2) RC, then, chooses a random number vi , and computes
Uip = viP, Uis = vi + rm .h(IDU , Uip), Q′ = PWF �
z � Uis, Ci = h(IDU ||x) � h(IDU ||h(PWi||w)||
Uis), PWG = h(IDU ||h(PWi||w)||Uip). RC provides
computed parameters {Uip ,Q′, Ci, PWG} along with a
blank smart card to Ui using a secure channel.

3) Ui, then, computes E = w � HF (BIOi) and Q = Q′ �
z to finally store {Uip ,Q,Ci, PWG,E} in the smart card
provided by RC. Thus, the smart card is initialized by the
user.

D. Login and Authentication Phase

In this section, Ui and Sj converge on a mutually agreed ses-
sion key as shown in Fig. 2. The procedure is elaborated as under:

1) The user inputs identity (IDi), password (PWi),
and imprints the biometric (BIOi) using biometric
scanner. Next, the smart card calculates w = E �
HF (BIOi), PWG∗ = h(IDU ||h(PWi||w)||Uip), and
verifies PWG ∗ ? = PWG. If it does not match, SC
terminates the session. On the other hand, SC chooses
a random integer xu and computes xuP and it submits
m1 = {xuP} toward server as shown in Fig. 4.

2) The server receives m1 and chooses random number xs .
Next, it computes xsP andHj = xs + Sjs h(xuP, xsP ).
Further, it submits m2 = {xsP,Hj , Sjp} toward Ui for
verification.

3) Ui receives m2 and verifies HjP , i.e., HjP ? = (xsP +
Sjp + h (IDS , Sjp)rmP ).(h(xuP, xsP )). If the equal-
ity holds, Ui calculates PWF = h(h(IDU ||PWi)

Fig. 4. Proposed scheme’s registration, login, and authentication phase.

||w), Uis = PWF � Q,h(IDU ||x) = Ci � h(IDU ||
h(PWi ||w)||Uis),Hi = xu + Uis h(IDS , xuP, xsP ),
SKji = h(xuxsP ||h(IDU ||x)||Uip), V = h(xuxsP ) ||
xsP ) � (Uip ||IDU ||IDS ) and Z = h(SKji, Uip ,
xuP, IDU ). Ultimately, it sends m3 = {xuP,Hi, V, Z}
toward the Sj for verification.

4) Sj receives m3 = {xuP,Hi, V, Z} and calculates
(Uip || IDU ||IDS ) = (h(xsxuP )||xsP )) � V and de-
rives (xuP, Uip , IDU ). Further, it computes and veri-
fies the equality for xsP ′ ? = xsP and HiP ? = (xuP +
Uip + h(IDU , Uip) rmP ).(h(IDS , xuP, xsP )). If the
equality holds true, the server calculates h(IDU ||x) and
SKij = h(xsxuP ||h(IDU ||x) ||Uip) and compares
again the match for Z ? = h(SKij, Uip , xuP, IDU ). If
the equality is positive, the server finally authenticates the
user as a valid entity, with agreed session key SKij.

E. Password Upgrading Procedure

Ui modifies its password by initiating the following steps with
server, without referring toward RC.

1) The user puts its smart card in device scanner. Then, it
inputs its identity IDU ∗, password PWi∗, and imprints
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its biometric identity BIOi∗ into biometric sensor. Then
smart card calculates w = E � H(BIOi∗), PWG∗ =
h(IDU ||h(PWi ||w) ||Uip), and checks the equality for
PWG ∗ ? = PWG. If it does not hold true, it terminates
the session, otherwise, prompts the user to enter a new
password PWinew .

2) Next SC computes PWF = h(h(IDU ||PWi)||w),
Uis = PWF � Q and h(IDU ||x) = Ci � h(IDU ||
h(PWi||w)||Uis).

3) Further, it computes PWGnew = h(IDU ||h(PWinew

||w) ||Uip), PWF ′ = h(h(IDU ||PWinew ) ||w), Qnew

= PWF ′ � Uis , and Ci
new = h(IDU ||x) � h(IDU

||h(PWi new ||w)||Uis).
Ultimately, the parameters PWG,Ci and Q are swapped
with PWGnew , Ci new and Qnew in smart card.

IV. SECURITY ANALYSIS

This section comprises formal and informal security discus-
sion including automated tool analysis.

A. Informal Security Analysis

The informal security analysis of our scheme is as under:
1) Resists Replay Attack: An adversary 𝒜, after access-

ing the intercepted parameters {xuP,Hi, V, xsP,Hj , Sjp ,
IDS , Z} might replay to betray the legal participants. Nonethe-
less, 𝒜 will not be able to initiate replay attack, since, if 𝒜 re-
playsm1 = {xuP} toward server, it may not be able to compute
an updated Hi corresponding to xsP for lacking Uis . Likewise,
If 𝒜 replays m1 = {xuP,Hi, V, Z} toward server, the later
may detect this threat by computing and verifying HiP ? =
(xuP + Uip + h (IDU , Uip) rm .P ). (h(IDS , xuP, xsP )) and
Z ? = h(SKij, Uip , xuP, xsP, IDU ) in step 4 (see Fig. 2).
Likewise, if 𝒜 replays m2 = {xsP,Hj , Sjp} to user, then
the user may discern possibility of replay attack on verifying
HjP ? = (xsP + Sjp + h (IDS , Sjp)rm .P ).(h(xuP, xsP )).
Hence, we can infer that the contributed scheme is protected
from replay attacks.

2) Resists Offline-Password Guessing Threats: In proposed
scheme, 𝒜 might access {xuP,Hi, V, xsP,Hj , Sjp , IDS , Z}
on scrutinizing public channel. Besides, it may also derive smart
card contents {PWG,Ci, E,Q,Uip}, employing side-channel
attack. Nonetheless, 𝒜 may not extract PWi of those contents,
as PWi is not used in the construction of those factors except
PWG andQ.While, for guessingPWi fromPWG andPWF ,
the factor w is crucial and cannot be deduced from E unless the
factor BIOi is known. Thus, our protocol is immune to offline-
password guessing threat.

3) Anonymous and Untraceable: In contributed scheme, Ui
sends its identity IDU in the form of computed factor V , i.e.,
V = h(xuxsP ) ||xsP ) � (Uip , IDU ). Since, the factor xuxsP
may be constructed by a legitimate server only; we can safely
infer that the identity IDU is communicated to a valid server. In
this way, the IDU remains undisclosed, and is revealed only to a
legal server possessing a valid Sjs . Besides, the exchanged mes-
sages do not comprise any factor which remains fixed in multi-
ple sessions enabling 𝒜 to associate any session to a particular

user. Thereby, the proposed scheme warrants the anonymity or
untraceability traits for its users.

4) Resists Impersonation or Masquerading Attack: The pro-
posed protocol is resistant to server impersonation threats,
given that a malicious legal server will not be able to com-
pute a legitimate and updated Hj parameter after receiving
m1 = {xuP}. 𝒜 can, however, replay Hj that will be suc-
cessfully detected by Ui during equality matching for HjP ? =
(xsP + Sjp + h (IDS , Sjp)rm .P ). (h(xuP, xsP )). Hence, it
cannot generate a valid Hj by itself on intercepting m1 and
forge the user. Likewise, 𝒜 cannot construct a legitimate Hi

corresponding to xsP in response to a valid server until 𝒜

has access to user’s secret parameters. Therefore, the proposed
scheme is protected from user impersonation attack as well as
server masquerading attack.

5) Resists Privileged Insider Attack: The proposed scheme
may foil privileged insider attack, if a privileged insider gets
access to the registration request {IDU , PWF �
z, h(PWi||w)}. After intercepting those contents, 𝒜 can
neither recover previous session keys, nor initiate any imper-
sonation attack. To construct legitimate session keys, 𝒜 needs
(IDU ||x) and temporary session variables, i.e., xu or xs .
Besides, it requires access to Uis to initiate user impersonation
attack against a valid user. Thus, our scheme is immune to
privileged insider attack.

6) No Session-Specific Temporary Information Threat:
Our scheme protects the session keys, in case the session
specific temporary variables are revealed to an adversary,
inadvertently, i.e., xu or xs . 𝒜 also needs access to user’s
dynamic key h(IDU ||x) to construct a valid session key
SKji = h(xu xsP ||h(IDU ||x)||Uip), whereas h(IDU ||x)
cannot be extracted from Ci in smart card unless the values
h(PWi||w) and Uis are known. Thus, our protocol is safe from
session-specific temporary information threat.

7) No Key-Compromise Impersonation Attack (KCI): The
KCI attack is possible on a scheme if some revealed param-
eter of user makes the adversary initiate a successful server
masquerading attack. In proposed model, despite the disclosure
of user’s parameter Uis , 𝒜 cannot launch a server masquerad-
ing attack, since 𝒜 will not be able to manufacture the fresh
Hj = xs + Sjsh(xuP, xsP ) without sufficient information re-
garding the server’ key Sjs . A legitimate user could thwart this
attack by checking the equality for equation HjP ? = (xsP +
Sjp + h(IDS , Sjp)rm .P ). (h(xuP, xsP )). Therefore, the pro-
posed model is resistant to KCI attack.

B. Automated Tool Analysis Using ProVerif

We employed the ProVerif automated tool [43], [44] for prov-
ing the subtle security features of our protocol. We initiate the
protocol testing procedure in ProVerif tool after setting two
communication channels (SCh as private and PCh as public)
among participants, i.e., RC, Ui, and Sj.

We define the two beginning and ending events for each
member, Ui as beginUserUi(bitstring) & endUserUi(bitstring),
and Sj as beginServerSj (bitstring) & endServerSj(bitstring), as
shown in Fig. 5.
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Fig. 5. Initialization code for simulation.

Fig. 6. Simulation code for UserUi process.

We portray three separate processes Registration
CentreRC,UserUi, and ServerSj against RC, Ui, and Sj,
respectively. The UserUi initially sends (IDu, PWF”, Pw) and
receives (xUip , xQ, xCi, xPWG) using SCh. In mutual authenti-
cation phase, UserUi sends (XuP, Hi, V, Z) and receives xXsP,
xHj, xSjp, xIDs from ServerSj using PCh. Finally, it submits
XuP, Hi, V, Z to ServerSj. From UserUi, RegistrationCentreRC
receives xIDu and submits (Uip , Q’, Ci, PWG) to it using SCh.
Similarly, to register a server it receives xIDs from ServerSj and
submits (Sjp,Sjs,X) to the same process using SCh, as shown in
Fig. 6.

The ServerSj sends IDs and receives xSjp, xSjs, xX from Reg-
istrationCentreRC using SCh to finalize registration. In mutual
authentication, ServerSj receives xXuP, xIDs from UserUi, com-
putes XsP, Hj, and sends (XsP, Hj, xSjp, IDs) to UserUi. Next,
it receives (xXuP, xHi, xV, and xZ) from UserUi. It decrypts xV
and gets xxXsP, xxUip , and xIDu. Then, it computes Ci”, HiP,
and HiP’ and checks its validity. If positive, ServerSj approves
UserUi and the constructed session key, i.e., SKij, as shown in
Fig. 7.

Fig. 7. Simulation code for RegistrationCentreRC and ServerSj.

Fig. 8. Simulation code for queries.

The three participants interact for an infinite number of ses-
sions. In this way these processes work in replication as depicted
here.

process
((! UserUi) | (! RegistrationCentreRC) | (! ServerSj))

We design the following queries for testing security and cor-
rectness of the contributed scheme, as shown in Fig. 8.

The following three results have been obtained after the exe-
cution of these queries in the simulation.

RESULT inj-event (endServerSj(id)) = = > inj-event
(beginServerSj(id)) is true.
RESULT inj-event (endUserUi(id_1153)) = = >inj-event
(beginUserUi(id_1153)) is true.
RESULT not attacker (SK[]) is true.

The above results demonstrate that the three processes began
and terminated effectively, also the attacker query is unable to
recover the session key constructed by the involved processes
during mutual authentication phase.
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TABLE II
COMPUTATIONAL COST COMPARISON

C. Formal Security Analysis

We demonstrate the formal security analysis using Abdalla
and Pointcheval model [39] in order to verify the resilience of
security properties of contributed model.

1) Participating Roles: In our protocol
∏
, the participating

entities such as user Ui ϵ 𝒰 and server Sj ϵ 𝒮, cooperate in a
network. Every participant includes multiple instances (oracles)
in each implementation of

∏
. We symbolize an ψth instance of

user as
∏ψ

Ui and ∂th instance of server as
∏∂

Sj for a session.

Each of instances, i.e.,
∏ψ

Ui or
∏∂

Sj bears a partnering-based

identity 𝒫id
ψ
U i or 𝒫id

∂
Sj , session-based identity Sid

ψ
U i or Sid

∂
Sj ,

and session key 𝓈kψU i or 𝓈k∂Sj , respectively. The𝒫id
ψ
U i or𝒫id

∂
Sj

identities portray a set of identities associated with a particu-
lar instance. The identities,Sid

ψ
U i or Sid

∂
Sj represent session-

specific streams or flows related to any specific instance. Like-
wise, an instance such as

∏ψ
Ui or

∏∂
Sj is considered as accepted,

if it bears the corresponding session key 𝓈kψU i or 𝓈k∂Sj . These
instances are treated as partnered, if both of these instances ini-
tially, and the equality for 𝒫id

ψ
U i and 𝒫id

∂
Sj , Sid

ψ
U i , and Sid

∂
Sj ,

and also for 𝓈kψU i and 𝓈k∂Sj holds at the same time.
2) Long-Term Secrets: The user Ui ϵ 𝒰 selects password

(PWi) and a biometric (BIOi) for user’s smart card verification,
where for the purpose of authentication it uses the computed
Uip and Uis , as received from RC. Likewise, the server Sj ϵ 𝒮 is
issued Sjp and Sjs from RC. These parameters are used by Ui
and Sj to mutually authenticate one another.

3) Adversarial Model: In this adversarial model, we take on
some assumptions associated with the capabilities of an attacker
corresponding to our protocol, as given below:

1) We assume that 𝒜, a probabilistic polynomial time at-
tacker with the capability of managing communication
means could access, insert, alter, and obstruct the ex-
changed messages on public communication channels.

2) 𝒜 may interact with any legal entity by using oracle
queries and develop the capability of initiating an attack.

𝒜 might issue the queries in an order given in Table II.

Definition 4: Fresh Oracle
The oracle

∏ψ
Ui is termed as fresh, provided 1)

∏ψ
Ui lies in

accepted state, or otherwise,
∏ψ

Ui and the corresponding partner
constructs an agreed session key. 2) After the acceptance, Reveal
queries are not again submitted to

∏ψ
Ui or its partner.

Definition 5: Protocol’s strength
Here, we simulate the protocol (

∏
)’s strength by employing

a game Game(
∏
,𝒜). Where, the adversary may launch Send-

Client, SendServer, Execution, Corrupt, and Reveal queries,
nonetheless, it could initiate the Test query just one time to a
particular oracle. If the attacker initiates Test query on getting
accepted of the oracle

∏ψ
Ui , the adversary will yield a single bit

𝒷
′ The aim of the attacker is to deduce that bit𝒷 appropriately in

the test session. Now, the attacker’s advantage can be shown as

AdvAPAMCC
𝒜

(𝒜) =
∣
∣ 2Pr

(
𝒷

′ = 𝒷
) − 1

∣
∣ . (4)

Our APAMCC protocol is regarded as secure, if advantage
(AdvNPAMC

𝒜
) of 𝒜 is considerably negligible.

Subsequently, for verifying the security properties of our pro-
tocol, we utilize the DDH assumption as given below:

Definition 6: Diffie—Helman (DDH) assumption
This property can be illustrated by two experiments,

Expddh−real
P,g (A) and Expddh−rand

P,g (A). Here, the adver-
sary A is presented with xuP, xsP, andxuxsP in experiment
Expddh−real

P,g (A), and xuP, xsP, andxdP in Expddh−rand
P,g (A).

Where, xu , xs , and xd are selected at random out of Z∗
n . Where,

g represents a large prime integer and P be a generator of a
finite cyclic group ‘G’. The A’s advantage for violating DDH
assumption is

Advddh
P,g (A) = max{|Pr[Expddh−real

P,g (A) = 1]

− Pr[Expddh−rand
P,g (A) = 1]|}. (5)

4) Authentication Proof:
Theorem 1: We represent a symbol D for an equally

distributed password dictionary with size |D|, and � as the
protocol. Hence, as per definition of DDH, we say

AdvD,
∏ (𝒜) ≤ qr2

h

2l
+

(qrs + qre )
2

g2 + 2qre . AdvDDH
P,g (A)

+ 2max
{
qrh
2k

,
qrs
|D|

}

(6)

where the parameters qre , qrh , and qrs depict the number of
Execution, Hash, and SendClient queries, respectively. Where,
l specifies the length of user’s identity and password, and g
describes a high entropy prime integer.

Theorem: proof (Game attacks)
We shall prove this theorem with a series of attack games that

begins from a genuine attack G0 and terminating at G4 , where
𝒜 will not be having significant advantage. We may delineate
an event εi for each game Gi where i range from {0 ≤ i ≤4},
so that the adversary suitably guesses bit 𝒷 in the Test query.

Game G0: The game G0 is an actual attack or protocol in
the ROM model, while all of the instances for Ui and Sj are
modeled as factual implementation in the oracle. For the event
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ε0 , it can be inferred that 𝒜 effectively made the guess of bit 𝒷
in Test query, i.e.,

AdvD,
∏ (𝒜) =

∣
∣
∣
∣2Pr [εv0 ] − 1

2

∣
∣
∣
∣ . (7)

Game G1: This game is alike G0 game, nonetheless it models
hash-based oracles h andH by using hash listLh bearing entries
(In, Op). This list responds as Op after going through (In, Op) on
getting hash query. Otherwise, it chooses Op randomly, modifies
the corresponding entry (In, Op), and sends to the adversary.
From 𝒜’s outlook, the actual implementation of the real attack
(G0) on the protocol and G1 game’s simulation are not possible
to differentiate. As the oracle-based queries, i.e., Test, Reveal,
Hash, Send, Execute, and Corrupt are modeled equally as a
genuine attack. Thereby

Pr [εv1 ] = Pr [εv0 ]. (8)

Game G2: The Game G2 is alike game G1 and we per-
form simulation for all oracles except that if 𝒜 guesses secrets
of the involved participants, given that the partial transcripts
{xuP, xsP} find a match with real values or face collisions, the
executions are simply aborted. Referring to birthday paradox,
the probability chance for collisions in random output of hash

oracles is not higher than qr 2
h

2 l + 1 . Likewise, its chances in those

transcripts are at most (qr s +qr e )2

2g 2 , while qre and qrs depict the
number of Execution and SendClient queries, respectively. Thus

|Pr [εv2 ] − Pr [εv1 ]| ≤ qr2
h

2l + 1 +
(qrs + qre )

2

2g2 . (9)

Game G3: In this game, simulation of the queries is updated
as SendClient oracle. Initially, we select a session at random,
executed by partnered instances

∏ψ
Ui and

∏∂
Sj

1) Upon receiving SendClient (
∏ψ

Ui , Start), we select at ran-
dom, a value u’ ϵ Z∗

n to compute xu ′P and submit to 𝒜.
2) Upon receiving SendServer(

∏∂
Sj , xu ′P ) query, we select

s′ ϵ Z∗
n and compute xs ′P,Hj, xs ′ xu ′P, Sjp similar to

real authentication protocol, and return {xs ′P,Hj, Sjp}
to 𝒜.

3) Next, upon receipt of SendClient(
∏ψ

Ui , (xs ′P,Hj, Sjp )),
we compute xu ′P,Hi, V, Z and return {xu ′P,Hi, V, Z}
to 𝒜.

Therefore, it is noticeable that G3 is improbable to differen-
tiate from earlier game G2 . Therefore

Pr [εv 3 ] = Pr [εv 2 ] . (10)

Game G4: In G4 , the simulation for queries is again altered
to SendClient oracle for a specific session in game G3 . For this,
the procedure of computing xsxuP is modified in order to mini-
mize dependence on password and temporary parameters. When
SendServer (

∏∂
Sj , xuP ) and SendClient(

∏ψ
Ui , (xsP,Hj, Sjp ))

are requested, we compute xdP , where xd is randomly chosen
from Z∗

n . The distinction between G3 and G4 becomes obvious
from the following equation:

|Pr [εv4 ] − Pr [εv3 ]| ≤ qre . Adv
DDH
P,g (𝒜) . (11)

Following this equation, 𝒜 may design a DDH solver by
distinguishing G4 and G3 . In G4 , we employed a randomly

selected Diffie–Hellman key xd , not depending on PWi or other
variables. The random key xd might be distinguished from a
legal session key (SK) in three ways, i.e.,

Case 1: In case 1, 𝒜 puts a query Z = h(SKij, Uip ,
xuP, xsP, IDU ) to h. The probability of happening for the
said event is qrh

2 l .
Case 2: 𝒜 requests SendClient query except SendClient

(
∏∂

Sj , m) and successfully masquerades Ui as Sj. The attacker
is not sanctioned for approaching the static key such as PWi
of Ui. Hence, 𝒜 needs to acquire PWi knowledge of Ui for
initiating a forgery attack. Its probability is calculated as 1/D.
As, there are at most (qrs) number of sessions of that type, the
associated probability of that event are quite less than qrs /|D|.
Thus, we infer

Pr [εv4 ] =
1
2

+ max
{
qrh
2k

,
qrs
|D|

}

. (12)

Using (6)–(12), one may conclude as

Pr [εv4 ] =
1
2

+ max
{
qrh
2k

,
qrs
|D|

}

AdvD,
∏ (𝒜) = 2

∣
∣
∣
∣Pr [εv0 ] − 1

2

∣
∣
∣
∣

= 2
(

|Pr [εv0 ]−Pr [εv4 ]| + max
{
qrh
2k

,
qrs
|D|

})

≤ 2

(

|Pr [εv1 ] − Pr [εv2 ] |+|Pr [εv3 ]−Pr [εv4 ]|

+ max
{
qrh
2k

,
qrs
|D|

})

≤ qr2
h

2l
(qrs + qre )

2

g2

+ 2qre · AdvDDHP,g (𝒜) 2 max
{
qrh
2k

,
qrs
|D|

} )

.

V. PERFORMANCE EVALUATION

In this section, we investigate and evaluate the performance
of proposed model against other MRC-Off schemes. Table III
shows the security features’ comparison of various schemes,
which suggests the proposed scheme as robust in compari-
son with other MRC-Off schemes. In Table III, the first seven
schemes in comparison relate to SSSS category, the subsequent
three protocols relate to SSSC type, the next scheme in the line
is SUSP type, while the last two specify SCBP type, respec-
tively. The protocols lying under the same category in Table III,
share the same weaknesses in general. It is obvious in Table III
that SSSS category protocols are prone to server impersonation
threat. The SSSC and SUSP category protocols are unscalable
for bearing the assumption that either number of servers or users
is fixed in the network. The SCBP schemes are designed using
costly bilinear operations. The proposed protocol is protected
of all of the specified flaws as discovered in previous schemes
also shown in Table III.

The Table V depicts the computational costs of various
schemes as categorized separately. We can see in Table V that
SSSS-type schemes [28]–[33] have very low computational
cost bearing hash-based cryptographic operation except [34];
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TABLE III
SECURITY FEATURES OF MSA PROTOCOLS WITH OFFLINE RC

F1:Anonymity, F2: Resist Replay threat, F3: Resist Denial-of-service threat, F4: Resist Offline-password guessing threat,
F5: Resist Stolen smart card threat, F6: Resist Trace threat, F7: Perfect Forward Secrecy, F8: Mutual authentication, F9: Re-
sist Impersonation threat, F10: No need to submit users-based identities to all servers, F11: No Public keys storage in Smart card
during registration, F12: No Single secret sharing with all servers leading to server masquerading attack (insider), F13: No time
synchronization required, F14: Pairing free protocol, F15: Resists Session-specific temporary information attack

√
: Resistant to

Attack or compatible with feature, ×: Not Resistant to Attack or not compatible with the feature.

TABLE IV
COMPUTATIONAL COST COMPARISON

TABLE V
COMPUTATIONAL COST COMPARISON

however have many weaknesses including server masquerading
attack. The SSSC-type schemes [35]–[37] have not much
computational cost; though require much memory in smart
cards to store the servers-based parameters or public keys.
Likewise, the SUSP-type schemes [38] have low cost as
compared to proposed scheme; however vulnerable to several
attacks and have scalability concerns as defined above. Besides,
the SCBP schemes [46], [47] incur high computational cost
due to the bilinear operations involved. Our proposed scheme
may lie in SSSS type, since it shares a single secret x among

all service providers, however it does not share the limitations
with the schemes lying in SSSS type.

We used few notations for approximate execution timings of
respective cryptographic operations, i.e., TH be the approximate
time for executing one-way hash, TM the time for modular mul-
tiplication, TSY M the time for symmetric key operation, TECM
the time for elliptic curve based scalar point multiplication, TBP
the time for bilinear pairing operation, TP A the time for point
addition, TM T P the time for map-to-point function, TExp the
time for modular exponentiation operation, and TASE the time
for asymmetric encryption or decryption.

We computed the above computational costs using MIRACL
library [50] after implementing it on a mobile device (Lenovo
Zuk Z1 with Quad-core 2.5 Ghz processor having 3 GB
of memory and Android Operating System V5.1.1), and a
personal computer (HP E8300 Core i5, 2.93 Ghz processor with
4 GB of memory using Ubuntu 16.10 Operating system). The
experiments were conducted on mobile device and personal
computer for user and server, respectively. The computational
cost and running time of various comparative studies is depicted
in Table V. The contributed protocol is resilient to all threats
and pointed weaknesses that previous MRC-Off schemes were
found to be involved. The proposed scheme bears less computa-
tional cost on user’s end particularly as compared to the schemes
in [34], [46], and [47], while on server’s end it is efficient as
compared to the schemes in [46] and [47]. The computational
cost of our scheme is almost equivalent to [38] as evident from
Table V. Although, our scheme bears somehow more computa-
tional cost than its other counterparts, it is resistant to numerous
attacks and limitations of those schemes as depicted in Table III.

Table VI shows communication overhead in terms of
transmitted messages and bits for different protocols in
MRC-Off. The communication cost of different schemes is
assumed for user identity as 160-bits, hash function (SHA-1)
as 160-bits, random integer x as 160-bits, elliptic curve-based
point (xP, yP ) as 320-bits, bilinear-pairing operation as
320-bits, timestamp as 32-bits, digital signature (modulo
exponential) as 1024-bits, and AES encryption as 256-bits [43].
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TABLE VI
COMMUNICATION OVERHEAD

In proposed scheme, we employed SHA-256, i.e., 256-bits
for hash function, and 128-bits for user or server identity.
The rest of the parameters are taken as assumed. Our scheme
bears communication cost, i.e., 2432 bits due to SHA-256 hash
digest, which is higher than most of the schemes except [35]
and [37] having 5056 bits cost due to exponential operations.
Despite a little higher communication cost, the proposed
scheme’s security strength is duly verified using formal analysis
based on random oracle model. Hence, our protocol securely
and efficiently achieves mutual authentication with offline
registration authority, as contrary other MSA schemes.

VI. CONCLUSION

In this protocol, we analyzed state of the art MSA protocols
that authenticate user and service provider without engaging
online registration centre. We discussed that the current MSA
protocols, allowing mutual authentication with offline registra-
tion authority, inevitably bear one of the four drawbacks, i.e.,
these protocols either store servers’ parameters in smart cards,
or submit user-based identities to servers, or share a single key
with all servers, or otherwise the solutions are based on costly
pairing operations. In view of these problems, we propose an
efficient MSA protocol with offline registration authority em-
ploying elliptic curve based operations that counters the limi-
tations of contemporary multiserver protocols efficiently. Our
scheme also incorporates formal security analysis employing
random oracle model that warrants the strength and efficiency
of the contributed scheme.
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