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ABSTRACT Many chaos-based hash functions have convoluted designs that are not based on proper design
principles, complicating the verification of security claims. We address this problem by proposing a hash
function based on a chaotic sponge construction and DNA sequence. DNA sequence is used to design
state transition rules of a deterministic chaotic finite-state automata (DCFSA), a chaotic structure that
enhances the chaoticity of digital chaotic maps. We use a DCFSA configuration consisting of four states
associated with logistic maps. Analysis shows that the DCFSA configuration is efficient and has high chaotic
complexity. Both DCFSA and DNA are used to design the sponge-based hash function. An input message is
transformed into a DNA sequence and divided into fixed-length blocks. Each block is absorbed into a sponge
structure via DNA-XOR. The sponge state is then updated with a new DNA sequence by iterating DCFSA
as a compression function. Statistical evaluations indicate that the proposed hash function has near-ideal
diffusion, confusion, collision resistance and distribution properties. The proposed hash can also extend the
provably secure notions of the sponge construction, specifically the indifferentiability from random oracles.
Furthermore, the hash function has a high level of performance as compared to other chaos-based hash

functions.

INDEX TERMS Chaotic map DNA data integrity finite state automata hash function security.

I. INTRODUCTION
Chaos theory is the study of dynamical systems which appear
to be random or irregular, but is strictly deterministic. On the
other hand, digital chaos is the simulation or execution
of these deterministic nonlinear dynamical systems on a
fixed-precision computing machine. Digital chaos possesses
the following properties: random-like behavior, ergodicity,
one-way property, and sensitivity to small changes to initial
conditions and control parameters. Due to these features,
there has been a rise in research attempting to embed digital
chaos into cryptography. Various cryptographic applications
have adopted digital chaos in their designs such as image
encryption [1], [2], S-box [3], [4], image watermarking [5],
pseudo-random number generators [6], [7], security protocols
[8], [9], and hash function [10]-[12].

Digital chaos can be classified into two groups based on
the number of dimensions, one-dimension (1D) and multiple
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dimensions (MD). 1D chaotic maps are usually preferred for
cryptographic applications because they have lower compu-
tational overhead. However, 1D chaotic maps have statistical
flaws that can lead to security problems. The main issues
of 1D digital maps include dynamical degradation, low com-
plexity, and limited chaotic range. Dynamical degradation
causes periodic behavior to be observed in relatively few iter-
ations whereas low complexity allows chaotic variables (ini-
tial conditions and control parameters) to be easily estimated
based on the maps’ trajectories. Recovering these chaotic
variables is at times analogous to recovering the encryption
key of cryptographic algorithms. Also, alimited chaotic range
leads to a smaller keyspace, rendering the security or encryp-
tion parameters susceptible to exhaustive search.

Many solutions have been proposed to overcome these
issues and enhance 1D chaotic maps [1], [13]-[17]. One
of these solutions is the deterministic chaotic finite state
automata (DCFSA) [1], [13]. DCFSA has many desirable
properties suitable for cryptographic applications such as a
long cycle, large chaotic parameter range, high complexity,
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and low computational complexity. DCFSA combines exist-
ing 1D unimodal chaotic maps with finite state automata
(FSA), and can form various configurations. DCFSA has the
capability to produce near-ideal chaotic behavior from a 1D
map without hybridizing or cascading other maps.

In 1994, the use of DNA computing in cryptography
was introduced by Adleman, leading to an entirely new
direction in the field [18]. DNA computing has various
advantages such as high parallelism and information density,
as well as low power consumption [19]. Since then, various
DNA-based cryptographic algorithms have been proposed
[20]-[22]. DNA encryption is made up of DNA encoding
and computing, which includes biological processes and alge-
braic operations. DNA algebraic operations are performed
on a DNA sequence. These operations include DNA addi-
tion, DNA subtraction, DNA complementary rule and DNA
exclusive-OR operations [23]. Many image encryption algo-
rithms have combined both DNA and digital chaos to leverage
on the unique properties of both fields [20], [23]-[25].

Hash functions are one-way functions used to guarantee
data integrity. It compresses data of any given length to a
fixed-length hash value, which can then be used as a digital
fingerprint for documents, messages, and images. There are
many cryptographic applications that utilize hash functions,
such as secret sharing [26], digital signatures [27], message
authentication codes [28], and dynamic password protec-
tion [29]. Many well-known hash functions include MD4,
MDS5, and SHA-1 [30], which are constructed using logical
operations or multi-round iteration of certain ciphers [31].
However, some standard hash functions are susceptible to
differential attacks or collisions [32], [33]. To overcome these
issues, newer hash functions such as SHA-3 were designed
based on provably secure constructs such as the sponge con-
struction [34]. Since its introduction, SHA-3 has been the
subject of various cryptanalytic attacks [35]-[37]. Although
SHA-3 is still yet to be completely broken, on-going research
in the design of new and possibly more secure hash function
alternatives remains vital [38].

Recently, digital chaos has been used in hash function
constructions due to many similarities between the require-
ments of hash functions and the properties of chaotic maps.
Various chaotic maps adopted in hash function algorithms
include simple 1D chaotic maps [39]-[41], 2D nonlinear
piecewise linear chaotic maps [42], MD chaotic maps [43],
[44], coupled map lattice [45], hyperchaos [10]. Chaotic
neural networks [46] and chaos-based S-Boxes [47] have
also been used in hash function designs. Most chaotic hash
functions use perturbation methods such as chaotic point per-
turbation [43], initial condition perturbation [45], and control
parameter perturbation [48], [49]. Fixed-point presentation
has also been explored as a means of reducing computational
complexity [41]. Most of these chaotic hash functions utilize
existing chaotic maps without enhancement of their chaotic
performance [39]-[41], [45], [49], [50]. However, due to defi-
ciencies in the underlying chaotic map or hash constructions
being used, many of these proposed chaotic hash functions

VOLUME 9, 2021

have drawbacks in terms of security and efficiency. These
drawbacks can be generalized as follows:

o The simplicity of 1D chaotic maps can lead to
security lapses in 1D chaotic map-based hash
functions [51], [52].

« MD or hyperchaotic maps that are used to design hash
functions lead to higher computational complexity [10],
[43], [53], [54].

o Some chaos-based hash function only depend on one or
two of the chaotic variables (initial conditions, control
parameters, and chaotic points) rather than taking all of
them into consideration [43], [45], [48], [49].

« Many chaos-based hash functions have highly complex
constructions that lack proper security justification. This
makes it difficult to verify security claims or may con-
ceal certain shortcomings [54].

In this paper, a new chaotic hash function is proposed based
on the sponge construction, DNA computing, and DCFSA.
Firstly, a new DCFSA construction is proposed based on
four machine states, and DNA-based state transition rule.
We used four nucleotides A, T, C, and G in the design of
the DCFSA’s state transitions. Each state is linked to the
other remaining states by one of nucleotides, and each state is
associated with a logistic map with varying initial parameter
values. Evaluation of its chaotic performance shows that the
new DCFSA construction has a large chaotic parameter range
and higher chaotic complexity as compared to its underly-
ing logistic map. Moreover, the new DCFSA map uses four
classical chaotification methods (cascade and three types of
perturbations) as compared to the original DCFSA maps that
used the binary chaotification methods in each configuration.

A novel chaos-based sponge construction is then proposed
based on the new DCFSA configuration and DNA rules
to address the security issues of conventional and chaotic
hash functions. A message with arbitrary length is first
padded to avoid collisions and length extension attacks. The
padded message is converted into a DNA sequence based on
one of the DNA rules. Meanwhile, the recurrence of DNA
nucleotides is used to calculate the initial conditions for the
new DCFSA map, which also contributes towards fulfilling
the diffusion property. The message is then divided into a set
of non-overlapping blocks and each block is XOR-ed with the
sponge’s bitrate DNA sequence, B, by DNA-XOR operation
in each iteration. Next, the entire sponge state (consisting of
bitrate and capacity) are used to control the new DCFSA map
to generate a new DNA sequence for the next iteration. The
hash value is produced after processing all message blocks,
and the final sponge state, S and updated chaotic variables
are used in the squeezing phase. The capacity bits are used as
the secret key for the proposed hash function. The proposed
hash function can generate different hash sizes with uniform
distribution. A standard set of statistical metrics were used
to assess the proposed function. Results indicate that the
proposed function has an excellent performance as compared
to other chaotic hash functions. We can summarize the main
contributions in this paper as follows
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1) A new chaotic map based on DNA state transi-
tion, logistic map, DFA and classical chaotification
methods

2) A novel chaotic hash function based on the sponge con-
struction and DNA computing, which combines chaos
with a provably secure cryptographic primitive

The remaining sections of this paper are as follows:
Section II provides basic details about the sponge construc-
tion and DNA computing. Section III discusses the new
DCFSA map and its chaotic analysis. Then, the proposed
chaotic sponge hash function is detailed in Section IV, fol-
lowed by its security and performance analysis in Section V.
In section VI, a discussion of the results is provided, and the
paper is concluded in Section VII.

Il. PRELIMINARIES

A. SPONGE HASH FUNCTION

The sponge construction is a cryptographic primitive based
on simple fixed-length permutations (or transformations)
which can map a binary input string of variable length, Z,*
to a binary output string of variable length. It has been used
in the design of various cryptographic algorithms, ranging
from hash functions to authenticated encryption algorithms.
The behavior of a sponge construction is a combination of
hash functions (variable input length to fixed output length)
and stream ciphers (fixed input length to variable output
length). The same internal permutation or transform is used
repeatedly to process a fixed-length sponge state, either to
mix inputs or generate outputs.

The sponge construction consists of three main compo-
nents. The first one is the overall sponge state or state mem-
ory, S with b bits. This sponge state is divided into two
sections known as the bitrate B, and capacity C,. The second
component is the permutation (or transformation) function
f :{0,1}% — {0, 1}* which is used to process S. f is often
a pseudo-random permutation of the 2” bits of S. The last
component is the padding rule, P which appends bits to the
input message such that the padded message would have a
length that is a multiple of the |B,|. The sponge way has
two phases: absorbing and squeezing as depicted in Figure 1.
During the absorbing phase, bits from an input message are
XOR-ed with B,. The entire state, S is then processed by
f, thus mixing bits from B, with C,. This is repeated until
the entire input message is exhausted. The squeezing phase
involves computing f before extracting bits from the bitrate
to be used as the outputs of the sponge. The squeezing phase
can be repeated until the desired variable-length outputs are
obtained.

The sponge construction has been used to design a myr-
iad of cryptographic algorithms due to its provable security
properties. As the capacity bits are never directly affected by
inputs nor extracted for outputs, it has a vital role in deter-
mining the security bound of the overall sponge function.
The advantage of an adversary attempting to differentiate the
sponge construction (based on a random transformation f)
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FIGURE 1. Sponge construction.

from a random oracle is upper-bounded by

NN + 1)

AV M)
where N is the number of times f has been executed, and
¢ = |Cp| [55]. As such, the sponge construction has the

same security margin as a random oracle, albeit limited to
2% complexity. This allows cryptographers to choose suitable
state lengths based on ¢ to achieve their desired security
margin. As a rule of thumb, ¢ must be double the length of the
claimed security margin, which for hash functions, is double
of the desired hash value length.

B. DNA

The DNA molecule consists of two twisted sequences, which
contain four base strands: adenine (A), guanine (G), cytosine
(C), and thymine (T). Under the Watson-Crick principle of
pairing, A and T are complementary, and C and G are comple-
mentary. The series of nucleotides is simply a biomolecular
symbolism, which can be represented by a symbolic series.
DNA computing represents each nucleotide by using two
bits each, {00, 01, 10, 11}. Based on the Watson-Crick rule,
8 encoding rules have been used to represent nucleotides
based on these bits as summarized in Table. 1. The XOR oper-
ation between two DNA nucleotides will result in one of the
four nucleotides. The mapping of the DNA-XOR operation is
shown in Table 2.

TABLE 1. DNA encoding rule.

Binary 1 2 3 4 5 6 7 8
00 A A C G C G T T
01 cC G A A T T C G
10 G C T T A A G C
11 T T G C G C A A

Ill. CHAOTIC MAP AND ANALYSIS
A. DETERMINISTIC CHAOTIC FINITE STATE AUTOMATA

In this section, we propose a new chaotic map based on
DCFSA [13] and analyse its chaotic behaviours. DCFSA is a
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TABLE 2. DNA-XOR rules.

XOR A T G C
A A T G C
T T A C G
G G C A T
C cC G T A

new chaotification method to reduce the effect of dynamical
degradation, to enhance chaotic complexity, and increase the
chaotic parameter range [13] by combining DFA and 1D
chaotic maps in a highly configurable manner.

In this paper, we propose a DCFSA configuration with four
machine states and one chaotic map. We select the logistic
chaotic map as it has been well-studied and has been used in
a wide range of applications. The logistic map is defined as

Xnp1 = (1 — xp), )

where r € [0, 4] is the control parameter, n is the number
of iterations, and x,, € [0, 1] denotes a chaotic point, with xg
being the initial condition.

Four classical chaotification methods (similar to the ones
used in [13]) are used to design the state transition rules.
Figure 2 shows the proposed DCFSA-based map with four
machine sates and four state transition rules. We use DNA
nucleotides (A, T, G and C) as the labels of each transi-
tion. Each state has three outgoing transitions to other states
and one to itself. We associate the chaotification methods,
namely classical cascade, forward perturbation, backward
perturbation and parameter perturbation with A, 7', G and C
respectively. The state transition rule, § in Figure 2 can be
summarised as:

. Q1 XA — Q2

[ Q1 x T — Q3

. Q1 x C — Q4

. Q] x G — Q]

. Q2 XA — QQ

. Q2 x T — Q3

e O) xC — Oy

. Q2 x G— Q1

. Q3 XA — Q2

. Q3 xT — Q3

. Q3 x C — Q4

. Q3 x G — Ql

e Q4 xA— (O

. Q4 xT — Q3

. Q4 x C — Q4

. Q4 x G — Ql
where Q; are the labels of the machine state indexed by
i=1{1,2,3,4}.

Each of the machine states of DCFSA each has a state
buffer which we refer to as B;. B; is updated after iterating
a chaotic map associated to the current state, just before
transitioning to the next state. We define B;_; as the buffer
value from a prior state that has just transitioned to the current
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FIGURE 2. DCFSA with four machine states.

state. B;_1 plays an important role in the four chaotification
methods that are defined as follows:

o Cascade: B;_| is used as the initial value to iterate the
chaotic map of the current state. The resulting chaotic
point is updated into B;. The cascade operation can be
formally written as

Xnp1 = F(ci, ri, Bi—1) 3)
B = Xny1, 4)

where x;, is a chaotic point at time #n, F' is a chaotic map,
r; is the control parameter.

o Forward perturbation: The chaotic map of the current
state is iterated by using B; as the initial value. The
resulting chaotic point is perturbed by B;_; prior to
updating B;. Forward perturbation can be mathemati-
cally defined as

Xnp1 = (F(ci, 1y, B)) + Bi—1) mod 1 ©)
Bi = xp11, (6)

where mod is the modular operation.

« Backward perturbation: Prior to iterating the chaotic
map of the current state, B; is first perturbed by B;_;
before being used as the initial value. The resulting
chaotic point is used to update B;. Backward perturba-
tion can be formally written as

Xn1 = F(ci, ri, (Bi + Bi—1) mod 1) (N
Bi = Xy41. ®)

o Parameter perturbation: Prior to iterating the chaotic
map of the current state, the chaotic map’s control
parameter is first perturbed by B;_;. The chaotic map
is then iterated using B; as the initial condition, whereby
the resulting chaotic point is used to update B;. The per-
turbed control parameter will remain as is until the next
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time the machine state is visited. Parameter perturbation
is mathematically defined as

ri = ((ri + (1 = Bi—1)¢)) mod (§) + Tmin )
Xn+1 = F(ci, ri, By) (10)
B; = xu11 (11)

where 7,4 and ry;, are the chaotic range of c;, where
= bmax — bmin.

In each iteration of the overall DCFSA map, the resulting
chaotic points are used to select the next machine state as
well as the type of the chaotification method. The selection is
based on a quantization function Gr. GF is a piecewise func-
tion that divides the phase space into four. Each sub-divided
region represents one of the DNA nucleotides. Gr is defined
as follows

'G"if x, <025
'C"if x,<0.5

Gr=1,, .f ! (12)
T if x, <0.75

AT x, < 1.

The advantages of the new DCFSA map over the one pro-
posed in [13] include:

o A larger number of machine states (4 rather than 3
in [13]).

o The state transition rule in [13] consists of threshold
values whereas the proposed DCFSA is consists of four
state transition rules (DNA rules).

o In [13], we used two chaotification methods for each
DCFSA model. In contrast, here we used four chaoti-
fication methods.

o We used four DNA nucleotides as labels of each transi-
tion whereas in [13], two binary labels were used.

B. DCFSA ANALYSIS

The new map depicts highly chaotic behavior and high sensi-
tivity to minute changes to its variables (initial conditions and
control parameters). This is in addition to an extended chaotic
range and enhanced complexity as compared to its under-
lying logistic map. To investigate these properties, we use
bifurcation diagrams, LE and fuzzy entropy (FuzzyEn). The
bifurcation diagram is commonly used as an indicator of the
chaotic parameter range while also providing a clear view of
chaotic behaviors. Figure 3 shows the chaotic range of the
new DCFSA map and logistic map. The chaotic map for each
of the DCFSA’s states has a control parameter that is varied
within the range of r € (0, 4] while using the same initial
condition x; = 0.137, where i = {1, 2, 3, 4}. We can see that
the new DCFSA map has a large chaotic range as compared
to the logistic map. Periodic windows that exist within the
chaotic range of the logistic map has also been removed.

LE is used to quantify the sensitivity of chaotic maps.
It measures the rate of divergence of a dynamical system
when starting from two infinitesimally close initial condi-
tions. Large positive LE values are desired in chaos-based
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applications. Large LE values imply high sensitivity and
rate of divergence. The DCFSA map has a unique property
whereby the divergence of chaotic points influences state
transitions. Thus, a large LE value will lead to highly unpre-
dictable transitions, which then leads to a greater divergence
between chaotic points. To study this property, we first evalu-
ate the sensitivity of the machine states rather than the chaotic
points. Figure 4 shows the machine state sensitivity as a func-
tion of its control parameter value. We can observe that only
a few iterations are required for two DCFSA maps starting
from two initial conditions, xo = 0.13, yo = 0.13 + 10~
to diverge in terms of state transitions. Next, we compare the
LE values of the DCFSA map against its underlying logistic
map in Figure 5. One can see that the new DCFSA map
has larger positive values as compared to the logistic map.
Both of these results depict the sensitivity of the DCFSA
map to small changes in its initial conditions and control
parameters, making it more suitable than the logistic map for
cryptographic applications.

200

150 J

=100

50 1

O0 1 2 3 4
r

FIGURE 4. State machine sensitivity, two chaotic trajectories are started
from two closed initial points 0.13, 0.130000000000001, n is number of
iterations to different machine states.

FuzzyEn is numerical measurement of complexity and
randomness. If a chaotic system does not have identifiable
patterns in its orbit, it is considered to be highly complex,
with parameters that are hard to estimate. This property is
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FIGURE 5. LE values of DCFSA map and logistic map.

especially vital for cryptographic algorithms based on chaotic
maps to provide security against parameter estimation and
brute force attacks. As such, a high FuzzyEn value is desired
for chaos-based cryptographic algorithms. Figure 6 shows
that the new DCFSA map has highly complex and irregular
behavior as compared to the logistic map.

>
DCFSA map

Logistic map
L

0 05 1 15 2 25 3 35 4
r

FIGURE 6. FuzzyEn values of DCFSA map and logistic map.

IV. PROPOSED HASH FUNCTION

The proposed hash function is based on the sponge con-
struction, DNA computing and DCFSA map. To the best of
the authors’ knowledge, this is the first time that all three
fields have been unified for cryptographic application. The
hash function can be divided into three main phases: mes-
sage pre-processing, absorbing and squeezing. The message
pre-processing phase includes steps such as DNA transform,
message padding, sponge state initialization and initial con-
dition extraction. The absorbing phase consist of two oper-
ations: DNA-XOR operation (bitrate B, will be XOR-ed
with a message block) and DCFSA iterations based on the
updated sponge state. The DNA-XOR and DCFSA iterations
are part of the compression function, y. The absorbing phase
is repeated until all message blocks have been compressed.
This results in an updated sponge state, modified control
parameters and DCFSA buffer values, all of which have
been influenced by the entire input message. Finally in the
squeezing phase, additional y iterations are performed before
the final hash value is extracted from the bitrate, B,. Figure 7
depicts the entire hashing process. In the following subsec-
tions, we delve into the details of each phase and sub-phases.

A. MESSAGE PRE-PROCESSING

The input message M is first padded to be a multiple
of 128 bits (to match the size of B, of the sponge state).
To deter collisions and length extension attacks, we use
a sponge-compliant padding rule that consists of a sin-
gle 1 followed by O bits (e.g. 1000*). We use the last
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32 bits for storing length of input message. For exam-
ple, (0000...1001110001000) represents a message length
of 5000 bits. Next, DNA transform converts the input mes-
sage into a DNA sequence, by converting pairs of bits into
one of DNA nucleotides (11 — A, 00 — T,01 — C
and 10 — G) For this, we use rule number 7 from Table 1.
The DCFSA has four machine states that requires four initial
conditions. Thus during transformation process, the number
of each DNA nucleotide is counted and used to initialize
the initial conditions. Let k1, hy, h3 and h4 be the number of
each DNA nucleotide A, T, C, and G, respectively. The initial
conditions are then calculated as

11 = ((hy + h3 + hg) + (h1 x 97)) mod 0.999,  (13)
x% = ((hy + hs + ha) + (hy x 97)) mod 0.999,  (14)
x%3 = ((hy + h1 + hg) + (h3 x 97)) mod 0.999,  (15)
x% = ((ho + hs + h1) + (hs x 97)) mod 0.999,  (16)

where sum(h;) is total number of all DNA nucleates in the
DNA sequence. For example, A is counted 1034 in an input
message. sum(h;) is used to create initial conditions that are
high sensitive to a small change, and that lead to diffusion
and confusion properties in the hash value. The constant
97 is used to increase the effect of small changes in the
input message on the resulting initial conditions. The 384-bit
(128 4 256) sponge state is then initialized by using the first
128 bits (64 DNA nucleates) from the input message as B,
and the 256-bit (128 DNA nucleates) secretkey as C,. Finally,
the input message is divided into 128-bit (64 DNA nucleates)
blocks. The entire message pre-processing phase is as shown
in Algorithm 1.

B. ABSORBING PHASE

The absorbing phase plays the most important role in the pro-
posed hash function: compressing the entire input message.
The compression function, y relies on DNA-XOR operations
and iterations of the DCFSA map to process all blocks of the
input message. The values of C, and B, are used to control
the DCFSA map to generate a new DNA sequence equiva-
lent to the size of the entire sponge state B, + C,. Chaotic
points generated by the DCFSA map are converted to DNA
nucleates that are used to directly update the sponge state.
The modified DCFSA’s buffer values and control parame-
ters will be retained and used to process the next message
block. Subsequent message blocks are DNA-XORed with B,
prior to executing y. The process is repeated for all message
blocks, resulting in a sponge state and DCFSA parameters
that are dependent on the entire input message and secret key.
Unlike other chaos-based hash functions that are dependent
on either the chaotic points or control parameter, the pro-
posed hash function is affected by both the DCFSA’s chaotic
points and control parameters that are dynamically modified
simultaneously in each iteration. Figure 8 visually depicts the
absorbing phase whereas Algorithms 2 and 3 describes it in
detail. In Algorithm 3, Seq is used to control the DCFSA
map, and the generated chaotic points are converted to DNA
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FIGURE 7. Phases of the proposed hash function.

nucleates. These generated DNA nucleates are stored in the
sponge state memory (B, and C,). The new state memory
values and chaotic variables are used for the next iteration
of y.

C. SQUEEZING PHASE

This phase is responsible to generate the resulting hash
value using the sponge state that has been modified by the
absorbing phase. The hash value is produced by processing y
repeatedly and extracting 128-bit sequences from B, as the
hash value. Each generated chaotic point is converted into
one of the DNA nucleates, each of which is 2 bits. For hash
sizes other than 128-bit, the squeezing phase is performed
repeatedly.

The chaotic points are converted to DNA nucleates based
on the following: x; < 0.25, Seq(i) — G, x <
0.5, Seq(i) — C, x; < 0.75, Seq(i) — T, and x; <
1, Seq(i) — A. Each DNA nucleate is used to control the
transition between machine states (which also determines the
chaotification method being applied). This decision impacts
the generation of the next chaotic point, which is then con-
verted into a new DNA nucleate. Figure 9 provides a visual
depiction of the squeezing phase.

V. EXPERIMENTAL EVALUATION

We evaluate the proposed hash function in terms of distribu-
tion, sensitivity, diffusion, confusion, and collision analysis.
We use the same set of experiments that has been used
to evaluate the current state-of-the-art in chaos-based hash
functions [10], [12], [41], [53], [56]. The control parameters
that are used in these experiments are r; = 3.99. Unless stated
otherwise, we use input messages that consist entirely of the
letter a in all experiments. All the experiments are coded
and executed on Matlab using a computer with Intel Core
15-560M @ 2.67GHz Processor, 8GB RAM, and Windows 7
operating system.
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A. DISTRIBUTION OF HASH VALUE

A hash function should generate uniformly distributed hash
values for different input messages. Without uniform distri-
bution, there may be information leakage that can be used
by an adversary to identify collisions or perform forgery
attacks. To evaluate the proposed hash function’s distribution,
we randomly selected 1,000 input messages with 2! char-
acters for hashing. The hash values of these messages are
transformed into hexadecimal values to study their distribu-
tion. The number of occurrences for each hexadecimal value
is counted for all input messages, resulting in the uniform
distribution shown in Figure 10. To further validate the uni-
form distribution of the proposed hash function, we hashed
N = 10, 000 different input messages and count the number
of toggled bits at each bit position. Theoretically for an ideal
distribution, the bits have to change % = 5,000 times. The
proposed hash function achieves a mean value of 5, 042,
which is near-ideal. Figure 11 shows the distribution test
results for N = 10, 000. We can observe that the all bit loca-
tions are close to the theoretical value, which indicates that
the proposed hash function has ability to resist the statistical
attacks.

Linear complexity is another metric to evaluate the differ-
ences between 1s and Os in the output of a hash function.
To study the linear complexity, we count the number of Os
in the hash value for different input messages. It is desirable
for the number of 1s to be equal to Os. Figure 12 depicts
the linear complexity of the proposed hash function for N
different messages. We can see the proposed hash function
has near-ideal linear complexity.

B. SENSITIVITY TEST

A secure hash function must be highly sensitive to the mes-
sage or secret key. The initial conditions and control param-
eters of the underlying DCFSA map plays a critical role in

VOLUME 9, 2021



M. Alawida et al.: Novel Hash Function Based on a Chaotic Sponge and DNA Sequence IEEEACC@SS

Algorithm 1 Pre-Processing Message Algorithm 3 DCFSA Map Iteration
Data: Input message M. Data: DNA sequence, Seq. Initial conditions x; and
Result: x;, j = 1, 2, 3, 4 initial conditions, m; message control parameter r; = 3.99,j =1, 2, 3, 4.
blocks Result: Seq, xj,and r; Q =1 B = x1;
1 N = length(M); for i = I to length(Seq) do
2 remainder = N mod 128; 1 1fSeq(zi==’214 and Q=1=I thenB D02 B
3 LenBin = dec2bin(N, 32); 2 | [ w = mod(rixnax(1—x)+B, 1); Q=2 B=xi
4 if remainder == 0 then 3 else if Seq(i)=="T and Q==1 then
5 MN+1D =1, 4 x; =mod(B + x1, 1); x1 =
6 M(N +2:N +96) = 0; rixx;x(1—x1); Q=3; B=xy;
7 M(N +97 : N 4+ 128) = LenBin(1 : 32); 5 else if Seq(i)=="C’ Q==1 then
s else 6 L rr=0-=B)*%x04+3.6; x; =
9 if remainder < 32 then rikxpx(l—x); Q=4; B=xi;
10 if remainder > 1 then 7 else if Seq(i)=="G’ Q==I then
1 MN+1) =1, 8 | xi=r*Bx(1-B); Q=1; B=x;
12 M(N +2: N + remainder) =" (/; 9 | elseif Seq(i)=="A" (Q==2 then
13 else 10 L xp = mod(ryxxp%(1—x2)+B, 1); Q =2; B =x3;
/1.
14 [ MV +1) =15 1 | elseif Seq(i)=="T" (Q==2 then
15 N = N + remainder; 12 Xy =mod(B+x2,1); xp =
16 M(N +1)="1; rpxxy k(1 —x); Q=3; B=ux;
17 MN +2:N+96)="0; 13 else if Seq(i)=="C’ (Q==2 then
18 M(N + 97 : N + 128) = LenBin(1 : 32); 14 rn=((0-B)x0.4+3.6; x, =
19 else nxx*(l—x); Q=4 B=x;
20 Z = remainder — 32; 15 else if Seq(i)=="G’ Q==2 then
21 if Z == 0 then 16 Lmzrz*B*(l—B);Q:l;B:xz;
22 ‘ M(N +97 : N 4+ 128) = LenBin(1 : 32); 17 else if Seq(i)=="A" (Q==3 then
23 else‘ 18 | x3 = mod(r3xx3*(1—x3)+B, 1); Q =2; B=x;;
M ifZ ==1then = 1 | elseif Seq(i)=="T" (Q==3 then
25 MWN+1)=1% — Cyr —
) . . ] 20 x3 =mod(B+ x3,1); x3 =
26 l M(N+97N+128)=L€VLBU’1(1 32), r3*X3*(1—X3); Q=3, B=X3;
27 else . . . L
2 MW +1) ="1% 2 elserlf iaf(ll)__g) So 4 4Q—_3_6-3 ;hef
29 M(N+2:N+2Z-33)=0,; 3= o 8
M(N +97 : N+128) = LenBin(1 : 32); rs ka3 x(l=x); Q=4 B=ux
¥ | LM : ) = LenBin(1 : 32); 3 | elseif Seq(i)=="G’ (Q==3 then
L - ' 24 | x3=r3*Bx(1-B); 0=1; B=x3;
31 Convert the M into DNA nucleates; 25 else if Seq(i)=="A" (Q==4 then
3 Caicu}ate ﬂ}?H}b?F ?fA’ T,Cand G; Uy % | | x4=mod(ryrxx(l—x)+B, 1); Q =2; B =
33 Calculate the initial conditions xj,].z , 2,3, 4 based ’” else if Seq(i)=="T" Q=4 then
on the Eq.13,14,15, and 16, respectively; 28 X4 = mod(B + x4, 1): x4 =
34 Divided M into non-overlapping blocks m1; L r: wxgx (1 — x4;;’ Q’=43; B =
n - 29 else if Seq(i) ==' C’ == 4 then
Algorithm 2 Absorbing Phase . I ra= (1 —B) %04+ 3.6 x4 =
Data: Input message m;, where N is total number of raxxgx(1—xa); Q=4 B=xy;
blocks. B, and C,, are initialized. Initial 31 else;
conditions x; and control parameter -
r;=39,j=123,4 32 xg=r4x*Bx(1—=B); Q=1; B=1xy;
Result: B, and C), and C), x]f, and r]/ 33 if B < 0.25 then
1 fori=1toN do 34 | Seq(i) ="G;
2 B, = DNAxor (B, m;); 35 else if B< 0.5 then
3 C, = DCFSA (Cy, Xj, 1j); 36 L Seq(i) ="C";
4 B, = DCFSA (B;, Xj, rj); 37 else if B < 0.75 then
38 ‘ Seq(i) ="T’;
the resulting hash values. As such, it is also important to con- 39 else:
sider the sensitivity of these parameters. In this test, an input 40 | Seq(i)="A";

message is used with 2'! ‘@’ characters. Then, we apply a
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FIGURE 9. Squeezing Phase of the proposed hash function.

set of small modifications to the input message and chaotic
variables, for which hash values are generated. These modi-
fications include:

Case 1 : An input message M consisting of 2!! 'a’
characters

Case 2 : Flip the first bit of M

17890

Squeezing Phase

Case 3 : Flip the last bit of M

Case 4 : Flip the middle bit of M

Case 5 : Small change to control parameter in the machine
state Q1 r| + 10~

Case 6 : Small change to control parameter in the machine
state O rp + 10°15
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FIGURE 12. Linear complexity of hash value for N different input
messages.

Case 7 : Small change to control parameter in the machine
state Q3 r3 + 10~

Case 8 : Small change to control parameter in the machine
state Q4 r4 + 101

Case 9 : Flip the last bit of the capacity C,

A binary representation of the six hash resulting hash
values are shown in Figure 13. Despite the minute changes
that have been performed, the resulting hash values are
entirely different, showing a high degree of sensitivity to
small changes of the input message and chaotic variables.

Table 3 contains a hexadecimal representation of nine hash
values for varying cases. The ratio of bits changed for each
case as opposed to Case 1 is listed in the table, demonstrating
the hash function’s high sensitivity to its inputs and avalanche
qualities.

The DNA-based DCFSA has a strong level of security
as shown in section III-B. In the proposed hash function,
the whole input message and the secret key have a significant
effect on the output of the hash function. Both parameters that
modify the sponge state and the DCFSA variables. A tiny
change to the input message or secret key will incur small
changes to the nucleates, machine states, chaotification meth-
ods and/or initial conditions. Thus, changing a single bit has
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a strong avalanche effect as these small modifications will
lead to major changes in the resulting hash value. In addition,
the chaotic points and control parameters of DCFSA in the
proposed hash function are dynamically changed simultane-
ously in each iteration.

C. DIFFUSION AND CONFUSION TEST
Diffusion and confusion are important properties for a hash
function. To analyze the proposed hash function for both of
these properties, the following steps are followed:

1) An input message M 1is selected and hashed to

obtain Hj.

2) Change one random bit in M to obtain M.

3) Hash M’ to obtain H».

4) Compare the number of bits changed, B between H

and H;.

5) Repeat the test N times.
B is then used to calculate the following metrics that allow us
to quantify diffusion and confusion:

-Minimum changed bit number B,,;,, = min(Bi)Il\]

-Maximum changed bit number B, = max (B,-)’lv

-Mean changed bit number B = lev %

-Mean changed probability P = % x 100%

-Standard variance of the changed bit number AB =
i 2V i e

-Standard  variance  of
\/ﬁ YV (& — PR x 100%

The test results for N = 512, 1024, 2048 and 10000 are
tabulated in Table 4. For an ideal hash function, B and P
should have values of 64 and 50% respectively as well as
low values of AB and AP. For visual analysis, Figure 14
shows the frequency of the average changed bit numbers.
We can see that B is near to the perfect value of 64. Moreover,
the standard variance values are low, indicative of robust
diffusion and confusion properties. In Table 5, we benchmark

probability AP =
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TABLE 3. 128 bits hash values in different six cases and percentage of number of bits changed.

Case Hash value

Ratio of number of bits changed

Case 1 88953202f2b6ab35fd181f60c6f554ad

Case 2 0b26d26£046cc001ea6f5d8c5f6de98a
Case 3 7801d6e9a9¢6b6d9afff98012e3daf3b
Case 4 98256fcd66fe9da98fe2de56601265fd
Case 5 8ac6914fe6218da698ca66624deadbfof
Case 6 £79586592a6f5d8c544ea68fc1clbads
Case 7 245d56ec69d8a9650102ca336e6d6ff6
Case 8 8982dc6e61a7a334889256fda5123bc5
Case 9 7845129e53ac5c5b6ae6d9f9ffSacc65

49.51
51.35
50.82
50.11
51.54
51.95
49.25
49.51

TABLE 4. Statistical results for N = 512, 1024, 2048, 10,000 and 128-bit
hash.

Parameters ~ Proposed function
512 1024 2048 10,000
B 63.892 63914 63941 63.922
P% 49.784  49.762 49.832  50.089
AB 5.666 5.768 5.689 5.688
AP 4.497 4418 4413 4.324
Bin 49 46 44 42
Binax 82 82 82 84
800
o
3 600( b
E
S 400
8
§ 200
z
910 45 50 55 75 80 85

60 65 70
Number of chnaged bits

FIGURE 14. Distribution of changed bit number B; and its histogram.

TABLE 5. Comparison of diffusion and confusion characteristics
N =2048.

Algorithm B P(%) AB AP
Proposed function 63.941 4983 569 441
Ref. [57] 63.94 4995 5.61 438
Ref. [48] 64.27 50.21 559 436
Ref. [53] 63.87 4990 5.58 436
Ref. [50] 64.10 50.08 558 4.36
Ref. [58] 64.12 50.09 5.63 441
Ref. [47] 63.99 4999 5.66 4.40
Ref. [56] 64.01 50.01 5.66 4.26
Ref. [59] 62.65 4894 548 4.28
Ref. [44] 63.94 4995 5.69 4.44
Ref. [43] 63.89 4992 577 451

Ref. [46] (Structure 1)  64.05 50.03 5.65 441
Ref. [46] (Structure 1)  63.88 4991 5.66 4.42
Ref. [46] (Structure 1)  63.90 4992 560 4.37

Ref. [60] 64.07 50.06 574 448
Ref. [61] 64.17 50.14 578 451
Ref. [62] 64.43 5034 599 4.68
Ref. [63] MD5 64.03 5002 5.66 4.42

our proposed hash function against the current state-of-the-
art. In addition to near-ideal confusion and diffusion proper-
ties, it is at least on par with or outperforms other chaos-based
hash functions.
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D. COLLISION ANALYSIS

A collision attacks aims to generate to equivalent hash val-
ues from two different inputs. As a basic requirement, all
hash functions should be robust against collision attacks.
To analyze the proposed hash function’s collision resistance,
we first use two input messages with one bit of difference,
and calculate their corresponding hash values. The two hash
values are represented as ASCII characters for comparison
purposes. Let hit denote the number of ASCII characters in
the same location in the hash value that are equal. Let @ be
the number of hits w = 0,1, 2, ....,s. Wy(w) refers to the
number of hits that occur for a test with N samples. The
theoretical Wy (w) values for distinct N is computed as

Wy@) =N x — 2 s (tywsq_ Ly
w) = —_— — JE——
N ol(s —w) 28 28
F=1 s

Z Wy (@) = Wy (0) + Wy(1) + ...+ Wy(s) =N

w=0

(17

where s = 128 = 16 (128 is the length of the hash

value whereas 8 bits are required for ASCII representation).
When N = 10,000 the theoretical values are Wy(0) =
9392.98, Wy (1) = 589.36, Wy(2) = 17.33, Wy(3) =
0.3172, ..., Wy (16) = 2.94 x 10733, and so on.

We perform the test on the proposed hash function, which
achieves values of Wy (0) = 9365, Wy (1) = 600, Wy (2) =
35 and Wy (> 2) = 0. These results are visually depicted
in Figure 15. The collision resistance of the proposed hash
function closely resembles the ideal case. Furthermore,
Table 6 provides a comparison with the collision resistance of
other chaos-based hash functions. These results imply that the
proposed hash function is highly resistant to collision attacks.

E. KEYSPACE ANALYSIS

The keyspace of a cryptographic algorithm should be suffi-
ciently large to resist an exhaustive key search. Minimally,
the keyspace of a cryptographic algorithm should be at
least 2!28. The proposed hash function has the capability to
function either as a keyed or unkeyed hash function. When
in keyed mode, a 256-bit secret key is used to initialize the
capacity, C,, of the sponge state. Rather than using the secret
key bits to initialize chaotic parameters, it will be used to
dictate the behavior of the underlying DCFSA map. This
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FIGURE 15. Distribution of the number of equal ASCII values at the same
location in hash values.

TABLE 6. Number of hits for N = 10000.

N = 10000
Hits 0 1 2 3 4 5 6
Ideal 9393 589 17 0 O O O
Proposed function 9365 600 35 0 O O O
Ref. [48] 9554 404 42 0 0 O O
Ref. [53] 9387 586 27 0O O O O
Ref. [47] 9401 580 19 0 O O O
Ref. [56] 9969 31 0 0 0 0 O
Ref. [44] 9431 557 12 0 O O O
Ref. [43] 9387 591 22 0 O O O
Ref. [64] 9359 626 15 0 O O O
Ref. [57] 9414 569 17 0 0 0 O

provides an advantage over other chaos-based algorithms that
use the secret key to initialize chaotic parameters because this
leads to weak key problems [54]. The keyspace of 256 bits
is more than sufficient for the proposed hash function to
resist brute force attacks. Furthermore, Table 7 shows the
comparison with other hash functions [41], [48], [65]-[67].
One can see the keyspace is very large compare as compared
to the other hash functions.

TABLE 7. Comparison of keyspace values.

Algorithm Keyspace
Proposed function ~ 22%%

Ref. [10] 23839
Ref. [41] 2128

Ref. [48] 2106

Ref. [65] 2192

Ref. [66] > 2128
Ref. [67] 2199

F. RESISTANCE TO BIRTHDAY ATTACK

A hash function should be resistant against the birthday
attack, whereby an attacker would only need to test 50% of
all possible hash values to find a collision. For a hash value
with length n, an attacker can test 23 possibilities to identify a
collision. The proposed hash function has a hash value length
of 128 bits. To find a collision, an adversary would require at
least 26* guesses. Based on the current computing capability,
264 operations is still impractical or costly to compute. With
that said, it is easy to extend the hash length by comput-
ing multiple iterations of y to generate a larger hash value
if need.

VOLUME 9, 2021

G. ABSOLUTE DIFFERENCE

In this test, an input message and its corresponding hash
value are generated, similar to the experiment in Section V-D.
The acquired hash values are converted to ASCII for
comparison purposes. We can calculate the absolute
difference d as

16
d=7)ltler) 1) (18)
i=1
where #() is a function for converting an ASCII character
into its corresponding decimal value while ¢; and e;” are the
two ASCII hash values for both original and altered input
messages respectively. The ideal mean value of the absolute
difference for two hash values is equal to 1, 360 for a 128-bit
hash [11], [43]. In the proposed hash function, we calculate
d for N = 10,000 experiments and the resulting mean
is 1,353.524, which is very close to the ideal value. This
implies that the proposed hash values have near-ideal uniform
distribution and that all the characters of the hash value have
the same possibility of occurring.

H. FLEXIBILITY
The flexibility property of the proposed hash function can be
summarized as follows:

o The underlying DCFSA map can be easily replaced
with any other DCFSA map configurations to produce
different hash functions.

o The sponge state (bitrate B, and capacity C,) has a
flexible length. We can increase the size of the sponge
state to generate larger hash values that will still fulfil the
indifferentiability property described in Section II-A.

« The DNA sequence has 8 encoding rules that a user
can select from to transform input messages to DNA
sequences. Furthermore, these rules can also be dynam-
ically selected during the hashing process.

o Larger hash values can be easily accommodated by just
iterating the compression function, y during the squeez-
ing phase.

I. SPEED ANALYSIS

In the proposed hash function, each block has 128 bits, which
is equivalent 64 DNA symbols. The DNA-XOR is applied in
each round to 64 DNA symbols and 128 4+ 64 = 192 DNA
symbols use to control DCFSA to generate new 192 DNA
symbols for bitrate B, and capacity C,. Thus, we can estimate
the overall computational complexity of the proposed hash
functions by taking the number of blocks B multiplied by
192 chaotic iterations and multiplied by 64 DNA-XOR oper-
ations, B x 192+ B x 64. To compare the speed of the proposed
hash function with its chaos-based peers, the proposed hash
function was implemented using Matlab R2012b on a Intel
Core 15-560M @ 2.67GHz Processor, 8GB RAM, and Win-
dows 7 operating system. We can observe that the proposed
hash function outperforms some of the existing chaotic hash
functions as shown in Table 8.
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TABLE 8. Hashing speed comparison.

Algorithm Speed (Gbps)  Platform

Proposed function  1.234 Intel Core-i5, 8GB RAM

Ref. [41] 4.04858 Intel Core-i7, 16GB RAM

Ref. [53] 0.911 Intel Core-i5, 16GB RAM

Ref. [49] 0.697 Intel Core-i7, 16GB RAM

Ref. [56] 0.666 Intel Core-i7 (4 core), 8GB RAM
Ref. [58] 0.630 Intel Core-i3, 4GB RAM

Ref. [47] 0.129 Intel Pentium IV (2 core), 2GB RAM
Ref. [44] 0.068 Intel Core-i7, 4GB RAM

Ref. [43] 0.044 Not specified

Ref. [64] ~0.0019 Intel Core2, 2GB RAM

Ref. [68] ~0.00015 Intel Pentium IV, 256MB RAM

J. COMPARISON WITH OTHER CHAOS-BASED
ALGORITHMS

To depict the strength of the proposed hash function, we per-
form a comparison with other chaotic hash functions [10],
[43]-[45], [47]-[49], [56]. The selected evaluation metrics
include diffusion, confusion and collision analysis as they
are the mandatory requirements of a secure hash function.
In Table 9, we can see that the proposed hash function outper-
forms the rest, despite the other hash functions already having
near-perfect statistical results.

TABLE 9. Performance comparison of diffusion, confusion and collision
characteristics.

Diffusion and Confusion, N=2048  Collision, N=10000

Algorithm
B Wn(0)  Wa(l)  Wy(2)

Proposed function ~ 63.94 9365 600 35
Ref. [49] 64.24 9381 581 38
Ref. [45] 64.17 9495 505 0
Ref. [10] 64.095 9396 583 21
Ref. [48] 64.27 9554 404 42
Ref. [44] 63.94 9431 557 12
Ref. [53] 63.87 9387 586 27
Ref. [47] 63.99 9401 580 19
Ref. [56] 64.01 9969 31 0
Ref. [43] 63.89 9387 591 22
Ideal value 64 9393 589 17

We now compare the proposed hash function against
two well-known hash functions that are widely used today,
SHA2-256 and SHA3-256. In this comparison, hash val-
ues (the proposed function, SHA2-256 and SHA3-256) are
generated with the same length for a fair comparison. The
diffusion, confusion, and absolute difference metrics are cal-
culated these three hash values and tabulated in Table 10.
The proposed hash function obtains near-ideal scores that are
similar to both SHA hash functions.

TABLE 10. Performance comparison of diffusion, confusion and mean
value of absolute difference with secure hash algorithms (SHA).

Proposed Function =~ SHA2-256  SHA3-256
B 127.988 127.968 128.019
P% 50.043 50.084 50.043
AB 8.106 8.108 8.079
AP 3.113 3.107 3.113
Buin 99 100 155
Biax 156 100 155

2715 2642 2708
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VI. DISCUSSION

In the discussion, we analyze the proposed hash function
based on its three components and explore the strength and
weakness of each one. First, the DNA sequence has an advan-
tage in reducing number of bits. Most hash functions divide
input messages into blocks which are then converted into
a bitstream. Bitwise XOR operations are usually involved
used in these functions, which can result in outputs of zero.
In DNA-XOR, DNA symbols A, T, C, and G are XOR-ed
based on the rules in Table 2. In addition to XOR-ing two
bits at once which increases hashing speed, it also negates the
problem of having zero-valued outputs. However, this comes
at a slight computational overhead when converting an input
message to a DNA sequence.

By using designing the state transition rules for the DCFSA
model based on DNA sequences, security issues of the logis-
tic map such as a small chaotic range and low complexity
are addressed. The DNA sequence also helps to overcome
security issues in conventional sponge and chaos-based hash
functions, which includes weak diffusion, low throughput
(specifically for chaos-based hash functions) and hash length
flexibility.

The DCFSA map was configured to optimize chaotic per-
formance with respect to DNA computing as well as the
sponge construction. Four machine states and four chaoti-
fication methods were selected to maximize randomness.
The DCFSA map is responsible for generating new DNA
sequences to update the sponge state in each round. Unlike
other chaotic hash functions which uses the input message to
perturb the chaotic points and control parameters, the pro-
posed hash function uses the input message to control the
transitions between the machine states. This results in high
sensitivity, randomness and near-ideal statistical properties.
However, as DCFSA is implemented using floating point
number rather than integers or fixed point, it still has room
for improvement in terms of efficiency.

The sponge construction is a provably secure cryp-
tographic primitive as discussed in Section II-A. With
proper selection of the capacity size, it is indifferentiable
from a random oracle and other sponge functions [55]. The
proposed hash function has the advantage of extending this
provable security notion when producing hash values of up
to 128 bits (due to a capacity size of 256 bits). For larger
hash values such as 256 or 384 bits, this notion no longer
holds. Fortunately, the proposed hash function can be easily
modified to accommodate larger capacity sizes to fulfil this
requirement if need.

VIi. CONCLUSION

In this paper, a new hash function based on three compo-
nents are proposed: the sponge constriction, DNA computing
and chaos. The sponge construction is used to increase the
security of the proposed hash function, allowing it to extend
provable security notions. DNA computing is used in a new
chaotic map to increase its randomness, and also used in
the hash function to reduce the number of message blocks
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(resulting in improved efficiency) in addition to attaining
improved security. The new chaotic map was designed based
on a deterministic chaotic finite state automata configura-
tion with four machine states and the logistic map, depict-
ing highly complex chaotic behaviors. The proposed hash
function was analysed based on various aspects such as hash
value distribution, sensitivity to small message changes, con-
fusion and diffusion properties, robustness against birthday
attacks, keyspace analysis, collision resistance, efficiency,
and flexibility. Results show that the proposed function
has near-perfect statistical properties as compared to other
chaotic hash functions.
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