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 A B S T R A C T

With the rapid evolution of interactive multimedia systems, ensuring strong security measures has become in-
creasingly vital. Autonomous platforms, such as drones, are vulnerable to sophisticated cyber threats, including 
jamming and spoofing attacks. One common spoofing strategy involves manipulating Global Positioning System 
(GPS) signals. By broadcasting counterfeit signals, attackers can deceive drone navigation systems. To mitigate 
these risks, this research introduces a machine learning-based framework aimed at intelligently detecting 
spoofing attempts. The approach employs signal characteristics that reflect variations in jitter, shimmer, and 
frequency modulations, rooted in mathematical analysis. A private dataset is used for this work. This dataset, 
developed by our research team, is collected under varied environmental conditions, such as during daylight 
and in low-light settings, over multiple sessions. It categorizes signal statistics into three distinct ranges: the 
initial and final segments suggest spoofed signals, whereas the middle range corresponds to genuine ones. 
Further, using signal reception strength (SRS) values, additional data was sourced from trusted Long Range 
Wide Area Network (LoRaWAN) devices. This information supports the development of a singular-class support 
vector machine (S-CSVM) classifier for spoofing detection. For training purposes, the dataset was partitioned 
into two subsets: a training set (𝑇𝑡𝑟𝑎𝑖𝑛) and a testing set (𝑇𝑡𝑒𝑠𝑡). The performance of the model is evaluated 
using standard metrics, including precision, recall, F-score, and overall accuracy. By utilizing all available 
features, the model achieves its highest scores: 99.99% precision, 99.77% recall, and 99.95% F-score. The 
highest accuracy of 99.22% is achieved when all features are selected, and the distance between LoRaWAN 
devices and the monitoring device ranges from 6 to 8 m, outperforming the results obtained through feature 
selection in the ablation study. A thorough evaluation further highlights how the proposed ML-based solution 
outperforms existing methods.
1. Introduction

Nowadays, self-piloting systems, such as Unmanned Aerial Vehi-
cles (UAVs) or Drones, are increasingly utilized for various purposes, 
including aerial surveillance, secure communication, and packet deliv-
ery [1]. However, in hazardous environments, communication signals 
exchanged between Drones and ground stations are susceptible to 
loss or corruption due to potential cyber-attacks like spoofing, and 
jamming [2–6]. Ensuring a safe landing or executing a return-to-home 
approach in such critical situations creates significant challenges. The 
existing autopilot systems often lack robustness against potent cy-
bersecurity threats, that makes safe landings in unforeseen areas a 
challenging task. Therefore, there is a need for an intelligent system for 
Drones that can be able to classify the spoofed and original signals and 
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dynamically respond to mitigate threats with minimal computational 
overhead.

Securing Drones presents several challenges, such as the constraints 
of lightweight, small size, and limited computational capabilities [7,
8]. The intricate architecture of Drones further complicates efforts to 
enhance their security. Nonetheless, achieving robust Drones security 
entails striking a balance between robust protection and considerations 
such as expected benefits, cost, and functionalities. For a compre-
hensive understanding of Drone architecture, Pohl et al. [9] provide 
detailed insights in their work.

To effectively defend Drones against cyber-attacks, it is necessary 
that Drones must be equipped with the robust architecture [10]. Drones 
face vulnerabilities in two primary forms: Denial of Service (DoS) 
https://doi.org/10.1016/j.adhoc.2025.104101
Received 7 June 2025; Received in revised form 8 October 2025; Accepted 24 Nov
vailable online 26 November 2025 
570-8705/© 2025 Published by Elsevier B.V. 
ember 2025

https://www.elsevier.com/locate/adhoc
https://www.elsevier.com/locate/adhoc
mailto:abid.mehmood@adu.ac.ae
https://doi.org/10.1016/j.adhoc.2025.104101
https://doi.org/10.1016/j.adhoc.2025.104101
http://crossmark.crossref.org/dialog/?doi=10.1016/j.adhoc.2025.104101&domain=pdf


A. Shafique et al. Ad Hoc Networks 183 (2026) 104101 
Fig. 1. A pre-defined and a spoofed paths.

attacks [11], and integrity attacks [12]. Integrity attacks encompass 
activities such as false data injection, and signal spoofing, while DoS 
attacks include jamming, black hole, and gray attacks.

The architecture and the system of the Drone rely on the Global 
Positioning System (GPS) for accurate navigation. Despite its effective-
ness in controlling Drones, GPS is susceptible to the interference of the 
Radio Frequency (RF) [13,14]. Jamming and GPS spoofing represent 
two significant vulnerabilities that creates substantial threats to both 
military and civilian GPS users. Jamming is used to transmit a radio 
signal having relatively high frequency that masks the legitimate signal 
with noise to disrupt its reception [15–17]. Conversely, GPS spoofing 
requires an attacker to send fake signals to generate false positions or 
modify predefined positions to misguide the Drone system and divert it 
from its intended mission. Therefore, civilian or military Drones can be 
manipulated to deviate from their predetermined trajectories without 
the awareness of the users. Fig.  1 illustrates two trajectories: the 
predefined path ABC and the spoofed trajectory ABD. Upon successful 
execution of a spoofing attack, the Drone deviates from point B toward 
point D, divergent to its desired destination.

In recent times, security analysts have observed that Drones can be 
easily manipulated through GPS spoofing attacks when utilizing inex-
pensive software and hardware [18–20]. Drawing from vulnerabilities 
outlined in Jafarnia-Jahromi et al. [21], Shepard et al. [22], Ranyal and 
Jain [23], GPS spoofing can be classified into three primary categories: 
(i) GPS signal simulators, (ii) GPS receiver-based spoofers, and (iii) 
advanced receiver-based spoofers [24]. In the first category, simulators 
are employed to transmit GPS signals in conjunction with radio signals 
that generates a replicated GPS signal without the need for blending 
it with noise. In the second category, GPS receivers synchronize with 
spoofing transmitters to identify the predefined location. Detecting this 
type of spoofing proves challenging. The third category represents a 
more sophisticated approach. Here, It is presumed that the position and 
the velocity of the affected receiver are precisely identified. Identifying 
this form of attack using conventional anti-spoofing measures is nearly 
impossible [25].

To make the GPS spoofing attacks fail, Global Navigation Satellite 
System (GNSS) Receiver Stand-alone (GRS) [26], and Hybrid Position 
Receiver (HPR) [27] methods are commonly employed. GRS techniques 
rely on spatial processing [28–30] and residual signal defense [31]. 
Further elaboration on these methodologies can be found in Spanghero 
and Papadimitratos [32], Pullen and Joerger [33]. Additionally, draw-
backs of HPR techniques are detailed in Mahmood and Manivannan 
[34], Gholami et al. [35]. Various components such as control systems, 
actuators, sensors, and guidance, mounted on Drones are inherently 
vulnerable to spoofing attacks [36]. In such cases, the integrity of the 
mission can be compromised by the injection of fake data, such as in-
correct landing trajectories or erroneous target locations [37]. Employ-
ing inexpensive hardware or installing weak software makes Drones 
susceptible to hacking through the injection of fake data, and spoofing 
attacks. The spoofing attacks can manifest in different forms [38], as 
detailed below:
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• Basic Spoofing: In this type of attack, eavesdroppers generate 
counterfeit Global GNSS signals, which can be executed using 
inexpensive software and hardware.

• Intermediate Spoofing: The attackers produce fake signals while 
simultaneously targeting each channel of the victim receiver 
by aligning the code phases between legitimate and incoming 
spoofed signals.

• Spoofing with Multiple Antennas: This technique primarily 
employed against receivers with multiple antennas, where attack-
ers generate multiple signals to disrupt the frequencies of other 
signals.

To protect Drones against GPS spoofing attacks, a ML based model 
proposed in this research. Upon reception of a GPS signal by the 
Drone, the proposed system for detecting spoofed signals is activated. 
The Drone remains inactive until it receives a GPS signal from an 
authenticated source. When a counterfeit GPS signal be detected, the 
Drone will wait for the subsequent signal until an authenticated one is 
received.

The details of the features used to classify counterfeit and authentic 
GPS signals in this research are explained in Section 4.4. Upon the 
reception of an authenticated GPS signal, the UAV will proceed with the 
appropriate action. The primary advantages of the proposed model lie 
in its computational efficiency and suitability for real-time applications, 
ensuring ease of implementation.

1.1. Organization of the paper

The remaining sections of the paper are structured as follows: 
Section 2 presents an overview of existing methodologies, along with 
vulnerabilities and their potential solutions. Section 3 delves into pre-
liminary knowledge, which covers foundational aspects essential for 
building the proposed machine learning model. Section 4 provides 
detailed insights into the proposed system design. In Section 5, the 
experimentation and evaluation of the proposed model are presented. 
Moreover, a comparative analysis with existing models is also made. 
Finally, Section 7 conclude the proposed work and provide future 
recommendations, respectively.

2. Related work

This section serves to explore and evaluate the current state-of-
the-art methodologies employed in enhancing the robustness of the 
autonomous systems against GPS spoofing threats. By examining prior 
research methodologies, this section aims to provide valuable insights 
into the evolving landscape of security challenges faced by autonomous 
systems. In recent years, numerous approaches have been proposed to 
detect spoofing attacks and protect autonomous systems. Some of these 
approaches have demonstrated promising accuracy, i.e., more than 
90%. However, a significant gap remains. The gap refers to the limi-
tations in existing methodologies that, despite achieving high accuracy 
rates (over 90%), are still not sufficient to protect autonomous systems 
against GPS spoofing threats. This gap could involve a number of 
factors, such as the adaptability of spoofing techniques, the robustness 
of detection methods, and real-time processing capabilities. Addressing 
this gap is crucial to ensure robust protection of autonomous systems 
against sophisticated cyber threats.

In Dang et al. [39], Dang et al. presented an approach that uti-
lizes deep ensemble learning methods in a mobile-network-assisted 
UAV monitoring system to detect GPS spoofing in cellular-connected 
UAVs. The method uses path losses between base stations (BSs) and 
UAVs to detect deviations caused by spoofing by employing three 
statistical methods to enhance accuracy. Deep ensemble learning on 
edge cloud servers analyses path loss statistics using multilayer per-
ceptron (MLP) neural networks to make decisions without adding 
energy consumption to UAVs [40]. However, reliance on path losses 
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makes the system suspectable to environmental distortion. Further, by 
deploying deep learning on edge cloud servers raises challenges about 
data integrity and privacy. In Umer et al. [41], Umer et al. intro-
duced a stacked ensemble method for detecting GPS signal spoofing 
in small UAVs. The authors constructed a model using support vector 
machine [42] and convolutional neural networks which is validated 
through controlled simulation tests and compared against traditional 
machine learning approaches. Despite achieving a remarkable accuracy 
rate of 99.74% a few challenges exist due to the reliance on simulated 
tests and potential computational complexity that highlights issues real-
world deployment. In Nayfeh et al. [43], Nayyfeh et al. developed 
an ML model to detect and classify GPS spoofing in UAVs that is 
validated through controlled outdoor scenarios covering static and 
dynamic attacks. Authentic GPS signal data and spoofed sets generated 
with SDR transceiver modules are standardized and analyzed before 
training multiple ML classifiers. Limitations of their proposed work 
includes non-robustness against quantum cyber attacks. Moreover, the 
challenges might occur due to potential discrepancies between con-
trolled setups and real-world conditions. In Agyapong et al. [44], 
Agyapong et al. developed deep learning models utilizing UAV flight 
logs and telemetry data to detect GPS spoofing attacks in real-time. 
These models, trained on generated UAV data across various mod-
els such as a Long Short-Term Memory (LSTM) binary classifier and 
an LSTM autoencoder-based one-class classifier (OCC), Efficiency is 
evaluated through simulation tests and hardware validation experi-
ments, showcasing high accuracies. However, reliance on simulated 
tests and uncertainty regarding real-world efficacy, particularly against 
spoofing techniques creates notable vulnerabilities to practical deploy-
ment. In Pawlak et al. [45], Pawlak et al. introduced a machine 
learning framework for detecting and classifying jamming attacks on 
UAVs. Qualitative assessments of attack impact on drones utilizing 
orthogonal frequency-division multiplexing (OFDM) communication 
are conducted, with radiometric parameters recorded before and after 
each attack. Six ML algorithms utilized features extracted from these 
parameters to autonomously detect and classify jamming attacks and 
achieved an accuracy of 92.2% with a false alarm rate of 1.35%. 
However, the reliance on systematic testing scenarios and software-
defined radio (SDR) implementations can limit generalizability, while 
the effectiveness of the ML algorithms against sophisticated adversaries 
warrants further validation in complex threat landscapes.

In Iqbal et al. [46], Iqbal et al. investigated advanced methods to 
enhance GNSS security against spoofing attacks. Traditional supervised 
machine learning requires extensive training data for all potential 
attacks but fails with new vectors. To address this, the authors used 
representation learning-based methods. Their classification classify new 
samples based on single-class training data. They also introduce a GNSS 
spoof detection model combining a Variational AutoEncoder (VAE) and 
a Generative Adversarial Network (GAN). This is trained on features 
from standard GNSS receivers using the Texas Spoofing Test Battery 
(TEXBAT) datasets. Their model is susceptible to spoofing attacks that 
closely mimic legitimate signals and heavily depends on comprehensive 
training data. In Borhani-Darian et al. [47], Borhani et al. proposed 
a deep learning-based algorithm for detecting spoofing attacks. Their 
model utilizes a parallelized deep learning model and a clustering 
algorithm to estimate spoofing signals. Their model misclassify spoofing 
signals that closely resemble legitimate ones, and its effectiveness could 
diminish in complex environments because of its dependence on accu-
rate clustering. In Abrar et al. [48], Abrar et al. proposed an integration 
of a GPS navigation model with a dynamic bicycle model to represent 
the behavior of autonomous vehicles. The algorithm utilized machine 
learning to assess temporal features and distinguish between typical 
and anomalous navigation behaviors. Nonetheless, the vulnerability of 
the system is against the advanced spoofing attacks that imitate regular 
vehicle behavior, which ultimately lead to inaccurate results.

In Dang et al. [49], Dang et al. introduced a cellular network-
assisted system to monitor UAV positions and combat GPS spoofing 
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using deep learning. Their approach utilizes an MLP model trained 
on path loss measurements from nearby base stations to authenticate 
GPS positions. While achieving high detection accuracies in experi-
mental tests, a few vulnerabilities arise from signal interference and 
environmental factors that affects path loss measurements. Moreover, 
uncertainties persist regarding the efficacy of the deep learning ap-
proach against advanced GPS spoofing techniques, requiring further 
validation against evolving threats. In Tlili et al. [50], Tlili et al. intro-
duced a novel hybrid adaptive framework for fault and attack detection 
in UAVs. By employing two entry flows to learn high-level features from 
data and utilizing deep-learning architectures for validation, the frame-
work demonstrated the accuracies of 85% for UAV faults and 96.7% for 
attacks. However, vulnerabilities arise from reliance on deep-learning 
architectures that creates challenges related to data quality and model 
generalization. In Brewington and Kar [51], Brewington et al. examined 
neural generative one-class classifiers such as Generative Adversarial 
Networks (GANs) for GPS spoofing detection in civilian UAVs. The 
vulnerabilities arise from the adversarial attacks and data manipulation 
which creates risks to detection integrity. In Wei et al. [52], Wei et al. 
introduced SigFeaDet, a machine learning-based approach for detecting 
GNSS spoofing in UAVs. Through employing various machine learning 
algorithms trained on GNSS signal data, the method achieves a detec-
tion accuracy of 95% with an equal error rate (EER) of approximately 
5%. The weakness of their proposed work arises arise from signal vari-
ations due to environmental factors or hardware malfunctions which 
ultimately leads to inaccuracies in detection accuracy. Moreover, the 
uncertainties exists regarding SigFeaDet’s robustness against sophis-
ticated spoofing techniques which need further validation and deep 
experimentation with highly robust systems. In Aladi and Alsusa [53], 
Aladi et al. introduced a method that utilizes physical layer features in 
UAV systems to enhance security. Using received signal strength (RSS) 
and angle of arrival (AoA), they developed a localization-based verifi-
cation system for signal authentication by employing a deep learning 
autoencoder. Despite achieving high accuracy, vulnerabilities of their 
proposed work are related to the signal variations due to environmental 
conditions or hardware inconsistencies. The summaries of the existing 
work is provided in Table  1.

2.1. Contributions of the paper

To overcome the vulnerabilities mentioned in Table  1 and detect 
whether the signal is spoofed or authentic, the following contributions 
are made in this work:

• The proposed research presents an integrated machine learning 
methodology designed to intelligently detect GPS spoofing at-
tacks aimed at compromising the security of autonomous systems, 
particularly autonomous systems.

• The methodology utilizes signal features associated with math-
ematical concepts such as jitter, shimmer, and frequency mod-
ulations to effectively detect spoofing attacks injected into GPS 
signals.

• The process of collecting and segmenting a private dataset based 
on statistical signal features into intervals specific to spoofing 
and authentic signals demonstrates a tailored approach to dataset 
preparation, which enhances the accuracy and reliability of the 
proposed model.

• Leveraging the RSS and data obtained from legitimate LoRaWAN 
devices, a single-class support vector machine (SCSVM) classifier 
is developed for detecting spoofing attacks.

The adoption of shimmer and jitter in this work is motivated by 
their prior use in speech and biomedical signal analysis for identifying 
subtle variations in timing and amplitude [54,55]. Our contribution is 
not the introduction of shimmer and jitter as new features, but their 
application for GPS spoofing detection in UAVs. This cross-domain 
adaptation applies established signal processing concepts to enhance 
UAV security.
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Table 1
Summary of the existing work.
 Methodology Application 

domain
Real-world 
performance

Robustness 
against attacks

Advantages Disadvantages Potential 
solutions

 

 Dang et al. [39] Mobile UAV 
monitoring

Uses path losses Affected by 
environment

Energy-efficient, 
accurate

Data integrity, 
privacy issues

Improve 
robustness, 
encryption

 

 Umer et al. [41] Small UAVs 99.74% accuracy Simulated tests 
only

High accuracy, 
ensemble model

High 
computation, 
deployment 
issues

Add real tests, 
optimize

 

 Nayfeh et al. 
[43]

UAVs Outdoor scenario 
validation

Weak to 
quantum attacks

Standardized 
data analysis

Controlled vs 
real mismatch

Quantum-safe 
algorithms, 
validate

 

 Agyapong et al. 
[44]

Real-time 
monitoring

Simulated and 
hardware 
validation

Simulated test 
reliance

Uses flight 
telemetry logs

Unknown 
spoofing 
resilience

Real tests, 
adaptive 
learning

 

 Pawlak et al. 
[45]

UAVs 92.2% accuracy Systematic test 
reliance

Detects jamming 
attacks

Low 
generalizability

Diverse tests, 
robust ML

 

 Dang et al. [49] UAV position 
monitoring

High 
experimental 
accuracy

Sensitive to 
interference

MLP on path 
loss

Weak against 
spoofing

Reduce 
interference, 
enhance 
models

 

 Tlili et al. [50] Fault/attack 
detection

85%/96.7% 
accuracy

Deep learning 
reliance

Hybrid adaptive 
method

Data, model 
generalization

Better data, 
interpretability

 

 Brewington et 
al. [51]

Civilian UAVs Adversarial 
vulnerabilities

Detection 
integrity risks

Neural one-class 
classifiers

Not specified Harden 
algorithms, 
validate data

 

 Wei et al. [52] UAVs 95% detection, 
5% EER

Environmental 
signal issues

Various ML 
algorithms

Poor spoofing 
resilience

Robust signals, 
broad tests

 

 Aladi et al. [53] UAV systems High accuracy 
via physical 
layer

Environmental 
signal variance

Uses RSS, AoA Signal variation 
vulnerability

Improve signal 
authentication

 

3. Preliminaries

To develop a proposed model for detecting the nature of the re-
ceived signals, whether they are authentic or spoofed, through the 
utilization of machine learning algorithms, the preliminary knowledge 
used is explained in the next subsections.

3.1. Two-way technology communication

Two-way technology communication involves the transmission of 
signals between different wireless technologies [56,57]. In contrast to 
the modulation based on the packet-level, physical-level modulation 
offers finer control which helps to enable fast-speed throughput by 
manipulating diverse signals at the physical layer. In a ground breaking 
research, (Long Range Wide Area Network (LoRaWAN) [58] utilizes a 
WiFi signal to replicate a LoRaWAN signal without requiring changes 
to hardware or firmware. The LoRaWAN meticulously designs the 
content of a transmitted WiFi communication packet to resemble the 
radio frequency (RF) waveform characteristics of LoRaWAN signals. 
Upon receiving such a WiFi frame, LoRaWAN devices dismiss the WiFi 
header, trailer, and preamble as extraneous noise [59]. However, the 
payload effectively navigates through LoRaWAN’s preamble detection 
process, which enables the LoRaWAN receiver to decode the emulated 
LoRaWAN frame.

In this research, LoRa and LoRaWAN are used with their distinct 
technical meanings. LoRa refers to the proprietary chirp spread spec-
trum (CSS) modulation at the physical layer, responsible for long-range, 
low-power transmission. LoRaWAN, in contrast, is the medium-access 
and network-level protocol that manages device authentication, packet 
routing, and data integrity across gateways.
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3.2. Theoretical examination of spatial correlation

The theoretical examination of spatial correlation is performed by 
analyzing how measurements (like RSS) taken at different locations 
are statistically related. The RSS analyzed in the proposed research 
is closely tied to the physical positioning within a given space and 
is readily accessible within existing wireless networks. Despite being 
subject to random noise, environmental fluctuations, and multipath 
effects, RSS readings taken from the same physical location exhibit 
similarity, while those from different spatial positions display notice-
able differences. Consequently, RSS values demonstrate robust spatial 
correlation features [60–62].

The RSS value vector is defined as 𝑉 = {𝑉1, 𝑉2,… , 𝑉𝑁}, where 
𝑁 represents the total number of reference points. Such reference 
points establish their locations by collecting RSS statistical values from 
wireless junctions. Typically, the RSS statistical value of a wireless 
junction obtained at the 𝑖th reference point adheres to the following 
Log-scale distribution as given in Eq.  (1) [63]: 

𝑉𝑗 (𝑑𝑖)[𝑑𝐶𝑛] = 𝑃 (𝑑0)[𝑑𝐶𝑛] − 10𝛼𝑙𝑜𝑔
( 𝑑𝑖
𝑑0

)

+ 𝑌𝑗 (1)

Where 𝑃 (𝑑0) shows the maximum power that can be provided by 
the sensors at the reference range 𝑑0, 𝑑𝑖 denotes the length from sensor 
𝑖 to the 𝑗th reference point, 𝛼 indicates the exponent of the path loss, 
and 𝑌𝑗 exhibits shadow fading, characterized by a Zero-Mean Gaussian 
Distribution (ZMGD) [64] with a Standard Deviation (SD) [65,66] of 𝛿. 
For simplicity, it is assumed that the transmission power of all wireless 
devices is the same. The RSS distance from one device to another in the 
signal space of the 𝑗th reference point can be expressed as mentioned 
in Eq.  (2): 
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Fig. 2. Generalized spoof signal detection flow.

𝛥𝑉𝑗 = 10𝛼𝑙𝑜𝑔
( 𝑑𝑛
𝑑𝑛−1

)

+ 𝛥𝑌 (2)

Where 𝛥𝑌  follows a ZMGD with a 𝛿 of 
√

2𝛿. The squared value of 
RSS distance in 𝑁 reference points as given in Eq.  (3): 

𝛥𝐷2 =
𝑁
∑

𝑗=1
𝛥𝑉 2

𝑗 (3)

Where 𝛥𝑉𝑗 with 𝑗 = 1, 2,… , 𝑁 denotes the RSS distance at the 𝑗th 
reference point, represented by Eq.  (2).

4. System design

The details of the proposed system designed for the detection of 
spoof or authentic signals are given in the next few subsections.

4.1. Network architecture

The network architecture, depicted in Fig.  2, comprises wireless 
devices (including LoRaWAN and WiFi devices), a server, and a console. 
In a scenario where regular communication between LoRaWAN devices 
is ongoing, an adversary could exploit the direct communication ca-
pability between WiFi and LoRaWAN devices to execute a spoofing 
attack. In such instances, monitoring sensors positioned at stationary 
locations can receive WiFi eavesdropper frames in real time to detect 
spoofing actions. The server then processes the packets supervised by 
these sensors for overarching detection, while the console receives 
data packets, normalizes RSS samples using timestamps or sequence 
numbers, merges the data packets, and develops the samples.

Fig.  3 outlines the training process for the Single-class Support 
Vector Machine (SCSVM) model. Before employing the SCSVM model 
for the classification of RSS samples in real-time scenarios (in the 
presence of spoofing attacks), a collection of authentic RSS samples 
must be used to train the model. Initially, all incoming RSS samples 
of the data undergo preprocessing, which includes the following steps: 
(1) Eliminating outliers by applying the 3𝜎 criterion to filter noise data; 
and (2) Filling missing values using the K-nearest Neighbors (K-NN) 
data filling algorithm to efficiently handle continuous noisy data, and 
missing values. The preprocessed data is then split into a couple of 
parts: (a) the training part, and (b) the testing part, ensuring the full 
applicability of the SCSVM model.

Fig.  4 outlines the flow of the detection of spoofing attacks. Once 
the model is developed, the detection process of spoofing is initiated. 
Finally, the SCSVM classifier is employed to categorize incoming RSS 
data into spoofing and authentic data.

4.2. GNSS data collection and integration

The primary objective of this research is to create a controlled 
environment to systematically study and evaluate the effectiveness 
of our proposed machine learning-based approach for detecting GPS 
spoofing attacks. In this context, LoRaWAN signals are utilized to 
5 
Fig. 3. Train the SCSVM/SVM model.

Fig. 4. Spoofing detection flow.

emulate certain aspects of GPS signal interference because they provide 
a practical and flexible way to model signal anomalies in a controlled 
manner. However, using true GNSS data provides a more realistic and 
representative evaluation of the proposed model. Therefore, genuine 
GNSS data is collected and integrated with the existing dataset that 
contains LoRaWAN signals.

4.2.1. Data collection process
To capture the signals from GPS satellites, a high-precision GNSS 

receiver such as Real-Time Kinematic (RKT) [67] is utilized. This 
receiver decodes signals transmitted by satellites and provides raw 
data, including the satellite position, signal strength, and timing infor-
mation. After that, it is ensured that the receiver can log raw signal 
data, which can later be processed and analyzed. Eq.  (4) shows the 
pseudorange calculation to estimate the distance between a satellite 
and a GNSS receiver. The term ‘‘pseudo-range’’ is used because this 
distance measurement includes not only the true range between the 
satellite and the receiver but also several sources of error, such as clock 
biases, atmospheric delays, and multipath effects. 
𝜌𝑖 = (𝑡𝑟𝑐𝑣 − 𝑡𝑡𝑟𝑎𝑛𝑠,𝑖) ⋅ 𝑐 (4)

where 𝜌𝑖 is the pseudo-range to the 𝑖th satellite, 𝑡𝑟𝑐𝑣 is the receiver’s 
clock time when the signal is received, 𝑡𝑡𝑟𝑎𝑛𝑠,𝑖 is the satellite’s clock time 
when the signal was transmitted, and 𝑐 is the speed of light.

To calculate the position, let (𝑥𝑖, 𝑦𝑖, 𝑧𝑖) be the coordinates of the 𝑖th 
satellite, (𝑥, 𝑦, 𝑧) be the unknown receiver coordinates, and 𝑐 ⋅ 𝛿𝑡 be the 
clock bias. Eq.  (5) is used to determine the position of a receiver on 
Earth, such as a GPS device. 
√

(𝑥 − 𝑥𝑖)2 + (𝑦 − 𝑦𝑖)2 + (𝑧 − 𝑧𝑖)2 = 𝜌𝑖 + 𝑐 ⋅ 𝛿𝑡 (5)

The signal strength (𝑆) is calculated using Eq.  (6).
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𝑆(𝑑) =
𝑆0

𝑑2
+ 𝜂 (6)

where 𝑆0 is the signal strength at a reference distance, 𝑑 is the distance 
from the signal source, and 𝜂 represents random fluctuations due to 
weather and other environmental factors.

To improve the accuracy and reliability of GNSS positioning, at-
mospheric effects, specifically ionospheric and tropospheric delays are 
calculated using Eq.  (7). 
{

𝛥𝑡𝑖𝑜𝑛 =
40.3
𝑓2

⋅ 𝑇𝐸𝐶

𝛥𝑡𝑡𝑟𝑜𝑝 =
𝑃
𝑐⋅𝑇 ⋅ (𝑘1 + 𝑘2 ⋅

𝑒
𝑇 )

(7)

where 𝑓 is the frequency of the signal, 𝑇𝐸𝐶 is the total electron 
content, 𝑃  is atmospheric pressure, 𝑇  is temperature, 𝑒 is partial water 
vapor pressure, and 𝑘1 and 𝑘2 are constants.

The carrier phase is measured using 𝛷 = 𝑁 + 𝜙 (𝛷 is the observed 
phase, 𝑁 is the integer ambiguity) for high-precision applications like 
surveying and real-time kinematic GNSS due to its ability to provide 
much finer measurements than pseudorange alone.

Now, the Doppler shift is measured after carrier phase measurement 
to determine the relative velocity between the GNSS receiver and the 
satellite using Eq.  (8). It provides additional information on the rate 
of change of distance, which helps in improving position accuracy and 
estimating the receiver’s velocity 

𝑓𝐷 =
𝑣𝑟 ⋅ 𝑓0
𝑐

(8)

where 𝑓𝐷 is the Doppler shift, 𝑣𝑟 is the relative velocity between the 
satellite and receiver, 𝑓0 is the transmitted frequency, and 𝑐 is the speed 
of light.

After, the measurement of Doppler shift, error correction (e.g., Mul-
tipath, Atmospheric) is calculated using the correction model like the 
Klobuchar model for ionospheric delay [68] using Eq.  (9)

𝛥𝑡𝑖𝑜𝑛 = 𝐹 ⋅ (𝑎0 + 𝑎1 ⋅ 𝜓 + 𝑎2 ⋅ 𝜓2 + 𝑎3 ⋅ 𝜓3) (9)

where 𝐹  is the obliquity factor, and 𝜓 is the zenith angle. The least 
squares estimation for positioning is measured as: 𝐱 = (𝐇𝑇𝐇)−1𝐇𝑇 𝐲. 
𝐇 is the design matrix, 𝐲 is the vector of observations, and 𝐱 is the 
estimated position. In the last step, combine GNSS and other datasets 
(e.g., LoRaWAN) using Kalman filtering due to its ability to optimally 
combine predictions with noisy measurements which also provides ac-
curate state estimates even in the presence of uncertainty and dynamic 
system behavior. Mathematically, the Kalman filtering is described 
in Eq.  (10). 

𝐱̂𝑘|𝑘 = 𝐱̂𝑘|𝑘−1 +𝐊𝑘(𝐳𝑘 −𝐇𝑘𝐱̂𝑘|𝑘−1) (10)

where 𝐱̂𝑘|𝑘 is the state estimate, 𝐊𝑘 is the Kalman gain, and 𝐳𝑘 is the 
measurement.

4.2.2. Signal segmentation approach
To prepare the captured GPS/LoRaWAN signals for feature extrac-

tion and spoofing detection, the raw time-series data are segmented 
into overlapping temporal windows. This process provides the model 
to isolate short-term variations caused by spoofing while preserving 
continuity in authentic signal behavior.

• Step 1: Signal representation:  Let the received signal be denoted 
as: 𝑠(𝑡) = 𝐴(𝑡) cos(2𝜋𝑓𝑐 𝑡 + 𝜙(𝑡)), where 𝐴(𝑡) is the instantaneous 
amplitude, 𝑓𝑐 is the carrier frequency, and 𝜙(𝑡) is the phase com-
ponent, which may contain small perturbations due to spoofing 
(timing offsets, phase jumps).
The discrete sampled signal can be represented as: 𝑠[𝑛], 𝑛 =
1, 2,… , 𝑁 , where 𝑁 is the total number of samples in the record-
ing.
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• Step 2: Window segmentation:  Each signal trace is divided into 
fixed-length windows of 𝐿 samples (corresponding to 200 ms). 
Consecutive windows overlap by 50%, giving a stride of 𝐿2 . For-
mally, the 𝑖th window is defined as: 𝑤𝑖[𝑛] = 𝑠[𝑛+(𝑖−1) ⋅ 𝐿2 ], 𝑛 =
1,… , 𝐿. Hence, the total number of windows 𝐾 generated from a 
signal of 𝑁 samples is: 𝐾 =

⌊

2𝑁
𝐿 − 1

⌋

 This ensures that each 
new segment reuses half of the previous samples, maintaining 
temporal continuity and avoiding information loss at segment 
boundaries.

• Step 3: Feature extraction per segment:  For each window 
(𝑤𝑖[𝑛]), first, Compute jitter, shimmer, and frequency-modulation 
parameters using equations already defined in Table  3. Second, 
estimate RSS using Eq.  (11)

RSS𝑖 = 10 log10

(

1
𝐿

𝐿
∑

𝑛=1
|𝑤𝑖[𝑛]|2

)

(11)

Third, form a feature vector: 𝐱𝑖 =,RSS𝑖, 𝐽𝑖, 𝑆𝑖, FM𝑖, where (𝐽𝑖) and 
(𝑆𝑖) are the jitter and shimmer of segment 𝑖.

• Step 4: Label assignment:  Each window inherits the label of its 
parent signal trace as given in Eq.  (12). 

𝑦𝑖 =

{

1, if segment from authentic transmission
−1, if segment from spoofed transmission (12)

Labeling is based on the controlled experimental setup: Authentic 
signals → LoRaWAN transmitters, and Spoofed signals → HackRF. 
One re-transmissions with timing and amplitude manipulation.

• Step 5: Dataset formation:  The final dataset used for model 
training is:  = (𝐱𝑖, 𝑦𝑖)𝐾𝑖=1. This segmented dataset is normalized 
using z-score normalization and then split into training (70%) and 
testing (30%) subsets.

The selection of a 200 ms window is consistent with previous find-
ings [69,70], which report that window durations of 100–250 ms 
provide sufficient temporal resolution to capture rapid signal perturba-
tions associated with spoofing. A 200 ms window provides a balanced 
configuration by offering enough samples to estimate shimmer and 
jitter reliably, maintaining adequate temporal resolution to detect rapid 
signal anomalies, and ensuring manageable computational complexity 
during processing.

4.3. Dataset composition and structure

The dataset used in this research consists of 6000 signal samples 
collected over multiple experimental sessions using GPS and LoRaWAN 
receivers. Data were recorded under diverse conditions, including day-
light, low-light, and varying device distances (3–8 m), to ensure hetero-
geneity. Each sample contains time-synchronized raw signal attributes 
such as received signal strength (RSS), amplitude, frequency modula-
tion parameters, and extracted jitter and shimmer values. The dataset 
is divided into two subsets: 70% for training and 30% for testing. 
Signal labeling was performed manually based on controlled spoofing 
experiments using HackRF One devices. Signals received directly from 
legitimate LoRaWAN transmitters were labeled as authentic, whereas 
those intercepted and retransmitted with altered identifiers or timing 
offsets were labeled as spoofed. This labeling approach ensures that 
spoofed samples accurately reflect realistic attack behavior while main-
taining a clear distinction from genuine signals. Table  2 outlines the key 
parameters, acquisition conditions, and labeling procedure used during 
data collection.

4.4. Features used in the proposed work

In the proposed research, we utilize signal attributes such as ‘‘shim-
mer’’ and ‘‘jitter’’, along with their subcategories, as key features. These 



A. Shafique et al. Ad Hoc Networks 183 (2026) 104101 
Table 2
Dataset summary and structure used in this research.
 Category Description  
 Total Samples 6000 signal instances collected over multiple controlled sessions.  
 Signal Sources Mixed GPS and LoRaWAN transmissions captured using Pycom LoPy4 nodes (authentic) and HackRF 

One devices (spoofed).
 

 Environment Settings Indoor laboratory setup with variable lighting (daylight/low-light) and distances ranging from 3m to 
8m between transmitter and receiver

 

 Sessions Conducted 10 independent sessions (5 daylight, 5 low-light) conducted over different days to capture 
environmental variability

 

 Signal Features Recorded Received Signal Strength (RSS), Jitter, Shimmer, Frequency Modulation (FM), amplitude, and 
timestamp metadata

 

 Data Structure Each sample stored as a vector: [RSS, Jitter, Shimmer, FM, TimeStamp, Label]. Average record size ≈
1.2KB

 

 Labeling Criteria ∙ Authentic signals: Directly received from legitimate LoRaWAN transmitters without alteration
∙ Spoofed signals: Captured via HackRF One re-transmission with modified timing, amplitude, or 
identifiers to emulate GPS spoofing attacks

 

 Class Distribution 3000 Authentic (50%) and 3000 Spoofed (50%)  
 Training/Testing Split 70% training (4,200 samples) and 30% testing (1,800 samples)  
 Sampling Rate 2MHz for GNSS/GPS; 868MHz band for LoRaWAN signals  
 Collection Duration Approximately 30 min per session (total ≈ 5 h of data)  
 Signal Preprocessing Outlier removal via 3𝜎 criterion, K-NN interpolation for missing values, and z-score normalization 

prior to feature extraction
 

 Feature Extraction Windows 200ms sliding windows with 50% overlap applied to all signal traces  
features are used to discern the authenticity of a received signal. Upon 
receiving a signal, our algorithm extracts feature values from it, creat-
ing a feature vector denoted as T𝑣𝑒𝑐 = t1, t2, t3, t4,.....t𝑛. Subsequently, 
these values are compared with each feature vector in the dataset using 
our proposed model. If the model determines that the signal originates 
from an authentic source, the UAV will be poised to take appropriate 
action.

Conversely, if the signal is deemed fake or spoofed, the UAV will 
abstain from taking any subsequent action and will await additional 
incoming signals. This cycle of signal reception will continue until 
the UAV receives an authentic signal. However, rather than remaining 
completely stand-still, the UAV is also programmed to execute a pre-
defined safe behavior during this period, such as hovering in place, 
returning to a known safe location, or maintaining its last known 
trajectory at a reduced speed. This ensures that the UAV does not 
remain vulnerable or inactive but instead takes precautionary measures 
until a legitimate signal is verified. This approach balances security 
with operational continuity, minimizing the risk posed by spoofed 
signals while maintaining a level of responsiveness. Upon acquiring an 
authentic signal, the UAV will proceed with the appropriate action. 
After completion of the task, the UAV will iterate through the same 
process for subsequent signals.

Fig.  5 illustrates a simplified scenario where the UAV is shown 
receiving control signals. However, the UAV in the proposed model 
also relies on GNSS signals for navigation and localization. Fig.  5 also 
emphasizes the decision-making process related to signal authenticity. 
While the UAV receives navigation data from GNSS, it also commu-
nicates with the ground station for additional commands or mission 
updates. The proposed model is designed to assess the authenticity of 
these incoming signals — whether from GNSS or control station — to 
ensure the UAV only acts on verified information.

In the signal classification approach, we employ jitter and Shimmer 
as primary features. Although previous studies [71–73] have explored 
additional signal attributes such as mean, frequency, range, and root 
mean square, they have found that relying only on these features 
results in inadequate accuracy for signal classification. Consequently, to 
enhance the accuracy of our model, there are ten parameters as features 
are incorporated, as opposed to just two or three. The parameters em-
ployed are elaborated in the Table provided in 3, wherein mathematical 
specifications of these features such as the intervals defined for each 
7 
Fig. 5. UAV response to signal authenticity.

classification, are outlined. However, the detailed explanation of these 
mathematical equations, as presented in Table  3, can be found in Silva 
et al. [74], Teixeira et al. [75], Teixeira et al. [76].

Jitter and Shimmer are vital for detecting spoofing attacks in UAVs 
because they highlight inconsistencies in signal timing and ampli-
tude, respectively. Normally, UAV signals exhibit minimal jitter and a 
stable shimmer that indicates consistent timing and amplitude. How-
ever, spoofing attempts introduce irregularities and randomness, which 
cause increased jitter (small, rapid timing variations) and shimmer 
(amplitude variability).

In our approach to detecting GPS spoofing attacks, we utilize jit-
ter, shimmer, and modulation techniques to analyze signal anomalies. 
Jitter, which refers to variations in the timing of signal pulses, helps 
identify irregularities that may indicate spoofing by highlighting de-
viations from expected timing patterns. Moreover, Shimmer is used 
to measure the amplitude variation, and it is initially considered to 
capture subtle deviations in signal strength, but it is recognized in 
this research that amplitude variation as a general concept can offer a 
more robust approach. Therefore, in this research, shimmer is used to 
detect amplitude variations in signal strength. Additionally, modulation 
is used to examine the signal’s encoding patterns, as spoofed signals 
often exhibit irregular modulation compared to authentic ones. By in-
tegrating these mathematical concepts as given in Table  3, the proposed 
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Table 3
Detail of features used in the proposed work.
 Features Mathematical equations Variable explanation Defined intervals  
 𝑇𝑖: time span of each period in [01.00 25.50] ⇒ Spoofed signal  
 Jitter (absolute) = 1

𝑁−1

∑𝑁−1
𝑖=1 (|𝑇𝑖 − 𝑇𝑖−1|) 𝑁 : total number of periods [25.75 75.55] ⇒ Authentic signal 

 [75.50 100.0] ⇒  Spoofed signal  
 [01.00 25.50] ⇒  Spoofed signal  
 Jitter (local) =

1
𝑁−1

∑𝑁−1
𝑖=1 (|𝑇𝑖−𝑇𝑖−1 |)

1
𝑁
−
∑𝑁
𝑖=−1 (𝑇𝑖 )

// [25.75 75.50] ⇒ Authentic signal 
 [75.75 100.0] ⇒  Spoofed signal  
 [100.0 75.50] ⇒  Spoofed signal  
 Jitter (RAP) =

1
𝑁−1

∑𝑁−1
𝑖=1 (|𝑇𝑖−(

1
3

∑𝑖+1
𝑛=𝑖−1 (𝑇𝑛 ))|)

1
𝑁
−
∑𝑁
𝑖=−1 (𝑇𝑖 )

// [75.00 25.50] ⇒ Authentic signal 
 [25.25 01.00] ⇒  Spoofed signal  
 [01.00 25.50] ⇒  Spoofed signal  
 Jitter (ppq5) =

1
𝑁−1

∑𝑁−1
𝑖=1 (|𝑇𝑖−(

1
5

∑𝑖+2
𝑛=𝑖−2 (𝑇𝑛 ))|)

1
𝑁
−
∑𝑁
𝑗=−1 (𝑇𝑖 )

// [25.75 75.50] ⇒ Authentic signal 
 [75.50 100.0] ⇒  Spoofed signal  
 [100.0 75.50] ⇒  Spoofed signal  
 Shimmer (local) =

1
𝑁−1

∑𝑁−1
𝑖=1 (|𝐴𝑖−𝐴𝑖+1 |)

1
𝑁
−
∑𝑁
𝑖=1 (𝐴𝑖 )

× 100 𝐴𝑖: Amplitude of the received signal [75.00 25.50] ⇒ Authentic signal 
 [25.55 01.00] ⇒  Spoofed signal  
 [00.50 24.75] ⇒  Spoofed signal  
 Shimmer(db) = 1

𝑁−1

∑𝑁−1
𝑖=1 (|20 ∗ 𝑙𝑜𝑔( 𝐴𝑖=+1

𝐴𝑖
)|) // [25.00 74.75] ⇒ Authentic signal 

 [75.00 99.50] ⇒  Spoofed signal  
 [100.0 75.50] ⇒  Spoofed signal  
 Shimmer (apq3) =

1
𝑁−1

∑𝑁−1
𝑖=1 (|𝐴𝑖−(

1
3

∑𝑖+1
𝑛=𝑖−1 (𝐴𝑛 ))|)

1
𝑁
−
∑𝑁
𝑖=1 (𝐴𝑖 )

// [75.00 25.50] ⇒ Authenticsignal  
 [25.25 01.00] ⇒  Spoofed signal  
 [01.00 25.50] ⇒  Spoofed signal  
 Shimmer (apq5) =

1
𝑁−1

∑𝑁−2
𝑖=2 (|𝐴𝑖−(

1
5

∑𝑖+2
𝑛=𝑖−2 (𝐴𝑛 ))|)

1
𝑁
−
∑𝑁
𝑖=1 (𝐴𝑖 )

// [25.75 75.25] ⇒ Authentic signal 
 [75.5 100] ⇒  Spoofed signal  
approach aims to enhance the detection of spoofing attempts through 
a comprehensive analysis of signal characteristics. Moreover, Using 
shimmer in the proposed model adds a layer of complexity for attackers 
because shimmer captures subtle and rapid variations in the amplitude 
of a signal, which are typically caused by the physical characteristics of 
the legitimate signal’s source. These variations are difficult to replicate 
accurately because they are influenced by a combination of factors 
such as the environment, the transmission medium, and the intrinsic 
properties of the legitimate transmitter. An attacker attempting to spoof 
the signal would need to precisely mimic these nuanced amplitude 
fluctuations in real-time, which is technically challenging and requires 
sophisticated equipment and knowledge. This makes shimmer a valu-
able feature in detecting spoofed signals, as it introduces a unique and 
dynamic characteristic that is hard to counterfeit.

Recent research [77–79] also showed that spoofed signals can cause 
jitter to increase by over 20% and shimmer to rise by more than 15%, 
making these features reliable indicators of potential spoofing attacks. 
Spoof signal detection is based on signal processing principles, which 
predict normal and spoofed signal behavior.

Apart from the features mentioned in Table  3, another feature used 
in this research is frequency modulation, which involves the blending 
of an authentic signal with a high-frequency or carrier signal. Despite 
the inherent high frequency of GPS signals, security measures mandate 
their modulation with a specific frequency range, typically between 250 
MHz and 300 MHz, prior to transmission. The demodulator installed 
on the UAV is designed to work specifically with the signal struc-
ture expected from the GNSS system. It is tuned to identify whether 
the incoming signal conforms to the expected GPS signal characteris-
tics, particularly within the designated frequency range. Any signal, 
including those modulated with LoRa techniques, that falls outside 
this expected range or does not match the anticipated GNSS signal 
parameters, would be flagged as suspicious. The distinction lies in the 
purpose of the demodulation process in our model. It is not intended to 
decode LoRa signals but rather to ensure the integrity of GNSS signals 
by identifying anomalies. Therefore, while LoRa’s signal structure is 
indeed different, our model is robust enough to distinguish between 
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legitimate GPS signals and potential spoofed signals, even if the latter 
employs different modulation techniques like those used in LoRa.

Potential attackers can attempt to send GPS signals through two 
methods: (a) modulated GPS signals and (b) unmodulated GPS sig-
nals. However, since the carrier signal’s frequency, which is used 
for modulation, remains undisclosed to attackers, Therefore, it serves 
as an additional secret key, further enhancing system security. The 
generalized flow of the proposed mode is presented in Fig.  6.

Shimmer and jitter are included in this research based on their 
established utility in earlier research across non-GPS domains [55,80]. 
In this research, these features are specifically adapted for GPS spoofing 
detection, where spoofed signals cause irregularities in timing (cap-
tured by jitter) and amplitude (captured by shimmer). This targeted 
application differentiates the proposed work from earlier studies in the 
UAV security context.

4.5. Detection of attacks incorporating SCSVM analysis

An instance to elucidate the signal spoofing attack executed by 
a WiFi device opposed to LoRaWAN devices. Due to the inherent 
transmitting nature of the wireless medium, WiFi devices situated 
in close proximity can readily intercept data chunks transmitted by 
LoRaWAN transmitters. Consequently, the WiFi evesdropper initiates 
a signal spoofing attack involving a couple of steps.

Initially, the attacker enters a state of channel listening, capturing 
the transmission frame from the LoRaWAN device, then alters the 
identity information to impersonate an authentic LoRaWAN device, 
and finally launches a unauthorized attack. Detection of the spoofing 
attack involves monitoring the RSS value of the WiFi data packets 
employing the monitoring sensors. This research analyzes RSS values 
from WiFi devices gathered by monitoring sensors placed in different 
locations to monitor potential attackers. The RSS value of the data 
packet transmitted by wireless device 𝑗 is represented by Eq.  (13). 
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Fig. 6. Generalized flow diagram of the proposed model.
𝑦𝑗 =
[

𝑅𝑆𝑆1
𝑗 , 𝑅𝑆𝑆

2
𝑗 , 𝑅𝑆𝑆

𝐿
𝑗 ,…

]

(13)

Where, 𝑅𝑆𝑆𝐿𝑗  is the RSS value of node at 𝑗 from the sensor of mon-
itoring 𝐿. Subsequently, this research focuses on utilizing the sig-
nal strength vectors generated by monitoring sensors deployed in Lo-
RaWAN networks as unique fingerprints for legitimate LoRaWAN de-
vices. These signal fingerprint vectors, denoted as 𝑥𝑖, are collected in 
real-time and used to build a training set. Subsequently, a Support 
Vector Machine (SVM) classifier is trained, specifically the SCSVM 
classifier, to determine whether a given vector sample corresponds 
to a legitimate LoRaWAN device. This approach aims to enhance the 
security and authentication mechanisms within LoRaWAN networks by 
taking advantage of the distinctive characteristics of signal strength 
vectors.

4.5.1. Training set
We populate the training set with RSS vector samples from le-

gitimate LoRaWAN devices. Each sample in the dataset includes the 
reception time from the transmitter to the monitoring sensor, the trans-
mitter’s media access control (MAC) address, and the corresponding 
RSS value. The training dataset 𝑌  is defined as shown in Eq.  (14). 
𝑌 = {𝑦1, 𝑦2, 𝑦2,… , 𝑦𝑁} (14)

Where 𝑁 represents the quantity of samples in the signal fingerprint 
vector 𝑦 in the training dataset 𝑌 .

4.5.2. Single-class SVM classification
To measure RSS for each feature, first, it is identified the type of 

wireless signal to be measured, such as Wi-Fi. Utilize a signal receiver 
capable of detecting and reporting RSS values, which could be a 
specialized device like a spectrum analyzer, or software tools available 
on mobile devices or computers. Position the receiver at the desired 
location, and capture the RSS value using the receiver’s appropriate 
software commands. For instance, on Linux systems, a command like 
‘iwconfig’ is used to retrieve RSS values for each signal. Moreover, it 
is also ensured to record and store these values along with relevant 
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metadata such as time and location for each measurement. The same 
process is repeated to gather comprehensive RSS data for each feature.

The primary goal of the SCSVM is to establish decision functions 
based on feature vectors derived from the training dataset. SCSVM 
operates by discerning potentially malicious devices through the iden-
tification of an optimal hyperplane within a nonlinear space. This 
objective is mathematically defined as a quadratic optimization prob-
lem, represented by Eq.  (15). By formulating the problem in this 
manner, SCSVM aims to effectively distinguish between legitimate and 
malicious devices within the system. 

𝑚𝑖𝑛
𝜉,𝛯,𝑐

1
2
‖𝑤‖2 + 1

𝜇𝑁

𝑁
∑

𝑗=1
𝛯𝑗 − 𝑐, 𝑠.𝑡.𝜙(𝑦𝑗 ) ≥ 𝑐 − 𝛯𝑗 , 𝛯𝑗 ≥ 0 (15)

Where, 𝑗 ranges from 1 to 𝑁 , 𝑁 denotes the total number of 
instances, and 𝑠.𝑡. stands for ‘‘subject to’’. The function 𝜙(⋅) is employed 
as a nonlinear mapping function to process feature vectors within the 
training set. The weight vector for the model is represented as 𝑤, 
while 𝜉𝑖 means nonzero slack variables introduced to accommodate 
tolerance within the model. A regularization parameter, 𝜇, is set to 
0.03 to control this tolerance within a specified range (0, 1). Within the 
training data, the vector sample 𝑦∗𝑗 , subject to 𝜙(𝑦𝑗 ) − 𝑐 = 𝛯𝑗 , functions 
as the support vector located at the boundary of the decision function. 
𝑐 is the threshold or bias. These components collectively contribute to 
the formulation and operation of the model, which helps facilitate the 
delineation between various instances within the system. 
𝐺(𝑦) = 𝑠𝑔𝑛

(

𝑤𝜌(𝑦) − 𝑐
)

(16)

𝐺(𝑦) is the output of the decision function, 𝑦 is the input feature vec-
tor, 𝑠𝑔𝑛(⋅) is the sign function, and 𝜌(𝑦) is the feature mapping function. 
In the scenario where 𝑔(𝑦) = 1 means that the fingerprint vector for the 
strength of signal 𝑦 originates from an authentic LoRaWAN device and 
𝑔(𝑦) = −1 indicates that it originates from a WiFi attacker.

To identify whether the test sample vector 𝑥𝑗 lies within the hyper-
plane, the decision function uses a nonlinear kernel function 𝐾(𝑦𝑖, 𝑦𝑗 ), 
as described in Schuëller and Jensen [81] (Eq.  (17)). 

𝐺𝑆𝐶𝑆𝑉𝑀
(

𝑦𝑖
)

= 𝑠𝑔𝑛

( 𝑁
∑

𝐿
(

𝑦𝑗 , 𝑦𝑖
)

− 𝑐

)

, 0 < 𝜂𝑗 <
1
𝜇𝑁

(17)

𝑗=1
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Here, 𝜂𝑗 represents the Lagrange multiplier derived through the 
utilization of the 𝜙(⋅) function to optimize the margin. 𝜇 is a regular-
ization parameter that controls the trade-off between maximizing the 
margin and minimizing classification errors in support vector machine 
(SVM) models. Typically, three distinct kernel functions are employed 
in various situations, namely the polynomial function, the radial basis 
function (RBF) and the linear function, as described in Shang et al. [82] 
(Eq.  (18)). 
⎧

⎪

⎪

⎪

⎨

⎪

⎪

⎪

⎩

𝐾
(

𝑦𝑗 , 𝑦𝑖
)

= 𝑦𝑇𝑗 𝑦𝑖,

𝐾
(

𝑦𝑗 , 𝑦𝑖
)

=

(

𝑦𝑇𝑗 𝑦𝑖 + 1

)𝑠

,

𝐾
(

𝑦𝑗 , 𝑦𝑖
)

= 𝑒

(

−𝛼‖𝑦𝑗−𝑦𝑖‖2
)

(18)

Here, 𝑠 represents the degree parameter for the kernel of the polyno-
mial function. It controls the degree of the polynomial in the polyno-
mial kernel function.

The outcome of Eqs. (15)–(18) is the development of a robust 
SCSVM model that can effectively differentiate between legitimate and 
spoofed signals. By solving the quadratic optimization problem and 
applying the decision function in conjunction with appropriate ker-
nel functions, the SCSVM accurately classifies legitimate and spoofed 
signals based on their signal characteristics, even in nonlinear and 
complex scenarios.

These equations collectively contribute to the SCSVM’s capability 
to enhance network security by identifying and mitigating potential 
threats, thus ensuring the integrity of the LoRaWAN system.

• The linear kernel function is primarily employed when dealing 
with linearly separable data. Compared to polynomial and RBF 
kernel functions, it involves fewer parameters, which helps to 
reduce the computation speed. It yields excellent classification 
outcomes for linearly separable datasets.

• The polynomial function can transform a low-dimensional data 
space into a high-dimensional data space, although with a higher 
parameter count. Particularly with high polynomial orders, com-
putational complexity escalates significantly, impeding practical 
computation.

• The RBF function proficiently maps samples to higher-
dimensional spaces. It demonstrates superior performance in both 
large and small-sample training scenarios, with fewer parameters 
compared to the polynomial kernel function. Following a com-
parative analysis of the computational outcomes of such kernel 
functions, this research opts for the RBF function, attributed to 
its highest detection rate.

In this section, the utilization of the SVM algorithm is discussed to 
enhance the performance of the classifier based on the classification 
outcomes of the SCSVM when offline training data are accessible. SVM 
is described as a collection of kernel-based learning techniques for data 
classification, encompassing both the training and testing phases. Each 
sample instance within the training set is characterized by a class label 
and attributes (features). For example, in the context of countering 
spoofing attacks from WiFi to LoRaWAN, instances without spoofing 
attacks can be labeled as ‘‘+1’’, while instances with spoofing attacks 
can be labeled as ‘‘−1’’. This approach aims to leverage SVM’s capa-
bilities to refine the classification process and improve the accuracy of 
detecting spoofing attacks in wireless networks.

Training samples can be acquired through regular monitoring of 
network activities. A labeled training set 𝐓 consisting of 𝐼 feature 
vectors is defined by Eq.  (19), where 𝑥𝑖 represents the label of 𝐲𝐢. 

𝐓 =
{

𝐲𝐢|𝐲𝐢 ∈ 𝑅𝑁 , 𝑥𝑖 ∈ {−1,+1}
}

(19)
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Fig. 7. Dataset with Linear separability.

Every feature vector 𝑦𝑖 is a real vector of dimension 𝑁 as given 
in Eq.  (20). 

𝑦𝑖 =

[

𝑅𝑆𝑆1
𝑖 , 𝑅𝑆𝑆

2
𝑖 , 𝑅𝑆𝑆

𝐿
𝑖 ,… ,

]𝑃

(20)

Where 𝑃  represents the total number of different RSS measurements 
taken for each feature vector 𝑦𝑖, while 𝐿 denotes the number of RSS 
measurements per feature vector. Our objective is to optimize the 
margin hyperplane that separates the feature vectors with 𝑥𝑖 equal to 
+1 and 𝑥𝑖 equal to −1. The formulation of this hyperplane is given 
in Eq.  (21). 
𝐕𝑃𝑋 + 𝑐 = 0 (21)

𝐕 represents the normal vector of the hyperplane, 𝑐 stands for the 
bias variable, and 𝐗 denotes the feature vector of the sample located 
on the hyperplane, as illustrated in Fig.  7.

The objective is to select a hyperplane that maximizes the margin 
between positive and negative samples. This optimization is subject to 
the following constraint given in Eq.  (22). 

𝑥𝑖

(

𝐕𝑃 𝑦𝑖 + 𝑐
)

≥ 1,∀𝑖 ∈ [1, 𝑁] (22)

As depicted in Fig.  8, when the training samples in the transformed 
space are not linearly separable, adjustments to the optimization prob-
lem can be made by incorporating non-negative slack variables 𝛯𝑖 ≥ 0
as given in Eq.  (23). 

𝑥𝑖
(

𝐕𝑃 𝑦𝑖 + 𝑐
)

≥ 1 − 𝛯, ∀𝑖 ∈ [1, 𝑁] (23)

The hyperplane (𝐕𝑇 ) can be calculated by solving the optimization 
challenge in the fundamental form as given in Eq.  (24). 

𝑚𝑖𝑛
𝐕,𝑐

1
2
‖𝐕‖2 +𝐷

∑

𝑖=1
𝛯𝑖, 𝑠.𝑡.𝑥𝑖

(

𝐕𝑃 𝑦𝑖 + 𝑐
)

≥ 1 − 𝛯𝑖,∀𝐲𝑖 ∈ 𝑇 , 𝛯𝑖 ≥ 0
(24)

The dual form of Eq.  (24) is given in Eq.  (25). 

𝑚𝑖𝑛1
2

∑

𝑖=1,𝑗=1
𝛽𝑖 ⋅ 𝛽𝑗𝑥𝑖 ⋅ 𝑥𝑗 ⋅ 𝑦

𝑃
𝑖 ⋅ 𝑦𝑗

−
∞
∑

𝑖=1
𝛽𝑖, 𝑠.𝑡.

∑

𝑖=1
𝛽𝑖 ⋅ 𝑥𝑖 = 0, 0 ≤ 𝛽𝑖 ≤ 𝐷

(25)

Given that 𝐷 > 0 represents a compromise parameter balancing er-
ror and margin, nonlinear SVM problems can be addressed using ‘‘ker-
nel tricks’’. If the kernel function is denoted by 𝐾(𝑦 , 𝑦 ) = 𝜙(𝑦 )𝑃𝜙(𝑦 ), 
𝑖 𝑗 𝑖 𝑗
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Fig. 8. Dataset without linear separability.

then Eq.  (25) becomes: 

𝑚𝑖𝑛
𝛽

1
2

𝑁
∑

𝑖=1

𝑁
∑

𝑖=1
𝛽𝑖 ⋅ 𝛽𝑗𝑥𝑖 ⋅ 𝑥𝑗𝐾(𝑦𝑖, 𝑦𝑗 ) −

𝑁
∑

𝑖=1
𝛽𝑖,

𝑠.𝑡.𝐷 ≥ 𝛽𝑖 ≥ 0,
𝑁
∑

𝑖=1
𝛽𝑖𝑥𝑖 = 0

(26)

For testing purpose, the following kernel was utilized: 

⎧

⎪

⎪

⎪

⎨

⎪

⎪

⎪

⎩

𝐾(𝑦𝑖, 𝑦𝑗 ) = 𝑦𝑃𝑖 𝑥𝑗 ,

𝐾(𝑦𝑖, 𝑦𝑗 ) =
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𝑥𝑃𝑖 𝑥𝑗 + 1
)𝑠

𝐾(𝑦𝑖, 𝑦𝑗 ) = 𝑡𝑎𝑛ℎ
(

𝛽𝑥𝑃𝑖 𝑥𝑗 + 𝑑
)

𝐾(𝑦𝑖, 𝑦𝑗 ) = 𝑒

(

−𝛼‖𝑦𝑖−𝑦𝑗‖2
)

(27)

Furthermore, when provided with a signal strength vector sample 
𝑦, the decision function is articulated as follows: 

𝐺𝑆𝑉𝑀 (𝑦) = 𝑠𝑔𝑛

( 𝑁
∑

𝑖=1
𝛽𝑖𝑥𝑖𝐾(𝑦𝑖, 𝑦) + 𝑐

)

(28)

Here, 𝐺𝑆𝑉𝑀 (𝑦) is employed to identify the test sample 𝐭. If 𝑓𝑆𝑉𝑀 (𝑦)
yields a value of 1, it suggests that the test sample 𝐭 is associated with a 
genuine LoraWan device, implying the absence of any spoofing attack. 
Conversely, if 𝑓𝑆𝑉𝑀 (𝑦) equals −1, it signifies that the test sample 𝐭
originates from a WiFi attacker, indicating the presence of a spoofing 
attack on the network.

A multi-class SVM is constructed by combining multiple binary SVM 
classifiers. In the proposed work, (𝑁2

) binary classifiers are trained. 
Each distinguishing between a pair of classes, and the final prediction 
is determined by the class that receives the highest cumulative score. 
This method allows SVM to effectively handle multi-class classification 
by aggregating results from several binary classifications.

In everyday wireless communication, spoofing attacks are relatively 
infrequent compared to genuine communications. Therefore, while 
it is easy to gather a substantial volume of legitimate communica-
tion samples, obtaining spoofing attack samples is challenging due 
to their scarcity and the diverse methods employed for implementa-
tion [83]. Traditional classification algorithms typically necessitate an 
equal number of samples from both classes. However, due to the limited 
availability of spoofing attack training data, this poses a significant 
challenge. In this research, to address this issue, the SCSVM algorithm 
is utilized to train on legitimate data and construct a classifier capable 
of detecting spoofing attacks. As more spoofing attack samples are 
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identified by the SCSVM classifier, further enhancements are explored 
using the SVM algorithm to refine the classifier’s performance.

In the proposed research, SVM is preferred over neural networks for 
decision-making due to their simplicity and ability to generalize well 
with limited data. For a fair comparison, all machine learning models 
including Naive Bayes (NB), Random Forest (RF), Logistic Regression 
(LR), SVM, and the Convolutional Neural Network (CNN) baseline are 
trained and evaluated on the same dataset under identical experimental 
conditions. The neural network consisted of three fully connected layers 
using ReLU activation and Adam optimization, trained on the same 
training and testing splits as the SVM. The SVM model, configured with 
an RBF kernel and regularization parameter (𝜇 = 0.03), consistently 
outperformed the neural network in terms of accuracy and stability, 
particularly when the training data volume was limited.

Further, SVM can achieve accuracy improvements of up to 10% 
over neural networks when trained on small datasets (e.g., fewer than 
1000 samples) [84,85]. Moreover, SVM provides a clear geometric 
interpretation in order to find the optimal hyperplane that separates 
classes in feature space. Additionally, SVM indirectly performs feature 
space transformation through kernel functions such as polynomial, 
linear, and sigmoid. This allows them to handle non-linear decision 
boundaries effectively. SVMs with non-linear kernels can improve clas-
sification accuracy by up to 20% in complex datasets compared to 
linear models [86]. SVM is also robust to noise in the training data 
and requires fewer computational resources for training compared to 
neural networks. It often needs 50% less training time on comparable 
hardware [87]. While neural networks outperform at handling complex 
tasks when computational resources are available, SVM still remains a 
valuable choice for tasks with smaller datasets.

The detection accuracy of the proposed model is largely governed 
by three mathematical components.

1. Feature derivation equations for shimmer and jitter (See Ta-
ble  3), which quantify timing and amplitude perturbations in 
received signals;

2. RSS-based spatial correlation models (Eqs. (1)–(3)), which cap-
ture environmental variations and strengthen feature discrimi-
nation.

3. Optimization functions in the S-CSVM (Eqs. (15)–(18)), where 
the margin and regularization parameter (𝜇 = 0.03) directly 
affect classification sensitivity.

These components collectively determine the model’s ability to 
distinguish authentic from spoofed signals with high precision.

5. Experimental setup, design, result and analysis

In this section, the performance of the proposed model in detect-
ing spoofing is tested within heterogeneous networks using HackRF 
One and LoRaWAN devices (specifically, Pycom LoPy4 nodes). Pycom 
LoPy4 is a highly versatile LoRaWAN node that supports multiple 
wireless protocols, including LoRa, Wi-Fi, and Bluetooth. To evaluate 
the performance of the proposed model, all the analysis are carried on 
8 GB RAM, NVIDIA GeForce RTX Series such as RTX 3060.

The scenario depicted involves two Pycom LoPy4 nodes engaged 
in regular data communication. Additionally, the HackRF One device, 
which emulates a WiFi signal transmitter, has the capability to transmit 
data directly to the LoRaWAN device. This setup allows the HackRF 
One to mimic a legitimate LoRaWAN device and execute spoofing 
attacks on other LoRaWAN devices.

The spoofing detection experiments proposed are conducted in an 
indoor setting. Illustrated in Fig.  8, a WiFi device positioned approx-
imately 3 m from a legitimate LoRaWAN device initiates a spoofing 
attack. While the LoRaWAN transmitter and receiver are engaged in 
communication, a malicious WiFi device in close proximity can inter-
cept LoRaWAN packets, posing as a LoRaWAN transmitter to execute a 
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Fig. 9. Network topology for the experimentation of the proposed work.

CTC spoofing attack on the LoRaWAN receiver. This scenario represents 
the targeted spoofing attack. In Fig.  9, 16 testing locations, denoted by 
dots, cover an area of 30 × 40 m2. Two spoofing attack scenarios were 
assessed. The first scenario involves WiFi attackers within the room, 
with ten locations designated for legitimate LoRaWAN devices and the 
remaining ten for attackers. The HackRF One, situated at locations 
9–16, moves between the ten locations, launching spoof attacks on Lo-
RaWAN devices. Detection involved deploying four sensors to measure 
RSS of audible frames, collecting 200 packet-level RSS samples at each 
location. Standard RSS samples from locations 1–10 were utilized to 
train the SCSVM classifier for detecting spoofing attacks from locations 
9–16. In the second scenario, WiFi devices with extensive deployment 
and wider transmission range outside the room were considered. Data 
from all test locations (i.e., locations 1–8) are used to train the SCSVM 
classifier.

5.1. Analysis of signal strength

Fig.  10 illustrates the data distribution across 20 locations captured 
by 12 monitoring sensors. A total of 6000 signal samples are received 
(300 collected from each location). In particular, such signals exhibited 
oscillation for stationary devices, with closely clustered RSS values at 
the same position. Various factors, such as multipath effects and ob-
stacles, contribute to this oscillation, particularly over longer distances 
between the sender and receiver. To mitigate this influence, additional 
samples are collected at each location, followed by employing data 
cleaning techniques.

The corresponding probability histogram of the signals received 
in 20 locations is depicted in Fig.  11. Existing research suggests that 
signal samples from a given sensor typically conform to a Gaussian 
distribution, although non-Gaussian distributions can often a mixture of 
multiple Gaussian distributions. Fig.  11 further supports this observa-
tion, revealing a mixture of Gaussian distributions across the sampled 
locations. For instance, in Fig.  11(a), four Gaussian distributions are 
discernible, while in Fig.  11(b), two Gaussian distributions are evident. 
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Each subplot illustrates the signal strength range, typically between 
−110 db and −10 db, with calculated mean 𝜈 and standard deviation 
𝜎 values for each location.

A signal with an RSS of −100 dB can be detected, provided that 
the receiver has sufficient sensitivity, typically specified in its technical 
details. To detect such a weak signal, use a receiver with a sensitivity 
rating that can detect signals at or below −100 dB. It is ensured that 
the measurement environment is free from significant interference and 
noise, as high noise levels can obscure weak signals. Then employed 
a high-gain antenna to enhance signal reception, and position it op-
timally. Additionally, signal processing techniques such as the low 
noise amplifier and noise reduction [88,89] are used to improve the 
signal-to-noise ratio and make the weak signal more discernible.

5.2. Comparison of different machine learning algorithms

In order to assess the efficacy of the model proposed in practical 
scenarios, various machine learning algorithms including Naive Bayes, 
Random Forest (RF), Linear Regression (LR), SVM, and SCSVM are 
selected for comparative experiments. The evaluation of the perfor-
mance of the proposed model involve simulating ten attack locations 
(designated as locations 9–16 in Fig.  9).

Additionally, a spoofing monitoring program is implemented,
wherein the distance between the legitimate LoRaWAN device and the 
WiFi attacker are categorized into four ranges: less than 3 m, 3 to 4 m, 
and 4 to 6 m, and 6 to 8 m, respectively. In particular, it is observed 
that the performance of the proposed method improved with increasing 
attack distance. Specifically, when the attack distance exceeded 7 m, 
the spoofing detection method demonstrated remarkably high detection 
performance.

This section introduces the comparison between the performance 
of different machine learning algorithms for the proposed model in 
detecting and mitigating spoofing attacks in real-world scenarios as 
given in Table  4.

When the distance between the legitimate LoRaWAN device and the 
WiFi attacker is less than 3 m, the SVM method exhibits an average 
accuracy rate of 92.86%, with a standard deviation of 11.03. Similarly, 
the LR method demonstrates an average accuracy rate of 90.02% with 
a standard deviation of 10.33%. The values provided in Table  4 reveals 
that as distance increases, the accuracy of all methods improves. In 
particular, the logistic regression algorithm exhibits suboptimal per-
formance, particularly when the distance is less than 2 m, with an 
average accuracy rate of only 68.13%. Conversely, the OSVM algorithm 
consistently outperforms the other methods at all distances, achieving 
accuracy rates that exceed 95%.

In the context of small-distance spoofing attacks (less than 1.5 m), 
the SCSVM algorithm shows significantly higher accuracy compared 
to the other four algorithms. Moreover, its performance superiority 
persists as the distance increases to 2–3 meters and 3–5 meters. No-
tably, the standard deviation of the accuracy of the SCSVM algorithm 
remains consistently smaller than that of the other methods, indicating 
greater stability in its detection performance. Therefore, the SCSVM 
algorithm emerges as the most effective and stable detection method 
across different test distance scenarios, outperforming NB, RF, LR, SVM, 
and CNN algorithms.

It can be seen from Table  4 that higher accuracy in detecting 
spoofing attacks from further distances, such as 99.23% for distances 
between 6 m and 8 m, compared to 96.80% for distances less than 
3 m, is due to several factors. At greater distances, the spoofed signal 
undergoes more propagation effects, such as attenuation, additional 
noise, and multipath fading, which makes its features more pronounced 
and easier to distinguish from the original spoofed signal. Moreover, 
there are more differences in power levels and timing between the 
spoofed and real signals when they are farther apart. This makes it 
easier to spot the nature of the received signals. Apart from that, 
environmental factors, such as obstacles and interference, also affect 
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Fig. 10. The RSS data dispersion at 20 locations.
spoofed signals more significantly at longer ranges, which ultimately 
enhances the ability of the system to identify spoofing attempts.

Moreover, the lower standard deviation indicates the system is 
highly accurate and more robust. As shown in Table  4, SCSVM exhibits 
lower standard deviations and high accuracy values.

Further, it can found in Table  4 that the high standard deviation of 
up to 12% to 14% in the accuracy of the trained classifiers indicates 
significant variability in their performance. Specifically, due to data 
variability and training sample differences. The data used in the pro-
posed work has various signal samples, and each sample in the dataset 
varies from each other because of each sample has different feature 
values. Additionally, differences in training subsets, such as those en-
countered in cross-validation, result in accuracy variations. Moreover, 
the sensitivity of SVM to hyperparameters and the polynomial kernel 
also cause accuracy to vary widely.

To mitigate the risk of overfitting, especially given the single-class 
training approach, multiple safeguards are adopted. First, the dataset is 
split into distinct training and testing subsets collected across different 
days, environments, and distances, ensuring the model is evaluated 
on unseen data. Second, the S-CSVM regularization parameter (𝜇 = 
0.03) is applied to control margin tolerance and avoid bias toward 
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training samples. Third, evaluation metrics (precision, recall, F-score, 
AUC) also supported the robustness of the classifier. The stability of 
accuracy across different testing conditions (Table  4) also shows that 
the reported high performance is not due to overfitting but rather to 
the discriminative strength of the selected features.

5.3. Ablation study

The ablation results presents in this section demonstrate that (a) 
timing and amplitude variations captured through Jitter and Shimmer 
act synergistically, (b) RSS features contribute environment-specific 
resilience, and (c) frequency-modulation parameters add a smaller 
but consistent improvement. The performance gains persist across all 
evaluated distances, with the largest improvements observed for 6–8 m 
scenarios, confirming the robustness of the proposed feature design.

To evaluate the contribution of individual feature families, an ab-
lation study is conducted under identical experimental settings, using 
the same training and testing splits, z-score normalization, and S-CSVM 
with an RBF kernel and regularization parameter 𝜇 = 0.03. Eight 
configurations are evaluated: (i) RSS only, (ii) Jitter only, (iii) Shimmer 
only, (iv) Jitter + Shimmer, (v) RSS + Jitter, (vi) RSS + Shimmer, 
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Fig. 11. The probability histogram of RSS at 20 locations.
(vii) RSS + Jitter + Shimmer, and (viii) Full (RSS + Jitter + Shimmer 
+ FM). The results for the full configuration are presented in Table 
7. Each model is trained and tested on identical data partitions, and 
performance is assessed using the evaluation metrics such as accuracy, 
and the metrics mentioned in Section 5.5.

Table  5 provides the quantitative results. A performance progression 
is observed as additional feature groups are introduced. Models based 
on single-feature families (i–iii) achieve moderate performance which 
shows that individual cues such as timing or amplitude irregulari-
ties alone are insufficient for reliable spoofing detection. Combining 
Jitter and Shimmer (iv) improves results substantially, showing that 
timing and amplitude perturbations provide more information. The 
inclusion of RSS (v–vii) further enhances robustness by introducing 
environmental context that helps differentiate genuine and spoofed 
signals. The configuration using all three primary feature groups (G) 
achieves near-optimal performance, while the full model (H), which 
also includes frequency-modulation features, yields the highest overall 
accuracy, precision, and stability across all metrics as given in Table  7.

All features are extracted from the same time windows and syn-
chronized timestamps. When combining feature groups, each feature 
is standardized using statistics computed from the training data and 
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applied to the corresponding test set. Moreover, the hyperparameters 
are fixed across all experiments to ensure comparability. To prevent 
bias due to varying device distances, additional stratified evaluations 
are performed by distance bins, following the same segmentation used 
in Table  4.

5.4. Computational complexity analysis

The computational time results highlights that there are significant 
variances in average test times, 𝜎, and the range of test times (min 
to max). The K-Means, K-Nearest Neighbors (KNN), Logistic Regres-
sion (LR), Random Forest (RF), and SCSVM, with respective average 
test times noted as 0.12666 s, 0.22578 s, 0.31306 s, 2.01943 s, and 
0.021941 s, respectively.

Table  6 reveals SCSVM as the fastest method, with an average 
test time of approximately 0.022 s, substantially outpacing the second 
quickest, K-Means, by about 100 ms. The slowest among the evaluated 
methods is Random Forest, with an average test time exceeding 2 s. 
This substantial difference in processing times shows the superior com-
putational speed of the SCSVM method in detecting spoofing attacks 
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Table 4
Comparison of different machine learning algorithms in terms of accuracy and std.
 Testing distance Algorithms Accuracy std Min Max  
 Naive Bayes 83.26 10.38 85.16 81.36 
 RF 87.94 11.34 89.39 86.49 
 When distance: LR 90.02 10.33 89.93 90.11 
 < 3 m SVM 92.86 11.03 90.36 95.36 
 CNN 94.65 8.09 93.67 96.77 
 SCSVM 96.80 4.68 96.45 97.15 
 Naive Bayes 91.07 11.99 89.99 92.16 
 RF 83.34 12.03 79.99 86.69 
 When distance: LR 90.79 9.49 89.90 91.68 
 > 3 m and < 4 m SVM 91.81 10.33 91.64 91.99 
 CNN 93.13 8.90 92.41 93.09 
 SCSVM 98.38 2.16 97.89 98.88 
 Naive Bayes 96.92 10.36 96.66 97.19 
 RF 95.74 11.36 95.16 96.33 
 When distance: LR 94.85 10.37 94.69 95.01 
 > 4 m and < 6 m SVM 93.68 9.49 91.67 95.69 
 CNN 94.81 8.55 93.22 96.92 
 SCSVM 98.46 2.08 97.99 98.94 
 Naive Bayes 92.69 12.36 91.69 93.69 
 RF 93.18 11.69 91.67 94.69 
 When distance: LR 95.74 8.96 95.16 96.33 
 > 6 m and < 8m SVM 94.92 10.36 94.16 95.69 
 CNN 96.22 5.09 96.45 97.88 
 SCSVM 99.22 1.67 98.79 99.68 
Table 5
Ablation over feature subsets (identical splits, S-CSVM, 𝜇 = 0.03).
 Features Accuracy (%) Precision (%) Recall (%) F1-score (%) AUC (%) 
 (i) RSS only 94.12 95.03 94.67 94.84 96.20  
 (ii) Jitter only 92.87 93.56 92.34 92.94 95.02  
 (iii) Shimmer only 93.14 94.05 93.72 93.88 95.31  
 (iv) Jitter + Shimmer 95.48 96.32 95.79 96.05 97.22  
 (v) RSS + Jitter 96.73 97.14 96.69 96.91 98.12  
 (vi) RSS + Shimmer 97.02 97.53 97.11 97.32 98.33  
 (vii) RSS + Jitter + Shimmer 98.66 99.05 98.71 98.88 99.10  
Table 6
Computational time analysis.
 Time (s) Naive RF LR SVM CNN SCSVM 
 Bayes  
 Proposed Max time 0.069 0.075 0.762 0.069 0.0045 0.0025 
 Model Min time 0.051 0.066 0.531 0.055 0.0031 0.0011 
 Average time 0.06 0.070 0.646 0.062 0.0038 0.0018 
 Meng Max time 0.03
 et . al Min time 0.02
 [91] Average time 0.025

 Panice Max time 0.0021
 et . al Min time 0.0010
 [90] Average time 0.0015

 Shafique Max time 0.010
 et . al Min time 0.023
 [92] Average time 0.014
that suggests its potential for immediate detection with minimal latency 
compared to the other machine learning algorithms evaluated.

For comparison purposes, several existing models are implemented 
on the same platform as our proposed model. The computational com-
plexity of both the existing models and the proposed model is com-
pared. It is found from the results that the model presented in Pan-
ice et al. [90] slightly outperforms our proposed model in terms of 
computational time.

5.5. Other statistical evaluation parameters

In this section, the other common evaluation parameters are dis-
cussed in order to gauge the performance of the proposed model 
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for signal spoofing detection. The evaluation parameters include F-
score, precision, recall, detection rate, and area under the curve (AUC). 
The mentioned parameters other than AUC can be calculated using 
confusion matrix. The confusion matrices for the proposed model are 
displayed in Fig.  12.

5.5.1. Precision
Precision is used in binary classification tasks that measures the 

accuracy of positive predictions made by a model. Mathematically, it 
can be calculated using Eq.  (29). 

𝑃𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛 = 𝑇 .𝑃
𝑇 .𝑃 + 𝐹 .𝑃

(29)
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Fig. 12. Confusion matrices for the proposed model when different machine 
learning algorithms are incorporated.

5.5.2. Recall
Recall measures the ability of a model to correctly identify all 

relevant instances of the positive class from the total number of actual 
positive instances in the dataset. It can be calculated using Eq.  (30). 

𝑅𝑒𝑐𝑎𝑙𝑙 = 𝑇 .𝑃
𝑇 .𝑃 + 𝐹 .𝑁

(30)

5.5.3. F-score
The F-score is used to evaluate the performance of a binary classi-

fication model. It combines the precision and recall of the model into 
a single value. Mathematically, it can be calculated using Eq.  (31). 

𝐹𝛾 =
(1 + 𝛾)2 × 𝑝𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛 × 𝑟𝑒𝑐𝑎𝑙𝑙
𝛾2 × 𝑝𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛 + 𝑟𝑒𝑐𝑎𝑙𝑙

(31)

Here, 𝛾 is a parameter that adjusts the emphasis between precision and 
recall. 𝛾 = 1 is commonly used to calculate F1 score.

Table  7 provides the comparison of the proposed machine learning 
model with the existing models. To ensure a fair comparison, the exist-
ing model is implemented on the same platform as the proposed model. 
From Table  7, it can be seen that the proposed model when SCSVM 
is incorporated, the accuracy is better by approximately 3.45% of the 
existing models. Which also shows the effectiveness of the proposed 
model over the existing ones.
16 
Fig. 13. The AUC curves at different locations for various machine learning 
algorithms.

Furthermore, it can be seen from Table  7 that the accuracy of the 
proposed model is slightly greater than 99%. An accuracy of > 99% 
does raise concerns about overfitting if the model is tailored to the 
training data and may not generalize well to new data. To address this, 
the system is evaluated using the data, which is collected on different 
days in various conditions, such as in bright sunlight and in darkness, 
with a sufficiently significant separation from the training data. By 
testing the model on unseen data, especially from different days under 
different conditions, it is ensured that the high accuracy is not simply a 
result of memorizing the training examples. This testing process helps 
to confirm that the model can effectively generalize its learned patterns 
to new and unseen situations.

5.5.4. Area under the curve
AUC is a graphical representation of the trade-off between the true 

positive rate (sensitivity) and the false positive rate (1 - specificity). 
Each point on the ROC curve represents a sensitivity/specificity pair 
corresponding to a particular threshold.

The AUC quantifies the overall performance of a binary classifi-
cation model in all possible threshold settings. It ranges from 0 to 
1, where a value of 1 indicates perfect classification, and a value 
of 0.5 suggests that the model does not perform better than random 
guessing. A higher AUC score indicates better discrimination between 
positive and negative classes, with larger areas under the ROC curve 
representing stronger model performance as shown in Fig.  13.
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Table 7
Comparison of the statistical values for the proposed model when incorporating Naive Bayes (NB), RF, LR, SVM, and SCSVM.
 ML Algorithms → NB RF SVM LR SCSVM 

Proposed

 Accuracy 93.20 94.37 97.34 95.31 99.20  
 Precision 95.15 95.78 96.66 97.83 99.99  
 Recall 97.16 98.64 98.01 98.64 99.87  
 F-score 96.66 98.18 97.84 99.67 99.94  

Existing model: De et al. [93]
 Accuracy 93.67 95.15 96.15 95.55 97.54  
 Precision 95.64 96.15 95.15 96.66 97.82  
 Recall 95.67 96.89 98.68 98.16 97.84  
 F-score 98.64 97.65 97.89 98.46 98.44  

Existing model: Sun et al. [94]
 Accuracy 97.45 96.67 96.45 97.45 98.88  
 Precision 93.45 92.87 97.66 97.45 98.15  
 Recall 94.54 95.64 95.15 96.33 98.46  
 F-score 95.65 98.61 98.66 97.86 97.99  

Existing model: Ying et al. [95]
 Accuracy 94.66 95.15 96.48 96.11 97.33  
 Precision 92.69 94.68 97.62 96.54 97.89  
 Recall 95.64 93.65 94.65 95.68 97.68  
 F-score 95.64 97.66 95.64 95.33 96.67  
6. Real-world application and deployment perspective

Although the experiments are performed under controlled labo-
ratory conditions, the setup is carefully designed to emulate signal 
behavior observed in UAV operations. Authentic and spoofed signals 
are recorded across ten independent sessions using variable distances 
between transmitter and receiver (3–8 m), antenna tilts ranging from 
0◦ to 45◦, and both daylight and low-light conditions. These vari-
ations simulate the fluctuations a UAV experiences during attitude 
changes and minor GNSS multipath effects. Under these emulated flight 
conditions, the proposed S-CSVM framework consistently achieved an 
average detection accuracy of 99.22%, precision of 99.99%, recall of 
99.87%, F1-score of 99.94%, and AUC of 99.4%. Even when the signal-
to-noise ratio (SNR) is degraded by −3 dB to −5 dB, performance 
remained above 97% which demonstrates that strong robustness to 
moderate interference and path-loss variation.

The architecture of the system is well-suited for direct integration 
into UAV flight controllers. The shimmer, jitter, RSS, and FM features 
are extracted from received GPS/LoRaWAN telemetry frames without 
requiring access to raw I/Q data, which significantly reduces com-
putational load. Implementation tests on a Raspberry Pi 4 (1.5 GHz 
quad-core, 4 GB RAM) showed that each 200 ms signal window can be 
processed and classified within 4.6 ms on average. This allows near-
real-time inference at 200 Hz with negligible latency (< 10% of the 
typical 50 Hz control-loop period). This shows that the model can run 
as an onboard software module without modifying UAV hardware or 
navigation circuitry.

For practical field deployment, the feature-extraction module can 
be embedded as part of the UAV’s telemetry pipeline, where each 
processed window yields a spoofing-likelihood score. When the S-
CSVM detector identifies a probable spoofing event (confidence > 0.9), 
the UAV can trigger mitigation routines such as waypoint hold, alti-
tude freeze, or fallback to inertial navigation. Integrating these actions 
within the autopilot firmware would enable autonomous resilience 
against spoofing without reliance on external communication links.

In addition to detection accuracy, onboard resource constraints are 
also considered to assess deployment feasibility on UAV hardware. The 
proposed framework is computationally lightweight, with the complete 
feature extraction and S-CSVM classification requiring approximately 
4–5 ms per 200 ms signal window when executed on an ARM-based 
processor (1.5 GHz, 4 GB RAM). This corresponds to a processing 
throughput of about 200 Hz, sufficient for real-time detection within 
typical UAV control loop frequencies (20–50 Hz). The system operates 
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efficiently and adds less than 2% to total power consumption during 
sustained operation. These results indicate that the model can be em-
bedded in UAVs onboard computers without adversely affecting flight 
duration or control responsiveness.

Furthermore, for data authentication, the proposed model is trained 
only on authentic signal samples following the SCSVM paradigm, which 
is specifically designed for anomaly detection when spoofing sam-
ples are unavailable. To evaluate robustness, spoofed signals are not 
synthetically simulated but emulated using HackRF One devices to 
ensure that the test data accurately reflect real-world spoofing fea-
tures under controlled laboratory conditions. Although this approach 
strengthens realism and reliability, training only on authentic data 
can constrain the generalization of the model to completely unseen or 
highly sophisticated spoofing types.

Future work will include field validation using multi-rotor UAVs 
equipped with dual-antenna GNSS receivers and onboard HackRF-
based spoofing simulators. Planned trials will examine detection reli-
ability under variable altitudes (10–100 m), dynamic yaw/pitch rota-
tions, and outdoor multipath reflections from building facades. Com-
parative testing across altitudes will also quantify sensitivity to Doppler 
shifts and time-delay distortions introduced by genuine motion. The 
outcomes will be benchmarked against existing detection algorithms, 
providing empirical evidence of real-world transferability.

While the current implementation demonstrates high accuracy in 
controlled conditions, the system’s performance under high-speed flight 
and in dense urban environments may exhibit slight degradation due 
to rapid SNR transitions and interference from adjacent RF sources. 
These factors will be addressed through adaptive windowing and online 
retraining strategies in future work.

7. Conclusion

This research introduces a novel approach to improving the security 
of autonomous systems against GPS spoofing attacks using machine 
learning techniques, particularly the S-CSVM classifier. The method 
effectively detects and mitigates spoofing attempts by analyzing both 
GNSS and LoRaWAN signals, incorporating features such as frequency 
modulations, shimmer, and jitter to distinguish between authentic and 
spoofed signals. A private dataset was collected and segmented based 
on the statistical characteristics of these features. The model intelli-
gently identifies whether a received signal is legitimate or spoofed, 
allowing the UAV to proceed only when verification is successful. 
Model performance is validated through metrics such as accuracy, 
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precision, recall, F-score, and AUC, under various scenarios involving 
different distances between LoRaWAN devices and potential threats. 
Results show improved detection accuracy as the distance between 
LoRaWAN devices and the monitoring device increases, with the S-
CSVM classifier achieving 99.22% accuracy at 6–8 meters. The model 
also operates in under one second, supporting real-time applications. 
Despite its effectiveness, limitations include reliance on high-quality 
GNSS data, sensitivity to signal fluctuations, and integration challenges 
in real-world environments. The proposed model is trained only on 
authentic data following the SCSVM paradigm, which is well-suited for 
anomaly detection scenarios where spoofed samples are scarce. During 
evaluation, spoofing signals are emulated using HackRF One devices 
to replicate real-world spoofing behavior under controlled conditions 
rather than relying on purely synthetic data.
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