
IEEE TRANSACTIONS ON INTELLIGENT TRANSPORTATION SYSTEMS, VOL. 27, NO. 4, APRIL 2026 4467

PUF-Enabled Key-Exchange Protocol for Vehicular
Ad-Hoc Networks

Khalid Mahmood , Senior Member, IEEE, Zahid Ghaffar , Muhammad Farooq ,
Muhammad Ilyas , Senior Member, IEEE, Ashok Kumar Das , Senior Member, IEEE,

and Shehzad Ashraf Chaudhry , Senior Member, IEEE

Abstract—The Internet of Vehicles (IoV) enables data exchange
among individuals, cloud resources, road infrastructures, and
vehicles, interconnected through Vehicular Ad Hoc Networks
(VANETs). VANETs comprise vehicles with Onboard Units
(OBUs), Roadside Units (RSUs), and a Trusted Party Agent
(TPA). The data transmission among these entities supports
seamless interaction and collaborative traffic management. How-
ever, data transmission on public communication channels in
VANETs presents significant challenges, including security, pri-
vacy, and authentication of participating entities. Although
numerous key exchange and authentication protocols have been
introduced to tackle these issues, many protocols remain vulnera-
ble to various attacks, such as a vehicle, RSU, TPA impersonation,
denial of service, physical cloning, and desynchronization attacks.
Therefore, to address these vulnerabilities, we propose a key
exchange protocol that leverages hash functions and Advanced
Encryption Standard (AES) encryption. Our protocol also inte-
grates the Physical Unclonable Function (PUF), enhancing its
resistance to physical or cloning attacks. Additionally, it effec-
tively counters threats like impersonation, session key leakage,
ephemeral secret leakage, and desynchronization attacks. We
validate the security and reliability of our protocol through
both formal and informal analysis. Informal analysis highlights
the protocol’s essential security features, while formal analysis
provides robust substantiation. Performance evaluation reveals
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that our protocol achieves an average reduction of 35.53%, and
53.77%, in communication and computation overheads.

Index Terms—Authentication protocol, mutual authentication,
key-exchange protocol, key-management, vehicular ad-hoc net-
work.

I. INTRODUCTION

THE Internet of Vehicles (IoV) is a network facilitat-
ing data exchange among individuals, cloud computing

resources, road infrastructures, and vehicles. This network
is established through specific communication protocols and
standardized data exchange methods [1], [2]. It creates
seamless connections between infrastructure, vehicles, human
participants, and cloud environments for collaborative traffic
management. In the IoV framework, Vehicular Ad Hoc Net-
works (VANETs) include vehicles equipped with Roadside
Units (RSUs), Onboard Units (OBUs), Internet connectiv-
ity, and a Trusted Party Agent (TPA). OBUs facilitate data
exchange among vehicles, while RSUs act as communication
gateways, extending network coverage and enhancing con-
nectivity to the Internet. The TPA ensures network security
and integrity by managing authentication, cryptographic key
distribution, and authorization, fostering trust among VANET
participants. This interconnected system allows for intelligent
and collaborative traffic management, promoting efficiency
and safety in transportation [3], [4]. VANET enhances com-
munication and coordination among diverse stakeholders by
leveraging extensive data resources, ensuring a robust and
secure vehicular network [5].

Despite the potential of VANET architecture to enhance
information transmission and data convergence, the current
communication framework faces significant security chal-
lenges. Wireless communication in VANETs is particularly
vulnerable due to high vehicle mobility, dynamic topology
changes, and the broadcast nature of safety messages, which
increase the risk of real-time interception, impersonation,
and message tampering [6], [7]. These vulnerabilities can
lead to unauthorized access and alteration of critical vehicle-
related data, such as speed, location, and personal information,
posing severe and potentially catastrophic consequences. Con-
sequently, addressing these security issues is essential to
maintaining data integrity within VANETs [8], [9]. These
unique challenges require authentication protocols that are
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TABLE I
SUMMARY OF EXISTING RELATED WORK

both lightweight and capable of maintaining security under
rapidly changing network conditions [10].

Effective authentication systems are crucial for verifying
the legitimacy of vehicles and RSUs, securing connec-
tions, and protecting against malicious entities. These robust
authentication procedures are essential for fostering secure
communication among all relevant entities, instilling confi-
dence, and effectively mitigating the risks of unauthorized
access and data breaches within the VANET environment.
The VANET infrastructure ensures secure and reliable data
transmission by implementing a robust key-exchange protocol.
This approach protects sensitive information and enhances
the overall reliability and trustworthiness of the VANETs. As
VANETs continue to evolve, prioritizing security is crucial for
realizing their full potential in improving traffic management
and transportation safety [22], [23].

Numerous key exchange protocols have been introduced by
researchers to enhance security and privacy, as detailed in
Table I. However, many of these protocols still face significant
security issues, including vulnerabilities to impersonation,
physical or cloning, replay, denial of service, and desynchro-
nization attacks. This underscores the need for further research
and advancements in designing key exchange protocols to
achieve more secure and reliable communication in VANETs.
Although numerous authentication and key agreement pro-
tocols have also been proposed for other networks such as
IoT, IoV, and IoD, VANETs and their extensions pose novel
challenges due to their highly dynamic topology, rapid vehicle
mobility, and strict latency requirements for safety-critical

messaging. These constraints demand authentication protocols
that not only ensure strong security but also operate efficiently
under time-sensitive and mobility-intensive conditions.

To address and bridge the existing research gaps, we
propose a secure and lightweight authentication and key-
exchange protocol for VANETs. The protocol integrates
Physical Unclonable Functions (PUFs) and Advanced Encryp-
tion Standards (AES) to enhance both security and efficiency.
Unlike traditional or existing protocols, our protocol leverages
the hardware-level uniqueness of PUFs to resist physical tam-
pering, cloning, and desynchronization attacks. Additionally, it
employs lightweight cryptographic operations to reduce com-
putational and communication overhead, making it suitable
for resource-constrained vehicular environments. The protocol
also establishes dynamic session keys and mutual authentica-
tion, ensuring strong protection against replay, impersonation,
and man-in-the-middle attacks. These design choices bridge
the limitations of existing solutions and offer a robust frame-
work for secure, scalable, and real-time communication among
vehicles, RSUs, and the trusted authority in dynamic VANET
environments.

While several context-aware authentication schemes have
also been introduced, such as CAPS for VANET safety
applications [24], SoftAuthZ for behavior-based IoT autho-
rization [25], and an application-aware authentication protocol
for the IoD [26]. These works primarily focus on tailoring
authentication-based on message types, environmental context,
or behavioral profiles. Although effective in their respective
domains, they do not directly address the stringent real-time
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security demands of high-mobility vehicular environments. In
contrast, our protocol is designed to operate independently
of the application context, providing lightweight, tamper-
resistant, and scalable authentication across varying vehicular
scenarios. By integrating PUFs and efficient cryptographic
mechanisms, the proposed protocol offers broader applicability
and enhanced protection against physical and session-based
attacks, making it a robust fit for latency-sensitive and dynamic
VANET environments.

A. Motivation and Contributions

VANETs are vulnerable to various security attacks due
to public communication channels. These limitations enable
adversaries to access and tamper with critical data, lead-
ing to operational disruptions and security attacks. Recently,
researchers have introduced numerous key exchange protocols
to enhance secure communication, reliability, and efficiency
for VANETs. However, these existing protocols often fail to
meet the specific security requirements of VANETs. Moreover,
the high computational demands of these existing protocols
make them impractical for real-world VANET applications.
Additionally, vehicles and RSUs in VANETs are highly sus-
ceptible to physical and cloning attacks. Therefore, this paper
proposes a PUF-enabled key exchange protocol for VANETs
to meet all the required security features. The main contribu-
tions of this article are outlined as follows:
• We introduced a key exchange protocol that lever-

ages AES and hash functions. The proposed protocol
strengthens the VANETs against potential security threats,
ensuring data integrity and security across VANETs.

• We also integrate a PUF to enhance resistance against
physical attacks on vehicles and RSUs, which is a key
aspect of the novelty of our approach. Unlike existing
schemes that rely solely on stored cryptographic keys, our
use of hardware-intrinsic PUFs provides device-specific
authentication that is inherently unclonable and tamper-
evident. This integration significantly strengthens security
by preventing cloning and physical tampering, ensuring
that only legitimate, untampered vehicles and RSUs can
participate in the network.

• To preserve user anonymity, we utilize AES to compute
the masked identity due to its computational efficiency
and proven security.

• Employing lightweight cryptographic operations helps
us achieve resource efficiency. Consequently, the pro-
posed protocol demonstrates it by reducing computation
and communication overhead by 53.77%, and 35.53%,,
respectively.

II. PRELIMINARIES

This section discusses the preliminary elements, which
include threat model, system model, physically unclonable
function and notation guide.

A. Threat Model

The Dolev-Yao (DY) [27] and Canetti-Krawczyk (CK) [28]
threat models are realized in this article to evaluate and ensure

Fig. 1. Architecture diagram for PUF enabled key exchange protocol.

the robustness of devised protocols against various types of
potential attacks. The DY model [27] defines the adversary as
having full control over the communication network and being
able to intercept, modify, delete, and inject messages. The
CK model [28] builds on additional capabilities over the DY
model, focusing on key exchange protocols and considering
additional threats such as MITM, replay and session hijack-
ing attacks. Together, these models comprehensively evaluate
cryptographic protocols against a wide range of network-based
attacks.

B. System Model

Our Vehicular Ad Hoc Network (VANET) system model,
depicted in Figure 1, consists of three well-defined entities
working collaboratively to address security challenges: vehi-
cles (Vvi), Roadside Units (RSU r j) and a Trusted Party Agent
(T PAt).

Each vehicle, equipped with a Physical Unclonable Function
(PUF), generates unique cryptographic keys for secure com-
munication. During the initialization phase, vehicles register
with the T PAt through nearby RSU r j to obtain credentials,
ensuring only authenticated devices join the network. The
RSU r j serve as critical intermediaries, relaying time-bound
session keys from the T PAt to vehicles while aggregating and
validating traffic data (e.g., location, speed) before forwarding
it to the T PAt. These RSU r j’s also broadcast T PAt verified
safety alerts to vehicles, creating a secure channel for emer-
gency notifications. The T PAt acts as the central authority,
managing entity enrollment, key distribution, and real-time
threat detection by analyzing data from RSU r j to identify
anomalies like spoofing attacks. This structured interaction
model ensures secure communication at every stage, from
initial vehicle authentication to dynamic key updates and
emergency broadcasts, while explicitly addressing spoofing,
man-in-the-middle attacks, and unauthorized network access.

C. Computational Model for RSU Localization

This section introduces the positional transformation for-
mula and essential assumptions used for RSU r j location
calculation. During the authentication, RSU r j shares its XNP

and YNP with T PAt. To determine the precise value, T PAt

computes: XNP = Vp ∗ Cosθ + Xr j, YNP = Vp ∗ S inθ + Yr j
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and checks for XNP and YNP against LIr j. Here, XNP and
YNP represents the next approximate X ad Y coordinates of
RSU r j. In contrast, Vp and θ symbolize the velocity of Vvi

and RSU r j’s angle of the vector within a horizon line. The
location verification check is verified if XNP and YNP align
with the values of LIr j.

D. Physical Unclonable Function

In this work, we utilize an SRAM-based Physical Unclon-
able Function (PUF) design, as outlined in the reference
[29]. Our mathematical framework for PUFs is built upon
this established design, ensuring the robustness of the
challenge-response mechanism and facilitating its use in
secure applications. Primarily, an SRAM-based PUF operates
as a distinctive mathematical relationship that transforms a
set of challenges, C = {c1, c2, . . . , cn}, into a corresponding
set of responses R = {r1, r2, . . . , rn}. This process relies on
inherent physical properties, ensuring both uniqueness and
unpredictability. The function is formally expressed as:

F : C → R

where each challenge C generates a specific response R. For a
challenge input C, the PUF generates a corresponding response
R as:

R = PUF(C)

where PUF(·) denotes the unique physical characteristics of
each PUF instance. The response R is then employed in
cryptographic operations to enable secure authentication and
efficient key management within the proposed protocol.

III. PROPOSED PROTOCOL

This section provides a comprehensive overview of our
PUF-enabled key exchange protocol designed to thwart phys-
ical and cyber attacks in VANETs. Our protocol leverages
PUF, AES symmetric encryption/decryption, and hash func-
tions. We implement Static Random-Access Memory (SRAM)
PUF using monostable SRAM cells, which inherently tolerate
potential noise in the PUF’s output, eliminating the need for
additional error-tolerance techniques. Additionally, we deploy
PUF at RSUs, which are unmanned and susceptible to tamper-
ing attacks. The following subsections offer a detailed review
of the developed protocols.

A. Vehicle Registration

T PAt initiates the vehicle registration process selecting
a unique identifier IDvi for the vehicle. It then generates a
challenge-response pair < Cvi,Rvi > and exploits GEN (.)
to determine ξvi for noise handling in succeeding phases.
T PAt computes αvi = h(IDvi‖Kt). Next, it calculates ωvi =

h(αvi‖Rvi‖Kt). Additionally, it creates a masked identifier
MIDnew

vi = EncKt (IDvi‖µt‖αvi‖Rvi). The calculated values <
IDvi, αvi, ωvi, Cvi,MIDvi > are then written into the vehicle’s
OBU i, completing the registration phase.

B. RSU Registration

During the registration phase of RSU r j, the T PAt selects
a unique identifier IDr j for RSU r j and provides the location
information LIr j where it is supposed to be installed. It then
generates a challenge-response pair < Cr j,Rr j > exploits
GEN (.) to determine ξr j for noise handling in succeeding
phases. RSU r j then gets αr j = h(IDr j‖Kt). Next, T PAt

calculates ωr j = h(αr j‖Rr j‖Kt). Additionally, it creates a
ciphertext CTr j = ENCKt {Rr j, αr j, LIr j}. This ciphertext is
stored in the database against IDr j, and the calculated values
< αr j, ωr j, Cr j, IDr j > are shared with RSU r j.

C. Authentication and Key Exchange

Our authentication protocol is specifically designed to
securely exchange a session key between Vvi, RSU r j, and
T PAt. The protocol follows a detailed procedure to ensure
the security and integrity of the communication among these
entities. A detailed overview of our protocol is displayed in
Figure 2 while a brief description is given below:
• To constructs an initial login message MSG1, Vvi gen-

erates µ1 ∈ Z
∗
q and computes: V1 = IDvi ⊕ µ1, Rvi =

REP(PUFvi(Cvi), ξvi) and V2 = h(IDvi‖IDr j‖Rvi‖ωvi‖µ1).
This message is then sent to the RSU r j.

• Upon receivingMSG1,RSU r j firstly furnishes its Xv j and
Yv j coordinates. RSU r j then construct a message MSG2
by computing Rr j = REP(PUFr j(Cr j), ξr j), V3 = ωr j ⊕

(µ2‖Xr j‖Yr j) and V4 = h(IDr j‖ωr j‖Rr j‖µ2). Next, RSU r j

forwards MSG2 to T PAk.
• On receiving MSG2, T PAk computes:

(IDvi‖µt‖αvi‖Rvi) = DecKt (MIDvi), µ1 = IDvi⊕V1, ωvi =

h(αvi‖Rvi‖Kt) and verifies: V ′2
?
= h(IDvi‖IDr j‖Rvi‖ωvi‖µ1).

If it is equal, T PAk finds {Rr j, LIr j} against
IDr j and computes: ωr j = h(IDr j‖Kt‖Rr j),
(µ2‖Xr j‖Yr j) = V3 ⊕ ωr j, XNP = Vp ∗ Cosθ + Xr j

and YNP = Vp ∗ S inθ + Yr j. Afterwards, T PAk checks
for XNP and YNP against LIr j. T PAk then authenticates
RSU r j by evaluating V ′4

?
= h(IDr j‖ωr j‖Rr j‖µ2).

If it returns true, T PAk further generates
µnew

t ∈ Z∗q and computes S K = h(IDr j‖IDt‖µ2‖µ
new
t ),

MIDnew
vi = EncKt (IDvi‖µ

new
t ‖αvi‖Rvi), V5 = µ2 ⊕ µ

new
t ,

V6 = Rvi ⊕ (MIDnew
vi ‖µ2‖µ

new
t ), V7 = h(IDr j‖ωr j‖µ2‖S K)

and V8 = h(IDvi‖ωvi‖µ1‖Rvi‖S K). Finally, T PAk sends
MSG3 to RSU r j.

• On getting MSG3, RSU r j computes: µnew
t = µ2 ⊕

V5, S K = h(IDr j‖IDt‖µ2‖µ
new
t ) and verifies V ′7

?
=

h(IDr j‖ωr j‖µ2‖S K). Upon successful verification of the
T PAt, RSU r j sends MSG4 to Vvi.

• Vvi computes: (MIDnew
vi ‖µ2‖µ

new
t ) = Rvi ⊕ V6, S K =

h(IDr j‖IDt‖µ2‖µ
new
t ), and checks for the equality V ′8

?
=

h(IDvi‖ωvi‖µ1‖Rvi‖S K). Once Vvi successfully verifies
RSU r j and establishes a session key, it can start exchang-
ing beacon messages with T PAt.

IV. SECURITY ANALYSIS

This section solicits security analysis of the proposed key-
exchange protocol for VANETs, employing informal and
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formal methods to confirm its robustness against all potential
security threats.

A. Informal Analysis

The proposed key-exchange protocol is analyzed using
informal analysis on the basis of logical reasoning and threat
modeling as discussed in [30] and [31]. We perform an
informal analysis to check how the proposed protocol resists
potential attacks and offers security features.

1) Offers Vvi Anonymity and Untraceability: In the devised
protocol, Vvi keeps its IDvi private. The transmitted pub-
lic message MSG1 = {V1,V2,MIDvi}, where MIDvi =

EncKt (IDvi‖µt‖αvi‖Rvi). This message MSG1 does not reveal
any information about IDvi to

◦A. This ensures that
◦A cannot

deduce the real IDvi from MSG1. Moreover, if
◦A observes

different communication sessions, it cannot correlate multiple
sessions to trace Vvi becauseMIDnew

vi is dynamic and unique
to each session. MIDnew

vi is updated at the end of each
session establishment. Thus, our protocol ensures anonymity
and untraceability.

2) Resists Vvi Impersonation Attacks: Å may try to imper-
sonate Vvi by forging the message MSG1 = {V1,V2,MIDvi}.
This requires having the actual IDvi, and ωvi to create a valid
MSG1. However, since IDvi, and ωvi are neither stored nor
shared publicly,

◦A cannot obtain these parameters. Therefore,
it is impossible to accurately generate real MSG1 for

◦A. It
affirms the robust defense of the protocol against imperson-
ation attacks in Vvi.

3) Resists RSU r j Impersonation Attacks: In the proposed
protocol, if

◦A attempts to create the message MSG2 =

{MSG1, IDr j,V3,V4} to carry out an RSU r j impersonation
attack, it must determine V3 and V4. For this,

◦A needs the ωr j

and Rr j for corresponding RSU r j. Since these parameters are
not available to

◦A, the proposed protocol effectively resists
RSU r j impersonation attacks.

4) Resists T PAt Impersonation Attacks: If
◦A wants to

impersonate T PAt, it needs to generate a valid message
MSG3 = {V5,V6,V7,V8}. This message requires the actual val-
ues of IDvi and ωr j. Furthermore, generating these values also
requires the master key Kt, which is exclusive to T PAt and is
inaccessible to

◦A. Consequently, these rigorous requirements
effectively protect the protocol against T PAt impersonation
attacks.

5) Resists Physical or Cloning Attacks: If
◦A compro-

mises Vvi or RSU r j and attempts to alter or clone them,
the integrated PUF changes its response, making tampering
ineffective. During protocol execution, a compromised PUF
fails to generate the correct Rvi or Rr j, which are essential
for verification. Consequently, T PAt can detect and prevent
these intrusion attempts by

◦A, demonstrating the protocol’s
resilience to physical or cloning attacks.

6) Resists Desynchronization Attacks: The T PAt records
the RSU r j’s parameters exchanged during its registration
phase. Conventionally, these parameters are stored in the
verifier table along with pseudonyms, allowing the T PAt

to retrieve them during authentication using the pseudonym
provided by RSU r j. After each successful authentication
round, the T PAt must update the pseudonym and share the

updated value with RSU r j to prevent traceability attacks.
Network failures can pose challenges in updating and sharing
pseudonyms, potentially leading to desynchronization. This
desynchronization occurs when the T PAt has a pseudonym
that differs from the one in RSU r j’s memory. To avoid such
issues, our protocol does not use pseudonyms. Instead, we
store data at the T PAt against the actual IDr j to efficiently
derive RSU r j’s credentials. This eliminates the need to update
and share pseudonyms, making our protocol resistant to desyn-
chronization attacks.

7) Resists Ephemeral Secret Leakage (ESL) Attacks: If
◦A

obtains the ephemeral secrets for that session, then he can
reconstruct the session key S K = h(IDr j‖IDt‖µ2‖µ

new
t ). In our

protocol, S K is derived from IDr j, IDt, and the ephemeral
secrets µ2 and µnew

t . These secrets remain private and are
never transmitted publicly. Furthermore, the use of a hash
function ensures that

◦A cannot reconstruct the session key.
Even in the worst-case scenario where

◦A obtains the session
key for a specific session, it does not affect any previously
established session keys. This is because each session key is
computed using fresh, session-specific values, and no long-
term secrets are reused across sessions. As a result, the
compromise of one session does not enable the adversary
to infer or derive the session keys of any past or future
communications. Consequently, the proposed key exchange
protocol resists ephemeral secret leakage attacks.

8) Resists Stolen Verifier Attacks: In a stolen verifier
attack,

◦A aims to retrieve secret credentials by compromising
the verifier’s stored information. However, in the devised
protocol, the T PAt does not maintain any verifier table
or store static credentials related to Vvi or RSU r j. Instead,
session-specific values, such as ωvi, ωr j, and PUF-generated
responses, are dynamically determined during the execution
of the protocol. Furthermore, even if

◦A manages to extract
stored data such asMIDvi or CTr j, these are encrypted using
the long-term symmetric key Kt and do not reveal useful
information without breaking the AES encryption. Hence,
without having reusable verifiers and the use of PUFs and
encryption, collectively ensures strong resistance against stolen
verifier attacks.

9) Ensures Perfect Forward Secrecy: Perfect forward
secrecy ensures that compromise of long-term keys does
not reveal previous session keys. Our protocol ensures it
by generating session keys using fresh and dynamic random
numbers (µ1, µ2, µnew

t ) for each session. Specifically, the
session key S K = h(IDr j‖IDt‖µ2‖µ

new
t ) is determined using

freshly selected nonces that are not reused or stored. Therefore,
even if the long-term key Kt is later compromised, it does
not help to reconstruct any previous session keys. Moreover,
session-specific randomness combined with hash functions
ensures that each session remains cryptographically isolated.
It fulfills the requirement for perfect forward secrecy.

B. Formal Analysis

This section outlines the formal security validation for our
proposed protocol using the random oracle model [32], [33],
focusing on proving its semantic security.
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1) Participants and Partnering: The interaction involves
entities such as Vvi, RSU r j and T PAt. Each participant
instance is labeled as Fmk

Vvi
for vehicles, Fmk

RSU r j
for roadside

units and Fmk
T PAt

for trusted party. Participant is marked
‘Accept’ if it successfully processes a correct message. Two
participants are considered partnered if they share the same
session key, session identities, and participant identities.

2) Queries: The queries model the potential actions of
attackers.
• Execute(Fmk

Vvi
, Fmk

RSU r j
, Fmk

T PAt
):

◦A can intercept all
messages transmitted through public channel.

• S end(Fmk
Vvi

, Fmk
RSU r j

, Fmk
T PAt

,MSG):
◦A creates and

sends a message MSG to Fmk
Vvi

, Fmk
RSU r j

, or Fmk
T PAt

.
If the message MSG is correct, Fmk

Vvi
, Fmk

RSU r j
, or

Fmk
T PAt

will answer to
◦A.

• Reveal(Fmk
Vvi

, Fmk
RSU r j

, Fmk
T PAt

): The attacker
◦A can

obtain the session keys shared among Fmk
Vvi

, Fmk
RSU r j

and Fmk
T PAt

.
• Test(Fmk

Vvi
, Fmk

RSU r j
, Fmk

T PAt
,rb):

◦A can run this query
only once. It generates a random bit rb. If rb = 1, it returns
the real session key; otherwise, it returns an arbitrary
number.

• Corrupt(Fmk
Vvi

): This simulates a side-channel attack
on the OBUi and retrieves the stored information:
MIDnew

vi = EncKt (IDvi‖µt‖αvi‖Rvi).
• CorruptRSU r j(Fmk

RSU r j
): This simulates an attack

where
◦A captures the RSU r j and retrieves the stored

information CTr j = ENCKt {Rr j, αr j, LIr j}.
3) Freshness: You can consider an instance as fresh if it

meets these conditions:
1) Fmk

Vvi
, Fmk

RSU r j
and Fmk

T PAt
are in the accept state.

2) No one has executed the Reveal(Fmk
Vvi

, Fmk
RSU r j

,
Fmk

T PAt
) query.

3) The Corrupt(Fmk
Vvi

) and CorruptRSU r j(Fmk
Vvi

) queries
have been executed no more than once.

4) Accepted State: Fmk enters the accepted state after the
last message exchange is completed.

5) Adversary (
◦A): In this model,

◦A’s task is constrained
to querying the Oracles and operating the simulator. Taking
advantage of the gathered responses,

◦A aims to break the
protocol. The above-listed queries are the ones

◦A can initiate.
6) Semantic Security: An

◦A is allowed to execute this only
once.

◦A can use the Test query and multiple other queries to check
if the returned value is correct or not. This means that

◦A tries
to guess the random bit rb generated by the Test query. The
probability is represented as (AdvgP

◦A = |2Pr[suc(A)] − 1|). If
(AdvgP

◦A) is less than η, where η is a very small value, the
protocol is considered secure.

Theorem 1: The advantage that
◦A has in obtaining the

session key within polynomial time is expressed as:

AdvgP
◦A ≤

q2
HS H

2lHS H
+

(qS ND + qEXE)2

n
+ 2qS NDAdvgPUF

◦A

where qHS H , qS ND, and qEXE represent that how many times
these operations are performed. lHS H and n denote the length

of hash output and transcripts, respectively. The advantage
of

◦A to break the PUF are represented by AdvPUF
◦A .

Proof: The games Gamea (where 0 ≤ a ≤ 3) are designed to
simulate attacks launched by

◦A. Wina (for 0 ≤ a ≤ 4) indicates
that

◦A successfully guesses the random bit rb in Gamea. The
descriptions of these games is defined as follows:

Game0: This game imitate the actual attack initially carried
out by

◦A. Based on this definition, we obtain the following:

AdvgP
◦A = |2 Pr[Sucss0] − 1| (1)

Game1: The eavesdropping attack is simulated in this game.
◦A

intercepts all messages that are publicly transmitted. Further-
more,

◦A attempts to guess the random bit rb. However, due
to the properties of the hash function and secret credentials
i.e.(MIDvi,V1,Rvi),

◦A is not capable to know the relationship
of intercepted messages and the session keys. Therefore, we
get:

Pr[Sucss0] = Pr[Sucss1] (2)

Game2: This game imitate a collision attack on the transcripts
and hash results. According to the birthday paradox, the
chance of a hash collision happening is less than q2

HS H
2lHS H+1 ,

and the chance of collisions in other transcripts is less than
(qS ND+qEXE )2

2n . Therefore, we conclude:

Pr[Sucss2] − Pr[Sucss1] ≤
q2

HS H

2lHS H+1 +
(qS ND + qEXE)2

2n
(3)

Game3: This game shows how an
◦A carries

out the Corrupt operations on (Fmk
Vvi

), and
CorruptRSU r j(Fmk

RSU r j
) to access the stored secret

credentials MIDnew
vi = EncKt (IDvi‖µt‖αvi‖Rvi) in the OBUi

and CTr j = ENCKt {Rr j, αr j, LIr j} in the RSU. Here, αvi is
calculated as αvi = h(IDvi‖Kt) and ωr j equals h(αr j‖Rr j‖Kt).
If

◦A wants to get these important parameters, he must either
guess αvi, ωr j or crack PUF. Assume that the likelihood of

◦A
breaking PUF is AdvgPUF

◦A . Therefore, we get the following
result:

Pr[Sucss3] − Pr[Sucss2] ≤ qS ND
�
AdvPUF

◦A
�

(4)

The session keys are computed independently and at random.
Therefore, the likelihood of correctly guessing rb is the same
as the likelihood of guessing the S K. We obtain:

Pr[Sucss3] =
1
2

(5)

Combining the above formulas, we arrive at the following
conclusion:

1
2

AdvgP
◦A =

ˇ̌̌̌
Pr[Sucss0] −

1
2

ˇ̌̌̌
≤

q2
HS H

2lHS H+1 +
(qS ND + qEXE)2

2n
+

qS E

2
+ qS NDAdvgPUF

◦A (6)

The final result is derived as follows:

AdvgP
◦A ≤

q2
HS H

2lHS H
+

(qS ND + qEXE)2

n
+ 2qS NDAdvgPUF

◦A
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Fig. 2. PUF-enabled key-exchange protocol.

C. Formal Security Verification

In addition to conducting a formal security analysis of the
proposed protocol within the Random Oracle Model (ROM),
we also verified its security properties using the Scyther
verification tool. The protocol was modeled using the Security
Protocol Description Language (SPDL). After encoding the
protocol specification in SPDL, the Scyther tool assessed it
based on a set of predefined security claims, as outlined
in [34]. For example, it is assumed that secret information
remains protected from adversaries throughout the execution
of protocols. As a result, Scyther does not identify any
vulnerabilities that rely on such assumptions.

Each participant in the protocol namely Vvi, RSU j, and
T PAt represented as a distinct role within the model. A role
captures all relevant steps that an entity performs as part of the
authentication process. We specified auxiliary functions asso-
ciated with each role and defined protocol specific elements
such as timestamp and nonce using the timestamp and f resh
declarations, respectively.

To streamline the protocol definition, we employed macros
and used send and recieve commands to represent the

Fig. 3. Results of Scyther simulation.

transmission and reception of messages. Additionally, we
incorporated claim statements within each role to capture the
intended security guarantees. Scyther supports various claims,
including Alive, Niagree, etc. These claims were automatically
verified by the tool, which then produced the corresponding
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TABLE II
NOTATION

analysis results. As illustrated in Figure 3, the verification out-
comes affirm the security robustness of the proposed protocol.

V. PERFORMANCE EVALUATION

This section evaluates the performance of our PUF-enabled
key exchange protocol within VANETs. We compare our
protocol against related protocols of [11], [12], [13], [14], [35],
and [36]. To ensure a fair comparison, we have selected bench-
mark protocols that are specifically designed for the VANET
environment. These protocols address key security require-
ments in VANETs, such as authentication and key agreement.
Furthermore, we have prioritized recent protocols to ensure
that our analysis captures the most up-to-date advancements in
VANET security. By including these benchmark protocols, we
aim to evaluate our proposed protocol against current solutions
and emphasize its strengths in terms of resilience, scalability,
and efficiency. This comparative analysis provides a compre-
hensive assessment of the protocol’s performance within the
dynamic VANET environment. The performance evaluation
focuses on different metric including computation, energy, and
communication costs. Furthermore, we evaluate the security
features of the proposed protocol in comparison with related
protocols to demonstrate its enhanced security capabilities.
The details are discussed in subsequent subsections:

A. Experimental Configuration and Simulation Setup

An experimental configuration and simulation setup have
been created to measure the execution time of cryptographic
operations in the proposed and related protocols. To replicate
a real-world VANET environment, we utilize a Raspberry
Pi, simulating the cryptographic computations performed by
Vvi and RSU r j. On the other hand, we utilized a dedicated
desktop system to implement the operations of T PAt side.
The specifications of Raspberry Pi and dedicated desktop

TABLE III
HARDWARE SPECIFICATIONS FOR IMPLEMENTATION

TABLE IV

RUNNING TIME OF OPERATIONS

system are detailed in Table III, outlining the simulation
environment’s configuration. The empirical results and running
times for key cryptographic operations are obtained through
extensive implementation and testing. The key cryptographic
operations from the proposed and related protocols have
been implemented multiple times in accordance with their
implementation environment and specifications. While imple-
menting, we emphasized the more demanding cryptographic
operations, deliberately omitting operations such as XOR and
concatenation due to their minimal costs. The running time of
various operations is listed in Table IV.

B. Computation Overhead

This subsection presents the computation overhead com-
parison between the proposed PUF-enabled key exchange
and related protocols [11], [12], [13], [14], [35], [36]. We
determine the computation overhead using the running time of
various operations outlined in Table IV. Since the registration
phase is a one-time process, we have only considered the
operations that are used in the authentication process to
determine the computation overheads of the proposed and
related protocols.

In proposed protocol, Vvi uses (3Th(.) +1TPUF), and RSU r j

also uses (3Th(.)+1TPUF), which collectively become (6Th(.)+
2TPUF). As mentioned in Section V-A, the cryptographic
operations of Vvi and RSU r j sides are implemented on Rasp-
berry pi. Therefore, while considering the running time of
cryptographic operations implemented on Raspberry pi from
Table IV, the computation overhead of Vvi and RSU r j sides
is 6Th(.) + 2TPUF ≈ 13.5 ms. Likewise, T PAt executes
(7Th(.) + 2TENC/DEC) to complete the authentication process.
The operations at T PAt side are performed on a system. Thus,
considering the running time of operations implemented on a
system from Table IV, the computation overhead of T PAt

side is 7Th(.) + 2TENC/DEC ≈ 6.25 ms. The accumulative com-
putation overhead of our protocol is 13.5 + 6.25 ≈ 19.75 ms.

The computation overheads of related protocols [11], [12],
[13], [14], [35], [36] are assessed using the same method.
Table V and Figure 4(a) present the computation overhead
comparison between the proposed and related protocols.
Comparatively, our protocol takes 42.95%, 73.62%, 20.81%,
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Fig. 4. Visual Representation: Computation overhead, communication overhead and energy consumption.

TABLE V

A DETAILED COMPARISON: COMPUTATION OVERHEAD, ENERGY CONSUMPTION AND COMMUNICATION OVERHEAD

Fig. 5. Comparative analysis on scalability.

50.97%, 57.70%, and 76.55% lower computation overhead as
compared to [11], [12], [13], [14], [35], and [36], respec-
tively. This comparison reveals that our protocol achieves a
53.77% average reduction in computation overhead compared
to related ones.

To evaluate the scalability of our protocol, we present an
analysis in Figure 5, which reveals how computation overhead
varies with an increasing number of vehicles in the VANET
environment. The results show that, while the computation
overhead of related protocols grows significantly with network
size, our protocol exhibits a comparatively slower increase.
This efficient growth trend demonstrates that the protocol
scales effectively and remains suitable for large-scale vehicular
networks.

C. Communication Overhead

The following assumptions have been taken to determine
the communication overhead of the proposed PUF-enabled
key exchange protocol: Identity, concatenation, XoR, times-
tamp, and random numbers take 160 bits, respectively. AES

encryption/decryption, hash function, and ECC point multipli-
cation take 128, 256, and 320 bits, respectively.

In the proposed protocol, the entities exchange four mes-
sages to complete the authentication process. 1: Vvi initiates
a message MSG1 = {V1,V2,MIDvi} towards RSU r j, which
takes (160 + 160 + 256) = 576 bits. 2: RSU r j transmits two
messages MSG2 = {MSG1, IDr j,V3,V4} and MSG4 = {V6,V8}

towards T PAt and Vvi, respectively. The messages MSG2 and
MSG4 take (160+160+256)+(160+256) = 992 bits for trans-
mission. 3: T PAt sends a message MSG3 = {V5,V6,V7,V8}

towards RSU r j, which requires (160 + 160 + 256 + 256) =

832 bits. Therefore, the aggregated communication overhead
is (576 + 992 + 832) = 2400 bits.

We determine the communication overheads of related
protocols [11], [12], [13], [14], [35], [36] in similar way.
The detailed communication overheads comparison between
the proposed and related protocols is shown in Table V and
Figure 4(b). In comparison to related protocols [11], [12], [13],
[14], [35], [36], our protocol takes 16.67%, 54.55%9.64%,
29.25%, 47.55%, and 37.5% lower communication overhead,
respectively. Therefore, our protocol achieves a 35.53% aver-
age reduction in communication overhead compared to related
ones.

D. Energy Consumption

During the implementation, the system expends battery
power to compute and transmit data among the participants.
This consumed energy is quantitatively expressed as CE =

Te × CP within the wireless communication channel. Here,
Te represents the required execution/computation time (as
shown in Table V), and CP denotes CPU power, set at
10.88 W for data transmission over the wireless channel.
The consumed energy is directly proportional to the execu-
tion/computation time. Consequently, if the data transmission
protocol requires lower computational time, it will accordingly
consume less battery power. As indicated in Table V, the
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TABLE VI

SECURITY ATTRIBUTES COMPARISON

proposed PUF-enabled key exchange protocol requires only
19.75 ms for execution. Therefore, it takes 214.88 mJ as
energy Consumption and is proved to be more energy-efficient
during message transmission compared to related protocols.
The energy Consumption comparison among the proposed and
related protocols is shown in Table V and Figure 4(c).

E. Security Attributes

Table VI summaries the comparison of the proposed PUF-
enabled key exchange and related protocols of [11], [12], [13],
[14], [35], and [36]. It is obvious from Table VI that the
related protocols do not provide enough security as most of
them are vulnerable to various attacks, including physical or
cloning, desynchronization, stolen verifier and ESL. However,
the comparison reveals that our protocol renders added security
attributes compared to related protocols and achieves higher
security.

The discussions of Section V highlight the effectiveness
of our proposed PUF-enabled key exchange protocol for
VANETs. Through meticulous testing and comparison with
related protocols, our protocol enhances security features and
optimizes computation, energy, and communication overheads.
These results underscore the protocol’s potential for practical
deployment in vehicular networks where both security and
efficiency are paramount.

VI. CONCLUSION

The VANET framework faces security challenges like data
interception, manipulation, and unauthorized access due to
public communication channels. Data transmission within
VANETs is sensitive and must remain secure and available to
authorized users only. Therefore, we proposed a PUF-enabled
key exchange protocol in this article that effectively counters
potential security attacks, emphasizing mutual authentication.
We conduct both informal and formal security analyses of our
protocol. The informal analysis demonstrates that our protocol
resists various security threats, including vehicle, RSU, or TPA
impersonation and desynchronization attacks, and also ensures
vehicle anonymity and untraceability. The formal analysis
confirms that our protocol withstands potential attacks during
communication. Additionally, performance comparisons reveal
that our protocol outperforms existing protocols, reducing

computation overheads by 51.05% and communication over-
heads by 28.80%. While the proposed protocol ensures strong
security and lightweight performance for VANETs, future
work will focus on integrating context-aware mechanisms to
improve flexibility across diverse application scenarios and
also enhancing resilience against machine learning-based and
side-channel attacks. We also plan to explore post-quantum
cryptographic techniques to further strengthen the protocol’s
robustness.
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