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The automated techniques enabled with Artificial Neural Networks (ANN), Internet of Things (IoT), and cloud-based services
affect the real-time analysis and processing of information in a variety of applications. In addition, multihoming is a type of
network that combines various types of networks into a single environment while managing a huge amount of data. Nowadays,
the big data processing and monitoring in multihoming networks provide less attention while reducing the security risk and
efficiency during processing or monitoring the information. The use of Al-based systems in multihoming big data with IoT- and
Al-integrated systems may benefit in various aspects. Although multihoming security issues and their analysis have been well
studied by various scientists and researchers; however, not much attention is paid towards big data security processing in
multihoming especially using automated techniques and systems. The aim of this paper is to propose an IoT-based artificial
network to process and compute big data processing by ensuring a secure communication multihoming network using the
Bayesian Rule (BR) and Levenberg-Marquardt (LM) algorithms. Further, the efficiency and effect on multihoming information
processing using an Al-assisted mechanism are experimented over various parameters such as classification accuracy,

classification time, specificity, sensitivity, ROC, and F-measure.

1. Introduction

A surge in utilization of smart systems has significantly
enhanced eflicient processing, reliable communication, and
secure transmissions via wireless systems. However, augmen-
tation of data may still encounter various computational and
communicational risks in the network. In order to perform
an efficient and smooth processing of huge records, a big data
term came into existence. Big data is defined as the huge col-
lection of records or information in volume that is exponen-
tially growing with the time [1]. Hence, the traditional data
management techniques are not able to perform efficiently.
Big data along with certain platforms such as Hadoop and
cloud servers may organize and manage the online process-
ing or transmission of records; however, the collection of
information from various networks may further lead to vari-
ous complexity and security risks [2].

The involvement of multiple networks while processing
or managing the enormous records introduces a new term
known as multihoming networks [3]. It is defined as the
involvement of various types of networks while clustering
the records of information at a single place [4]. The multi-
homing is considered an emerging mechanism for clustering
multiple records in a network. In addition, the processing
and management of big data may further introduce complex-
ity, processing, and security of networks and records while
processing at a single place [5].

Numbers of smart-based big data schemes for managing
or processing the large-size datasets have been proposed by a
number of authors/scientists. Cloud-based Internet of Things
(IoT) and Artificial Neural Network (ANN) schemes have
been used in big data, network clustering, and multihoming
schemes for an efficient and automated control systems
[6-9]. Furthermore, a number of schemes in multihoming
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FiGure 1: Multilayered perceptron architecture network (this figure is reproduced from Rathee et al. [27]).

and their analysis are proposed by various studies. How-
ever, not much attention is given to the automated multi-
homing schemes for managing, processing, and securing
the big data information. In addition, the use of auto-
mated and artificial intelligence- (AI-) based smart systems
in multihoming networks for securing and processing the
information may reduce various security and management
risks by enhancing the large-size data distributions, multi-
ple network clustering, and data processing and managing
[10]. Further, the Al-enabled proposed mechanism in
multihoming for managing, securing, and processing big
data provides vast implications for business, research, and
future activities [11].

Moreover, the IoT- or ANN-based mechanisms
benefitted for processing and monitoring among multi-
homed sites as depicted in Figure 1. Figure 1 consists of
three different layers: input layer, hidden layer, and output
layer. The huge amount of data processed by various net-
works is input in ANN where the processing or analysis of
input data is done by the hidden layer. Further, the type
of information either trusted or malicious generated by
various networks is displayed by the output layer. Further-
more, the ANN-based automated system provides efficient
processing, collection, and analysis of huge information
while clustering the multiple networks. These techniques
may further benefit for preventing, securing, managing,
and processing of massive information while ensuring
the security in networks [12-14].

1.1. Motivation and Contribution. Numbers of automated
schemes have been proposed by various researchers in sev-
eral applications such as healthcare, IIoT (Industrial Internet
of Things), big data, multihoming, and vehicular transporta-
tion systems [15]. However, the integration of automated
schemes in multihoming networks for managing and pro-
cessing big data is considered one of the significant research
interests. The integration of intelligent techniques while ana-
lysing the network algorithms, security, and clustering of
multiple networks having various protocols, configurations,
and attributes may benefit in a number of techniques. The
automated systems may further benefit to manage and store

the huge amount of information from heterogenous net-
works in an efficient way.

The aim of this paper is to propose an efficient and auto-
mated Al-based scheme for monitoring and processing vari-
ous activities, including risk monitoring, processing, and
management of big data in multihoming networks. The pro-
posed mechanism is analysed over a simulated synthesized
dataset over various processing metrics and parameters such
as classification accuracy, classification time, specificity, sen-
sitivity, ROC, and F-measure.

The remaining structure of the paper is organized as
follows. Section 2 deliberates the number of approaches
proposed by various authors/scientists. In addition, the
ANN-based proposed phenomenon is detailed in Section 3.
Further, Section 4 represents the discussion of results and
analysis of the proposed phenomenon against existing mech-
anisms over various processing metrics. Finally, Section 5
concludes the paper along with future direction.

2. Related Work

The number of schemes proposed by various researchers/s-
cientists is discussed in this section where the technique
along with their performance analysis is defined in Table 1.
de Santerre et al. [16] have presented an enhanced routing
mechanism in multihomed IPv6 terminal sites while dealing
with ingress filtering policies. The authors have described a
new mechanism for choosing the default route through the
packet of the source address. The proposed mechanism
resolved the ingress filtering issue without implying Internet
service providers. The authors have showed the easy deploy-
ment and requirement of changes in terminal nodes during
communication. Wang et al. [17] have presented a learning
scheme called local mobility anchor by initiating the learning
procedures of IP addresses. The proposed mechanism for-
warded various interfaces such as active, pending, and home
network prefixes at a binding cache entry with learned IP
addresses. In order to achieve the IP address, extraction and
minimum required messages are detailed and defined by
elaborating various charts. Bi et al. [18] have summarized
the IPv4 site multihoming limitations and practices by
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TaBLE 1: Approaches/schemes proposed by various researchers.

Authors Technique

Analysis

Enhanced routing

de Santerre et al. [16] mechanism in multihoming

Wang et al. [17] mobility anchor

IPv4 site multihoming

Bietal. [18] limitations and practices

Comprehensive taxonomy of
He et al. [19] P threats Y
Li et al. [20] Online IoT security

monitoring scheme

Network security-related

Lin et al. [21] data

Wu et al. [22] Analysis-based architecture

Zhou et al. [23] Differently private scheme

Agile confidential

Han et al. [24 -
an et al. [24] transmission strategy

The authors have described a new mechanism for choosing the default route through

the packet of the source address

Learning scheme called local The proposed mechanism forwarded various interfaces such as active, pending, and
home network prefixes at a binding cache entry with learned IP addresses

The authors have discussed various challenges and opportunities to bring up the
security and mobility issues in multihoming environment

The authors have proposed various criteria for evaluating the data analysis and

collection performance

An accurate data structural model is proposed to capture the behaviours of smart
devices. Further, a hypothesis testing scheme is quantified to monitor the uncertain

tasks by resolving the scalability issues

The authors have provided the objectives and requirements of information collection
with a taxonomy of various data gathering techniques

The authors have proposed an authentication mechanism for managing the clusters
and enabling the data analysis using a colony optimization scheme

In order to guarantee the trusted computing, a trust-based mechanism is proposed to

evaluate the end user’s reliability

The authors have combined the opportunistic beamforming and driven cluster
schemes for managing the huge data collection from various base stations

surveying the current IPv6 multihoming solutions. The
authors have discussed various challenges and opportunities
to bring up the security and mobility issues in multihoming
environment.

He et al. [19] have presented a comprehensive taxonomy
of threats according to long-term evolution and advanced
network structure. The authors have proposed various cri-
teria for evaluating the data analysis and collection perfor-
mance. All the traditional schemes and methods have
discussed and analysed evaluation criteria by presenting var-
ious research and open issues for simulating the schemes. In
addition, the authors have proposed a security measurement
for analysis and collection of information in long-term evolu-
tion and advanced networks. Li et al. [20] have proposed an
online IoT security monitoring scheme for distributed net-
works by selecting an advanced point influential operational
abstract. An accurate data structural model is proposed to
capture the behaviours of smart devices. Further, a hypothe-
sis testing scheme is quantified to monitor the uncertain tasks
by resolving the scalability issues. The authors have commit-
ted the cyberthreats to an IoT system for sensing the testbed
using various strengths and patterns. The proposed algo-
rithms claimed the efficient monitoring and detection of
cyberthreats in IoT-based systems. Lin et al. [21] have intro-
duced the network security-related data having different
characteristics and definitions. The authors have provided
the objectives and requirements of information collection
with a taxonomy of various data gathering techniques. In
addition, the authors have reviewed various traditional col-
lection tools, nodes, and mechanisms in terms of security-
related and data collection based on proposed objectives
and requirements towards high-quality related security. Fur-
ther, the authors have proposed various open challenges by
concluding the paper with suggested future directions. Wu
et al. [22] have proposed an analysis-based architecture for

big data secure clustering management for the control planes.
The authors have proposed an authentication mechanism for
managing the clusters and enabling the data analysis using a
colony optimization scheme. The comparative and simulated
results increased the feasibility and efficiency of the proposed
framework in control planes. Zhou et al. [23] have proposed
a differently private scheme to preserve the data among edge
nodes and users while communicating the information in
various networks. In order to guarantee the trusted comput-
ing, a trust-based mechanism is proposed to evaluate the end
user’s reliability. The experimental results supported the
increasing multimedia big data information while striking
the balance among trustworthy, privacy-preserving and
caching multimedia contents and big data collection predic-
tion. Han et al. [24] have investigated an agile confidential
transmission strategy for securing the big data information
transmission. The authors have combined the opportunistic
beamforming and driven cluster schemes for managing the
huge data collection from various base stations. For the
purpose of a secure and confidential transmission among
clusters, the authors have combined the beamforming and
driven clusters for reliable and efficient changing in network
environment. In order to evaluate and validate the proposed
scenario, the results have performed average secrecy of sum
capacity and number of authorized users while accessing
the systems.

Though numbers of approaches have been proposed by
various researchers and scientists alone, very few of them
have focused on an IoT-based artificial network to process
and compute big data by ensuring a secure communication
multihoming network. The number of smart techniques that
can be helpful for monitoring the data processing, transmis-
sion, and communication of big data in multihoming by
monitoring their nodes is still unexplored in the literature.
In addition, the integration of automated schemes for
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managing and processing big data is considered one of the
significant research interests. Further, the integration of
intelligent techniques while analysing the network algo-
rithms, security, and clustering of multiple networks having
various protocols, configurations, and attributes may benefit
in a number of techniques. The automated systems may fur-
ther need to manage storing the huge amount of information
from heterogenous networks in an efficient way. The aim of
this paper is to propose an efficient IoT-based artificial net-
work to process and compute big data by ensuring a secure
communication multihoming network approach with opti-
mum evaluation results using the Bayesian Rule (BR) and
Levenberg-Marquardt (LM) algorithms [25]. In addition,
the proposed scheme is validated through a set of synthesized
datasets against various monitoring and value processing
results.

2.1. Proposed Approach. Presently, a number of machine
learning, trust-based, and artificial intelligence algorithms
have been proposed by various researchers and scientists.
The smart and Al-based schemes in IoT benefitted in various
phases of application while ensuring a secure transmission or
communication among nodes in the network. In this paper,
we have proposed an IoT-based artificial network to process
and compute big data by ensuring a secure communication
multihoming network. An IoT-based ANN is termed as an
automated computational and processing scheme inspired
by numerous neurons based on the concept of the biological
neural network. The general definition of a neuron is defined
as the lexeme cell as an assortment of numerous biological
neurons referred to as the base for modelling an automated
Al-based architecture [26]. An IoT-based ANN is defined
as a mathematical model for processing the classification of
data, nonlinear function, and regression schemes. It is capa-
ble of generating an automated decision model via multilay-
ered perceptron. Figure 1 presents a multistage perceptron
IoT-based ANN architecture having input through various
smart sensors, hidden layers used for processing and com-
puting the inputs, and an output layer used to generate the
final output depending upon the provided input. An IoT-
based ANN consists of a set of “0” number of outputs, H,
number of hidden/middle layers, and I, number of inputs
as defined in

H,
a(t)= Y W FO)Y LW a ()’ +b',, wherel<r<o,
a=1 V=1

(1)

where W, and W, denote the connection of edges via
weights among input, middle, and output layers. In addition,
the function F(.) in this equation represents an activation
function (AF) that is defined as a sigmoid function to deter-
mine an appropriate processing and computation of trust
values by evaluating the probabilities using the ANN algo-
rithm. Further, the values in W, and W, denote an appro-
priate scheme using the Levenberg-Marquardt (LM) and
Bayesian Rule (BR) principle for an optimum and efficient
mechanism. The involvement of the Al-based scheme in
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FIGURE 2: Prior to posterior weight changing process.

the IoT system for processing or securing the multihoming
network data can further benefit the system in a variety of
ways. The following sections detailed the LM and BR classifi-
cation for generating an accurate analysis of output results.

2.1.1. Levenberg-Marquardt (LM) Algorithm. LM is a deter-
ministic and gradient-based local optimum algorithm. The
benefit of using the LM algorithm while training the multi-
stage perceptron architecture is the fast and average conver-
gence rate by providing the stability in the system. Similar
to the quasi-Newton scheme, LM was developed for a
second-order derivation training speech approach without
computing the Hessian matrix. The Hessian matrix is
approximated while performing the function of sum of
squares as

Hy=Q'Q (2)
where the gradient can be evaluated as
G=Q'o, (3)

where Q is defined as the Jacobian matrix containing the first
derivations of error with respect to biases and weights. In
addition, o denotes the vector of errors in a network. The
Jacobian matrix can be evaluated using a standard BR tech-
nique where the expected outputs through hidden layers
are represented as

ay(1) = F'(Ij(1)) ) 0"y () W2 (£ = 1), (4)
q

where g is the number of hidden layer neurons having r
number of layers. Further, the LM algorithm uses the approx-
imation to the Hessian matrix as

deltaw = — [QTQ + | Q70 (5)

where w represents the differential weights and y denotes the
controlling parameters. Whenever the mu is scaled to zero,
then it is defined as Newton’s method using the Hessian
matrix approximation. However, when mu is large, then it
becomes gradient descent having small step size. Newton’s
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FIGURE 3: Prior to posterior weight changing process.

method is much accurate and faster near an error minimum.
Therefore, the value of mu is decreased after every successful
process and increased only when the step increases the per-
formance function.

2.1.2. Bayesian Rule (BR) Algorithm. Later on, the LM algo-
rithm is integrated with the BR method in order to further
optimize the processed data. The BR algorithm is defined as

P(x|1)= ’ (6)

where P(x) represents the prior probability of parameter
x before actually seeing the processed information and
P(x|I) represents the likelihood where the probability of
information I is. The BR was basically used to illustrate the
posterior probability of x given the information I. In com-
mon, BR provides an entire distribution over all possible x
values. This process was applied to a neural network by com-
ing up with the probability distribution over weights w upon
giving the training data as P(w | I).

The posterior distributions upon weights are determined

p(win = T, )
Pw|I)= P(I—Iw) (8)

B OP(I|w)P(w)dw

Further, in the BR rule formulation, the learning of
weights changes the beliefs about prior P(w) and posterior
P(w|I) weights as consequences of seeing the information
represented in Figure 2. As depicted in Figure 2, the weights
of the learning rates are changes as per the information
received and processed from various inputs. The inputs
received from malicious nodes are analysed through their
energy consumption and distribution ratio in the network.
The nodes having malicious behaviour will always process
false or alternate information with a number of generated
errors.

5
BR
»—0 E
o £
—> o
\O—>
—>07
__PUw)
8P (Ilw) P (w) dw
TaBLE 2: Simulation parameters.

. Training Testing Time
Multilayered network (%) (%) (secs)
Bayesian Rule (BR) 63.52 36.48 8.562
Levenberg-Marquardt
(LM) 66.89 33.11 2.598
IoT nodes 150 50 60 sec

TaBLE 3: Synthesized simulated results.
Class Proposgd Ba51§
mechanism mechanism

Specificity 0.081 0.075
Sensitivity 0.912 0.0873
Accuracy 98.58 97.46
F-measure 1.19 1.10
ROC (rec.en.rer operator 0.87 0.83
characteristic)

3. Working of the Proposed Approach Using LM
and BR Algorithms

The working of the proposed mechanism using the BR and
LM algorithm is explained through a diagram as presented
in Figure 3. The above-mentioned BR and LM algorithms
are used for ensuring a secure and efficient communication
transmission while processing the data. The input in terms
of received signals/information is passed into the ANN mul-
tilayered perceptron. Initially, the LM algorithm is applied on
the inputs for computing the convergence rate and weights
(trust) of each node’s input while mentioning the error. Each
node including hidden nodes will evaluate the gradient and
Jacobian matrix. The errors while analysing the weights from
various input nodes will be handled using the controlling
parameters as depicted in equations (4) and (5). In addition,
Newton’s method is further analysed to ensure the fast and
accurate results while minimizing the errors.

Now, in order to ensure an efficient processing and com-
putation of weights after analysing or computing the weights
from each node, the BR algorithm is applied over LM to
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optimize the processed or recorded information from the
inputs. The input is probabilistically distributed to the vari-
ous nodes for computing and processing the efficient distri-
bution of information while stabilizing the system. The
posterior distribution of weights using the BR algorithm is
computed using equations (7) and (8).

3.1. Performance Analysis. The proposed IoT-based artificial
network, to process and compute big data by ensuring a
secure communication multihoming network mechanism,
is validated and experimented over an existing smart mecha-
nism against several security threats. The proposed phenome-
non is analysed over a synthesized dataset with a conventional
smart-based scheme where the number of instances or inputs
to the network is taken as 20-200 using a MATLAB simulator.
The number of instances is input in the network where BR and
LM algorithms are used to analyse and process the incoming
data. Table 2 depicts the measured simulation results with sev-
eral analysed values where the proposed approach having BR
and LM algorithms is used to process the information. The
number of input information is passed through both the
mechanisms where the data is divided into training and testing
analysis for optimizing or processing the information. Further,
the input is probabilistically distributed to the various nodes
for computing and processing the information distribution
while stabilizing the system. The weights of posterior distribu-
tion using the BR algorithm is further computed using various
equations.

The simulated results are analysed over various security
measures as follows:

Accuracy: the accuracy is defined as the number of values
required to produce accurate results.

Specificity: it is defined as the false-positive rates to cate-
gorize the weights of each node that are designed incorrectly.
In the multihoming network where the data is recorded and
processed from various networks, the probability of false-
positive rates may be very high.

F-measure and ROC (receiver operator characteristic):
they are used to determine and illustrate the classification

accuracy of the proposed phenomenon. It is used to compute
the F1 score of each node by recognizing precision and recall.
The classification accuracy measures the efficient and trusted
behavior of the network while processing various inputs of
heterogenous networks.

Sensitivity: it determines the true-positive results which
are correctly recognized by the system.

The synthesized simulation results are represented in
Table 3.

3.2. Baseline Approach. For analysing the performance mea-
sure, the proposed phenomenon is compared against a base-
line approach proposed by Wu et al. [22] which generated an
analysis-based architecture for big data secure clustering
management for the control planes. The authors have
proposed an authentication mechanism for managing the
clusters and enabling the data analysis using a colony optimi-
zation scheme. The comparative and simulated results
increased the feasibility and efficiency of the proposed frame-
work in control planes. In addition, the comparative results
are analysed over various Al-based schemes such as Fuzzy
C Means (FCM) and REPTree (RPT) methods. The proposed
mechanism is analysed against various existing decision-
making schemes to measure the accuracy and security of
the processed information in multihoming networks.

4. Results and Discussion

Numbers of classified algorithms are evaluated and analysed
based upon two statistical values, namely, accuracy and time
of classified values. The classification time as shown in
Figure 4 of the Al-based scheme is analysed over the existing
mechanism against various data formats. Figure 4 shows the
classification time that shows better results as compared to
the existing scheme. The classification time of the proposed
approach is better as compared to the existing Al-based
schemes because of the optimized and discrete LM algorithm
that trains the multistage perceptron architecture in a faster
and average convergence rate by providing the stability in
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the system. In addition, Figure 5 depicts the classification
accuracy of the proposed scheme that performs in a relative
manner to the existing mechanism.

The accuracy of the proposed phenomenon is approxi-
mately 98% which is improved as compared to that of the
existing scheme. The significant outperformance of the pro-
posed phenomenon is due to the BR method that optimizes
the processed data to improve the accuracy of the overall sys-
tem in the network. Figure 6 outperforms while monitoring
and analysing the activities of each and every individual. Fur-
ther, Figure 6 represents the specificity and sensitivity of the
proposed phenomenon using Al-based architecture where
the values are analysed and processed over smart devices.
As depicted in Figure 6, the specificity and sensitivity of the
proposed record are improved as a huge amount of infor-
mation from various networks is processed via the LM
mechanism that may enhance the multistage architectural
processing, management, and security of records in multi-
homing networks. Furthermore, Figure 7 represents the
ROC and F-measure of the proposed phenomenon to
determine the accuracy and monitoring against various
existing schemes. Figure 7 determines the optimum value
results of the proposed approach. The significant improve-
ment of the proposed phenomenon as compared to the
existing scheme is due to BR and LM schemes that manage
and optimize the huge number of generated records from
various types of networks into a single environment.

The processing of big data is optimized through a deter-
ministic and gradient-based local optimum algorithm while
training the multistage perceptron architecture through a fast
and average convergence rate by providing the stability in the
system.

5. Conclusions

This paper proposes an Al-based secure multihoming mech-
anism for ensuring a secure transmission and processing of
big data using the Bayesian Rule (BR) and Levenberg-
Marquardt (LM) algorithms. For an efficient monitoring
and processing of big data risks while communicating, the
LM and BR mechanisms processed the various inputs from
heterogenous networks and analyse the weights of each node.
The hybrid of the LM and BR algorithm in multihoming net-
works ensured the efficiency and security while processing
the huge information from various networks. The proposed
approach efficiently processed the classification of data, non-
linear function, accuracy, and regression schemes in multi-
homing networks. In addition, the proposed mechanisms
are capable of generating an automated decision model via
multilayered perceptron using the hybrid of LM and BR
schemes. Further, the proposed phenomenon significantly
processes and monitors the processed data while proving
the security with optimal time delay. The validity and verifi-
cation of the proposed scheme are experimented over various
simulating results against various monitoring and processing
parameters such as accuracy, specificity, sensitivity, F-mea-
sure, and ROC.

The number of automated controlling schemes such as
explainable artificial intelligence to further analyse the huge
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processed records in an efficient and secured manner in
multihoming networks by monitoring their activities can be
considered in future communication. In addition, the con-
cept of backpropagation in the proposed mechanism is not
considered at this stage where instead of computing the gra-
dient of lost function, we have calculated the error propaga-
tion ratio and accuracy from the input information in the
network.

Data Availability

This paper does not need any online data for the simulation.
The present study is based on synthesized data generated
randomly by the authors based on some parameters men-
tioned in the above text.
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