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Abstract

Purpose — This study aims to assess the essential elements of internal organisational capability that influence
the cybersecurity effectiveness of a construction firm. An extended McKinsey 7S model is used to analyse the
relationship between a construction firm’s cybersecurity effectiveness and nine internal capability elements:
shared values, strategy, structure, systems, staff, style, skills, relationships with third parties and regulatory
compliance.

Design/methodology/approach — Based on a quantitative research strategy, this study collected data
through a cross-sectional survey of professionals working in the construction sector in the United Kingdom
(UK). The collected data was analysed using descriptive and inferential statistical methods.

Findings — The findings underlined systems, regulatory compliance, staff and third-party relationships as the
most significant elements of internal organisational capability influencing a construction firm’s cybersecurity
effectiveness, organised in order of importance.

Research limitations/implications — Future research possibilities are proposed including the extension of
the proposed diagnostic model to consider additional external factors, examining it under varying industrial
relationship conditions and developing a dynamic framework that helps improve cybersecurity capability
levels while overseeing execution outcomes to ensure success.

Practical implications — The extended McKinsey 7S model can be used as a diagnostic tool to assess the
organisation’s internal capabilities and evaluate the effectiveness of implemented changes. This can provide
specific ways for construction firms to enhance their cybersecurity effectiveness.

Originality/value — This study contributes to the field of cybersecurity in the construction industry by
empirically assessing the effectiveness of cybersecurity in UK construction firms using an extended McKinsey
7S model. The study highlights the importance of two additional elements, third-party relationships and
construction firm regulatory compliance, which were overlooked in the original McKinsey 7S model. By
utilising this model, the study develops a concise research model of essential elements of internal organisational
capability that influence cybersecurity effectiveness in construction firms.
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1. Introduction

The 21st-century construction industry is currently undergoing a digital transformation
known as Construction 4.0 (Forcael et al., 2020; Osunsanmi et al., 2020). This transformation is
driven by rapid advancements in information and operational technologies such as the
Internet of things (IoT), big data, building information modelling (BIM), building automation
and control systems (BACSs) and industrial automation and control systems (IACS). These
technologies are changing the way construction projects are designed, planned, built,
operated and maintained, resulting in reduced project time and cost, increased quality and
improved productivity (Osunsanmi et al., 2018; Garcia de Soto et al., 2022). However, with
increased digital interconnectivity, cybersecurity is becoming increasingly crucial in the
construction industry (Patel and Patel, 2020; Alshammari et al, 2021; Demirkesen and Tezel,
2022). Cybersecurity refers to the practice of protecting computers, networks and stored data
from unauthorised access by digital criminals and other threats (Craigen et al, 2014).
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Cybersecurity vulnerabilities can originate from two main sources: system weaknesses or
flaws and user behavior that can lead to security breaches (Kabanda et al., 2018). Most
cyberattacks are not reported (Amir ef al., 2018). Firstly, cyberattacks can cause irreversible
damage to a company’s reputation (Kejwang, 2022). Secondly, attackers often use advanced
methods to conceal their identities while executing their operations clandestinely
(NCSC, 2022).

The construction industry is increasingly vulnerable to cyberattacks (Turk et al, 2022a, b;
NCSC, 2022). Construction firms may face various cybersecurity threats, including
cybercriminals seeking financial gain, malicious insiders using company data or networks
for harmful activities and hacktivists attempting to disrupt or cause damage to security
systems (NCSC, 2022). According to Hiscox’s (2021) cyber readiness report, which surveyed
global organisations, there has been a rise in cyberattacks against firms, with construction
being one of the top five targeted sectors (Hiscox, 2021). In fact, a 2022 survey revealed that
44% of United Kingdom (UK) construction firms had experienced a ransomware attack in the
past two years, with 25% encountering two to four incidents and 5% experiencing five or
more (Gayne, 2022). Among the infamous incidences of cyberattacks on UK construction
firms include.

(1) Interserve suffered a cyberattack in May 2020 that resulted in the theft of 113,000
sensitive employee data. The hackers used a phishing email to gain access to the
company’s network and infiltrated data such as employees’ names, addresses and
bank account details (ICO, 2022)

(2) Bouygues Construction suffered a ransomware attack in January 2020, with personal
data of its employees being published online by a cybercrime group, who demanded
ransom to unlock encrypted data (Kelly, 2020)

(3) Bam Construct suffered a ransomware attack in May 2020 after hackers exploited a
vulnerability on their website and encrypted the firm’s files, demanding payment for
access to them (Weinfass, 2020)

In fact, a report published by the UK National Cyber Security Centre (2022) in
collaboration with the Chartered Institute of Building (CIOB) highlighted that
cybercriminals view construction businesses as easy targets. Construction firms often
have high cash flows and transact in high-value payments due to the sector’s extensive
use of suppliers and subcontracting (NCSC, 2022). Construction businesses are also a
prime target for spear phishing, a scam in which attackers send a targeted email
pretending to represent a reliable organisation to deceive the recipient into depositing
money into a fake account (NCSC, 2022). To gain an unfair advantage, criminals also target
valuable information such as bidding and building design information (Watson, 2018;
Pash, 2018; Rogers, 2022). Cybercriminals also look for sensitive employee data such as
bank account numbers, social security numbers and payroll information to commit
identity theft or create realistic authentic-looking emails for phishing attacks (NCSC,
2022). Data breaches, regulatory fines and business disruption can all result from
inadequate cybersecurity (Lloyd, 2020).

The construction industry has several cybersecurity effectiveness frameworks,
regulations and guidelines. Cybersecurity guidelines developed by regional and global
organisations include the National Institute of Standards and Technology (NIST) framework
for improving critical infrastructure cybersecurity (NIST, 2018), the European Union
Network and Information Systems (NIS) Directive (European Parliament, 2016), the Code of
Practice for Cyber Security in the Built Environment by the Institution of Engineering and
Technology (IET, 2014) and ISO 19650-5:2020 (ISO, 2020) by the International Organization
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Table 1.

Several cybersecurity
regulations and

guidelines

for Standardization (ISO). However, as detailed in Table 1, these guidelines may have
limitations in assisting a company in determining its internal organisational capability for
protecting its technology. For instance, Turk ef al. (2022a) highlighted the restricted focus of
NIST, the high-level requirements of NIS and IET’s poorly defined attributes and lack of
internal logic and construction peculiarities. Finally, the ISO 19650-5:2020 regulation is seen
to be limited to information management within the built environment and does not provide
comprehensive guidance on cybersecurity (Turk et al, 2022a). In addition, most of these
guidelines are geared toward cybersecurity risk management (Turk et al., 2022a), making
them unsuitable for assessing a company’s overall cybersecurity effectiveness across the

Policy/Standard Location

Description

Potential limitations

NIST framework for improving United
critical infrastructure States
cybersecurity - National

Institute of Standards and

Technology (NIST) (NIST,

2018)

European Union Network and European
Information Systems (NIS) Union
Directive (European

Parliament, 2016)

The NIST framework for
improving critical
infrastructure cybersecurity
(NIST, 2018) is a set of
guidelines developed by the
National Institute of
Standards and Technology to
help organisations improve
their cybersecurity posture.
The framework is designed to
be flexible, scalable, and
adaptable to different types of
organisations and industries,
and consists of five core
functions: identify, protect,
detect, respond, and recover
(NIST, 2018)

The European Union Network
and Information Systems
(NIS) Directive (European
Parliament, 2016) is a
legislative act of the European
Union that aims to increase
the overall level of
cybersecurity across the EU.
The directive sets out
requirements for the security
of network and information
systems used by operators of
essential services and digital
service providers, and
establishes a cooperation
framework between EU
member states to ensure
effective response to
cybersecurity incidents. The
directive also establishes
national competent
authorities and sets out
penalties for non-compliance
(European Parliament, 2016)

The potential limitations of
NIST include its focus on
critical infrastructure, limited
scope to operations, reliance on
existing cybersecurity
protocols, and inability to
identify cybersecurity risks
(Turk et al., 2022a)

The limitations of NIS include,
its focus on protecting critical
and high-value asset. Another
weakness is that the directive
provides high-level
requirements without specific
guidance on how to implement
them, which may lead to
confusion and inconsistent
implementation (Turk ef al.,
2022a)

(continued)




Policy/Standard

Description

Cybersecurity

Potential limitations . .
effectiveness in

The Code of Practice for Cyber United

Security in the Built
Environment by the Institution
of Engineering and
Technology (IET, 2014)

IS0 19650-5:2020 Organization Worldwide

and digitisation of information
about buildings and civil
engineering works -
International Organization for
Standardization (ISO) (ISO,
2020)

Source(s): IET (2014), European Parliament (2016), NIST (2018), ISO (2020), Turk et al. (2022a)

The Code of Practice for Cyber
Security in the Built
Environment (IET, 2014) is a
set of guidelines developed by
the Institution of Engineering
and Technology (IET) to help
those involved in the design,
construction, and operation of
buildings and infrastructure
to improve cybersecurity. The
code provides guidance on
cybersecurity considerations
throughout the entire lifecycle
of a building or infrastructure
project, from design to
operation, and covers areas
such as access control,
network security, and incident
response (IET, 2014)

ISO 19650-5:2020 (ISO, 2020)
is a standard that provides
guidelines for managing
information related to the
built environment, with a
specific focus on information
security. The standard covers
topics such as risk
management, asset
management, and access
control, and is intended to be
used by organisations
involved in the design,
construction, and operation of
buildings and infrastructure

The limitations of the IET
include poorly defined
attributes and elements, lack of
internal logic, and a borrowed
process from ISO that lacks
construction peculiarities,
leading to ambiguities and
differences in understandings
of risk and threat from
construction risk management
(Turk et al., 2022a)

construction
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One weakness of ISO 19650—
5:2020 is that it is focused on
information management
within the built environment
and does not provide
comprehensive guidance on
cybersecurity (Turk et al.,
2022a)

Table 1.

levels of individual employees, strategy and operations. In summary, the limitations of these
regulations highlight the need for organisations to supplement these regulations with other
frameworks to ensure comprehensive cybersecurity measures.

Despite its increasing significance, the empirical study of cybersecurity effectiveness in
construction firms is still in its early stages. Mantha and de Soto (2020) evaluated the
cybersecurity of participants in a construction project network using a Common
Vulnerability Scoring System. From a cybersecurity standpoint, Sonkor and Garcia de
Soto (2021) analysed the use of operational technology in the building industry. Turk ef al.
(2022a) have also created a cybersecurity framework for the construction industry that views
the process from a holistic perspective. The framework highlights the four crucial elements —
material, information, people and systems — that require protection to ensure cybersecurity.
While several studies (Mantha and de Soto, 2020; Sonkor and Garcia de Soto, 2021; Turk et al.,
2022a) have focused on the project level, there is a paucity of research at the organisational
level. However, studies at the organisational level is essential because, as noted by the
Mantha and de Soto (2020) study, insider threats are the primary cause of cybersecurity
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breaches in construction networks. An internal agent attack can occur when an employee
blunders unintentionally, such as acquiring unauthorised data or misusing the system.
Internal attacks can also involve agents discovering system weaknesses or vulnerabilities to
expose flaws or cause intentional damage out of greed, betrayal, or other wicked motives
(Prabhu and Thompson, 2022). Infamous internal agent attacks include the 2011 incident
when a former employee at a water treatment facility in Australia sought to persuade his
former employer to re-employ him after he had intentionally destroyed the facility’s computer
systems (Henrie, 2013). The young US soldier who leaked 750,000 classified documents to
WikiLeaks in 2010 is also notoriously publicised (Roberts, 2012). Hence, a practical
cybersecurity framework for construction firms must address issues within the boundaries of
the construction organisation and their personnel, strategy and operations. However, very
scarce research attention has hitherto been paid to the elements of internal organisational
capability that influence a construction firm’s cybersecurity. In view of this shortcoming, this
research aims to assess the internal organisational capability elements that influence the
cybersecurity effectiveness of a construction firm by posing two main research questions,
which are:

RQI1. What are the essential elements of internal organisational capability that influence
the cybersecurity effectiveness of a construction firm?

RQ2. Which elements are the most important for cybersecurity?

The study endeavored to answer these two questions by adopting an extended McKinsey 7S
model; an organisational diagnosis and development model proposed by Waterman and
Peters (1982). The McKinsey 7S model has been adapted to numerous settings and industries
due to its usefulness in diagnosing firms of all sizes and its emphasis on interdependence.
A recent literature review reveals that the 7S model has been used in several studies to
investigate the security culture of businesses — see, for example, commercial banks (Chen and
Liu, 2010) and airports (Gechkova and Kaleeva, 2020). However, a lack of studies
systematically applies the 7S model to diagnose a construction organisation’s
cybersecurity capabilities. In addition, the study extends the McKinsey 7S model by
arguing for the importance of two additional elements for the cybersecurity effectiveness of a
construction firm: (1) third-party relationships and (2) regulatory compliance by the
construction firm. Introducing these two elements brings to the fore interactions between
the company and its environment, two critical internal capability elements not considered in
the original McKinsey 7S model. First, because of the intricate relationships within the supply
chain and the interconnectedness of construction projects, cybersecurity is critical when
selecting third-party suppliers and contractors (Turk et al., 2022a). Construction projects that
use BIM, for example, have complex supply chain relationships, making cybersecurity a
problem involving multiple companies and stakeholders (Parn and Edwards, 2019; Mutis and
Paramashivam, 2019; Turk ef al., 2022b). Because these systems are linked, there may be
flaws that attackers can exploit (Ghadiminia ef al, 2021; Turk et al., 2022b). Cybercriminals
have the ability to gain access to vital services and steal trade secrets, affecting not only the
targeted company but also its customers and suppliers. The infamous incident at the
Maroochy water treatment works in Australia exemplifies the difficulty of managing supply
chain relationships: a former contractor gained unauthorised access to the plant controls,
remotely changed valves and subsequently released a large amount of raw sewage into the
surrounding area (Abrams and Weiss, 2008). As a result, evaluating how third-party
relationships are managed can provide important insights into a construction firm’s
cybersecurity effectiveness (Karadsheh, 2012; Vitunskaite ef al., 2019). Furthermore, due to
the numerous regulations and requirements relating to data privacy and security,
construction firms must prioritise regulatory compliance, which should be evaluated as



part of overall cybersecurity effectiveness. Noncompliance with cybersecurity regulations
can result in significant fines and reputational harm (ICO, 2022). For example, the UK
Information Commissioner’s Office (ICO) fined Interserve £4,4 million in 2022 for violating the
General Data Protection Regulation (GDPR) by failing to prevent unauthorised access to its
employees’ information. Adherence to regulations, on the other hand, reduces the likelihood
of data security lawsuits, lowers cyber risks and improves the efficiency of thwarting attacks
(Kosseff, 2016, 2020; Shackelford, 2016).

This study contributes to the body of knowledge by assessing the effectiveness of
cybersecurity in UK construction firms using the extended McKinsey 7S model. Unlike
previous construction research that focused on the project-level (e.g. Mantha and de Soto,
2020; Sonkor and Garcia de Soto, 2021; Turk ef al, 2022a), this study considers the
organisation-level of analysis and identifies the specific elements of internal organisational
capability that are essential for effective cybersecurity in construction firms. The study
highlights the importance of a comprehensive strategy for cybersecurity that includes both
technical and non-technical factors and provides practical implications for construction
companies and policymakers.

The paper begins by outlining the theoretical parameters of the study and then builds the
conceptual model and hypotheses based on an extended version of the McKinsey 7S model. In
the fourth section, we detail our quantitative method, including questionnaire design, data
collection and analysis. The findings of our investigation are discussed in section five. The
paper concludes by summarising the results and discussing implications and future research
directions.

2. The McKinsey 7S model

The 7S model, created by Waterman and Peters for McKinsey, is a diagnostic tool that adopts
a resource-based perspective to analyse the fundamental capabilities of a company
(Waterman and Peters, 1982). Essentially, organisational diagnosis is the process of
assessing an organisation’s current state “ ie. health” to improve its effectiveness (Van
Tonder and Dietrichsen, 2008). It involves gathering data, analyzing it and drawing
conclusions to provide recommendations for improvement (Cummings and Worley, 2014).
Emphasising the multidimensionality of an organisation, the McKinsey 7S model’s purpose is
to provide a concise overview of the seven primary elements that contribute to its success in
achieving its strategic goals. The first three elements are typically considered “hard,” more
technical, tangible and measurable and thus easier for management to control: strategy,
structure and systems. The other four elements are considered “soft” because they are
primarily social, less observable and more challenging to exert direct control over; they are
style (management style), staff, skills and shared values (culture). As depicted in Figure 1, the
model emphasises the interdependence of the seven components to demonstrate how altering
one component necessitates changing the others. The model avoids privileging one element
over the others, even though shared values are typically placed at the centre of such
representations. The model’s strength lies in the importance it places on the congruence
among the seven drivers of a firm’s performance.

Practitioners continue to explore the McKinsey 7S model as a useful diagnostic model for
analysing organisations, often during an organisational change (e.g. Singh, 2013;
Hanafizadeh and Ravasan, 2011). The model enables the identification of optimal
organisational design and managing the change processes by examining the seven
elements and searching for misalignments. The McKinsey 7S model has also been widely
used in several research contexts since its conception, including in the construction industry.
For example, Naipinit et al. (2014) used the model to investigate the supply chain management
practices of local small and medium-sized enterprises (SMESs) in the construction industry in
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Thailand and Rahmat and Ibrahim (2018) examined the factors that influence the successful
integration of multiple organisations into a single project in Malaysia. Our study extends the
7S model by arguing for the importance of two additional factors not included in the original
model to the cybersecurity effectiveness of a construction firm: third-party relationships and
regulatory compliance, as will be elaborated upon in the next section.

3. Conceptual model and hypothesis development

This study developed a research model to examine the internal capability elements that
influence a construction organisation’s cybersecurity effectiveness based on an extended
McKinsey 7S model and to underline which elements have the most significant relationships.
It established a set of hypotheses postulating that all seven elements—shared values,
strategy, structure, systems, staff, style and skills—affect an organisation’s cybersecurity
effectiveness. Additionally, third-party relationships and regulatory compliance were added
as predictors in the model to extend the model as depicted in Figure 2.

The first element proposed to influence the cybersecurity effectiveness of a construction
firm is the “shared values” among employees concerning cybersecurity. Employees’
attitudes, beliefs, assumptions and knowledge substantially influence corporate
cybersecurity (Da Veiga, 2016). According to Da Veiga (2016), a company’s cybersecurity
culture is determined by “how things are done when interacting in cyberspace” (p. 1008).
A strong cybersecurity culture cultivates cybersecurity as a traditional organisational value
and creates an overall environment with security-minded thinking (Knapp et al., 2006).
A company’s employees must share a commitment to cybersecurity protection and common
values. Shared cybersecurity values are essential because cybersecurity breaches may still
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occur despite implementing an effective cybersecurity strategy, organisational structure and
systems (Park et al., 2021). This is due to the possibility of inaccurate and skewed information
spreading within the organisation without an organisational culture that values
cybersecurity (Huang and Pearlson, 2019). In addition, without internal cooperation and
information sharing, employees are more likely to intentionally or unintentionally
compromise sensitive information (Argaw et al., 2020). On the other hand, AlHogail (2015)
argued that when a company’s employees are committed to an information security culture
and choose to collaborate, security breaches decrease. Internal information security
cooperation increases employees’ situational awareness (Argaw et al., 2020) and reduces
an organisation’s cybersecurity investment (Alshaikh, 2020). As argued by Rajivan and
Cooke (2017), teamwork improves an organisation’s cybersecurity situational awareness,
problem-solving and decision-making. Organisations with employees who value
cybersecurity, share cybersecurity norms and engage in effective cybersecurity practices
will demonstrate higher cybersecurity effectiveness than those with employees who do not
(Knapp et al., 2006). Hence, we advance the following hypothesis:

HI. The shared values element is significantly related to an organisation’s cybersecurity
effectiveness.

The management “style” of a construction firm’s senior leaders is the second element
influencing its cybersecurity effectiveness. Leaders are responsible for shaping the
organisation’s cybersecurity values and attitudes and bringing everyone in line with the
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organisation’s cybersecurity objectives (Huang and Pearlson, 2019). If a company’s leadership is
unconcerned about cybersecurity, it could result in a weak security management system and
data breaches (Fitzgerald, 2018; Rothrock et al, 2018). On the other hand, top management
teams who express a desire to address cybersecurity issues openly and transparently have a
significant influence on the effectiveness of cybersecurity (Kumar et al, 2020; Shaikh and
Siponen, 2023). A company’s cyber defences may evolve depending on its senior management
approach to cybersecurity (Ogbanufe et al, 2021). A company that places a high priority on
cybersecurity, with active promotion and consideration of cybersecurity during decision-
making processes by the senior management team, will outperform a company that does not
prioritise cybersecurity. Therefore, the following hypothesis is advanced:

H2. The style (management style) element is significantly related to an organisation’s
cybersecurity effectiveness.

The third element that may influence the cybersecurity of a construction firm is its “staff”,
defined as employees’ knowledge of their responsibilities concerning cybersecurity. Despite
implementing stringent regulations and a systematic strategy, an organisation’s
cybersecurity efforts may fail if its members are unwilling to cooperate (Daud et al., 2018).
Indeed, employee behaviour and skills are strong indicators of a company’s security culture
(Da Veiga, 2016). In order to ensure effective cybersecurity measures, it is crucial for
employees to have a clear understanding of their specific roles and responsibilities related to
cybersecurity (Yoon and Kim, 2013). This can be achieved through comprehensive
cybersecurity training (He and Zhang, 2019) and strict adherence to all relevant
regulations and policies governing cybersecurity (Li et al, 2019). To ensure that a
company can protect itself online and maintain good cybersecurity capabilities, it is
important to evaluate how well employees adhere to cybersecurity values and codes of
conduct during their daily work. This can be incorporated into employee performance
evaluations, as suggested by Alshaikh (2020). Additionally, companies must enforce their
cybersecurity policies by sanctioning employees who breach them, according to Knapp and
Ferrante (2012). Overall, the attitudes of employees toward cybersecurity have a significant
impact on a company’s ability to maintain cybersecurity, making it critical to ensure that
employees are aware of their responsibilities and follow relevant regulations and policies.
Thus, the below hypothesis is postulated.

H3. The staff element is significantly related to an organisation’s cybersecurity
effectiveness.

The “skills” of employees responsible for overseeing cybersecurity is the fourth factor that
impacts cybersecurity effectiveness. As argued by Colbert ef al. (2016), it is essential for these
employees to possess the necessary knowledge and skills to defend against cybersecurity
attacks. Fisher et al. (2021) suggest that employees who have received adequate cybersecurity
training and information can serve as the most effective defense against cyber threats. To
encourage employees to take preventive and protective measures, practical cybersecurity
training should focus on their risk perceptions, according to He and Zhang (2019). Prioritising
cybersecurity skills can produce significantly different outcomes for a company’s
cybersecurity efforts compared to not prioritising them. Therefore, we propose the
following hypothesis.

H4. The skills element is significantly related to an organisation’s cybersecurity
effectiveness.

The effectiveness of a construction firm’s cybersecurity is influenced by various factors,
including its “strategy”, which is the plan or approach used to achieve cybersecurity goals.
According to the 2022 Global Digital Trust Insight survey conducted by PWC, senior



management must articulate a clear security and privacy principle as a business imperative
and align the cybersecurity strategy with the overall business strategy (PWC, 2022).
Despite the apparent risks associated with cybersecurity breaches, many small and
medium-sized construction businesses are reluctant to invest in cybersecurity, believing
that they are not likely targets due to their size (NCSC, 2022). However, numerous research
studies underscore the importance of having a well-designed cybersecurity strategy and
sufficient funding to implement it (e.g. Densham, 2015; Soomro ef al., 2016; Sullivant, 2016;
Rothrock et al., 2018; Xu et al, 2019; Park et al., 2021). These measures can improve
businesses’ readiness for cybersecurity threats and enable them to respond effectively to
any cyberattacks that may occur. Therefore, it is necessary to allocate a budget for
cybersecurity to safeguard against cybersecurity breaches and investment allocation
strategies and policies are essential to prioritise investments in cybersecurity. Thus, the
hypothesis is proposed as follows.

Hb5. The strategy element is significantly related to an organisation’s cybersecurity
effectiveness.

An organisation’s cybersecurity effectiveness depends largely on its “structure”. Modenov
and Vlasov (2018) suggest that an organisation’s cybersecurity capabilities are influenced by
its organisational structure and the existence of a division responsible for protecting
technology. Even with a systematic cybersecurity strategy, it would be challenging to
execute cybersecurity activities if there is no dedicated department to oversee and implement
them. Offner et al. (2020) propose that firms should have a department with a manager to
supervise cybersecurity operations and ensure that each member understands their roles and
responsibilities. The organisation’s structure should also facilitate easy movement of
information about cybersecurity in all directions, including upwards, downwards, laterally
and diagonally, as recommended by Johnson et al (2016). Therefore, we hypothesise the
following.

H6. The structure element is significantly related to an organisation’s cybersecurity
effectiveness.

The seventh element that affects the cybersecurity effectiveness of a construction firm
refers to the “systems” that ensure cybersecurity within the organisation. To enhance its
cybersecurity, the organisation should implement cybersecurity control frameworks and
security control policies, as suggested by Kohnke ef al. (2016). Additionally, the
organisation requires sufficient information and communication technology tools and
software to support its cybersecurity efforts. Cybersecurity breaches should be treated
seriously, and senior management must be promptly informed (Soomro et al, 2016).
Employees should have both formal and informal channels to report cybersecurity
incidents, and violations of cybersecurity should be viewed as opportunities for
improvement (Ahmad et al., 2012). Systems for capturing and sharing cybersecurity
knowledge and learning, such as recording and assessing employee suggestions for
enhancing cybersecurity, should also be in place (Zwilling ef al., 2022). Alahmari and
Duncan (2020) emphasise that effective risk management and cybersecurity awareness
among managers and employees are crucial. It is essential to educate staff about
cybersecurity risks, involve them in risk management and ensure the implementation of
cybersecurity strategies by both managers and staff (Alahmari and Duncan, 2020).
Therefore, we propose the following hypothesis:

H7 The systems element is significantly related to an organisation’s cybersecurity
effectiveness.
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The eighth element influencing a construction firm’s cybersecurity effectiveness is its
“relationships with third parties” such as contractors, subcontractors and consultants.
Given the complex supply chain relationships and interconnectedness of construction
projects through technologies such as BIM, cybersecurity is never a single firm’s issue.
For example, Ghadiminia et al. (2021) argue that when a building is modelled using BIM
software, a digital “golden thread” of information is created, which intruders can use to
compromise the building’s security during its operational stages. Hence, cybersecurity
concerns should be considered when selecting third-party suppliers and
contractors (Turk et al., 2022a). Organisations can strengthen their cybersecurity by
including service-level agreements in their contracts with outside parties to ensure
that all third-party vendors and service providers adhere to the same high levels
of cybersecurity protection as the rest of the company (Karadsheh, 2012; Vitunskaite
et al., 2019). To strengthen a construction firm’s cybersecurity effectiveness, it is
important to coordinate with third-party vendors and service providers (Sarder and
Haschak, 2019). It’s also important to maintain open and honest communication
regarding cybersecurity concerns (Pollini et al., 2022). Therefore, the following
hypothesis is advanced.

H8. The third-party relationships element is significantly related to an organisation’s
cybersecurity effectiveness.

Regulatory compliance is our model's ninth and final element that may influence a
construction firm’s cybersecurity effectiveness. In the UK construction industry, data
privacy and security are regulated by several laws and regulations. The GDPR is a significant
regulation for cybersecurity that came into effect in May 2018. The regulation was
incorporated into UK law through the Data Protection Act 2018. The GDPR sets out the rules
for how personal data must be collected, processed and stored and gives individuals greater
control over their personal data. UK construction companies are required by law to report
specific incidents (such as a data breach) to the ICO (NCSC, 2022). There is evidence that
compliance with regulations reduces data security lawsuits (Kosseff, 2016), mitigates cyber
risks (Shackelford, 2016) and increases the effectiveness of fighting attacks (Kosseff, 2020).
Hence, we make the following final hypothesis.

H9. The regulatory compliance element is significantly related to an organisation’s
cybersecurity effectiveness.

4. Methods

4.1 Sampling and data collection

This study adopts a positivist and deductive epistemological approach (Turner, 1985;
Halfpenny, 1982) to test the proposed linkages between an organisation’s internal capabilities
and cybersecurity effectiveness. A random sampling approach was adopted, and the
demographic from which we drew our sample was made up of professionals working in the
construction sector in the UK. In 2022, almost 2.1 million people were employed in the UK
construction sector (Statista, 2022). A survey was developed using an online questionnaire
administration platform (QuestionPro.com). The data were collected randomly from
UK-based construction companies’ employees with the help of a professional data
collection company (cint.com) at a cost of $3 per completed questionnaire. In June 2022, the
questionnaire was distributed to employees in waves of 1,000, resulting in a total of 2,000
surveys being sent out. Out of these, 414 responses were received, which accounts for
approximately a 21 % response rate. After initial examination, 47 responses were deleted due
to the short duration of questionnaire completion (below five minutes) or/and missing data.


http://QuestionPro.com
http://cint.com

In total, 367 responses were deemed complete and useable for the analysis. As shown in
Table 2, the sample demographics were fairly distributed in age, education level, years of
experience, type of organisation and the number of employees.

4.2 Measurements

As shown in Appendix, the measurement items used to operationalise the research constructs
were adapted from previous studies and tailored to the needs of this study. Respondents were
asked to rate their level of agreement or disagreement with a series of statements on a 5-point
Likert scale (1 = Strongly Disagree to 5 = Strongly Agree).

4.3 Data analysis
The IBM SPSS Statistics v.23 program was used to analyse the collected data and verify the
study hypotheses.

4.3.1 Reliability and validity tests. The reliability of a construct is defined as the degree to
which respondents’ responses to one survey question are correlated with their responses to
other questions in the same survey (Saunders et al., 2016). On the other hand, construct validity
refers to how well the survey questions measure the constructs and variables under
investigation (Cooper and Schindler, 2013). We used Cronbach’s alpha to assess the constructs’
reliability, and the findings are shown in Table 3. Based on George and Mallery (2019),
Cronbach’s alpha thresholds, our results range between Acceptable and Excellent. The Kaiser—
Meyer—Olkin (KMO) test (Kaiser, 1974) which assesses sample adequacy, and the Bartlett Test
of Sphericity (Bartlett, 1954), which probes the existence of correlations, were also performed to
learn more about the variables’ reliability. Table 3 summarises the findings of these two tests,
showing that the KMO tests yielded values more than 0.50 and closer to 1, indicating that the
scales in question are reliable (Kaiser, 1974). Results from Bartlett’s test of sphericity were 0.000,
a significant value indicating that the scales are reliable (Hair ef al,, 2010).

Exploratory factor analysis (EFA) (Fabrigar ef al., 1999; Costello and Oshorne, 2005) and
confirmatory factor analysis (CFA) (Brown, 2006; Kline, 2011) were used to examine the validity
of the study constructs. The constructs for EFA were extracted using principal component
analysis with the Varimax rotation approach. Overall, the EF A findings for all constructs were
satisfactory and appropriate. Figure 3 is a scatter plot showing that ten latent variables in the
study had Eigenvalues greater than 1, which aligns with the study’s estimated number of
constructs. In addition, all CF A indexes are within the range of acceptability: the ratio of the chi-
square statistic () to the degrees of freedom (df) in a model (y*df) = 1.970 (Schreiber et al,
2006), the Comparative Fit Index (CFI) = 0.908 (Byrne, 2016), the Incremental Fit Index (IFT) =
0.908 (Bentler, 2007), the Tucker-Lewis Index (TLI) = 0.900 (Marsh et al, 2004), the Root Mean
Square Error of Approximation (RMSEA) = 0.051 (Steiger, 2007). Figure 4 shows how CFA
was used to confirm the factor structure of our observed data set.

Finally, a common method bias (CMB) analysis was performed to check for any potential
bias in the data. CMB occurs in survey research when data are collected using the same
method, which may lead to flawed conclusions about underlying links (Podsakoff and
Organ, 1986). Using the Harman single-factor test for CMB, this investigation reveals that
this component accounts for just 42.312% of the observed variation. This percentage is
lower than the Podsakoff and Organ (1986) criterion of 50%. Hence the data are deemed
bias-free. As a result of passing the tests above, the data may be trusted and used in further
analyses.

4.3.2 Descriptive statistics. Table 4 summarises the sample mean, median, range, variance
and standard deviation, as well as other descriptive statistics based on the responses
provided by the participants.
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ECAM

3111 Characteristics Respondents (number) Respondents (percentage of total)
b
Gender
Female 145 39.5
Male 222 60.5
Age
Less than 24 15 41
4494 25-30 104 28.3
31-40 130 354
41-50 68 185
51 or above 50 136
Education
High School 147 40.1
Bachelor 93 253
Diploma 65 177
Masters 48 131
Doctorate 14 3.8
Years of Experience
Less than 1 8 2.2
2-5 42 114
6-10 90 24.5
11-15 89 24.3
15+ 138 376
Job Title
Senior Management 68 185
Middle Management 132 36.0
Front Line 60 16.3
IT Department 27 74
Others 80 218
Size
1-49 90 245
50-250 107 292
251-1,000 73 19.9
More than 1,000 97 26.4
Organisation Type
Client/Owner/Developer 25 6.8
Architecture/Design Consultant 9 25
Management Consultant/Project Manager 25 6.8
Engineering Consultant 28 76
Quantity surveying 7 19
Legal Consultant 9 25
Main Contractor 70 19.1
Subcontractor 47 12.8
Supplier 33 9.0
Manufacturer 25 6.8
Facility Manager 7 19
Academic Institution 3 0.8
Government 7 19
Table 2. Real estate 16 44
Participants’ Other 5 153

demographics Source(s): Author’s own creation




Cybersecurity

Number of Cronbach’s Kaiser-Meyer—Olkin Bartlett’s test of . .
The variables items alpha (KMO) sphericity effectlveness mn
construction
Shared values 6 0.876 0.877 0.000
Style 5 0.881 0.869 0.000
Skills 5 0.846 0.828 0.000
Staff 5 0.825 0.818 0.000
Strategy 5 0.883 0.868 0.000 4495
Structure 4 0.851 0.810 0.000
Systems 12 0.936 0.952 0.000
Third-party 5 0.896 0.888 0.000
relationships
Regulatory compliance 4 0.871 0.819 0.000
Cyber_security 4 0.744 0.760 0.000 Table 3.
effectiveness Reliability and
Source(s): Author’s own creation validity tests
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4.3.3 Correlation analysis. We conducted a series of correlation analyses between the
variables included in the research to understand better their interrelationship (Pallant
et al., 2016). Table 5 displays the results of the correlation analysis, which demonstrate a
medium to a high degree of correlation between all of the study constructs. The
correlation coefficient’s value and sign (+ or —) indicates a relationship’s strength and
direction.

4.3.4 Regression analysis. Multiple regression analysis was utilised to determine the
statistical significance between the elements of the extended McKinsey model and
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cybersecurity effectiveness. The present study employed the following equation to predict
the cybersecurity effectiveness of organisations:
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ECAM Cybersecurity Effectiveness = p0 + Bl (Shared values) + B2 (Style) + 3 (Skills)
3L11 + B4 (Staff) + p5 (Strategy) + p6 (Structure)
+ B7 (Systems) + B8 (Third — Party Relationships)
+ B9 (Regulatory Compliance) + €

4502 . .
50 *B0 = constant term*e = the model’s error term (also known as the residuals)

Figure 5 shows that the results were normal when the normality assumption was applied
to the dependent variable and the residuals plotted normally. The points in a normal plot of
the residuals are near a diagonal line. Therefore, the residual normality is fulfilled. The model
was then analysed by regression, with ANOVA results in Table 6 displaying the overall
model significance. Table 7 lists the overall relationship significance of the variables.

First, we may infer no obvious multicollinearity issues in the model since none of the
predictor variables has a variance inflation factor (VIF) larger than 10, as seen in Table 7.

Normal P-P Plot of Regression Standardized Residual
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Figure 5.

CSE normality test




In other words, the model does not include any variables that duplicate the functions of other ~ Cybersecurity
variables. Second, the results underline two significant relations at a 95% confidence level effectiveness in
between staff and third-party Relationships with cybersecurity effectiveness. In addition, two construction
significant relations at a 99% confidence level are identified between Regulation and Systems
with cybersecurity effectiveness. Hence, it can be concluded that the research results support
H3, H7, H8 and H9. The findings, however, offer no support for H1, H2, H4, H5 and H6. Based
on the regression analysis results the research purpose the following regression equation to 4503
evaluate the cybersecurity effectiveness of organisations:
Cybersecurity Effectiveness = (0.681) + (0.274) x (System)
+ (0.196) x (Regulatory Compliance) + (0.148) x (Staff)
+ (0.110) x (Third — party Relationships) + €
*e = the model’s error term (also known as the residuals)
Finally, the coefficient for System indicates the biggest contribution (0.274) out of the four
constructs that showed a significant association with the organisation’s cybersecurity
performance (0.196 for Regulatory Compliance, 0.148 for staff and 0.110 for third-Party
Relationship). The implications of these findings will be discussed in the next section.
ANOVA?
Model Sum of squares df Mean square F Sig
1 Regression 92.425 9 10.269 56.727 0.000°
Residual 64.629 357 0.181
Total 157.054 366
Note(s): “Dependent Variable: CSE
PPredictors: (Constant), REG, SHV, TPR, STF, SKL, STG, STL, STRC and SYS Table 6.
Source(s): Author’s own creation ANOVA results
Coefficients?
Unstandardised Collinearity
coefficients Standardised coefficients statistics

Model B Std. Error Beta t Sig Tolerance  VIF
1  (Constant) 0.681 0.160 4.270  0.000

SHV 0.006 0.059 0.005 0.095 0924 0.357 2.804

STL —0.051 0.065 —0.050 —0.778 0437 0.278 3.603

SKL —0.005 0.059 —0.005 —0.080 0936 0.312 3.207

STF 0.139 0.057 0.148 2416  0.016 0.306 3.271

STG 0.076 0.065 0.081 1159  0.247 0.235 4.264

STRC 0.097 0.061 0.113 1577 0.116 0.226 4421

SYS 0.278 0.089 0.274 3121  0.002 0.150 6.669

TPR 0.093 0.042 0.110 2220 0.027 0.465 2.150

REG 0.176 0.045 0.196 3.892  0.000 0.453 2.205
Note(s): “Dependent variable: CSE Table 7.
Source(s): Author’s own creation Coefficients




ECAM
31,11

4504

5. Discussion of findings

To investigate the internal capability elements that influence a construction firm’s
cybersecurity effectiveness, this study utilised an extended McKinsey 7S model. By
introducing the two elements of third-party relationships and regulatory compliance, the
extended model brings to the fore interactions between the company and its environment,
elements not considered in the original McKinsey 7S model.

Our first research question (RQ1) sought to determine the essential elements of internal
organisational capability that influence the cybersecurity effectiveness of a construction
firm. Multiple regression analysis revealed that a construction firm’s cybersecurity
effectiveness is primarily affected by four internal capability elements: systems, regulatory
compliance, staff and third-party relationships, organised in order of influence. This finding
emphasises the significance of a well-rounded cybersecurity approach that encompasses
both technical and non-technical elements. By paying attention to these four key internal
capability elements, construction firms can enhance their cybersecurity effectiveness and
better protect themselves against cyber threats.

In addition, our second research question (RQ2) attempted to ascertain the elements which
are most important for cybersecurity. According to our findings, systems were ranked as the
most critical factor for managing cybersecurity in UK construction companies (§ = 0.274,
t = 3.121, p < 0.01). This suggests that cybersecurity is primarily managed by the firm’s
“hard” technological components, with most companies in our dataset relying on
cybersecurity control frameworks, security control rules, practical information technology
(IT) tools and software and cybersecurity risk management processes. Our findings are
consistent with previous research, which has shown that adequate IT tools and software
(Soomro et al., 2016), formal and informal incident reporting channels (Ahmad et al., 2012),
knowledge management systems (Zwilling et al., 2022) and risk management (Alahmari and
Duncan, 2020) are critical for a firm’s cybersecurity.

Second, our study findings suggest that regulatory compliance is the second key
element to improve cybersecurity effectiveness in construction firms. Specifically, we
found a significant positive relationship between regulatory compliance and cybersecurity
effectiveness (B = 0.196, t = 3.892, p < 0.01). These findings offer empirical evidence in
support of prior research that argues that regulatory compliance can reduce data security
lawsuits, lower cyber risks and improve the efficiency of thwarting attacks (Kosseff, 2016,
2020; Shackelford, 2016). It's worth noting that some may argue that regulatory compliance
is merely a box-ticking exercise that does not necessarily lead to improved cybersecurity
outcomes (Marotta and Madnick, 2021). However, we believe that our findings provide
compelling evidence to the contrary. Overall, our study highlights the value of extending
the 7S model by adding regulatory compliance as a critical element for addressing
cybersecurity in construction firms. Construction firms can improve their cybersecurity
effectiveness and minimise the risk of cyber incidents by giving precedence to regulatory
compliance.

Our study found that the staff element had the third most significant relationship with
cybersecurity effectiveness (B = 0.148, t = 2416, p < 0.05), suggesting the critical role that
employees play in maintaining a company’s cybersecurity posture. These findings align with
earlier studies, which has shown that staff knowledge and cooperation are crucial for
effective cybersecurity in firms (Daud et al., 2018; Da Veiga, 2016; Yoon and Kim, 2013; He and
Zhang, 2019; Li et al, 2019; Alshaikh, 2020; Knapp and Ferrante, 2012). To improve
cybersecurity in construction firms, it is important for employees to understand their role in
cybersecurity initiatives, undergo cybersecurity training and follow all laws and corporate
regulations to protect cybersecurity. By prioritising employee cybersecurity awareness and
training, construction firms can enhance their cybersecurity effectiveness and reduce the risk
of cyber incidents.



The final significant element for a construction firm’s cybersecurity is its relationships
with third-party entities (3 = 0.110, t = 2.220, p < 0.05). Our study found that a construction
firm’s cybersecurity is significantly influenced by its relationship with contractors,
subcontractors and suppliers. Given the interconnected structure of construction supply
chains and building projects facilitated by BIM, no single construction company can be solely
responsible for cybersecurity. Therefore, it is critical to consider cybersecurity when selecting
vendors and service providers to ensure adequate protection. This finding concurs with
previous research highlighting the importance of managing third-party relationships to
address cybersecurity challenges (Karadsheh, 2012; Vitunskaite et al., 2019; Ghadiminia et al.,
2021; Turk et al., 2022a, 2022b). The findings suggest that construction firms can improve
their cybersecurity effectiveness and mitigate the risk of cyber incidents by fostering
collaboration with third-party subcontractors and suppliers and maintaining transparent
and effective communication with them.

Finally, the study’s findings indicate that several elements of the McKinsey 7S model,
including strategy, structure, style, skills and shared values, did not show a statistically
significant relationship with cybersecurity effectiveness in UK construction organisations.
This may suggest that these elements are not as critical as other factors, such as effective
cybersecurity systems, staff training and awareness, third-party relationships and
regulatory compliance, which the study found to be essential for cybersecurity success in
the construction sector. Particularly, the research findings suggest that cybersecurity is not a
top priority for UK construction CEOs (Chief Executive Officers). The low importance of the
Style element reflects the lack of leadership engagement and commitment to cybersecurity,
which is a concerning issue given the growing threat landscape and the criticality of
construction projects to the UK national infrastructure strategy (HM Treasury, 2020). This
finding highlights the need for cybersecurity awareness and education among CEOs, board
members and senior executives to understand the risks and impacts of cyber-attacks and to
adopt a proactive approach to cybersecurity. Furthermore, the research findings indicate that
UK construction firms lack a well-established cybersecurity strategy, adequate budgetary
support and effective cybersecurity-protecting organisational structures. The insignificant
effects of the strategy, structure and skills elements suggest that UK construction
organisations are struggling to develop and implement a comprehensive and aligned
cybersecurity strategy that addresses the current and emerging threats. Moreover, the low
ranking of shared values indicates a lack of cybersecurity culture and awareness among
employees of UK construction organisations. This finding highlights the need for
cybersecurity training and education programs that aim to increase employees’ awareness
and understanding of cybersecurity threats and best practices. Additionally, creating a
cybersecurity culture requires a strong commitment from leadership, effective
communication and incentives to encourage employees to adopt secure behaviours. In
general, the research findings suggest that UK construction firms are still in the early stages
of developing comprehensive and aligned internal organisational capability to support their
cybersecurity. Future research should focus on identifying the specific challenges and
barriers that hinder the development of these capabilities and the strategies and interventions
that could help overcome them. It is also worth noting that these findings may be specific to
the UK construction industry and may not be generalisable to other sectors, emphasising the
need for further research in different industries and geographical regions.

6. Conclusion

The empirical study of cybersecurity effectiveness in construction firms is still in its infancy,
despite its growing importance. The objective of this research is to evaluate the essential
elements of internal organisational capability that influence the effectiveness of
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cybersecurity in construction firms. To achieve this goal, an extended McKinsey 7S model
was implemented to explore the relationship between a construction firm’s cybersecurity
effectiveness and nine internal capability elements. These elements include shared values,
strategy, structure, systems, staff, style, skills, relationships with third parties and regulatory
compliance. The study utilised a quantitative research strategy and collected data via a cross-
sectional survey of professionals working in the construction sector in the UK. The collected
data was then analysed using descriptive and inferential statistical methods.

The study brings significant contributions to the field of cybersecurity in the
construction industry. Unlike previous research that focused on project-level cybersecurity
(e.g. Mantha and de Soto, 2020; Sonkor and Garcia de Soto, 2021; Turk et al., 2022a), this
study focuses on the organisation-level of analysis and empirically assesses the
effectiveness of cybersecurity in UK construction firms using an extended McKinsey 7S
model. The study expands on the McKinsey 7S model by emphasising the importance of
two additional elements: third-party relationships and construction firm regulatory
compliance. The addition of these two elements highlights interactions between the
company and its environment, two critical internal capability elements that were
overlooked in the original McKinsey 7S model. By utilising this model, which has not been
used before in the context of construction cybersecurity, the study develops a concise yet
thorough research model of essential elements of internal organisational capability that
influence cybersecurity effectiveness in the construction industry. This model sheds light
on how the nine components of the model, including strategy, structure, systems, style,
staff, skills, shared values, third-party relationships and regulatory compliance influence
the cybersecurity effectiveness in construction firms. Furthermore, by providing empirical
data on the variables that impact cybersecurity effectiveness, the study’s conclusions
demonstrate that effective cybersecurity systems, staff training and awareness, third-
party relationships and regulatory compliance are necessary for effective cybersecurity in
the construction sector. These findings contribute significantly to the body of knowledge
on cybersecurity effectiveness by identifying the essential elements for cybersecurity
success in the construction industry.

The study’s findings have important implications for practice. To enhance
cybersecurity effectiveness, construction firms should use the extended McKinsey 7S
model as a diagnostic tool to assess internal capabilities and evaluate implemented
changes. Prioritising cybersecurity objectives based on systems, regulatory compliance,
staff and third-party relationships can help firms allocate resources more effectively. The
study emphasises the importance of educating top-level executives about cybersecurity
risks and encouraging a proactive approach to cybersecurity. Implementing cybersecurity
systems and training staff on hazard management, incident reporting and risk
management are crucial. Firms should also invest in training and awareness programs
for employees to adhere to cybersecurity regulations and engage with regulators, policy
makers and industry associations to keep updated on evolving threats and best practices.
Service-level agreements with third-party vendors can improve cybersecurity. Increasing
leadership engagement, developing a comprehensive cybersecurity strategy, creating a
cybersecurity culture, and collaborating with industry stakeholders can all contribute to a
more resilient construction sector.

The work presented has limitations and provides opportunities for future research in
various areas. The proposed diagnostic model can be used to assess cybersecurity
effectiveness within a single construction firm and over time, as well as to contextualise
specific types of cybersecurity innovation. Future studies can also extend the model by
considering external factors that may impact an organisation’s performance. The developed
model is diagnostic and static, and future research could develop a dynamic cybersecurity
effectiveness framework that identifies capability gaps, helps formulate plans for



improvement and oversees execution outcomes to ensure success. More research is needed to
explore the relationship between regulatory compliance and cybersecurity effectiveness and
specific methods for managing third-party relationships in improving cybersecurity.
Additionally, further research could investigate the role of BIM in managing cybersecurity
risks in construction supply chains and how different supply chain structures and practices
impact cybersecurity outcomes.
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