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Abstract—The Internet of Drones (IoD) extends the capabilities
of unmanned aerial vehicles, enabling them to participate in a
connected network. In IoD infrastructure, drones communicate
not only among themselves but also with users and a control
center. This interconnected communication framework holds
promise for various applications, from collaborative decision-
making to real-time data exchange. However, the expansion
of communication in IoD also introduces new challenges,
particularly in terms of security, privacy and authentication.
Unfortunately, the current authentication protocols are inade-
quate in offering robust security features against various attacks
in the IoD environment. To address these security issues and
limitations, we proposed a secure protocol for the IoD environ-
ment using chaotic maps and hash functions. In addition, we also
employed a physically unclonable function in the development
of the proposed protocol. We assess the security of the protocol
through both informal and formal security analysis. The formal
security analysis is conducted through a widely used random
or real (RoR) model. The informal analysis shows the rigorous
security features against various attacks, such as masquerading,
anonymity violation, and physical cloning attacks. Moreover, we
compare the performance of the devised protocol with similar
existing protocols across important performance parameters,
such as communication overhead, computation overhead, and
security features. The devised protocol provides a 67.86% and
17.80% reduction in computation and communication overheads,
respectively, as compared to related protocols. The analysis
demonstrates the proposed protocol’s capacity to support secure
communication in the IoD environment and satisfy desirable
security attributes.
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I. INTRODUCTION

HE Internet of Drones (IoD) plays a pivotal role across

diverse sectors, with applications ranging from military
surveillance and logistical operations to agricultural moni-
toring. These drones, often equipped with advanced sensors,
facilitate real-time data collection and remote operation,
primarily through wireless technologies like Bluetooth and
WiFi. While IoD offers substantial benefits, such as enhanced
efficiency and data accuracy, challenges include security risks
and potential privacy violations [1], [2], [3].

One of the main reasons IoD became popular is due to
their portability [4], [5], [6]. Each drone’s unique build is
carefully tailored to perform a certain task. Drones used
for aerial photography often feature high-resolution cameras
and sensitive microphones, while those used for disaster
assistance typically feature infrared detectors and cameras to
navigate and analyze tough areas. Drones used for logistics
and transportation must also have precise positioning systems
to ensure timely deliveries. These specialized layouts highlight
the adaptability and goal-oriented strategy that characterize
IoD technology [7], [8], [9].

In today’s quickly expanding technological era, the data
generated by IoD systems is invaluable, especially in the
domain of big data analytics. Individual behavior and social
patterns can both be better understood and predicted with
the use of this information [7], [10]. However, the IoD
system has significant issues in the areas of access con-
trol, data delivery, and maintaining data confidentiality. The
network is susceptible to a range of security threats, includ-
ing impersonation, replay, hijacking, MITM attacks, and
unauthorized access, to the control center (CCy), and vul-
nerabilities arising from privileged insiders. The presence
of these vulnerabilities presents significant threats to the
integrity, confidentiality, authenticity, and overall data trans-
mission in the IoD network [11], [12], [13]. Therefore, it
is of utmost importance to acknowledge and tackle these
challenges.

The implementation of user authentication and access con-
trol mechanisms is of utmost importance in order to ensure
the protection of drone resources within the context of the
IoD. Several authentication protocols have been designed in
the literature. Tanveer et al. [14] presented an authentication
protocol that is both secure and dependable. In previous
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studies, researchers have introduced AES and hash-based
authentication protocols as potential solutions for securing the
IoT. These proposed protocols have been designed to mitigate
various vulnerabilities effectively and have been evaluated
using Scyther and random oracle model (ROM) as validation
tools [15]. Guo et al. [16] presented the intelligent cluster-
ing routing algorithm (ICRA), which aims to improve the
performance of underwater sensor networks. ICRA consists
of three main modules that utilize reinforcement learning
techniques to achieve adaptive performance enhancement. The
IoD environment is secured via an authentication protocol
based on signcryption, as described in [17]. The safety of
the session key is checked using the ROM. Nevertheless, the
hash function-based authentication protocol proposed in [18]
is susceptible to attacks such as impersonation.

Hsu and Lin [19] suggested a password-based authentication
protocol utilizing chaotic maps for secure communication and
establishing shared secret session keys. He and Wang [20]
developed an efficient three-factor authentication protocol in
multiserver environments, integrating biometrics, passwords,
and smart cards. Jiang et al. [21] proposed an authentication
protocol using a chaotic map, noted for its proven security
and enhanced performance. Roy et al. [22] presented a
robust authentication protocol using three-factor with extended
chaotic maps, incorporating user biometrics and ensuring
anonymity in IoT settings. Additionally, Jie et al. [23] intro-
duced a new authentication protocol employing the Cuckoo
filter. A conditional privacy-preserving authentication protocol
was designed by Jing et al. [24], based on the Chinese
Remainder Theorem. It operates without the need for ideal
hardware [25].

The bi-linear pairing-based protocol discussed in [26] is not
capable of mitigating insider threats or preventing session key
leaks, and it also requires significant computational resources.
Furthermore, the study conducted by [27] demonstrates a
deficiency in effectively addressing the issue of impersonation
and fails to provide a mechanism for mutual authentication. In
contrast, Pu et al. [28] devised a resource-efficient architecture
for securing the IoD. For vehicle networks, Liu et al. [29]
offered a privacy-protecting trust management protocol that
balances trust and privacy with low-communication costs.
Finally, Qiu and Ma [30] presented an authentication protocol
that utilizes symmetric encryption and hash functions, high-
lighting the ongoing advancements in IoD security. Therefore,
we proposed a secure and efficient authentication protocol
for the IoD infrastructure to address all of these security
issues and limitations. The proposed protocol works efficiently
against security attacks so that drones can work effectively in
surveillance.

A. Motivation and Contributions

Recent advancements in IoD applications have significantly
enriched smart cities, providing an array of benefits and
essential services. Despite these advantages, existing authen-
tication protocols in this domain often encounter challenges
related to information security. Vulnerabilities to various
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online threats, including insider, MITM, and impersonation
attacks, are prominent issues. In response to these security
concerns, this study introduces an innovative authentication
method employing chaotic maps. This method is both efficient
and secure in terms of resource utilization. The proposed
protocol effectively mitigates cybersecurity risks and ensures
critical security aspects, facilitating the seamless operation of
environments that rely on the IoD. This article delineates the
following primary contributions.

1) We introduce a chaotic-map-based lightweight authen-
tication protocol to facilitate secure and authenticated
communication among users, control center, and drones
situated in geographical areas in the IoD framework.

2) In the devised protocol, we incorporate the physically
unclonable function (PUF). This protocol enhances
resistance to physical cloning attacks on drones, thereby
ensuring that our protocol demonstrates robust and
efficient performance against such threats.

3) The informal analysis confirms that the designed
protocol upholds strong security features, effectively
countering various security attacks. Furthermore, to
substantiate the protocol’s security, formal security val-
idation and analysis are carried out utilizing the widely
recognized ROM.

4) The outcomes of the evaluation and performance
analysis reveal that the proposed protocol surpasses
several competing protocols, achieving notable resource
efficiencies in both computation and communica-
tion overhead. Specifically, the protocol demonstrates
resource-efficient results, evidenced by an average
reduction of approximately 63.13% and 18.51% in
computation and overheads, respectively.

B. Paper Organization

This article layout is as follows: Section II provides an
overview of the system model and first ideas, while Section III
presents a comprehensive analysis of the developed protocol.
Section IV explores the security analysis of our suggested
protocol. The protocol’s performance analysis is examined in
Section V. Ultimately, the conclusion is stated in Section VI.

II. SYSTEM MODEL AND PRELIMINARIES

In this section, we have explained the system model
employed in the creation of the proposed protocol and the
fundamental concepts crucial for understanding its operational
complexities.

A. System Model

The authentication model illustrated in Fig. 1 defines
the framework of IoD. It involves users (USR;|li =
1,2.3---Nysr), Control Center CCy, and drones (DRN|j =
1,2.3---Nprn) Here, Nysr and Nprn signify the count of
users and drones deployed.

Drone (DRN): In the IoD environment, drones play a
central role by gathering crucial data from the surroundings
and relaying it to the control center CCy. For example, these
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Fig. 1.

Schematic illustration of the IoD infrastructure.

drones are utilized in smart cities to monitor traffic. They
collect essential data on traffic congestion across various routes
and transmit this information to the CCj.

Control Center (CCy): CCy serves as the backbone of the IoD
environment, ensuring its seamless operation. It’s tasked with
gathering sensitive data of drones and keeping information
linked to users securely. Moreover, it manages communication
among drones and users within the system.

User (USR;): The user avoids utilizing stored data at
the control center and prefers real-time information directly
gathered by drones to ensure immediate decisions. In a
smart city context, such as ensuring timely hospital arrivals
for ambulances, access to up-to-date traffic details is vital.
Securely identifying users becomes imperative to grant autho-
rized access solely to drone resources. Strengthening security
design significantly minimizes the risk of unauthorized entry
into crucial elements of the smart city infrastructure.

B. Adversarial Model

We consider Dolev-Yao (DY) [31] adversarial capabilities
to model potential attacks on our protocol. Such capabili-
ties enable an adversary &,y to eavesdrop on any message
exchanged between two entities through a public channel. It
also allows an &gy to manipulate the eavesdropped message,
delete certain information, or inject any false information
into the eavesdropped message. In contrast, Canetti and
Krawczyk’s (CK) [32] model empowers an &,qy to compro-
mise the forward secrecy of the designed protocol if he has
successfully stolen ephemeral information of any particular
session. Moreover, the £,qy can obtain cryptographic keys and
related information from the memory of drones through power
analysis methods.

22303

TABLE I
COMMON USED NOTATIONS

Common Notations [ Elucidation

USR; ith User

id;, pid; USR;’s Unique Identity and Pseudonym
pw;, bio; USR;’s Password and Bio

DRN; ith Drone

id; Identity of DRN;

pid; Pseudo Identity of DRN;

CRP; Challenge-Response Pair of DRN;
CCs Control Center

pids Pseudonym of CCs

Eadv The Adversary

Ts(x) Chebyshev Chaotic Map Operation

C. Chebyshev Polynomial (Chaotic Map)

Definition 1: Let I be an integer, y belong to the interval
[-1,1], and a I — order Chebyshev polynomial mapping
T;(y) : [-1,1] — [—1, 1] can be represented as

Ti(y) = cos<1cos1(y)). (1

The Chebyshev polynomial map can be shown recursively as
follows:

Ti(y) = 2yT1—1(y) —

where To(y) = 1, T1(y) =y,1 > 2.
Definition 2: The semi-group property of Chebyshev
polynomials can be defined as

Tn(Ta() = Tun(¥) = Tin(Ta(y)) 3

where m and n are two integers, and y belongs to the interval
[—1, 1]

Definition 3: The chaotic map Diffie-Hellman problem
(CMDHP) is characterized by three parameters:
v, Tin(y) mod Q, and T,(y) mod Q. It poses a challenge
to determine T,,(y) mod Q. &E,y’s advantage in solving
CMDHP within polynomial time (p;,) is represented
by AdtCMDHP (prm) and defined as AdtCA;[DHP m) =
PrlA(y, T (y) mod Q, T,(y) mod Q) = Top(y) mod Q :m,n €
Z*"], where Q is a large prime number.

Ti—1(y) @)

D. Fuzzy Extractor

The Fuzzy Extractor (Fg) consists of two key functions:
1) Fg.Gen(.) for generating and 2) Fg.Rep(.) for reproducing.
Specifically, Fr.Gen(.) produces a secret biometric key bio;
within the range [0, 1)bioi with 1,bio; representing the key’s
length derived from biometric data bio;. The generation func-
tion is defined mathematically as (bio;, hd) = Fg.Gen(Bio;),
where hd stands for the helper data.

III. PROPOSED PROTOCOL

This section introduces the proposed protocol explicitly
designed for performing secure mutual authentication among
the entities of the IoD and establishing common session keys
for secure communication. In the design of the proposed
protocol, we employed the Chebyshev Chaotic Map and PUF
functions to keep our protocol resource-friendly. Our protocol
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USR; CCs
Chooses: id;, pw;

Ver(A;, id;|| Revi|n2) = 1
Generates: 1o

Imprints bio;
Computes: (1, 72) = Gen(bio;)

Computes: A; = sig(id;||Rev;||m||n2) Computes:

L, x = h(srl|pidy). Ty (2)
X; = h(idi||x)

Y=Y, ®id; Yi=X;® A ®id;

. PID;Y;
Zy = h(id, Y7 @ Adllmi |nz) APIDYY

Stores {PID;,Y;,n;, Z;, Resv;}

Fig. 2. Registration phase of proposed protocol.

can efficiently complete the authentication cycle while ensur-
ing resistance against potential threats. Moreover, the proposed
protocol is not a system. It functions within the seven-layer
stack architecture of network systems, specifically focusing
on the data link and transport layer. At the data link layer,
the main focus is often on securing communication between
entities on the same network (like between a drone and its
control center). This might involve ensuring that the devices
exchanging information are authenticated to communicate
with each other. Authentication ensures secure sessions or
connections between devices or networks at the transport layer.
This could be important for establishing secure communication
channels over which drones transmit data to a controller or
server. Before moving to subsections below for the explanation
of the phases of the proposed scheme, please refer to Table I
for the notation guide.

A. User Registration

CCy enrolls every third-party user /SR; into its system so
that he can seamlessly and securely access desired information.
To this end, CC; performs the trailing steps as illustrated in
Fig. 2.

1) At first, USR,; chooses id;, pw; and imprints bio;.

Afterward, USR; computes: (11, n2) = Gen(bio;) and
A; = sig(id;||Revi|In1 |n2). USR; then sends {id;, A;, n2}
toward CCj.

2) On receiving {id;, A;, n2} from a new USR;, CC; checks

whether Ver(A;, id;||Rev;||n2) 2 1. If it returns true, CCy
generates np and computes y = h(sr||pids), T (x) , X; =
h(idillx), Yi = Xi ® A @ id; and PID; = Et, (id;||n2| x)-
Finally, CC, sends registration parameters {PID;, Y;} to
requested USR,;.

3) To securely keep the received registration parameters
{PID;, Y;}, USR; computes: Y} = Y;®id;, Y = X;DA;,
and Z; = h(id;|| Y7 ®A;ln1lln2). At the end, USR,; keeps
{PID;, Y}, n;, Z;, Resv;} in its memory.

B. Drone Enrollment Phase

Likewise to USR;, CC, enrolls every DRN/; into the target
IoD system. For this purpose, CCy randomly picks id; and
pid;. Thereafter, CC, selects a random pair of CRP;. Finally,
it stores all this information in the memory of the drone.
At the same time, CC, also records this information in its
repository.

IEEE INTERNET OF THINGS JOURNAL, VOL. 11, NO. 12, 15 JUNE 2024

C. Authentication Phase

This phase allows USR; to get access to real-time surveil-
lance of potential drones flying over the desired area. The
details of this phase are given as follows and also demonstrated
in Fig. 3.

1) USR; first inputs id;, pw; into its PDA and imprints his

bio;. USR; then computes: (1, n2) = Rep(bio;) and
A; = sig(id;||Revi|In1lln2). USR; checks whether Z; 2
h(id;|| Y} @A;lln1|lm2) returns true or not. If it holds true,
USR,; generates n3 and furnishes LI;, and computes:
My = Tn,(x) mod P, Mo = (n3||pid;||LI;) @ id; and
M3 = h(id;||M1||Y] @ A;||LI;). Finally, it requests CCy
with the login message {id;, A;, n2}.

2) CCy receives {id;, A;j, n2} and computes: (id;|n2||x) =

Dr, ., (PIDy), X; = h(id;|lx) and (n3|lpidjl|LL) = M> @

id;. Afterward, CCy checks M3 = h(id;| My | X:|LI).
If it returns true, CCs; reads < CRP;, id; > against
pid; and generates n4. CCy then computes: PID!®" =
Er, (idillnall x), My = Res; ® (PID;’QW||n4||M1), Ms =
h(id;||pid;||Resjllns), and sends challenge message
{My, M5, Cha;} to DRNJ‘.

3) DRN j receives {My, Ms, Cha;} from CC, and computes
Resj = PUF;(Chaj), and (PID"||n4||M1) = Res; ® Mj.
After that, DRN/; validates Ms 2 h(id;||\pid;|| Res;||na.
If it holds, DRAN; generates: ns and computes: SK =
Tys(M1), Mg = Tns(x) mod p, M7 = pid!*" @ pid;, and
Mg = h(pid;||M||M7|SK).

To demonstrate the essential steps and prototype of our
presented solution, we have presented the flow diagram in
Fig. 4. From Fig. 4, it is clear that each participant (i.e., USR;,
CCy, and DRN;) first authenticates the sending party to ensure
the legitimacy of the exchanged message and participant.
Once the authentication process is successful, all entities agree
on a symmetric key. Hence, our protocol achieves secure
authentication and key agreement among participants.

IV. SECURITY ANALYSIS

This section provides a thorough evaluation of the devised
protocol’s resilience within the Internet of Drones (IoD)
context. It includes both informal and formal analyses aimed at
assessing the protocol’s robustness and its ability to withstand
a variety of attacks under different scenarios.

A. Informal Security Analysis

The informal security analysis presented in this section rig-
orously examines the protocol’s defense mechanisms against
potential security vulnerabilities. By dissecting its key secu-
rity features and underlying design principles, we gain a
comprehensive insight into how the protocol withstands not
only common threats but also counters advanced cyber-attacks
effectively.

1) Offers Anonymity: In the suggested protocol, USR;
does not disclose its Id; on a public channel. In addition,
the public message {PID;, M|, M5, M3} transmitted by USR;
does not contain any information about id;. In addition, it
is important to note that every session is allocated a distinct
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USR; H

CC, H

DRN;

Inputs id;, pw;

Imprints bio;

Compute:

(m1,m2) = Rep(bio;)

A; = sig(ids|| Revs|[m ||n2)

Zi = h(id||Y;" & Ailm|n2)
Generates: ng3

Furnishes: LI;

Computes: My = T,,,(z) mod P
M; = (ns||pid;||L1;) & id;

M3 = h(id; || My [|Y;" © Asl|LI;)
{PID; M, Ms,Ms}

Xi = h(idi||x)

Computes:

{M4,M5,Cha;}
SK =T, (Ms)
pidPe" = pid; & My
Ms = h(pid; | M| M7||SK)

PID}* = Er, (idi|[na|[x)

M = Res; & (PIDI||ny|| M)
M = h(id;||pid; || Res;||n4)

(idi[ln2|lx) = D, (P1D;)

(TL3Hp7,d]||LIl) = MQ &) Zdl
Verifies Ms = h(id; || My || X,||L1;)
Reads < CRP;,id; > against pid;
Generates random numbers 74

Computes: Res; = PUF;(Cha;)
(PID™%|ny|| M) = Res; & M;
Ms = h(id;||pid; || Res; |4
Generates: 7

Computes: SK = T,,, (M)

Mgs =T, (x) mod p

My = pid*v & pid;

Mg = h(pid; || M:||M7||SK)
{ Mo, My, Ms}
Mo, M7, Ms )

Fig. 3. Proposed authentication phase for IoD environment.
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Fig. 4. Flow diagram of proposed protocol.

pseudo identity PID;. This ensures that £,qy is unable to trace
USR; by observing two distinct messages associated with the
same USR,;. As a consequence of the inability of &,y to
track his activities through public channel messages, as well
as his inability to determine the true id; of V;. Hence, the
justification for offering anonymity and untraceability in the
proposed protocol is evident.

2) Resists USR; Impersonation Attack (SF1): The adver-
sary (Eadv), may try to create a legitimate login message
{PID;, M1, M5, M3} with the intention of impersonating
USR;. Nevertheless, in order to effectively create the original
message, £,dy must ascertain the values of id;, A;, and LI;.
As, id;, A;, and LI; are neither saved nor publicly transmitted,
it is infeasible for &,qy to ascertain these values. As a

result, &4y is unable to accurately determine the true values
of {PID;, M|, M3, M3}. Consequently, the proposed protocol
effectively mitigates /SR; impersonation attacks.

3) Resists CCg Impersonation Attack (SF3): In the devised
protocol, &gy must create valid messages {My, Ms, Cha;} to
proceed CC, impersonation attack. Notably, £,qy must first
develop id;, x and id; which are required for the calculation
of {M4, Ms, Cha;}. However, x and id; are only known to CC;
and id; cannot expose to &,qy as discussed in Section IV-Al.
Therefore, £yqy is unable to determine {My, Ms, Chaj}. So, the
proposed protocol efficiently resists CCy impersonation attack.

4) Resists DRN j Impersonation Attack (SF3): In the sug-
gested protocol, if £,y attempts to relay challenge message
{Mg, M7, Mg} on behalf of a legitimate DRN, it is required
that &gy accurately compute the values of Mg and My. To
compute M7, it is necessary for &,qy to possess valid values
of pid?®" and pid;. The computation of pid!*" necessitates id;
of USR;, and the calculation of pid; requires the availability
of id;. However, &,qv does not possess access to these iden-
tifiers. Hence, the proposed protocol offers a robust defense
mechanism against drone impersonation assaults.

5) Resists Physical Attack (SF4): E,qy can try to com-
promise the DRN; physically. In the devised protocol, we
employed the PUF function to each DRN;. The independent,
safe, and different characteristics of the PUF prevent &,qy from
accurately predicting or replicating the true response message
Res;. If gy tries to capture any DRN ;j with the intention of
physically corrupting the PUF, it will cause fluctuations in the
PUF’s intrinsic desired output. As a result, it is not possible
for &,qy to accurately replicate the actual Res; values using the
corrupted DRN/;. Consequently, the devised protocol confirms
security measures against both physical and cloning threats.

6) Provides Forward Secrecy (SFs): The session key is
derived as SK = T,,(Mg). In the devised protocol, n3
updates uniquely at each session’s end. Therefore, revealing
the current session key SK = T,,(Mg) doesn’t compromise
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the previous ones, as recalculating them using the current n3
is infeasible. This mechanism ensures that an adversary E,qy
cannot backtrack to earlier session keys, thereby achieving
perfect forward secrecy.

7) Resists Ephemeral Secret Leakage Attack (SFe): Under
the assumptions detailed in Section II-B, &,qy could recon-
struct the session key SK by uncovering the ephemeral secrets
of a given session. Our protocol generates SK using nonpublic
ephemeral secrets n3, n4, and ns. Even in the extreme case
where &4y deciphers SK for a specific session, previous ses-
sion keys remain unaffected. Thereby, the proposed protocol
preserves ephemeral secret leakage attacks.

B. ROM-Based Formal Security Analysis

The security of the session key (SK) generated during
the authentication phase of the proposed protocol undergoes
formal analysis utilizing the ROM. The constituents of the
ROM are illustrated as follows.

Farticipants: In the proposed protocol, three fundamental
parties or participants, namely, USR,;, CC, and DRN;, are
involved. We represent the instances C1, C2, and C3 of USR;,
CCy, and DRN/; as GMSR’ @gés, and @%373 N; serving the
role of oracles.

Partnership: The instances 6519731- and ®%%R N become
partners in the acceptance state if they share a common SK.

Freshness: E,qy is restricted from disclosing the SK estab-
lished during the authentication phase between ®Z€{ESR,- and
®ga. Furthermore, £,qy influences various queries in sub-
sequent stages to mount different attacks on the proposed
authentication protocol.

CorruptSDE(@Cl): Eadv Will execute this query to retrieve
the long-term secret and sensitive credentials stored in SDEi’s
memory.

Test(@CI): Eadv Will conduct this query to determine if the
speculative SK constitutes a legitimate session key or just a
random result.

Reveal(®€1): This query allows &gy to acquire the SK
generated during the authentication phase, maintained by
Oracle €1,

Send(®C1,MSG).' Eadv executes a real attack using this
query. Following the attack model, @€ has the capability to
send MSG to ®€! and receive a response accordingly.

Execute(@u SRy @gé , @ ) By executing this query,
Eadv 18 empowered to retrleve "or intercept all messages
exchanged during the authentication phase, constituting a
passive assault.

Definition 4: In the ROM, a probabilistic polynomial-
time (py,) adversary &gy is present with the objective of
distinguishing the SK from an arbitrarily engendered nonce
of the same size. &4y is endowed with the capability to
execute queries, including Execute, Send, and CorruptSDE, at
any given time. However, &,y i constrained to performing
a single Test operation on a specific instance. Subsequently,
Eadv proposes its hypothesis, evaluating if the Test query’s
result matches the accurate session key. &£,qy achieves success
in the game when the value b}, obtained from the Test query,
matches the initially speculated value b;. The probability
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of &gy winning the game is expressed as Adtgfv (Pyn) =
|2.Adt%" — 1|. The ToD protocol is deemed secure within the
ROM if the value of Adtgfv (Ps) is negligibly small.

Theorem 1: There is speculation about the advantage gained
when a polynomial-time adversary £,q4y attempts to compro-
mise the security of the SK during the authentication phase in
IoD

2

AdiP (P i
Eadv (Pm) = [HO| +

Snp
21,,bio,-—1 PW,

) AdVCMDHP (Do)
“)

where [,bio; represents the bit length of the biometric key,
|HO| denotes the size of the password dictionary, PW, refers to
the hash output, H indicates the hash function, and Sn,, signi-
fies the number of send queries. Additionally, Aa’tCAfDHP (Pun)
show &4y’s advantage in compromising CMDHP’g security
inpm, respectively.

Proof: We illustrate the proof of Theorem 1 using the
following five games. (G,|n = 0, 1, 2,3, 4). AdzgijDHP(P,m)
= |2.Pr[Sucss] — 1| denotes &,4y’s advantage in compromising
the security of the compromised SK during the authentication
phase. Moreover, the term Pr[Sucss] indicates the probability
of &qv achieving success by accurately predicting the bit b,
in each G,,.

Go: In Go, &4y executes a real attack against the proposed
protocol. Based on the implication of success, we atrive at the
following:

Ad(EP (Py) = ‘2 Adi%0 — ‘ )

Gq: This game allows &,y to capture all the transmitted
messages {PID;, M1, M>, M3}, {My, Ms, Cha;},{Me, M7, Mg}
through the eavesdropping attack initiated using the
Execute(@fl SR, query. After intercepting all transmitted
messages, A endeavors to produce a correct SK = T,5(M7),
which includes an arbitrary number ns,n4 and long-term
secret credentials pid; of DRN ;- Moreover, &,y executes
Reveal(@€!) to unveil the guessed SK and subsequently
employs the Test(®€') query to evaluate the difference
between the actual SK and a randomly generated result
bit. £,qv cannot reconstruct the actual SK unless both the
ephemeral and long parameters are retained. Consequently,
the probability of £,y winning is very low. As a result, Go
and G| are interchangeable. Thus, at this point, we have

Adi® = Adi®. (6)

G;: In this game, &,qy initiates a real attack by executing
HO queries. The hash function produces SK on USR; and
DRN;, similar to our IoD protocol. &4y aims to breach the
SK security by attempting to uncover collisions through HO
queries. However, the hash function employed in constructing
the devised protocol is secure, and the likelihood of collisions
in the hash function’s result is minimal. Consequently, the
birthday paradox will come into play

2

H
Adi® < —L_ (7)

Adi®? — <
2|HO|
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G3: In this particular game, &,qy initiates an active attack
by utilizing the CorruptOBU(Og{ SR) query. After capturing
the OBU, &,qv can obtain {PID;, Y, n;, Z;, Resv;} stored in
the memory of OBU. &,y will acqu1re the login information
for USR;. The probability of guessing the biometric key is
[1/(2nbii)], which is highly unlikely. Furthermore, USR; is
constrained by a limited number of failed password attempts,
making it feasible to exploit vulnerabilities in such situations

Sny,
— 2[,11710, de

Gy4: In this particular game Eadvs by executing the
Execute query Execute(@u SR Ogé , RN) and get
{PID;, M\, M, M3}, My, Ms, Cha;}, {M6,M7,Mg} The pri-
mary objective of &gy, after intercepting the messages, is to
obtain the secret parameters shared among USR,;, CCy, and
DRN; during the authentication phase and construct SK. To
achieve this goal, £qv needs to compromise the security of
the CMDHP within polynomial time (py,). In accordance with
Definition 3, we obtain the following:

— Adi® < AdigMPHP (Py,). )

Adi% — Adi®? < (8)

Adi%

Eadv upon completing all (Gyln = 0,1,2,3,4) games,
gains no significant advantage in determining the valid bit by
Consequently, we conclude that

1
Adi®t = = (10)
2
From (5) and (6), we obtain
1
Adtg? (Pyn) = 2.Adt% — E" (11)
From (11) we obtain
1
SAED (Pyy) = ‘AdtGO — Adi%]. (12)
By using (10) and (12), we obtain
AP (Pyy) = ‘AdtGl — Adi%|. (13)

Upon cons1der1ng the triangular inequality, we get

Adt9r — Adt%4

< ‘AdtG‘ — Adi®

+‘Aer2 — AdiC

< ‘AdtGl — Adi®?

i ‘Adth — Adi®3

+‘AdtG3 — Adi%4|, (14)

Equation (14) is expressing that the overall advantage of an
adversary in the first game compared to the fourth game can be
broken down into the sum of three steps: the advantage in the
first game compared to the second game, then the advantage
in the second game compared to the third game, and finally,
the advantage in the third game compared to the fourth game.

By using (7), (8), and (14), we get

2
Sny,

2[,,1710,—1 PW

+2. AdeMDHP (Pim).
(15)

Adtf D (i) < |H0|
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TABLE II
EXECUTION TIME OF CRYPTOGRAPHIC OPERATIONS

Operation(s) | Description(s) Machine-1 Machine-2
Ths Hash function 0.55 ms 1.25 ms
T Point multiplication 0.98 ms 1.81 ms
Tpa Point addition 0.11 ms 0.30 ms
Temap Chaotic map 0.66 ms 0.92 ms
Top Bi-linear pairing 2.31 ms 2.99 ms
Tse/sd Encryption/decryption 0.71 ms 1.39 ms
Tp Physical unclonable function 0.22 ms 0.91 ms

Equation (15) is expressing the adversary’s advantage in
terms of the security parameter, lengths of various parameters,
such as hash output, bio-metric key, and password dictionary,
as well as the adversary’s interaction with specific oracles,
i.e., CMDHP in polynomial time under oracle model. It’s a
way to quantify the security of a protocol or system under the
assumptions and conditions specified in the ROM. |

V. PERFORMANCE EVALUATION

This section offers an analysis of our protocol’s performance
and conducts a comparison with the related work of
Tanveer et al. [1], Ever [26], Irshad et al. [33], and
Chaudhary et al. [34]. The comparison focuses on computa-
tional and communication overheads, as well as the security
features provided by each protocol. We consider two machines
to implement the cryptographic operations for computation
overhead to get the experimental results.

To execute the operations of CCy, we consider Machine-1
with Intel Core 17, @ 5.10-GHz CPU, 16-GB RAM, and OS
Windows. Furthermore, to execute the operations of USR;
and DRN j» we consider Machine-2 with Core-2 duo CPU,
2-GB RAM, and OS Windows. We utilize the PyCharm
library to implement cryptographic operations on the machines
mentioned above. Table II shows the cryptographic notations,
description, and running time on respective machines.

A. Computation Cost Analysis

The proposed and related protocols wuse various
cryptographic operations, including hash function, point
multiplication, point addition, chaotic map, bi-linear pairing,
symmetric encryption/decryption, PUF, etc. The notations for
all these operations are listed in Table II. In the proposed
protocol, CCy uses the hash function three times and chaotic
map two times, which costs (2 x 0.66) 4+ (4 x 1.85) ~ 2.97 ms.
Similarly, USR; and DRN; collectively use one-time chaotic
map, five times hash function, and one-time PUF, which costs
(1x0.92)4+(5x1.98)+ (1 x 1.37) =~ 8.08 ms. Thus, the total
computation cost of our protocol is (2.97+8.08) &~ 11.05 ms.
The computation cost of other competing protocols of [1],
[26], [33], and [34] is calculated using a similar way. Table III
and Fig. 5 shows the in-depth comparison of proposed and
relevant protocols regarding computation cost. It is evident
from the given comparison that our protocol offers 56.62%,
80.58%, 59.96%, and 74.28% reductions in computation cost
in comparison to the protocols of [1], [26], [33], and [34],
respectively.
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TABLE III
COMMUNICATION AND COMPUTATION COSTS COMPARISON

Communication Cost (bits)

Computation Cost (ms)

Protocol Total Cost CCs USR; and DRN; Total Cost
Proposed 1888 T emap + 31 hs ~ 2.97 TTemap + 51hs + 11y ~ 8.08 11.05
Tanveer et al. [1] 1952 1Temap + 3Ths + 2T5e /50 = 3.73 AT omap + 10T, + 415, joq ~ 21.74 25.47
Ever et al. [26] 1984 2Ty, + 31hs ~ 6.27 4Ty + 14Ty + 4Ty, =~ 36.70 42.97
Trshad et al. [33] 3296 2T + 9T s + 2T 50 jsq + 1T pa = 8.44 | 9Ty + 25Ths + 31pa ~ 48.44 56.88
Chaudhary et al. [34] 2464 TThs ~ 3.85 19T, ~ 23.75 27.60
6,000 4.000
—— Proposed Proposed
—— Tanveer et al. [1]
5,000 N Ever et al. [26] 3,500 Tanveer et al. [1]
Irshad et al. [33] 2 Ever et al. [26]
Z 4,000 Chaudhary et al. [34] /) -? 5,000 B 1rshad et al. [33]
Z 2" Chaudhary et al. [34]
S O
£ 3,000
g £ 2,500
: g
g 2,000 g
£ 2,000
£
1,000 3
1,500
]:7 ”2[) 40 60 80 100
Number of Iterations 1,000
) . . P Is
Fig. 5. Computation cost comparison. rotocols
Fig. 6. Communication cost comparison.
B. Communication Cost Analysis
. .. TABLE IV
To determine the communication cost of our and analo- SECURITY FEATURES COMPARISON
gous relevant protocols, we consider the length of symmetric
encryption/decryption, identity, pseudo-identity, time stamp, Security Features— | o | op | s | 9F, | SF | SFs

concatenation, XOR, hash function, and chaotic map 128,
160, 160, 160, 160, 160, 256, and 320 bits, respectively.
In our protocol, the authentication phase is accomplished
through the exchange of three messages. First, USR; trans-
mits a message {PID;, M|, M, M3} toward CCy, which costs
(1604-160+160+256)=736 bits. Second, CC, sends a message
{M4, M5, Chaj} to DRN/;, which costs (160+256+160)=576
bits. At last, DRN; relays a message {Mg, M7, Mg} toward
USR,; and it costs (160+160+256)=576 bits. Hence, the
total communication cost of our protocol amounts to
(736+576+576)= 1888 bits. The communication cost of
other competing protocols of [1], [26], [33], and [34] is
determined in the same way. Table III and Fig. 6 show the
detailed communication cost comparison among our devised
and related protocols. It is evident from the given comparison
that our protocol offers 3.28%, 42.72%, 23.38%, and 4.84%
reductions in communication cost as compared to the protocols
of [1], [26], [33], and [34], respectively.

C. Security Features Comparison

We compare the devised protocol with the protocol of
Tanveer et al. [1], Ever et al. [26], Irshad et al. [33], and
Chaudhary et al. [34] to determine their security functionality
and features. The protocol [26] fails to ensure user anonymity,
forward secrecy, and resist physical attack. Similarly, the
protocols of [1], [33], and [34] neither offer perfect forward
secrecy nor resist physical attack. The detailed security fea-
tures comparison is shown in Table IV, which indicates that
our protocol offers some extra security features in comparison
to related protocols [1], [26], [33], [34]. Therefore, it is

Protocols |
Proposed
Tanveer et al. [1]
Ever et al. [26]
Irshad et al. [33]
Chaudhary et al. [34]

NSNS
NN NN
ANRNANENAN
ANRNANENAN
IR RIENEN
x| 3| x| x|«

v'Provides; XDoesn’t Provide

claimed that the devised protocol provides better security than
related protocols.

Through rigorous comparison and analysis, it has proved
that our protocol surpasses the related protocols regarding
communication overhead, computation overhead, and security
features. This remarkable performance underscores the signif-
icance of our protocol and its potential to advance in the IoD
domain.

VI. CONCLUSION

In this article, we address the critical security needs of
the IoD by introducing a lightweight authentication pro-
tocol. Utilizing chaotic maps, hash functions, and a PUF,
the proposed protocol demonstrates robust defense against
known IoD security threats like impersonation, replay, and
physical cloning attacks. Our extensive security evaluations,
encompassing informal and formal analysis with the ROM,
affirm the protocol’s effectiveness in reinforcing IoD commu-
nication privacy and security. Furthermore, the performance
assessment reveals that the devised protocol not only ensures
the provision of added security features but it also pro-
vides 67.86% and 17.80% reduction in computation and
communication overheads, respectively, compared to related
protocols. The devised protocol offers a practical solution to
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IoD security challenges and sets a foundation for advance-
ments in secure drone communication networks. In the future,
we will focus on scaling the IoD authentication protocol in
larger networks, integrating with Al and blockchain, ensuring
quantum-resistant security, and exploring user authentication.
Furthermore, we will investigate energy-efficient drone imple-
mentations, address evolving threat landscapes, and pursue
standardization and interoperability efforts.
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