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ABSTRACT

The spread of the phenomenon of electronic blackmail and the
perpetrators' exploitation of the technological revolution in the field of
electronic communication in committing this crime, especially since most
users of electronic communication are ignorant of the proper handling of this
technology, so they fall prey to blackmailers who lure the victims and set up
their electronic traps to trap them, and then they are exploited, In addition
to the ease of committing this crime because it is committed from a distance,
and it can be committed anywhere in the world.

The researcher dealt with the legal structure of the crime of electronic
extortion in terms of definition, elements, types and methods of electronic
extortion and its effects, investigation procedures and evidence gathering in
crimes of electronic extortion and the difficulties the investigator faces
during the investigation. Finally, the researcher touched on the penalties
prescribed for the simple and severe crime of electronic extortion in the UAE
and Egyptian legislation.

The research problem lies in showing the insufficient legal texts in the
Cyber Crime Law to confront and combat electronic extortion, and the
absence of a definition of this crime in (Federal Decree Law No. (5) of 2012
amended by Federal Law No. (2) of 2018 regarding combating information
technology crimes) As he did not know the crime of electronic blackmail and
did not decide on the appropriate punishment.

The researcher reached some results, the most important of which is the
absence of an explicit provision on this type of crime if it is committed by
electronic means and reliance on general texts in the Federal Penal Code.
The researcher also reached some recommendations related to the
need to amend Federal Decree Law No. (5) of 2012 amended by Federal Law
No. (2) of 2018 regarding combating information technology crimes, and
awareness in all ways of the dangers of this crime, especially since its victims
are usually young or women, despite The efforts exerted to combat this type
of crime are still exacerbating and increasing because the legislative and
executive mechanisms do not keep pace with the means and methods of
committing these crimes and the difficulty of tracking and detecting them.
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