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A B S T R A C T   

Modern pharma supply chain systems are complicated, involving manufacturers, suppliers, and consumers that 
span across continents. To date, there is a considerable lack of transparency in the movement and sale of 
pharmaceutical products sold online. Lack of transparency, mistrust in collaboration, and unwillingness to share 
data can be huge challenges for this global industry. In this paper, we propose a blockchain-based framework for 
the online sale of pharma products, in a decentralized manner with no intermeies such as hospitals or phar
macies. The proposed solution is based on utilizing Ethereum smart contracts, to monitor the interaction between 
participants, trigger events that are logged to help the participants to keep track and be informed about sale 
transactions, and ensure payment dispersal securely. In addition, smart contracts regulate the interaction be
tween sellers and consumers by monitoring the status of IoT containers, including pharmaceuticals, and fully 
notifying consumers. Our smart contracts handle special cases related to consumer refunds in case of breach of 
contract terms to ensure the safe delivery of medicines.   

1. Introduction 

Pharma companies manage complex supply chains as it involves 
interacting with many numbers of suppliers contributing ingredients 
and components for drug production. The Pharma supply chain industry 
needs to ensure the utmost safety precautions to transport goods, as any 
negligence of safety measures may lead to a fatal outcome. Pharma 
companies played a major role during the Covid19 pandemic, by sup
porting the requirements of healthcare providers, and patient needs, and 
facilitating access to medicine (McKinsey & Company, 2020). There is 
an increased need to meet challenges to comply with new serialization 
regulations (Brechtelsbauer et al., 2016) that require inventory to be 
auditable as it moves through the supply chain (Waters, 2019). With the 
supply chain industry spanning globally across continents, its operation 
being shifted from an intra-functional to an inter-organizational struc
ture, a substantial number of defects enter the pharma supply chain 
system, which makes it a difficult task to trace any deterioration of 
quality or safety standards (Ballou et al., 2000). Digitalization and on
line sale of pharmaceutical products have opened doors to the produc
tion of counterfeit drugs, diminished quality, untraced transport of 
drugs, and customers’ absence in the entire supply chain process. 
Currently, there is no efficient decentralized application or system to 
record and trace the production and movement of consumer products 

such as pharma products, and agriculture products throughout the 
supply chain (Toyoda et al., 2017); (Majdalawieh et al., 2021). The 
reason for the diminished quality of drugs is discovered at a very later 
stage in a supply chain process, which results in a product or financial 
loss for the entities within the supply chain. Furthermore, lack of 
transparency and cross-supply chain communication failure increases 
the problems faced which forces every single operating entity in the 
supply chain to work using information from a localized point of view. 

1.1. Problem Statement 

There is a considerable lack of transparency and trust in the production, 
sales, and movement of pharmaceutical products (in terms of quality and 
constituents). Today’s supply chains are diverse and global, and that means 
it’s easy for things to wrong. Even the slightest problem deep in the pharma 
supply chain, such as an incorrect pharmaceutical component used by a 
supplier’s supplier can become a massive issue after the product has been 
rolled down the assembly line to another finished product (Barry, 2014). 
Typically, as products move from one organization to another, organizations 
have accounting review invoices and reconcile shipments. Refunds are initi
ated in case of a temperature or quality breach during the process of trans
portation of goods and payments are made once the products have arrived. 
This conventional process is time-consuming, costly, and prone to delay and 
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errors. This typically slows down the business process and the customers are 
directly impacted as poor-quality medicines may be delivered to the end 
consumers which might sometimes lead to a detrimental outcome. Further, 
consumers have always had very little influence on the supply chain as they 
were not fully aware of what it was and any of its processes (Mackey and 
Nayyar; WHO,2021). A consumer who ordered an item would have no idea 
where the item was made, who made the item, under what conditions, or 
when to expect delivery. On the other hand, it’s hard for healthcare organi
zations around the world to know if the incoming shipments of medicines are 
real (Mackey and Nayyar, 2017; Barry, 2014). 

Fig. 1 illustrates a typical scenario of production, distribution, and 
provision of pharma drugs to end-users (consumer/patient) via phar
macy or hospital. In this case, the customers are unaware of the pro
duction, and shipment of the drugs due to a lack of transparency. The 
World Health Organization’s (WHO) report claims (WHO,2021) that up 
to 2 billion people around the world lack access to necessary vaccines, 
medical supplies, and medicines, which creates a void that is too often 
filled by substandard products. And when medicines are in high de
mand, there is an increased introduction of counterfeit and expired 
drugs into the supply chain (WHO,2021; Interpol, 2021). WHO also 
claims that the problem of substandard medicines is growing as global 
supply chains have become more complex spanning across continents, 
meaning products being manufactured in one country may be packaged 
in another country and sold to consumers in a third country. Further, the 
growth of e-commerce contributes to this trend as it makes it easier to 
purchase medicines online, often from unverified sources (WHO,2021). 
The production, transport, and sales of pharmaceutical drugs are not 
transparent or accessible to all the participants in the supply chain. 
Transactional events are recorded either in a localized or centralized 
manner and are vulnerable to tampering (Toyoda et al., 2017); Swan, 
2015). 

Though several techniques such as using RFID (Radio Frequency 
Identification) for the efficient and effective dispatch of products in the 
healthcare supply chain business applications have been adopted to 
enhance trust, the cost of implementing the current RFID technology is 
high for a globally spanned healthcare supply chain (Yue et al., 2008; 
Abugabah et al., 2020) and that consumer is mostly left out or has 
minimal knowledge in terms of accessing the RFID data (Federal Trade 
Commission (FTC), 2005). A robust, decentralized, and complete solu
tion with transparent, traceable, and credible sales and transactions are 
still lacking. RFID (Radio Frequency Identification) enables businesses 
to provide every product with a unique digital identity that can store 
data and connect to the blockchain to improve transparency throughout 
the supply chain (Berry et al., 2019). 

In this paper, we present a blockchain-based solution that can protect 
the end-consumer by providing secure delivery of pharma goods and 

providing a verifiable decentralized ledger that is traceable by all 
stakeholders across the supply chain. Blockchain provides a decentral
ized, distributed, peer-to-peer network with an immutable ledger elim
inating centralized authority for verification of transactions which 
creates secure records that cannot be tampered with (Toyoda et al., 
2017); (Majdalawieh et al., 2021); Swan, 2015). While the most prom
inent use of blockchain is in the cryptocurrency, Bitcoin, the reality is 
that blockchain—essentially a distributed, digital ledger—has many 
applications and can be used for any exchange, agreements/contracts, 
tracking, and, payment. Since every transaction is recorded on a block 
and across multiple copies of the ledger that are distributed over many 
nodes (computers), it is highly transparent. It’s also highly secure since 
every block links to the one before it and after it. There is no one central 
authority over the blockchain, and it’s extremely efficient and scalable. 
Conclusively, blockchain can improve the efficiency and transparency of 
the supply chain and categorically impact the entire business cycle from 
warehousing to delivery to payment. The smart contract is a prevalent 
concept with blockchain as its underlying technology, which digitally 
facilitates, verifies, and monitors the events of a transaction. It ensures 
trustworthy transactions without third parties which are verifiable and 
irrevocable. Ethereum is an open-source, public, irreversible decen
tralized computing platform that supports smart contract execution 
(Wood, 2014; Dannen, 2017). The smart contract code is written in 
Solidity, which runs on the EVM (Ethereum Virtual Machine). The 
blockchain is publicly available to everyone in the network who is 
authorized to view the transactions; all the events are made visible to all 
operative participants within the chain (Wood, 2014; Dannen, 2017). 

The combination of blockchain ledger technology and IoT device 
technology is revolutionizing the pharmaceutical industry’s supply 
chain management process, as well as the customer purchasing para
digm, as consumers are now more informed than ever before deciding. 
The main outcome of utilizing blockchain technology will eliminate the 
trust issues among the members of the pandemic structure of the supply 
chain as all the transactions are time-stamped in sequential order and 
broadcast the events to all authorized parties including the consumer. 

Motivated by the importance of having a transparent and decen
tralized pharma supply chain management solution, we propose a 
framework that uses blockchain in supply chain management along with 
the Internet of Things (IoT). The containers that carry the pharmaceu
tical products can be fitted with sensors that will collect data and 
blockchain will guarantee quality, authenticity, and identifying defec
tive products (Majdalawieh et al., 2021). For some specific cases, con
tainers’ temperature can be very critical to avoid quality degradation 
and contamination of the shipment (Mackey and Nayyar, 2017). Smart 
contracts can be used to write code to automate efforts that benefit 
supply chain management, eliminating the presence of malicious 

Fig. 1. Existing – Traditional Flow in Online Pharma Supply Chain (WHO,2021; Interpol, 2021; Barry, 2014).  
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entities, and thereby improving the efficiency of supply chain manage
ment by recording every event. (Christidis and Devetsikiotis, 2016, 
(Majdalawieh et al., 2021). Following the shipment of goods, smart 
contracts can be executed to certify the predefined contractual terms 
which can be verified by all the stakeholders at any time (Zhou et al., 
2015). The features that smart contracts and blockchain provide can 
effectively regulate the interaction between multiple parties, protecting 
and guaranteeing authentic and high-quality pharma goods for the end 
consumers. The purpose of the paper is threefold:  

• To illustrate a solution that eliminates the need for a trusted third- 
party authenticator to verify the genuineness of transactions and 
quality of products while in the supply chain.  

• To provide a novel smart contract-based supply chain management 
solution that guarantees the rights of the manufacturer, distributor, 
and consumer.  

• To present a system that utilizes sensors in IoT shipment containers 
detects violations, and logs the events in the smart contract.  

• To highlight the overall architecture, system design, and major 
events among the participants in the supply chain process. The paper 
is generic enough to be extended for any type of supply chain 
network management using blockchain technology. 

This paper starts with a short overview of related works and the 
theoretical background of blockchain technology, followed by a brief 
introduction to the used DSR (Design Science Research) approach. We 
then describe the proposed framework and evaluate it. Finally, we 
discuss its implications, give an outlook and investigate the limitations 
of our work. The remainder of this paper is organized as follows. In 
Section 2, we have summarized the related work. In Section 3, our 
proposed solution for pharma supply chain management is presented. In 
Section 4, key aspects of implementation and testing details of the smart 
contract are detailed. In Section 5, we have presented the discussion. In 
Section 6, the conclusion is presented. 

2. Literature review 

In this section, we summarize efforts, initiatives, publications, and 
articles found in the literature related to the blockchain and pharma 
supply chain industry. It is worth noting that most of the related articles 
are high-level with no implementation details, as this blockchain tech
nology is emerging. 

The ongoing covid-19 pandemic crisis has taught several important 
lessons. One of them is the need for effective organization and safe 
deployment of primary healthcare to ensure the continuity of care 
within our communities. The timely delivery of pharmaceutical prod
ucts and medical supplies has been an indispensable element of the 
Covid-19 response. Starting from delivering products with high quality, 
timely delivery, and international standards, several factors might affect 
the nature of the pharma products delivered. Rabah (2017) emphasizes 
that the structure of the pharma supply chain is complex, starting from 
the stage of manufacturing a drug until it reaches the end-user. The 
author has argued in the paper how blockchain can prove to be very 
effective across the pharma supply chain industry due to its various 
promising features such as immutability, tamper-proof digital ledger, 
and accessibility by all authentic participants. The paper highlights how 
blockchain technology can be disruptive in improving the efficiency of 
the overall healthcare sector, improving data security for safeguarding 
Electronic Health Records (EHR), and managing privacy in patient care. 
Clauson et al. (2018) discuss the various challenges and opportunities 
associated with the adoption and implementation of blockchain tech
nology concepts for the pharmaceutical supply chain industry, medical 
equipment supplies, and the Internet of Healthy Things (IoHT). An 
extensive literature study on exploring blockchain-based solutions for 
the healthcare supply chain industry and its characteristics was con
ducted and potential use cases to combat counterfeit drugs, 

pharmaceutical falsifications, and drug recall management were iden
tified. Further, the authors (Clauson et al., 2018) highlight how the 
utility of smart contracts to automate the entire process, improve the 
transparency of transactions, and reduce costs with the help of block
chain technology. Though both papers (Rabah, 2017; Clauson et al., 
2018) are of a prominent level in nature, do not provide details about 
solution implementation or the use of immutable smart contracts to 
prove that the end consumer or patient is receiving an authentic pharma 
product. 

The emerging p2p distributed immutable ledger technologies, ap
plications, and the impact of blockchain technology for biomedical and 
healthcare applications are discussed by (Kuo et al., 2017). The authors 
have compared and contrasted various existing distributed databases 
and blockchain technology for improving healthcare and biomedical 
applications. Further, the authors discuss data provenance as one of the 
key benefits of blockchain-based distributed ledger for the pharma on
line supply chain to ensure the transfer of pharmaceutical products 
starting from manufacturer to end consumer using blockchain technol
ogy. The authors argue that the transport of a pharma product can be 
traced from beginning to end and the entire supply chain process is made 
transparent to all active participants in the chain. Commonly found 
problems in the supply chain process are identified such as substandard 
quality, and counterfeit product issues, and resolved with the help of the 
immutable nature of the distributed ledger. The pharma supply chain 
model in this paper is of a high level in nature from a research point of 
view but has no actual implementation. The various key objectives of 
supply chain management such as cost, sustainability, speed, and flex
ibility are discussed (Kshetri, 2018). The author discusses various case 
studies of blockchain-based projects in supply chain industries which 
improves transparency and liability spanning diverse industries. IoT 
incorporation into blockchain-based solutions and the implementation 
of blockchain concepts to validate the identities of assets and individuals 
in the network are discussed (Kshetri, 2018). US-based Blockchain start- 
up Chronicled and life sciences supply chain consultancy is a unique 
supply chain consulting group founded to provide life science companies 
guidance and support to meet worldwide serialization. The launch of a 
“track and trace” pilot project for the pharmaceutical industry whose 
projected growth was $1.12 trillion as declared by Linklab (Chronicled, 
2017). The protocol launched was a blockchain-based compliance pro
tocol to satisfy the Drug Supply Chain Security Act (DSCSA). The pro
posed solution is aimed to contribute to the pharma industry with a 
lower cost and secure access to satisfy the existing regulatory re
quirements. Further the project’s objective is to develop GS1 standards 
and to highlight data privacy. This model is still in the development 
process with no actual implementation. 

It is important to design a system that ensures the safe packaging, 
transport, and secure delivery of pharmaceutical drugs. Shipping of 
pharmaceutical products can be extremely challenging as it involves 
long complex shipping that requires temperature-controlled surround
ings, storage temperature variations, unpredicted delays in shipment, 
and packaging damages in the logistics market (Markarian, 2015). Any 
compromise in terms of the quality of packaging, shipment, and delivery 
may lead to a fatal outcome as it involves human lives. A Swiss start-up 
combined with the University of Zurich designed a system to ensure 
secure transport and delivery of pharmaceutical drugs with the help of 
the immutable and robust nature of blockchain technology (Modum, 
2016). The combined benefits of IoT sensors and blockchain for moni
toring the temperature and quality of transactions are aimed at 
improving the trust of valuable consumers by increasing transparency in 
terms of regulations and quality requirements. Modum.io, a fast- 
growing start-up, which provides innovative digital supply chain solu
tions with global partners, focuses on categories of temperature ranging 
from − 25 ◦C to 8◦. In such cases, the sensors in the truck would monitor 
the temperature of the products and report any sudden change in storage 
temperature. Once the shipment arrives at the destination, the data is 
transferred to a blockchain-based smart contract framework, which 
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confirms the integrity of the delivered products. Based on the data 
collected and events generated by the contract, the product delivery or 
automated payment process is initiated. This proves to be cost-effective 
and efficient for monitoring the environmental conditions of a freight 
containing pharma drugs. 

The intersection between IoT devices and distributed ledger tech
nology can provide several benefits which can resolve the issues asso
ciated with the IoT centralized architecture as proposed by Atlam and 
Wills (2019). IoT-based systems aim to improve the quality of life by 
enhanced digitization of services and by sharing data over the Internet. 
Moreover, cloud computing has gained acumen in the field of healthcare 
for publishing sensitive medical transactions data by using data ano
nymization techniques (Nizamuddin and Pandey, 2015), and also by 
providing the IoT system with the required functionalities to analyze 
and process the information and convert them into the real-time appli
cation. But, the existing IoT architecture depends on the centralized 
server which leads to a lack of trust and confidence in the system. The 
centralized server involves a third-party service provider/authenticator 
to monitor and control the data collection process across various IoT 
devices. This setup acts as a black box due to which the network par
ticipants lack a vision of where and how their data is being utilized 
(Fabiano, 2017). 

The existing IoT centralized architecture faces many issues con
cerning security and scalability (Atlam and Wills, 2019). Further, the 
authors propose an innovative idea, by combining blockchain and IoT 
devices. The P2P communication model can be used to process billions 
of transactions between IoT devices which drastically reduces the cost of 
installing and maintaining large centralized datacenters storage units. 
Fig. 2 shows a decentralized IoT system after integrating blockchain 
with IoT. The decentralized feature of blockchain will eliminate the 
unavailability of the network in case of failure of any of the nodes 
(Ferraro et al., 2018). 

The authors (Atlam and Wills, 2019) discuss various benefits and 
features such as decentralization, improved transparency, identity 
management, security, immutability, and anonymity that results as an 
outcome of integrating blockchain with IoT. Thus, IoT and blockchain 
technologies can work together, creating a symbiotic relationship where 
blockchain becomes prevalent and IoT becomes autonomous. This paper 
highlights an interesting research area and the Distributed Ledger 
Technology (DLT) -based system solutions presented are of significant 
importance for the development of distributed IoT services soon. 

An idea to integrate the Internet of Things (IoT) devices with a 

blockchain-based decentralized application based on the Ethereum 
platform is presented by Ahmad (2017). The proposed blockchain-based 
application consists of a front-end application that can be deployed on 
any web server and a smart contract that will be deployed on a private 
blockchain network which is comprised of P2P IoT devices acting as a 
full Ethereum node. This application follows the digital transport tick
eting system, where a ticket is considered an asset that can be purchased 
by the user, and payment can be made in the form of ether from their 
Ethereum account on the blockchain. Upon purchase, the transaction is 
mined, which is then propagated across the network to all the peer 
nodes. This ticket is then locally accessible and safe because of the 
decentralized nature of the blockchain. The author further presents a 
scenario for integrating IoT devices via a DApp (Decentralized Appli
cation), which can be used for purchasing transport tickets using ether 
and validating the ticket on any node in the network without the need 
for a centralized server. The system is designed in 3 layers such as the 
blockchain layer (which represents all the blockchain nodes), the ac
count management layer (which consist of account management tools 
that enable to perform transactions or calls on the blockchain), and the 
presentation layer (web-based Graphical User Interface (GUI) for 
interaction with blockchain). The DApp utilizes all these three layers, by 
making the system interactive, decentralized, and secure. This thesis 
(Ahmad, 2017) is of high quality and gives insight into governing the 
storage problem of IoT devices without giving away the decentralized 
nature of the system. 

Jüttner et al. (2003) explore perceptions of risk and management 
strategies in the supply chain industry. The authors discovered four 
important aspects of the management concept: (1) determining the 
sources of the risk (2) elucidating the supply chain risk concept (3) 
identifying the risk drivers (4) subduing risks for the supply chain. The 
analysis showed an effectual need for more empirically grounded 
research on supply chain management. In a complex supply chain sys
tem, it is very difficult to have an overall picture of all transactions 
within the chains. This information is typically stored in multiple loca
tions and is accessible to certain system entities. The distributed ledger 
technology is explored by multiple industries due to its immutability and 
robust nature. Clark and Burstall (2018) reinstate that blockchain can be 
a ground-breaking transformation in safeguarding the intellectual 
property of consumer-centric industries, especially those faced with 
counterfeit goods, such as the luxury, consumer goods, and pharma
ceutical industries. A recent study by PricewaterCoopers (Pricewa
terhouseCoopers, 2017), states that fake pharma drug markets are about 
€188 billion (US$200 billion) annual business, turning out to be the 
largest of all counterfeit goods. The World Health Organization (WHO) 
claims that about 50% of the drugs on sale on the Internet are fake (Clark 
and Burstall, 2018; PricewaterhouseCoopers, 2017). Fake pharmaceu
tical drugs may lead to fatal effects because of harmful ingredients or the 
absence of active ingredients. Blockchain unless like systems that safe
guard using QR codes, uses digital decentralized ledgers that are tamper- 
free and record all the events in a transparent record by allowing mul
tiple parties to verify a transaction and finally add the verified trans
action to the chain of blocks. With the digital ledger, the pharma goods’ 
movement in the chain can be recorded, and lost or misplaced goods can 
be identified. With this approach, fake goods can also be easily 
identified. 

Tseng et al (Tseng et al., 2018) suggest a Gcoin blockchain model 
creates a lucid record of drug transaction data. The Gcoin blockchain 
double-spending prevention is highlighted to prevent the counterfeit- 
drug problem. The authors have highlighted that blockchain technol
ogy can be a solution to establish trust between identities and parties 
involved in the network by using the consortium proof-of-work 
approach. This aimed at resolving the double-spending issue in the 
blockchain pharma industry (Tseng et al., 2018). Each authorized entity 
can be assigned a role such as miners, and coin issuers, including end 
consumers or patients. Gcoin blockchain was designed to track every pill 
for drug identification by using the serial or batch number to identify it 

Fig. 2. Decentralized IoT architecture by integrating blockchain with IoT 
(Atlam and Wills, 2019). 
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in the drug supply chain. The complete drug information can be utilized 
to be used for the generation of public keys (or hashes) which in turn 
generates a QR code as identification for drugs. The participants in this 
system are identified as producers, wholesalers, retailers, pharmacies, 
and consumers (Tseng et al., 2018). This system also suggests that 
government entities should take part to monitor transactions and drug 
information in the form of an alliance member in the Gcoin blockchain 
system. The drug producer is granted the role of coin issuer and the 
miners are suggested to be large manufacturers and government 
agencies. Other entities such as wholesalers and retailers are considered 
to be backup storage entities of transactions. Consumers are considered 
to be wallets who can implement the transactions. The authors further 
suggest using the Gcoin blockchain multi-signature design, which is 
approved by successfully applying in the “Nanyang Technological Uni
versity (NTU) Help Centre”. As far as the functioning of the system is 
considered, manufacturers pass the transaction data (such as location, 
name, etc.) to sellers directly which is recorded in the Gcoin blockchain 
which is verified on the chain which is hashed to be recorded on the 
Gcoin blockchain. In case, if an illegal distributor tries to sell fake drugs 
to buyers, the transaction will become invalid because of the presence of 
fraudulent information about unspent transaction outputs (UTXO) 
stored in the Gcoin blockchain and due to a lack of authentic private 
keys (Tseng et al., 2018). This makes the buyer and seller aware of ab
errations within the transactions. This paper is a highly innovative 
approach in the field of blockchain-based health care systems that 
concentrates on the prevention of counterfeit goods from entering the 
legitimate supply chain and not more on the automation of the entire 
supply chain management cycle. 

The benefits of blockchain for biomedical/healthcare applications 
are reviewed by Toyoda et al (Toyoda et al., 2017). The authors put 
forward the idea that using blockchain will trace the origin of the 
pharma product and track its movement in the supply chain process. By 
adopting blockchain technology, counterfeit, and quality degraded 
goods can be easily identified and discarded. Further, the improvement 
of system robustness can be achieved for counterfeit drug prevention in 
the pharmaceutical supply chain, by modifying the existing solutions 
with blockchain-enabled anti-tampering features during the 
manufacturing, supply, and dispatch process. Counterfeit medicines are 
a major public health problem and pharmaceutical companies have 
started looking for and implementing various solutions to curb sub
standard goods in drug supply chain management (Glass, 2014). It is 
estimated that fake drugs cost the European Union pharmaceutical in
dustry around €10.2 billion or 4.4% of sales each year and result in a 
direct loss of around 40,000 jobs (Wajsman et al., 2016). Blockchain- 
based systems could be implemented to record the movement of phar
maceuticals and their authentication throughout the supply chain. 
Making the market participants aware of the decentralized ledger 
technology to verify the product authenticity can be a major step in 
dealing with the issues of counterfeit drugs (Radanović and Likić, 2018, 
SupplyDemandChain, 2018). However, the technology is still in its in
fancy and needs to overcome several obstacles such as building up a 
robust regulatory framework and data access controls to operate to its 
full potential in the healthcare industry. 

To sum up, the supply chain industry has been facing increasing 
challenges to create, maintain and regulate transparent, decentralized, 
and effective supply chain methods. Complicated customer service, 
operating cost, freight cost when dealing with a greater number of global 
customers, the credibility of delivered products, protection of intellec
tual property, supplier-partner relationship management, and trust
worthy technology for monitoring the complete supply chain process, 
have been identified as the most common problems in today’s era of 
supply chain management. Hence, there is a compelling need to design a 
system, which is trustworthy, distributed, transparent, and robust. As 
blockchain has been gaining importance for its decentralized and 
tamper-proof characteristics across several industries, in this paper, we 
propose a smart contracts-powered blockchain-based solution for 

pharma supply chain management. 

3. Proposed solution 

In this section, we propose and describe our solution that utilizes the 
Ethereum blockchain, smart contracts, and IoT containers to monitor, 
track and carry out the dispatch of pharma products from the manu
facturer to the customers. Our solution eliminates the need for a trusted 
third-party authenticator and improves integrity, reliability, and secu
rity among the stakeholders in the supply chain industry. 

3.1. Research methodology: Design science research approach 

The definition of research can be given as the activity that contrib
utes to the understanding of a particular phenomenon. Design science 
research is typically applied to categories that include algorithms, 
design methodologies (including process models), HCI (Human-Com
puter Interfaces), and languages. This method’s application is notable in 
Engineering and Computer Science disciplines and is widely found 
across many disciplines and fields. This methodology is a sequence of 
activities that lead to the production of an innovative end product. 
Further, this method includes a complete understanding of the problem, 
and research gap and improves the design quality of the solution by re- 
evaluating the process. Considering our proposed solution, the research 
gap in the online pharma supply chain is identified to be a lack of 
transparency in the movement of goods and data across the chain and 
automated payment settlement to various parties. The built-and–eval
uate loop is iterated several times before the final design is generated. In 
this approach, the focus is on field-tested and grounded technological 
rules to improve the relevance of academic management research 
(Peffers et al., 2012; Peirce, 1974). 

The methodology can be classified into mode 1 which is purely ac
ademic and mono-disciplinary and mode 2 is multidisciplinary for 
solving complex field problems. Fig. 3 explains the Cognition in the 
Design Science Research Cycle and demonstrates the cognition that 
takes place during a design science research cycle. The design science 
research (Takeda et al., 1990) uses the abduction, deduction, and 
circumscription approach, but there is a difference in how these cogni
tive processes are used. Fig. 3 demonstrates the flow of effort through 
the types of new knowledge that arise from design science research 
activities. The figure shows the cognition in the design science research 
cycle. 

In this paper, we have adopted the design science research model in 
which the research begins with the knowledge about the problem and is 
also called “Improvement Research” as this method involves problem- 
solving – performance improving nature of the activity (Peffers et al., 
2012). One of the major problems in the pharma supply chain industry is 
the lack of transparency to monitor and regulate the entire process that 
may be tampered with as it involves several entities across the world. 

This gave rise to the idea of having a tamper-proof, trustworthy, 
transparent, and decentralized solution. Suggestions for a solution can 
be drawn abductively from the existing knowledge base or theories for 
the problem area (Peirce, 1974). 

In Fig. 3, Abduction refers to a form of logical inference that starts 
with an observation or set of observations and then seeks to find the 
simplest and most likely explanation for the observations. The deduction 
is the process of reasoning from one or more statements (premises) to 
reach a logically certain conclusion. Reflection and Abstraction play a 
major role in the process of the knowledge-building process (Peffers 
et al., 2012). However, in a research model, these suggestions result in 
inadequacy. Using the existing knowledge, an attempt is made to solve 
the problem. A tentative design is made to implement the problem so
lution in the development phase of the process steps as shown in Fig. 3. 
The successful implementations either partial or full are evaluated ac
cording to the functional specifications and are done during the Evalu
ation stage. Circumscription is the formal-logical method that assumes 
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that every fragment of knowledge is valid only when the discovery of 
constraint knowledge about theories is gained through the detection and 
analysis of contradictions. This results in exposing new problems at the 
end of the awareness cycle (Peffers et al., 2012). In our solution, we 
developed smart contracts on a decentralized platform, explicitly tested 
our implementation the on Remix platform, evaluated the results, and 
presented the outcome by following the DSR approach. 

There are several other DSR models in terms of descriptions of the 
DSR process (Peffers et al., 2008); Purao, 2013; Gregor and Hevner, 
2013; March and Smith, 1995; Nunamaker et al., 1990) and are similar 
to the above-described model. The authors (Peffers et al., 2008) syn
thesize selected prior literature on the topic. This model, in comparison 
to the model shown in Fig. 2, breaks the Awareness of Problem phase 
into two phases: Identification of problem and definition of solution; 
merging the suggestions and development phases into a single phase, 
design & development; breaks the evaluation phase into two phases, 
demonstration and evaluation; and finally renames the conclusion phase 
as communication (Peffers et al., 2008). Our proposed solution was 
evaluated by testing the necessary functionalities of the various parties 
involved. Purao (2013) presents the fact that invention, improvement, 
and adaptation can be types of knowledge contribution in DSR. Also, a 
single research project can make more than one type of knowledge 
contribution (Purao, 2013). Conventional design cannot be used as 
applying known solutions for known problems leads to no new contri
bution. We adopt the methodology of Cognition in the Design Science 
Research Cycle and have sound knowledge of the Messaging Protocol, 
Ethereum platform, IoT, and smart contracts. In this paper, we adopt the 
DSR approach by proposing smart contracts for online pharma supply 
chain management by identifying the research problem, further dividing 
the approach into system design and implementation phase, followed by 
a results section and conclusion that includes a future research agenda. 

3.2. System overview and design 

In this section, we present the system overview and design which 

focuses on utilizing smart contracts for a decentralized and transparent 
supply chain management process. Automated alerts are sent to both 
seller and consumer in case of any events or any violations that may 
occur during the transportation and dispatch of the pharma freight. As 
shown in Fig. 4, MQTT (Messaging Queuing Telemetry Transport), a 
publish-subscribe-based messaging protocol that works on top of TCP 
/IP protocol is used in our proposal to exchange data between clients 
and the server. 

An MQTT system consists of clients communicating with a server, 
which is usually termed a “broker”. Every client present in the system 
can connect to the broker and MQTT is the most commonly used pro
tocol in IoT-based projects. Violation is identified by the rule-based 
engine at the Raspberry Pi. Specific rules are considered for each 
sensor reading and any deviation from the set of rules specified will be 
considered a violation. Message Queue Telemetry Transport (MQTT) 
server hosted in the cloud to store, and publish all sensor data generated 
from the IoT sensors installed within the shipment. Processing interfaces 
and communication components in IoT-enabled container, cloud-hosted 
MQTT server, sensors, Raspberry Pi, and the contract through the 
Ethereum blockchain are shown in Fig. 5. Message Queue Telemetry 
Transport (MQTT) server hosted in the cloud to store, and publish all 
sensor data generated from the IoT sensors installed within the ship
ment. Processing interfaces and communication components in IoT- 
enabled containers cloud-hosted MQTT servers, sensors, Raspberry Pi, 
and the contract through the Ethereum blockchain are shown in Fig. 5 
(Majdalawieh et al., 2021). During a violation, the readings will be sent 
to the smart contract which would be then communicated to the seller 
and the consumer. 

For testing purposes, we have the temperature to be between 15◦ and 
25◦ C, the accelerator between 0 and 5, where 0 to 3 would be a normal 
movement, and a value more than 3 would be considered a jerk. Pressure 
change should be 0 to be normal and 1 will represent a big pressure 
change. All the specifications and rules can be set after an agreement 
between stakeholders. Apart from this, periodic readings about every 10 
min (which can be modified as per requirement) will be sent to the 

Fig. 3. Design Science Research Cycle (Peffers et al., 2012; Takeda et al., 1990).  

Fig. 4. Smart contracts and Messaging Protocol interactions.  
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MQTT server. The container’s Raspberry Pi the tiny computer publishes 
the state topic that contains the reading of the pressure change, tem
perature, and jerk. Publishing and subscribing will follow QoS0 (Quality 
of service – a service level that guarantees a best-effort delivery) as the 
container’s state data are sent periodically. The MQTT gives the resil
ience to subscribe to the topic and monitor the readings. 

Fig. 6 presents a general system diagram of the proposed pharma 
blockchain-based supply chain management (PBSCM) solution high
lighting different components and participants who interact with the 
smart contract. Each of these participants has an Ethereum account with 
an address, public key, and private key. The main participants/ com
ponents can be summarized as follows:  

• Seller: The seller is the entity that creates and initiates the smart 
contract, following the IoT container’s package check to ensure that 
the freight is in good condition.  

• Consumer: Consumer deposits payment (in ether) and the payment 
are made to the seller only if the freight reaches the consumer 
without any damage or violation. The delivery of the pharma pack
age to the legitimate consumer, by providing a keccak256 hash of a 
pass-phrase to the smart contract by the consumer upon depositing 
the payment. At the time of delivery, the same passphrase must be 
provided by the consumer, which would be matched with the orig
inal hash value and if it matches then the authenticity of the con
sumer is confirmed and the IoT container will open. 

Fig. 5. MQTT server for blockchain-based food safety use case. (Majdalawieh et al., 2021).  

Fig. 6. Blockchain-based solution for Online Pharma Supply Chain.  
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• IoT Container: The IoT container is a part of the Ethereum block
chain and is identified with an Ethereum address in the network. It is 
equipped with IoT sensors to track and trace the shipment between 
the seller and the consumer. The IoT sensors track the temperature of 
the pharmaceutical freight, pressure sensors check the pressure dif
ferences that may be caused due to accidental jerk or opening of the 
container, and GPS devices trace the location of the shipment. All the 
sensors are connected to a Raspberry Pi that is placed inside the 
container. Wi-Fi connectivity is essential for communicating the data 
to other system components. 

This proposed framework proves to be robust enough to maintain, 
monitor, and verify the temperature maintained during the transit of 
medicines. Also, it reports any violation of temperature in the smart 
contract thereby alerting all the participants quality of medicines or 
vaccines as it uses IoT sensor technology thereby eliminating the risk of 
any contamination during the transit of goods. Further, the use of a 
smart contract will ensure a tamper-proof record of all transactions 
when within the supply chain. 

The proposed solution makes use of Ethereum smart contracts which 
comprise algorithms and logic that administer the sale among the parties 
involved by executing code and triggering events to keep track of 
transaction details (Christidis and Devetsikiotis, 2016). In addition, 
smart contracts govern the fair payment distribution across the Ether
eum network, to various parties involved in the chain. The smart con
tract contains the following entities:  

• Events: Events help to keep track of any state changes or occurrences 
in the network. In case of any state changes, the event is logged and 
broadcasted by the smart contract to all the active participants in the 
system.  

• Modifiers: They are used to modify a function’s behavior and used to 
check or specify a condition before the execution of a function. For 
example, the cost of shipment must be fixed and accepted before the 
consumer deposits the amount which is specified using the modifier 
amounts to(). If the modifier condition is not met, then the contract 
returns to its initial state. Other modifiers used in the smart contract 
code are OnlyContainer(), OnlySeller(), and OnlyConsumer() which 
determine which entity in the network has to initiate the transaction 
or invoke a function.  

• Variables: Variables used in the smart contract are values that 
depend upon conditions to execute or change. In this smart contract, 
receivedAfter, startDate, and freightTariff are some of the important 
variables.  

• To ensure the safe delivery of the pharmaceutical package, as shown 
in Fig. 6, the seller creates the smart contract and places the freight in 
the smart container. The container then performs a package check to 
ensure that the specifications to carry the dispatch of pharma goods 
have been strictly adhered to. Depending upon the result of the 
package check, the freight is either continued or gets terminated to 
fix the containers’ issues, which assures that the freight can be 
trusted by both seller and consumer as per their specific re
quirements. Upon successful package-check completion, an event is 
triggered by the smart contract following which the consumer de
posits the amount for a purchase to be done and receives the secret 
hash. The hash provided acts as a secret code to determine the 
legitimacy of the end consumer who receives the freight. Upon the 
freight arrives at the destination, the consumer needs to submit the 
correct secret code for the container to unlock and dispatch the 
freight. 

If a wrong code is provided by the consumer at the time of dispatch, 
the smart contract offers a time frame of 72 h to provide the correct 
secret code. If the end consumer fails to provide the right code within 72 
h, half of the freight price deposited would be refunded to the consumer, 
and the shipment is terminated. In the event of a consumer defaulting to 

provide the correct code, the smart contract releases half of the payment 
to the seller that is pre-decided between the parties, to make sure that 
the parties do not suffer any monetary loss. 

4. Implementation and testing 

Our smart contract was implemented and tested using Remix IDE 
(Integrated Development Environment) – http://remix.ethereum.org. 
The code was written in Solidity using the web browser-based IDE, 
Remix, which offers a lot of features that make it possible to test and 
debug the smart contracts before deploying them. It has a JavaScript 
EVM (Ethereum Virtual Machine) as a default environment, to run and 
deploy the contracts locally. Fig. 7 shows a flowchart for the proposed 
solution for the pharma blockchain supply chain process using smart 
contract technology. In this section, we provide the main implementa
tion details and focus predominantly on testing the proper interaction 
among system participants and the smart contract functionality. 

4.1. Implementation details 

The code is written in Solidity programming using the web browser- 
based IDE, Remix. Three entities are participating in the contract are 
seller, the smart container, and the consumer. Each of the entities is 
identified in the network with an Ethereum address and can participate 
by calling functions within the smart contract at certain time stamps. 
Fig. 8 illustrates the sequence flow for a scenario of successful delivery of 
the pharma package. The seller or manufacturer creates the contract 
with certain details such as freight tariff, freight’s initial state, and the 
time taken to provide the secret code. Following the package check 
carried out by the smart container, the smart contract assures both the 
seller and consumer that the supply chain process carried out can be 
trusted once the check is successful by the container else the contract 
terminates and sends out an event to the seller to fix the container issues 
and also sends a notification to the consumer about the freight status in 
the form of an event. 

As discussed earlier, upon a successful check, the customer is allowed 
to deposit the shipment purchase price and is provided with a hash. The 
hash provided acts as a standard that will determine that this is the 
legitimate receiver of the freight when the shipment arrives at the 
destination. Once the customer deposits the specified amount in the 
contract, an event to start the shipment is broadcasted by the smart 
contract. The container reports to the contract upon reaching the 
destination and requests the consumer to provide the secret code to 
unlock the pharma package. The customer provides the secret code, and 
upon successful authentication, the container unlocks and the freight is 
delivered to the authorized consumer. An event is transmitted across the 
network about the successful delivery, triggering to release of shipping 
payment to the seller. Once the payment process is completed success
fully to shut down the current process, the smart contracts call the self- 
destruct function from within it to signify the closure of the process. This 
process also sends all of the current smart contract balance to a desti
nation address. 

Fig. 9 illustrates the message sequence diagram which discusses two 
major cases, where the first case is when a hash provided by the con
sumer at the time of dispatch is not matched but has no breach of con
tract terms, and the second case is an occurrence of the breach in the 
contract terms related to shipments such as pressure, temperature 
violation or delayed delivery due to wrong routes by the container. All 
these would be sent to the smart contract via the sensors from the smart 
containers. The contract provides a time frame of 72 h to provide the 
correct secret code. If the consumer fails to provide it, then 50% of the 
freight would be refunded to the consumer and the shipment will be 
terminated permanently. Fig. 8 also illustrates a breach in terms of 
accidental breakage of the container during transport and in such cases, 
the smart contract recompenses. 

Next, we present the essential code snippets of the smart contract. 
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Fig. 7. Flow chart for pharma blockchain supply chain.  

Fig. 8. Message sequee diagram for successful freight delivery.  
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The full code is available at https://github.com/OnlineBookPublishi 
ng/Pharma-Supply-Chain. Fig. 10 shows the constructor of the smart 
contract PharmaPackage() which initializes variables such as 
batchNumber, startDate, receivedAfter, freightTariff, and 
freightstate. The state of the freight is NotReady and the tariff rate 
is fixed at 10 ether. For testing purpose, the address of the smart 
container and consumer are fixed. 

The contract state changes to PharmaPackageReady once the 
seller receives an order and executes the createFreight () function. 
The event FreightCreated is sent out to show the completion of 
package creation. Now the smart container performs the package check; 
if the result is successful the state of the freight changes to Freight
Ready and the event CheckingCompleted is broadcasted. The smart 
contract has one ‘payable’ function depositMoneyforFreight() 
which is shown in Fig. 11, that allows consumers to deposit ether for a 

purchase. MoneyDeposited is a trigger event that notifies that the 
customer has deposited money and has been provided with the secret 
hash. 

To improve the security of the proposed solution, a cryptographic 
hashing technique is applied to the verification of the hash provided by 
the contract. To verify the legitimacy of a consumer digitally, a secret 
hash is sent to the consumer who deposited the amount for the freight. 
When the consumer/ patient receives the pharma package can provide 
the hash upon delivery, and the smart contract compares and verifies if 
the hash provided during the amount deposit and the hash provided by 
the end consumer match. If it matches, the pharma package delivered 
can be claimed to be in the custody of the legitimate consumer. Fig. 12 
demonstrates the code for the provideSecretCode() function which 
is executed by the consumer. It is clear from the figure that the freight 
state changes to AuthenticatedByConsumer if the consumer 

Fig. 9. Message sequence diagram showing a failed consumer authentication [Case 1] and a Breach of shipment specifications [Case 2].  

Fig. 10. Constructor function1. (1Code available at: https://github.com/nisharan/OnlineSupplyChainManagement).  
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provides the correct hash or WaitingForCorrectCode if the hash 
does not match. It is important to note that the terms of breach or 
violation are None in this case. 

The container unlocks only when the customer provides the correct 
hash otherwise the container waits for 3 days for the consumer to pro
vide the correct code. Fig. 13 shows the function provideCodeLater 
() which executes the ProvideSecretCode function in case a con
sumer provides the secret code. In case the consumer does not respond 
within 3 days or provides a wrong code then the Authentica
tionPermFailed event is invoked, the shipment is canceled and the 
consumer is refunded half of the freight tariff. 

Upon successful provision of the secret code by the customer, the 
unlockFreight () function is executed by the container, and freight 
state changes from AuthenticatedByConsumer to FreightRe
ceived, and the event PackageReceived is triggered. Fig. 14 shows 
the releasePayment() function which is executed by the seller to 
complete the payment for the purchase made. The proposed solution 
ensures beneficial and agreed on payment of incentives to all 
participants. 

4.2. Testing 

In this section, we focus on testing the precise interaction among the 
system participants with the help of the Ethereum smart contract. For 
testing purposes, we consider the Ethereum address of the smart 
container to be 0x583031d1113ad414f02576bd6a

fabfb302140225, the address of consumer / patient, who orders for a 
pharma package after accepting to pay the predetermined amount of 10 
ether, is 0x4b0897b0513fdc7c541b6d9d7e929c4e5364d2db and 

Fig. 11. Smart contract function for depositing freight amount1. (1Code available at: https://github.com/nisharan/OnlineSupplyChainManagement).  

Fig. 12. Smart contract function for providing the secret code.1 (1Code available at: https://github.com/nisharan/OnlineSupplyChainManagement).  

Fig. 13. Function for providing secret code later1. (1Code available at: https://github.com/nisharan/OnlineSupplyChainManagement).  

Fig. 14. releasePayment() function code1. (1Code available at: https: 
//github.com/nisharan/OnlineSupplyChainManagement). 
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the address of the seller is 0xca35b7d915458ef540ade6068dfe2
f44e8fa733c. In this section we discuss three scenarios of (1) a Suc
cessful purchase; i.e., the customer provides the correct secret code (2) 
Failed authentication i.e., the customer provides the wrong secret code 
and is asked to submit the correct code within 3 days (3) Breach 
occurred during shipment of the freight. In Remix, each entity has 100 
Ethers to test the smart contract code. All the functions are executed in 
sequential order as per the state of the freight. For example, if the 
transaction fails, if the consumer tries to deposit the freight tariff by 
executing the depositMoneyforFreight () function before the 
freight check is performed, an error occurs and the transaction aborts as 
shown in Fig. 15, and returns to the initial state. 

Scenario 1: Successful purchase.  

1) Firstly, we test the smart contract for the freight check scenario. 
Fig. 16 shows the container’s success results in checking the pre
determined terms. This indicates that the pharma shipment can be 
initiated as all the predefined rules are met. This console assures the 
customer that a deposit can be made as the pharma packaging in the 
container is secure to be sent. 

Secondly, we test the contract for a successful deposition of freight 
money and purchase of a pharma package. Fig. 17 demonstrates the 
consumer depositing money and receiving a secret hash during the 
purchase scenario. For testing purpose, we used the secret hash to be 
“Hello I am Receiver A” whose keccak256hash is ‘0xe9dd4
fa294a0dde282d8f232151fc5d9f12b363bb62 

f61d6074d2422f1d8e529’ and enter this as an array of one byte 
[“0xe9”,“0xdd”,“0x4f”,“0xa2”,“0x94”,“0xa0”,“0xdd”,“0xe2 
”,“0x82”, “0xd8”,“0xf2”,“0x32”,“0x15”,“0x1f”,“0xc5”,“0xd9 
”,“0xf1”,“0x2b”, “0x36”,“0x3b”,“0xb6”,“0x2f”,“0x61”,“0xd6 
”,“0x07”,“0x4d”,“0x24”, “0x22”,“0xf1”,“0xd8”,“0xe5”,“0x 
29”]. 

Fig. 18 shows the console of Remix that shows the execution of 
depositMoneyforFreight () where the consumer deposits 10 ether 
and provide the bytes32 hash in the form of a one-byte array.  

2) Following successful payment by the consumer, the seller initiates 
the startShipping() function and the container announces with 
an event FreightArrivedToDestination when the shipment 
reaches the consumer. Now the consumer needs to validate its 
legitimacy by providing the secret code as shown in Fig. 19. The 
event ConsumerSuccessfullyAuthenticated is broadcasted 
and a log message SUCCESS: Secretcode matched is published in 
the network. 

Upon successful authentication, the shipment is unlocked and the 
consignment is handed over to the consumer. The seller is made aware 
by invoking the event PackageReceived and the state of freight 

changes to FreightReceived. This will enable the seller to execute 
the releasePayment() function as shown in Fig. 20 to complete the 
payment for the shipment. 

Scenario 2: Wrong secret code submitted by the consumer, without 
any other breach. 

This scenario explains the consumer providing the wrong secret code 
at the time of receiving the pharma package from the container. At this 
point, the contract provides an option for the consumer to provide the 
correct code within a specific amount of time (i.e., 3 days in this case). 
Fig. 21 shows the execution of the provideCodeLater() function 
when the consumer provides the wrong string code (i.e., “hello” instead 
of the code provided at the time of depositing money for freight). On 
providing the correct code within 3 days, the container unlocks and the 
freight is handed over to the consumer; else if the authentication fails, 
the shipment is terminated and half of the deposit done by the consumer 
is refunded. 

Fig. 22 shows the smart contract state in case of a breach. The type of 
breach shown in the below figure is about the container taking a wrong 
route which is recorded via the sensor and reported in the contract 
during freight. During times of breach, the smart contract is designed to 
abort the dispatch and refund the deposit made by the consumer. 

4.2.1. Performance analysis of the smart contract in terms of cost 
This subsection discusses the performance of smart contracts in terms 

of the cost of functions and gas spent for each transaction. When a 
transaction is committed, it requires a minimum spend on a nominal 
amount of gas to load it on the Ethereum blockchain to execute the 
command. Remix IDE environment offers a convenient platform for 
providing the gas cost of each transaction in the output console. Fig. 22 
presents the execution and transactional cost against the smart contract 
functions of the code. The red line in Fig. 23 is execution costs, “that are 
based on the cost of computational operations which are executed as a 
result of the transaction ”. The blue line in Fig. 22 represents transaction 
cost, “the costs for sending the smart contract code to the Ethereum block
chain, and they depend on the size of the contract”. 

5. Discussion 

To our knowledge, this is a novel study that has explored the utili
zation of blockchain technologies in influencing the pharma supply 
chain industry management principles. Several barriers and risk factors 
were identified that are consistent with past research (Markarian, 2015; 
Jüttner et al., 2003, PricewaterhouseCoopers, 2017). These include 
shipment delivery and accuracy, physical security, and social and eco
nomic factors. Cost remains a huge obstacle to achieving dynamic 
change. While there is huge pressure on pharma companies to deliver 
through their R&D budget, recent research suggests that only half of 
them are adopting the right digital tools to achieve this. There is also a 
lack of integration behind many supply chain components. Today’s drug 

Fig. 15. Logs showing error: when consumer deposits amount before package-check function1. (1Code available at: https://github.com/nisharan/OnlineSupplyCha 
inManagement). 
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makers are clustered and are made up of many divisions spanning 
multiple geographic regions and operating in complex ecosystems 
(Fawcett and Magnan, 2002). Inevitably, data flow is complex and prone 

to delays and networks are open to vulnerabilities, and compliance 
culture is often mismatched. Patient significance is a new directive for 
many life sciences companies. The implications are quite prevalent and 

Fig. 16. Logs showing successful freight check1. (1Code available at: https://github.com/nisharan/OnlineSupplyChainManagement).  

Fig. 17. Logs showing freight amount deposit1. (1Code available at: https://github.com/nisharan/OnlineSupplyChainManagement).  

Fig. 18. Logs showing depositMoneyforFreight() function1. (1Code available at: https://github.com/nisharan/OnlineSupplyChainManagement).  
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influence many of the factors described above. If the industry is to 
become truly outcome-oriented, then the security of data in digital 
supply chains must be managed in a robust and scalable way. This is 
equally true in both emerging as well as more advanced economies. 

Blockchain is one of the currently adopted disrupting technologies to 
improve the traditional structure of various industries due to its features 
such as transparency, efficiency, and versatility (Abugabah et al., 2020; 
Allen, 2017; (Nizamuddin and Abugabah, 2021; Abdallah et al., 2019; 
Ferraro et al., 2018; (Sanka et al., 2021); Katuwal et al., 2018; Kuo et al., 
2017). Our findings contribute to utilizing the advantage of 

decentralized blockchain technology to solve the major issues that are 
affecting the supply chain industry. The noteworthy feature of our 
contribution is that we deployed the smart contracts on the open-source 
Ethereum platform and executed our framework which proved to 
eliminate the need for a trusted third party in the supply chain man
agement process and automate the payment process. Also, Abugabah 
et al. (2020) highlight the employment of blockchain in telehealth and 
telemedicine systems, to deliver remote healthcare services which can 
be very useful in mitigating the recent spread of the Covid-19 pandemic. 
Bocek et al (2017) in their research have highlighted modum.io a startup 

Fig. 19. Successful authentication by consumer1. (1Code available at: https://github.com/nisharan/OnlineSupplyChainManagement).  

Fig. 20. Payment made to manufacturer1. (1Code available at: https://github.com/nisharan/OnlineSupplyChainManagement).  

Fig. 21. Consumer submitting a wrong secret code at the time of dispatch1. (1Code available at: https://github.com/nisharan/OnlineSupplyChainManagement).  
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that uses IoT sensors to monitor the records and reduce the cost of the 
pharmaceutical supply chain. Since the medical industry has many 
complexes and strict regulatory compliance over the shipment and 
dispatch of medical products, the use of IoT devices can ensure rigorous 
quality control and regulations. 

Smart contracts are employed to assess and govern the pharma 
freights’ attributes such as temperature, number of days to deliver the 
product, and pressure mentioned in the dispatch agreements between 
stakeholders involved. Many logistics industries such as DHL and 
Accenture have started adopting and trailing using blockchain tech
nology to eliminate counterfeit products and ensure that delivery of the 
goods is not tampered with (SupplyDemandChain, 2018). These orga
nizations have built a working prototype that tracks the pharma prod
ucts from point of origin until it reaches the consumer, preventing 
tampering and any dispatch errors but have not implemented a fully 
functional system. Multi-tier, highly disjointed, and geographically 
spread are some of the characteristics of today’s supply chain (Jüttner 
et al., 2003; Oracle NetSuite, 2022; Oracle, 2018). All these common 
grounds constitute complexity in probing incidents and tracing or 
tracking events in case of abrupt disruptions. The end-to-end trans
actions starting from manufacturer to end consumer are usually opaque 
which makes the supply chain management more complicated. There is 
an alarming need for this chain to be transparent which can now be 
made possible with the help of blockchain. Blockchain can be also useful 
in tackling certain sustainable development issues (Lund et al., 2019), as 

discussed in Table 1. Integrating blockchain into business application 
systems such as enterprise resource planning (ERP), customer relation
ship management (CRM), warehouse management system (WMS), and 
manufacturing execution systems (MES), will enhance the profit and 
help the customers to achieve success as proposed by Infosys (Infosys, 
2018). Further, the benefits of integrating the ERP systems and block
chain discussed in this report are:  

• The entire process of manufacturing, tracking, sales, and purchase 
and its integration with blockchain will hold an immutable and 
tamper-proof copy of transactions to be used as a reference at any 
time by authentic participants.  

• The financial transactions generated by ERP systems can be made 
transparent and reliable by integrating with blockchain.  

• Blockchain, when integrated with ERP, WMS, and MES systems, can 
reduce feuds over invoices, purchases, shipments, and returns. All 
these are recommendations and high-level business ideologies with 
no practical implementation. 

Finlync (2003), a pioneer in leading innovation for financial in
stitutions and businesses in ERPhasve developed a plug–and–play inte
gration for SAP, Ethereum, and Hyperledger blockchains for managing a 
business in the digital era. It offers more services such as integration of 
SAP with other blockchains and extending services in finance, HR, and 
supply chain. It is highlighted that three potential areas in the supply 

Fig. 22. Logs showing a breach condition1. (1Code available at: https://github.com/nisharan/OnlineSupplyChainManagement).  

Fig. 23. Performance analysis of Pharma-smart contract functions.  
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chain domain can be improved. Firstly, it is the emergence of middle
ware technologies such as Microsoft Dynamics NAV, AX, and CRM. The 
second is the identification of use cases in the supply chain that can 
benefit from the blockchain network and the third is blockchain as a 
service (BaaS). Many mid-size organizations are now adopting ERP 
systems on a larger scale. 

The cardinal feature of ERP systems is a shared database that sup
ports all the functions across different business units defined (Oracle, 
2018). Parties across different business divisions, for example, ac
counting, sales, and logistics can rely on and operate upon the same 
information for carrying out business operations. Technology-based 
solutions such as Cloud-based solutions - Software-as-a-Service can 
help to implement such a system that makes the ERP software afford
able, easier to implement and manage, and empowers employees by 
presenting real-time business intelligence reports. Organizations need to 
understand the capabilities of IoT and blockchain to identify and address 
the supply chain industry’s challenges. Oracle and Delloite (Oracle, 
2018) have come together to identify the core use cases to apply 
blockchain functionality to the supply chain process. The report com
prises 5 use cases:  

▪ Tracking of the product throughout the supply chain process 
including the origin and product journey tracking.  

▪ Digitization and auto verification of all supply chain 
documents.  

▪ Monitoring and exceptional handling of quality attributes such 
as temperature, volume, and weight.  

▪ Handling Settlements or reverse logistics.  
▪ Automated monetary settlements without intermediaries. 

By adopting a blockchain and IoT-based approach, parties involved 
can embark on an innovative and secure journey by adopting a value- 
driven approach. Traditional business structures may not be effective 
for such decentralized ecosystems due to their dynamic nature. To uti
lize the benefits of innovative technologies and implement the system 
successfully, robust risk management strategies and governance frame
works need to be constructed. The report emphasizes the importance of 
robust system architecture, communication architecture, and security 
paradigms to consider, setting up regulations and standards, and defi
nite security practices. 

Oracle (Oracle NetSuite, 2022; Oracle, 2018) has also highlighted 
that a transparent and secure supply chain can be made possible by 
integrating blockchain with the ERP systems for a value-driven 
approach. It is suggested that by integrating parties across diverse 
business divisions and by operating on a unique set of information, the 
integrity of the business can be well improved by keeping the mid
dlemen at bay. Employing cloud technologies such as IoT can help all 
partners within the business chain to keep well informed about the 
movement of the products in the supply chain, any violation or breach 
that may occur during the transportation of goods, and ensure end- 
consumer satisfaction. Further, by inculcating blockchain technology, 
auto verification of all supply chain agreements and contracts signed 
between business collaborators can be governed and monitored by all 
proprietors involved. Table 3 presents the comparative analysis of the 
cost between the traditional approaches and the blockchain-based 
approach for carrying out supply chain projects. 

Though blockchain has gained importance across many platforms 
and industries, there are several research questions still to be addressed. 
Although the business activities carried out vary between organizations, 
the operational issues in the pharmaceutical supply chain continue to 
prevail (Yli-Huumo et al., 2016); (Reyna et al., 2018). The most common 
shortcomings are:  

▪ Gaining industry adoption: Most industries are still in the 
process of adopting digital tools and upcoming technologies. 
There is always a certain amount of reluctance in embracing 
new technologies into business as the outcome is unknown and 
there is a measurable percentage of the opinion of the stake
holders and partners involved in making new business 
decisions.  

▪ Setting standards and regulations: The primary challenge for 
blockchain adoption is regulation. The regulatory standard has 
not caught up to innovation and is slow in many cases in the 
adoption of new technologies. More products, technologies, 
and services can be utilized by mainstream consumers only 
when there is a robust regulatory framework, though in many 
cases consumers are not aware of the changes taking place in 
the business world.  

▪ Scalability: Mass adoption across industries is not possible if 
blockchain can’t scale related to latency and throughput, as 
slower applications can’t be adopted for the sake of decen
tralization. EOS (EOS.IO is the system architecture) (Reyna 
et al., 2018) is one of the projects trying to solve the scalability 
issues for decentralized applications. This project uses the 
Delegated proof of stake consensus algorithm and has adopted 
parallel processing technology which enables Decentralized 
Applications (DApps) and transactions to be processed simul
taneously without doubling the load on the network which can 
be made possible by adding processing power and machines to 
the resource pool.  

▪ Integrating with IoT: Bitcoin has been recently used to provide 
security in p2p systems (Reyna et al., 2018). However, block
chains are computationally expensive and involve high band
width delays and overheads, which is not suitable for IoT 
devices. In a typical IoT deployment, limited resource devices 
are used for forwarding sensor data to upper layers. When 
integrating with blockchain, end nodes need a cryptographic 
functionality to be provided to IoT devices. When implement
ing on a large scale, these factors are important to be 
considered. 

The DAO (Distributed Autonomous Organization) attack is one of the 
major attacks that ever happened in the Bitcoin industry, in which the 
hacker drained 3.6 M ether, forcing the Ethereum founders to take 
radical measures and create a hard fork to salvage the lost funds. 
However, with stable programming practices, the attacks on smart 

Table 1 
Blockchain-based solutions for sustainability issues in the supply chain (Lund 
et al., 2019; Alharthi et al., 2020).  

Sustainability Problems Blockchain-based solutions 

Economic-related Permits disintermediation where lower tiers assist to 
minimize the cost of time and transaction, thereby 
reducing minimal waste. 

Environmental Tracking substandard products; Enhances 
transparency and traceability of smart contracts 
resulting in increased sustainability of the 
environment. 

Access to High-Quality Data 
for Everyone 

All parties involved in a transaction will have 
accurate, timely, consistent, and complete data to 
make a well-informed decision. 

Unethical Suppliers and 
Counterfeit Products 

Proactive supply chain sustainability can be 
achieved using blockchain as the data it offers can 
help identify and correct contract violations, 
redundancies, and bottlenecks in the flow of goods. 

Social Increased transparency between stakeholders of the 
supply chain industry across the globe, leading to 
social sustainability. Helps government to track 
government policy adherence corresponding to the 
working hours of employees. 

Improved Visibility Visibility, identifying all parties involved in a 
transaction, the state, quality, and price of the 
products as well as the date and location of the 
transaction is recorded in an immutable fashion and 
becomes evident.  

S. Abdallah and N. Nizamuddin                                                                                                                                                                                                             



Computers & Industrial Engineering 177 (2023) 108997

17

contracts can be warded off effectively. On the other hand, when it 
comes to real-world implementation by utilizing sensors, hardware 
plays a key role in determining the accuracy of data, which is assured by 
the quality control team of the manufacturer. To verify that, we need to 
hit the hardware commands from User Interface - through the sensor 
attached to the controller. However, we are yet to implement it practi
cally for our blockchain-based application. Also, the storage of data 
collected from sensors needs to be stored on a decentralized file system 
named IPFS (Interplanetary file system) as blockchain is not capable of 
storing a large quantity of data. IPFS is one of the most trusted file 
systems for handling data storage for blockchain. It uses hash keys. We 
have planned to implement this as a part of future work. A stable and 
robust framework can only be designed if the challenges are addressed. 
Besides, the article aims to assimilate the payment processing features 
into the existing design, in which automatic payments can be made 
possible with cryptocurrency transactions. 

6. Conclusion 

In this paper, we have adopted the design science research model, to 
propose a solution for the pharma supply chain industry. The proposed 
framework will guarantee the delivery of credible pharmaceutical 
products to the end consumer using IoT sensor technology and block
chain technology powered by smart contracts. Our proposed framework 
focuses on the pharmaceutical supply chain, but our solution framework 
and smart contract code and algorithms are generic enough to be 
extended and applied to other supply chain frameworks that transport 
perishable goods. We implemented the functionality of the smart con
tract code using Remix IDE and focused on cases related to the trust
worthiness in the delivery of the pharmaceutical package, detection of 
breaches during transportation, and refunds. In future work, we plan to 
deploy smart contracts on the Hyperledger platform and develop 
Decentralized Applications (DApps) with various other real-world en
tities such as drug manufacturers, distributors, and patients. 
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