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ABSTRACT Insider threat detection has become a paramount concern in modern times where organizations
strive to safeguard their sensitive information and critical assets from malicious actions by individuals
with privileged access. This survey paper provides a comprehensive overview of insider threat detection,
highlighting its significance in the current landscape of cybersecurity. The review encompasses a broad
spectrum of methodologies and techniques, with a particular focus on classical machine-learning approaches
and their limitations in effectively addressing the intricacies of insider threats. Furthermore, the survey
explores the utilization of modern deep learning and natural language processing (NLP) based methods
as promising alternatives, shedding light on their advantages over traditional methods. The comprehensive
analysis of results from experiments utilizing NLP and large language models to detect malicious insider
threats on the CMU CERT dataset reveals promising insights. Studies surveyed in this paper indicate that
these advanced techniques demonstrate notable efficacy in identifying suspicious activities and anomalous
behaviors associated with insider threats within organizational systems. Additionally, the survey underscores
the potential of NLP and large language model-based approaches, which can enhance threat detection by
deciphering textual and contextual information. In the conclusion section, the paper offers valuable insights
into the future directions of insider threat detection. It advocates for the integration of more sophisticated
time-series-based techniques, recognizing the importance of temporal patterns in insider threat behaviors.
These recommendations reflect the evolving nature of insider threats and emphasize the need for proactive,
data-driven strategies to safeguard organizations against internal security breaches. In conclusion, this survey
not only underscores the urgency of addressing insider threats but also provides a roadmap for the adoption
of advanced methodologies to enhance detection and mitigation capabilities in contemporary cybersecurity
paradigms.

INDEX TERMS Insider threat detection, privilege escalation, anomaly detection, user action graph, cyber
security, user behavior, temporal information, pre-trained language models, word embedding, CERT dataset.

I. INTRODUCTION
Insider threat detection is a critical component of cyberse-
curity, primarily concerned with identifying and mitigating
security risks originating from individuals with authorized
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access to an organization’s systems, data, or facilities. This
domain has gained increasing significance due to the rising
frequency and severity of insider threats, encompassing
activities such as data theft, fraud, sabotage, and espionage by
trusted insiders. Statistical evidence underscores the urgency
of addressing this issue, with insider threats responsible
for 35% data breaches in a 2023 Verizon Data Breach
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Investigations Report [1]. Malicious insider threats, in par-
ticular, inflict damage 20 times greater than external actors
and incur an average cost of $4.5 million per breach.

This survey delves into the multifaceted field of insider
threat detection, elucidating the approaches and technologies
employed while considering behavioral, technical, and orga-
nizational aspects. It also explores the evolving landscape of
insider threats in the context of technological advancements,
remote work paradigms, and the integration of artificial intel-
ligence and machine learning-driven solutions. In sectors like
banking, healthcare, government, technology, and workplace
safety, identifying and classifying malicious insiders are
essential for safeguarding sensitive data, maintaining privacy,
ensuring compliance with regulations, preventing financial
losses, and addressing the evolving nature of insider threats
in a technologically advancing world.

The relevance of insider threat detection and classification
is further emphasized by the evolving methods and motiva-
tions of malicious insiders, the increasing volume of sensitive
data, stringent regulatory requirements, potential financial
repercussions, and the enhanced capabilities provided by
AI and machine learning for detection and classification in
modern organizations [2].

II. BACKGROUND AND MOTIVATION
The historical development of insider threat detection has
evolved significantly over time, reflecting the changing
landscape of security challenges. Initially, insider threat
detection relied on simplistic methods, primarily rooted in
interpersonal trust and rudimentary surveillance practices [3],
[4]. During the pre-digital era, the primary focus was on
physical security, with security personnel playing a pivotal
role in identifying suspicious behavior among employees.
However, as technology advanced, so did the nature of insider
threats.

With the advent of computer technology and the digi-
talization of business processes, insider threats transformed
in the 1980s and 1990s, taking the form of unauthorized
access to computer systems and data theft [5]. To counter
these emerging threats, the field of insider threat detection
underwent adaptations. Early strategies included the develop-
ment of access control mechanisms and user authentication
systems, such as password-based systems and user access
logs.While effective at identifying unauthorized access, these
methods had limitations when it came to detecting subtler
insider threats, like privileged users abusing their access
rights [3], [6].
As technology continued to advance, insider threat detec-

tion methods evolved accordingly. In the 2000s, behavioral
analytics emerged as a promising approach. This method
involved monitoring and analyzing user behavior to identify
deviations from established patterns. By creating user profiles
and scrutinizing changes in behavior, organizations could
better detect anomalies indicative of insider threats. Concur-
rently, data loss prevention (DLP) solutions gained promi-
nence. DLP systems focused on monitoring and preventing

the unauthorized transfer of sensitive data, a critical aspect
of combating insider threats related to data exfiltration [7].
Furthermore, the integration of machine learning and artifi-
cial intelligence (AI) into insider threat detection marked a
significant turning point. AI-driven solutions could analyze
vast datasets in real-time, enabling organizations to detect
subtle patterns and anomalies that traditional methods might
overlook. Machine learning models excelled at identifying
changes in user behavior, promptly flagging potentially
malicious activities [8].

In recent years, the convergence of technologies like
big data analytics, cloud computing, and the Internet of
Things (IoT) has further expanded the scope of insider threat
detection. These technologies generate massive amounts of
data that can be harnessed to enhance detection capabilities.
Additionally, the shift toward remote and hybrid work
environments, accelerated by the COVID-19 pandemic, has
introduced new complexities to insider threat detection.
Employees now access organizational resources from various
locations and devices, demanding adaptability in detection
strategies [9].

III. LITERATURE REVIEW
The literature survey begins by delineating four fundamental
facets within the domain of insider threats: types of insider
threats, insider threat detection approaches, data sources and
features, and machine learning and data mining techniques.
These constituent elements represent critical dimensions of
research and inquiry surrounding the complex issue of insider
threats to organizational security. The following sections will
provide an in-depth exploration of each of these components,
explaining the existing body of knowledge, and discerning
prevalent trends and developments therein. Through this
survey, the research aims to offer a comprehensive overview
of the extant literature in the field, thereby contributing to
the broader understanding and effective mitigation of insider
threats.

A. MAJOR CATEGORIES OF INSIDER THREATS
Insider threats can be categorized based on various criteria,
each shedding light on different aspects of these security
challenges. One fundamental categorization of insider threats
revolves around the individual’s intent and motivations. This
criterion differentiates between malicious intent, accidental
actions, and fraudulent activities. One such classification is
shown in Figure 1.

1) MALICIOUS INSIDER THREATS
Malicious insider threats encompass actions taken by indi-
viduals with the deliberate intent to harm their organization.
These individuals may engage in activities such as data
theft, sabotage, or espionage, driven by a desire for revenge,
ideological beliefs, or personal gain [10]. Their actions
are characterized by a conscious and purposeful effort to
compromise security. Perhaps one of the most famous cases
of a malicious insider threat, Edward Snowden, a former
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FIGURE 1. Major categories of insider threats.

contractor for the U.S. National Security Agency (NSA),
intentionally leaked classified information in 2013 [11].
Snowden’s actions were driven by his belief that the
NSA’s mass surveillance programs violated privacy rights.
He exposed extensive details about these programs, leading
to significant repercussions and debates on government
surveillance. Bradley Manning, a U.S. Army intelligence
analyst, intentionally leaked classified military documents
and diplomatic cables in 2010 to WikiLeaks. Manning’s
actions were motivated by a desire to expose what he per-
ceived as government wrongdoing and human rights abuses.
This massive data breach had wide-ranging diplomatic and
security implications [12].

2) ACCIDENTAL INSIDER THREATS
Conversely, accidental insider threats involve actions taken by
individuals without any malicious intent. These may include
inadvertent data breaches, misconfigurations, or errors in
judgment that inadvertently compromise security. Accidental
insider threats often stem from a lack of awareness or
training regarding security protocols and best practices. The
Facebook Data Leak - In 2019, Facebook unintentionally
exposed hundreds of millions of user records due to a
misconfigured server [13]. This accidental insider threat
occurred when sensitive data, including user passwords, was
stored in an unsecured format. It was a result of an oversight
in Facebook’s data handling practices rather than malicious
intent. In 2017, a bug in the Dropbox file-sharing service
allowed users to log in to accounts without the correct
password. This accidental insider threat stemmed from a
software flaw, enabling unauthorized access to user accounts
and data [14]. Dropbox addressed the issue promptly once it
was identified.

3) FRAUDULENT INSIDER THREATS
Fraudulent insider threats pertain to actions taken by
individuals with the intent to deceive or commit fraud within
the organization. Such threats may involve embezzlement,
financial manipulation, or other deceptive practices aimed at
personal financial gain. Fraudulent insiders manipulate their
position within the organization to exploit vulnerabilities
for their illicit objectives. The Enron scandal [15] of the
early 2000s involved several top executives engaging in
fraudulent insider threats. Key individuals, including theCEO
and CFO, manipulated financial statements and concealed

massive debts to inflate the company’s stock value. The fraud
ultimately led to the bankruptcy of Enron and the loss of
billions of dollars for investors and employees. In 2016,
Wells Fargo faced a scandal when it was revealed that
employees had fraudulently opened millions of unauthorized
bank accounts and credit cards in customers’ names. This
fraudulent insider threat aimed at meeting sales targets and
earning incentives, resulting in financial harm to affected
customers and damage to the bank’s reputation [16].

4) PRIVILEGED VS. NON-PRIVILEGED INSIDER THREATS
This categorization distinguishes between privileged insiders,
who typically possess elevated access within the organiza-
tion, and non-privileged insiders, who have limited influence
and access. A notable case illustrating the significance of
privileged insiders involves the 2013 cyberattack on Target’s
payment system, where cybercriminals compromised credit
card information for millions of customers. This breach was
facilitated by an HVAC contractor with privileged access to
Target’s network for maintenance purposes [17]. In contrast,
the 2017 Equifax data breach, affecting 147 million indi-
viduals, was not caused by a privileged insider but resulted
from a vulnerability in Equifax’s website software, whichwas
exploited by cybercriminals to gain unauthorized access to
sensitive customer data [18].

5) DURATION OF INSIDER THREATS
Additionally, insider threats can be categorized based on their
duration or persistence. Some insider threats may manifest
as isolated incidents or short-term actions, while others
may involve prolonged, continuous, or recurring activities.
Understanding the duration of insider threats is crucial for
devising effective detection andmitigation strategies. Edward
Lee Howard, a former CIA officer, posed a long-term insider
threat by defecting to the Soviet Union in 1985. He had access
to classified intelligence for an extended period [19], which
he potentially shared with Soviet authorities over several
years, compromising U.S. national security.

B. INSIDER THREAT DETECTION APPROACHES
Insider threat detection is a critical area of focus in the field
of cybersecurity, necessitating a variety of approaches and
techniques for effective mitigation. The presented summary
in Table 1 provides a comparison between the diverse ML
and DL techniques employed in insider threat detection.
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TABLE 1. A comprehensive overview of the diverse ML and DL approaches employed in detecting insider threats.

These approaches and techniques can be broadly categorized
into several key strategies. These various approaches for
insider threat detection collectively contribute to enhancing
an organization’s capability to identify and respond to
the diverse and evolving nature of insider threats. The
malicious insider threat methods can be classified into
different categories based on the underlying technique
used.

Some frequently employed methodologies used in the
malicious threat detection literature are shown in Figure 2 and
their details are as follows:

1) BEHAVIOR-BASED DETECTION METHODS
Behavior-based detection methods involve the analysis
of user actions and activities, employing algorithms and
techniques such as user behavior analytics (UBA), time-
series analysis, clustering, and sequence pattern mining to
create models of normal user behavior [60], [61]. Deviations
from these models can trigger alerts for further investigation,

making them suitable for identifying novel insider threats
and subtle anomalies that rule-based approaches might
miss. While behavior-based methods provide context-rich
insights into potential insider threats, they can produce false
positives when legitimate user behaviors change and may
demand substantial computational resources for continuous
monitoring. Additionally, they may struggle to detect sophis-
ticated insider threats that imitate normal user behavior.
The authors of [62] and [63] show that the effectiveness of
these methods hinges on the quality of the baseline behavior
models.

2) RULE-BASED DETECTION METHODS
Rule-based detection methods [64] rely on predefined rules
or policies to identify suspicious activities. These methods
often use regular expressions to search for specific patterns
in log files or network traffic and signature-based rules in
intrusion detection systems (IDS) to detect known malicious
activities. Network-based rule engines, such as Snort, employ
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FIGURE 2. Insider threat detection approaches.

preconfigured rules to identify network traffic patterns
associated with insider threats [65]. Rule-based detection
is effective in identifying known attack patterns or policy
violations, offering control over the detection process for
customization to specific security requirements [64], [66].
However, these methods may struggle to adapt to emerging or
novel insider threats that do not match predefined rules. They
heavily depend on expert knowledge to define and update
rules, potentially leading to delays in addressing rapidly
evolving threats and the possibility of false negatives when
new tactics are employed by insider threats.

3) ANOMALY DETECTION METHODS
Insider threats pose a significant challenge to the security
of organizational systems, as malicious activities initiated
by individuals with privileged access can lead to severe
consequences. Addressing this concern requires robust and
sophisticated anomaly detection methods that can discern
abnormal behavior from the vast volumes of legitimate user
activities. In recent years, the integration of machine learning
(ML) and deep learning (DL) techniques has emerged as a
promising avenue for enhancing the accuracy and efficiency
of insider threat detection.

Machine learning techniques, such as clustering, clas-
sification, and various ensemble methods, have shown
considerable success in identifying anomalous patterns in
user behavior [40], [44], [67], [68], [69]. Unsupervised
learning approaches, including clustering algorithms like
K-Means and hierarchical clustering, are adept at grouping
similar behavioral patterns and flagging outliers [61], [70],
[71], [72]. Moreover, supervised learning methods, such as
support vector machines (SVM) and random forests, leverage
labeled datasets to train models capable of discriminating
between normal and malicious activities [73], [74], [75].
Ensemble methods, such as boosting and bagging, amal-
gamate multiple base models to enhance overall predictive
performance, demonstrating efficacy in detecting subtle
deviations indicative of insider threats [48], [50], [51], [76],
Several studies [45], [49], [55], [57], [62] have demon-

strated that deep learning, characterized by the use of neural
networks with multiple layers, has remarkable capabilities in
capturing intricate patterns within complex datasets. Recur-
rent Neural Networks (RNNs) and Long Short-TermMemory
(LSTM) networks, designed to handle sequential data, excel

in capturing temporal dependencies in user behavior, making
them well-suited for insider threat detection [63], [77]. Addi-
tionally, autoencoders, a form of unsupervised deep learning,
have shown promise in reconstructing normal patterns and
identifying anomalies [78]. The ability of deep learning
models to automatically extract hierarchical representations
from raw data contributes to their effectiveness in discerning
subtle anomalies that may elude traditional methods.

Despite the progress made in leveraging ML and DL for
insider threat detection, several challenges persist. Issues
related to data scarcity, model interpretability, and adver-
sarial attacks necessitate continued research efforts. Future
directions should explore the integration of explainable AI
techniques, the development of hybrid models combining
the strengths of traditional methods and deep learning, and
the enhancement of models’ robustness against adversar-
ial manipulations. Moreover, collaborative research efforts
should focus on the creation of benchmark datasets that
mirror real-world insider threat scenarios to facilitate fair
comparisons and advancements in the field.

4) SIGNATURE-BASED DETECTION METHODS
Signature-based insider threat detection relies on predefined
patterns or signatures to identify known malicious activities
perpetrated by insiders. In this approach, specific behav-
ioral patterns or indicators of compromise associated with
insider threats are cataloged in a signature database [79].
These signatures encompass a range of anomalous actions,
including unauthorized access to sensitive data, abnormal
data exfiltration, or suspicious system interactions. The
detection mechanism operates by comparing the observed
behavior within an organization’s network or systems to these
predefined signatures. When a match is identified, the system
triggers an alert or takes predefined actions, such as blocking
access or notifying security personnel. The authors of [80]
and [81]. suggests that while signature-based detection is
effective in recognizing well-established and documented
insider threats, its limitation lies in its inability to identify
novel or previously unseen malicious activities, as it heavily
relies on historical data and known attack patterns.

5) HEURISTIC-BASED DETECTION METHODS
Heuristic-based insider threat detection approaches in [82]
and [83] present proactive ways to identifying potential
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malicious activities by establishing a set of rules, guidelines,
or heuristics that define normal behavior within an organi-
zation’s network or information systems. Unlike signature-
based detection, which relies on predefined patterns,
heuristic-based methods focus on recognizing deviations
from established norms. The heuristics are typically derived
from a combination of industry best practices, security
policies, and domain-specific knowledge. By defining what
is considered typical behavior for users or system processes,
these heuristics enable the detection of anomalies that may
indicate insider threats.

One key advantage of heuristic-based detection, as sug-
gested by the authors of [84], lies in its adaptability to evolv-
ing threat landscapes and its capability to identify previously
unseen malicious activities. Rather than relying on historical
data and predefined signatures, heuristic-based approaches
can dynamically adjust to changes in user behavior or system
interactions. For instance, heuristics may include rules that
flag abnormal data access patterns, unauthorized privilege
escalations, or unusual network traffic. This flexibility
allows organizations to respond to emerging threats and
tailor their detection mechanisms to specific operational
contexts.

However, the effectiveness of heuristic-based insider threat
detection relies heavily on the careful design and fine-tuning
of the heuristics themselves as demonstrated in [10], [42],
and [61]. Striking a balance between sensitivity to detect
genuine threats and avoiding false positives is crucial. Addi-
tionally, continuous monitoring and refinement of heuristics
based on feedback from real-world incidents contribute to
the ongoing improvement of detection accuracy. Integrating
heuristic-based methods with other detection approaches,
such as machine learning or anomaly detection, can further
enhance the overall resilience of insider threat detection
systems, providing a comprehensive defense against both
known and novel insider threats.

C. DATA SOURCES AND FEATURES
The field of malicious insider threat detection relies on
diverse and purpose-driven data sources and datasets to
unveil covert activities within organizations. Network logs,
including firewall and intrusion detection system records,
offer real-time insights into network traffic and suspicious
communication patterns. User behavior data, encompassing
login histories and file access logs, provide critical infor-
mation for profiling normal and aberrant behavior. Textual
sources like emails, chat messages, and incident reports offer
contextual information and communication patterns. These
multifaceted data sources empower researchers to develop
robust detection methodologies to counter malicious insider
threats.

The TWOS dataset, generated through a gamified compe-
tition [85], provides authentic insider threat instances. This
publicly available dataset includes data on masquerader and
traitor behaviors, defensive and offensive strategies, making
it a valuable resource for malicious threat detection research.

The Sentiment140 dataset [86], while not designed for
malicious insider threat detection, can be potentially useful by
applying sentiment analysis techniques to identify negative
sentiments on social media platforms. It offers additional
context and early warning signals when used in conjunction
with internal data sources.

The CERT dataset, created by the CERT Insider Threat
Center at Carnegie Mellon University, is a comprehensive
collection of logs and data related to insider threat inci-
dents [87]. It falls into the category of labeled, real-world
insider threat datasets and is highly valuable for research
in this field. It enables the development and testing of
sophisticated detection algorithms and models.

Text-based features within the CERT dataset provides
critical insights into malicious insider activities Natural
language processing techniques facilitate the analysis of
communication patterns, sentiment shifts, and linguistic
anomalies. Machine learning models leverage textual data
to discern abnormal behavior, identify coordination among
malicious insiders, and reveal emergent topics of interest.
The integration of machine learning and artificial intelligence
techniques enhances the precision of malicious insider threat
detection when combined with complementary information
sources. Table 2 shows a few activity types included in CERT
dataset along with their attributes.

The RUU (Are You You?) Dataset, introduced by Salem
and Stolfo [88], comprises host-based events from 34 regular
users and includes masquerade sessions conducted by
14 individuals. This dataset serves as a valuable resource
for researching masquerader detection and insider threat
identification, offering real-world insights into deceptive
activities within computer systems.

D. LEARNING-BASED INSIDER DETECTION TECHNIQUES
The field of malicious insider detection has witnessed a
notable surge in interest in recent years, owing to the
increasing recognition of the grave security risks posed by
individuals within an organization who abuse their privileged
access to sensitive information for malicious purposes.
To combat this threat, various machine learning and data
mining techniques have been employed, offering promising
avenues for the detection of insider threats. This academic
discourse aims to provide an overview of the prevalent
techniques and algorithms utilized for this purpose, while
also setting forth noticeable trends, and highlighting their
respective advantages and disadvantages. Table 3 presents a
comparative analysis of machine learning and deep learning
approaches as observed in recent studies within the mali-
cious insider detection domain. The table also emphasizes
the performance metrics and datasets employed in these
studies

A dominant trend in the domain of malicious insider
detection involves the utilization of supervised learning tech-
niques. These methods rely on labeled datasets comprising
historical insider threat incidents, allowing algorithms to
learn patterns indicative of malicious behavior. Commonly
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TABLE 2. Various types of employee activities containing textual content.

employed supervised learning algorithms include logistic
regression, decision trees, random forests, and support
vector machines. Their advantage lies in their ability to
provide interpretable results and establish a direct connection
between input features and threat prediction. Nevertheless,
the efficacy of supervised techniques is contingent upon
the availability of comprehensive and accurate training data,
which can be challenging to obtain due to the low occurrence
rate of insider threats.

Unsupervised learning techniques have also gained trac-
tion in the context of malicious insider detection. Anomalous
behavior is detected by identifying deviations from estab-
lished norms without relying on labeled data. Clustering and
anomaly detection algorithms, such as k-means, DBSCAN,
and isolation forests, have been employed for this purpose.
The principal advantage of unsupervised learning is its ability
to uncover novel and previously unknown threats. However,
these techniques often produce higher false-positive rates,
necessitating further investigation and verification of flagged
anomalies.

In recent years, deep learning algorithms, particularly
recurrent neural networks (RNNs), convolutional neural
networks (CNNs) and Graph neural Networks (GNNs) have
gained prominence for their ability to analyze complex, high-
dimensional data such as user activity logs and network
traffic. Deep learning models excel at capturing intricate
patterns and dependencies in data, rendering themwell-suited
for insider threat detection in intricate and dynamic environ-
ments. Nonetheless, the inherent black-box nature of deep
learning models poses challenges in terms of interpretability,
raising concerns regarding their explainability which is an
important issue in the domain of cyber security.

Another discernible trend involves the fusion of multiple
data sources, including user behavior analytics, system logs,

and network traffic data, to enhance the accuracy of insider
threat detection. The amalgamation of diverse data types
allows for a more comprehensive understanding of user
activities, thereby reducing false positives and improving
detection rates. However, this approach introduces new chal-
lenges related to data pre-processing, feature engineering,
model selection and computational complexity.

Recent work [20] explores the application of one-class
algorithms for data stream-based insider threat detection,
using a hybrid analysis approach that combines offline batch
training and online stream retraining. The approach shows
promise in handling highly imbalanced datasets and adapting
to concept changes in the data stream. However, it requires
labeled normal samples, may lead to false positives, and
needs further validation in real-world scenarios to assess its
practical effectiveness.

In [21], the authors have proposed amachine learning-based
system for detecting and classifying insider threats in
cloud computing. The approach uses an ensemble approach
with four machine learning algorithms, namely Random
Forest, AdaBoost, XGBoost, and LightGBM, applied to a
customized dataset from the CERT Insider Threat Tools
dataset. The advantages of the approach used in this
paper include higher accuracy in classification compared to
previous studies. However, a potential disadvantage of the
technique is the requirement for a large amount of data to
train ML models effectively.

The authors of [22] propose a novel approach for detecting
insider threats based on constructing a time-series user action
graph (UAG) and using an ensemble autoencoder model
for anomaly detection. The approach achieves outstanding
performance in detecting anomalies and offers a more
accurate and comprehensive understanding of user behavior.
Nevertheless, the approach’s limitations include a reliance on
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TABLE 3. A Comparative analysis of machine and deep learning approaches with performance metrics and dataset overview.
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a substantial amount of training data and the possibility of
false positives.

Recent work [23] explores the application of unsupervised
machine learning for insider threat detection, using a hybrid
solution that leverages both misuse and anomaly detection.
The approach based on Isolation Forest REF successfully
detects malicious insider activity during the training phase
but shows negligible success during the testing phase.
The pros of this technique include its simplicity and the
ability to detect unknown threats. At the same time, the
shortcomings revolve around the lack of information on
known malicious insiders and their actions. Another study
utilizing a semi-supervised anomaly detection model for
insider threat detection in website cluster systems is proposed
in [24]. The model combines agglomerative hierarchical
clustering and heuristic-based log parsing techniques and
utilizes user behavior, system, and time-based features for
classification. The model achieves high accuracy in detecting
unknown attacks but has the potential for model overfitting
and difficulty in processing audit log data.

This research work in [25] proposes a methodology
for insider threat detection using a combination of Linear
Discriminant Analysis (LDA) REF and Spider Monkey
Optimization (SMO) REF algorithms. The approach uses
psychological sentiment analysis based on email and network
browsing data to detect malicious insiders with negative
emotions. The advantages of this approach include its ability
to use advanced machine learning techniques and detect
subtle and adaptive insider attacks. However, the approach
also has limitations such as the lack of labeled data and the
subjective nature of psychological sentiment analysis.

Recent work [26] achieves the development of a Con-
tinuous Audit System (CAS) for insider threat detection
using a deep attention neural network REF. A deep attention
neural network for insider threat detection operates by
leveraging hierarchical attention mechanisms to focus on
specific features or behaviors within user activities, enabling
refined analysis for potential security risks. The model excels
in capturing subtle anomalies and patterns, enhancing its
ability to detect insider threats effectively. The advantages
include improved accuracy, adaptability to evolving attack
methods, and the ability to handle complex, multi-modal data
sources. However, challenges lie in the interpretability of
attention weights, potential biases in training data, and the
computational demands of deep architectures. Additionally,
fine-tuning and maintaining such models require significant
resources, and their success is contingent on the continuous
evolution of threat landscapes and the adaptation of detection
strategies

Inspired by the previous achievements of recurrent models
for the insider threat detection task, [27] achieves the
detection of insider threats through the proposed S-LSTM
model, which combines the SMOTE technique for handling
unbalanced data and the LSTM algorithm for sequential
activity analysis. A SMOTE-based Long Short-Term Mem-
ory (LSTM) model for insider threat detection operates by

utilizing the Synthetic Minority Over-sampling Technique
(SMOTE) to address class imbalance in sequential data.
This approach involves generating synthetic instances of
the minority class, enhancing the LSTM’s ability to learn
from imbalanced datasets containing rare instances of
insider threats. The benefits include improved sensitivity to
potential threats, enhanced generalization, and better overall
model performance. However, challenges include the risk
of overfitting due to synthetic data generation, the need for
careful hyperparameter tuning for both SMOTE and LSTM
components, and potential difficulties in interpreting the
model’s decisions. Another recent study [40] has developed
an ML-based model that uses SMOTE for resampling the
malicious users class and XGBoost algorithm with hyperpa-
rameter tuning for detecting malicious insider threats. The
advantages of this technique include its robustness and ability
to handle structured data effectively. However, a potential
shortcoming lies in the requirement for a substantial amount
of training data, which may limit its effectiveness in detecting
unknown or zero-day attacks.

Recent work [28] proposes a novel approach, the
Dual-Domain Graph Convolutional Network, for insider
threat detection that combines user behavior and structural
information to achieve improved accuracy and reduced false
positives. Dual-domain GCN uses a hybrid technique of
machine learning and graph convolutional networks to extract
embeddings from both the original topology structure and
the fused structure. It works by leveraging graph-based
representations of relationships between entities in both
user behavior and contextual information domains. The
advantages of this approach include the ability to capture
different scale information, while the disadvantage is the need
for a large amount of data for training.

Reference [29] proposes a semi-supervised approach for
insider threat detection using user and entity behavior
analytics (UEBA) and a combination of behavioral and
network traffic analysis. The proposed framework utilizes
a combination of behavior-based and rule-based detection
methods to classify user behavior as normal or anomalous.
The strengths of this approach include its ability to detect
zero-day and spear phishing attacks efficiently, while its
weaknesses include the need for a large amount of data for
training and the possibility of false positives.

A recent study on insider threat classification [30]
introduces Log2Graph, an insider threat detection method
based on graph convolutional neural networks (GCN) that
combines supervised and unsupervised methods. It operates
by transforming log data into a graph representation, where
nodes represent entities (such as users or devices) and
edges denote relationships and interactions. This graph-based
approach allows for the extraction of meaningful patterns
and anomalies, providing a comprehensive view of user
behavior. The benefits include improved interpretability,
enhanced detection of complex attack patterns, and the
ability to capture temporal dependencies in user activities.
However, challenges involve the need for effective graph
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construction and potential scalability issues with large
datasets. Additionally, the success of Log2Graph relies on the
quality of feature engineering, the choice of relevant graph
algorithms, and the adaptability to evolving threat scenarios.
In another study employing graph neural network [34], the
authors achieve robust anomaly-based insider threat detection
using aMulti-EdgeWeight Relational Graph Neural Network
(MEWRGNN) approach. The technique combines GCNwith
anomaly detection to capture the contextual relationship of
user behaviors over time, enabling accurate identification of
insider threats. The MEWRGNN approach demonstrates the
ability to learn from limited sample data sets and achieve
quick and accurate insider threat detection. It provides a
certain degree of interpretability through ranking the con-
tribution of different edge-representation features. However,
the approach requires a large amount of expert knowl-
edge and prior knowledge to provide decision support for
detection, which could be a potential limitation in practical
applications.

The research study in [31] experimentally evaluates insider
threat detection methods based on temporal representation
using a combination of supervised learning anomaly detec-
tion methods. It employs Logical Regression, multi-layer
perceptron, Random Forest, and Extreme Gradient Boosting,
to model various threats and anomalies, aiming to obtain
the baseline of normal user behaviors and detect abnormal
behaviors. The approach is applied to the synthetic insider
threat public dataset from CERT, which contains benign
data from normal users and malignant data from malicious
internal employees across four threat scenarios. The authors
of [32] propose an approach for analyzing insider threat
detection using email content analysis, employing a hybrid
technique that combines sentiment analysis with machine
learning algorithms such as CNN, RNN, Decision Tree, and
SVM. The approach achieves high accuracy in real-time
detection of insider threats by considering email content and
user behavior.

A recent research study [33] improves collaborative
intrusion detection networks against insider attacks using
a supervised learning technique based on decision tree
and random forest algorithms. The technique provides a
challenge-based trust mechanism for defending against con-
ventional insider attacks. Collaborative intrusion detection
for insider threat detection employing network traffic analysis
works by aggregating information from multiple sources
within a network. This approach leverages the collective
insights of various detection systems to identify anomalous
user behaviors indicative of insider threats. The advantages of
collaborative intrusion detection include increased accuracy
through diverse data sources, improved scalability, and the
ability to detect sophisticated attacks. However, potential
shortcomings may involve challenges in standardizing data
formats across different systems, addressing privacy concerns
related to information sharing, and the risk of false positives if
there is inconsistency in the interpretation of network traffic
patterns.

Another approach to mitigate insider threats through
the integration of access control and cyber deception
methods is proposed in [35]. It employs a combination
of behavior-based and rule-based detection methods along
with genetic algorithm (GA) which is a population-based
algorithm and produces evolving solutions for real-world
problems. Therefore, the proposed approach can detect both
known and unknown insider threats, but it has the potential
for false positives and requires ongoing maintenance.

SeqA-ITD framework, which aims to improve Insider
Threat Detection by capturing malicious user behavior’s
temporal and sequential patterns through the use of a
multi-granular enhanced LSTM is proposed in [36]. This
method operates by modeling sequential patterns in user
activities to identify potential insider threats. Leveraging
temporal dependencies, Seq-ITD analyzes the sequence of
events to detect deviations from normal behavior, providing a
dynamic approach to threat detection. The advantages include
the ability to capture subtle anomalies over time, adaptability
to evolving threat scenarios, and improved sensitivity to
insider threats with nuanced behavioral changes. However,
shortcomings may arise in handling noisy data, defining
appropriate time windows for analysis, and the potential
for false positives if normal behavioral variations are
not adequately accounted for. Successful implementation
of Seq-ITD requires careful consideration of threshold
parameters, feature engineering, and continuous refinement
to balance accurate detection with minimizing false alarms in
real-world scenarios.

Recent work [37] proposes an approach for robust insider
threat detection using adversarial training and synthetic
data generation. The approach uses a hybrid of ML and
DL techniques, including multi-class classifiers trained with
adversarial training and synthetic data generation using
a conditional Wasserstein generative adversarial network
with gradient penalty (CWGAN-GP). The method works
by utilizing a generative model to create realistic synthetic
representations of normal user behavior and then distinguish-
ing these from actual user activities using a discriminator
network. By conditioning the GAN on relevant contextual
information, it captures the fine details of insider threats
within the generated samples. The advantages include the
generation of diverse and realistic synthetic data, improved
model generalization, and the potential to adapt to evolving
threat behaviors. However, challenges involve the risk of
overfitting, the need for careful tuning of hyperparameters,
and potential biases in the generated data. Additionally,
the Conditional Wasserstein GAN with Gradient Penalty
may require substantial computational resources, and the
interpretability of the generated features poses a challenge in
understanding the reasoning behind insider threat predictions.

The authors of [38] utilizes a Siamese architecture
and an improved contrastive loss function to address the
challenge of detecting insider threats on imbalanced datasets.
The proposed Siamese-architecture Insider Threat Detection
(SITD) method uses ResNet18 and the contrastive loss
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function, to judge whether input sample pairs belong to the
same category, thereby avoiding model overfitting and high
False Positive Rates. Utilizing a Siamese architecture with an
improved contrastive loss function for insider threat detection
involves training a neural network to learn a similarity metric
between pairs of user activities, emphasizing differences
for anomalies. The Siamese network’s advantage lies in its
ability to discern subtle variations in behavior, especially
in the context of insider threats. The improved contrastive
loss function further refines the model by encouraging the
network to minimize the distance between similar instances
while maximizing the separation between dissimilar ones.
This approach offers enhanced discriminative power and
adaptability to varying threat scenarios. However, potential
shortcomings include the need for careful hyperparameter
tuning, the challenge of handling imbalanced datasets, and
the requirement for representative training samples to capture
the diversity of insider threat behaviors.

To detect malicious insider threats in cloud environments,
[39] proposes a supervised learning-based anomaly detection
framework, employing One-Class Support Vector Machine
(OC-SVM). The technique utilizes user log details, including
web activity, device connectivity, and login information,
to train the activity logs. Utilizing OC-SVM for insider threat
detection involves training themodel on normal user behavior
and identifying deviations as potential threats. The OC-SVM
maps the data into a high-dimensional space, aiming to
encapsulate the normal behavior within a tight boundary.
The advantages include simplicity, effectiveness in handling
imbalanced datasets, and the ability to detect outliers without
requiring labeled insider threat instances during training.
However, shortcomings may arise in situations where normal
behavior is diverse and hard to define precisely, leading to
false positives.

Recent study [40] has developed an ML-based model that
uses SMOTE for resampling the malicious users class and
XGBoost algorithmwith hyperparameter tuning for detecting
malicious insider threatsThe advantages of this technique
include its robustness and ability to handle structured data
effectively. However, a potential shortcoming lies in the
requirement for a substantial amount of training data, which
may limit its effectiveness in detecting unknown or zero-day
attacks.

The authors of [41] has developed DeepTaskAPT, a task-
tree based deep learning method for detecting insider
advanced persistent threats (APTs). It utilizes a combination
of Long Short-Term Memory (LSTM) and Convolutional
Neural Networks (CNNs), to analyze users’ log templates
and predict malicious activities. The technique leverages
behavioral-based anomaly detection to effectively identify
malicious traces in various attack scenarios. The advantages
of this approach include its ability to handle unseen log
models, adapt to new trends, and detect insider APTs
with high accuracy. However, it relies on expert input to
validate anomalies and may have limitations in handling false
positives. The combination of LSTM and CNN techniques

is also utilized in [48], which proposes a novel approach
for detecting insider threats through behavioral analysis of
users. The proposed approach claims to have low process-
ing and memory requirements for rapid malicious insider
detection.

Conditional Generative Adversarial Networks (CGANs)
has been applied in [42] to address the scarcity of
real-world data and skewed class distribution. The pro-
posed technique combines behavioral profiling features with
a hybrid approach that integrates machine learning and
deep learning methods. By generating synthetic data using
CGANs and employing a combination of algorithms such
as Support Vector Machines (SVMs) and Random Forest
(RF) classifiers, the paper demonstrates the effectiveness of
multi-class anomaly detection in insider activity analysis.
The advantages of this approach lie in its ability to mitigate
data scarcity and class imbalances, leading to improved
detection performance. However, a potential limitation is the
reliance on a substantial amount of labeled data for train-
ing, which may pose challenges in real-world deployment
scenarios.

The study in [43] introduces BTDetect, an insider threats
detection approach based on behavior traceability for IaaS
environments. The approach utilizes a tree-based modeling
technique to construct a normal behavior tree that describes
legal operations of cloud users and employs virtualization
behavior keyword matching technology to identify malicious
internal threats through tree-based integrity analysis. BTDe-
tect achieves high recognition rates and the ability to identify
unknown threats. However, it relies on a known set of normal
behaviors, which may limit its effectiveness in detecting
novel or evolving threats. Additionally, there is a potential
for false positives due to the reliance on predefined behavior
patterns. approach based on behavior traceability.

Another recent research paper [44] proposes Behavior
Sequence Network (BS-Net), a semi-supervised approach
for insider threat detection using a combination of
behavior-based and anomaly detection methods. The
approach involves dividing the original data flow into
short sequences and extracting features from raw log
data to create user behavior portraits. Utilizing One-Class
Support Vector Machine (OCSVM) in conjunction with an
autoencoder involves training the SVM on normal behavior
and employing the autoencoder to reconstruct features,
emphasizing deviations as potential threats. The OCSVM
helps identify outliers, while the autoencoder captures
complex patterns and anomalies in the data. The advantages
include adaptability to imbalanced datasets and robustness
against noise. However, potential shortcomings may include
challenges in setting optimal hyperparameters, sensitivity to
variations in data distribution, and difficulties in interpreting
the combined model. In this context, the effectiveness of
the Variational Autoencoder(VAE) is demonstrated in [49]
in identifying internal threats with high accuracy. The
advantages of this technique lie in its ability to detect complex
and unknown insider threats without human intervention.
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However, the approach may be prone to false positives and
requires a substantial amount of data for training, which could
be considered as its shortcomings.

Another approach to insider threat detection using deep
learning techniques is proposed in [45], which make use of
pre-trained language models and attention-based Bi-LSTM.
The proposed framework for Insider Threat Detection is
based on Bidirectional Encoder Representations from Trans-
formers BERT. It leverages temporal-semantic representation
to capture the sequential relationship among user behavior
and achieves high precision and recall in day-level insider
threat detection. The advantages of the proposed approach
include its ability to capture the sequential relationship
among user behavior and its outperformance of baselines.
However, the approach relies on rare labeled data for
behavior-level detection, which is a limitation.

The authors of [46] have identified the need of insider
threat detection in the domain of lockchain technology,
and proposes an architecture for detecting and mitigat-
ing malicious activities of compromised insider nodes in
blockchain networks. The approach continuously monitors
individual node behavior using a combination of server-side
authentication and blockchain technology. By leveraging
behavioral analysis and real-time verification of transactions,
the architecture aims to identify and isolate insider attacks
in real-time. The advantages of this approach include its
potential to detect insider threats and its compatibility with
heterogeneous IDS nodes. However, the technique may be
susceptible to false positives and requires a trusted third party
to manage the server-side authentication, which could be
considered a limitation.

Randomized Weighted Fuzzy Feature Set (RF-RWFF)
algorithm based on random forest is proposed in [47],
for detecting insider cyber-attacks. The technique leverages
machine learning and anomaly detection to effectively
identify potential insider threats within organizations. This
algorithm operates by employing randomized feature selec-
tion and fuzzy logic to enhance the interpretability and
robustness of the model. The algorithm randomly selects
features and assigns weights based on their significance,
creating a diverse set of feature subsets. Fuzzy logic is then
applied to evaluate the degree of membership of each feature
in the subset. The advantages of RF-RWFF include increased
interpretability, adaptability to various data types, and the
ability to handle imbalanced datasets effectively.

The research work in [50] achieves an enhanced insider
threat detection method by utilizing a bi-LSTM for feature
extraction and SVM for classification in insider threat
detection involves using bi-LSTM to capture temporal depen-
dencies and extract relevant features from sequential data.
The bidirectional nature of the LSTM allows it to consider
past and future contexts, enhancing its ability to understand
complex patterns in user behavior. The extracted features
are then fed into an SVM for classification, leveraging the
SVM’s robustness in handling high-dimensional data and its
capacity for effective binary classification. The advantages

of this hybrid approach include improved representation
learning, adaptability to sequential data, and the ability to
handle non-linear relationships in the feature space. However,
potential shortcomings may include increased computational
complexity, the need for careful parameter tuning, and
potential challenges in interpreting the combined model.
A recent paper [53] proposes a novel framework, DeepMIT,
for detecting malicious insider threats using a combination
of RNN and LSTM. The approach is based on anomaly
detection and models user behaviors as time sequences. The
advantages of the approach include its ability to handle multi-
source data. However, the approach may require a large
amount of training data and may not be suitable for real-
time detection. Recent researchwork in [55] proposes another
approach based on Long Short-Term Memory (LSTM). The
approach uses system logs as a natural language sequence and
extracts patterns from these sequences to create workflows of
sequences of actions that follow a natural language logic and
control flow. However, the approach requires a good dataset
for monitoring tasks and successful analysis, which can be a
limitation.

The authors of [51] achieve insider threat detection by
employing label propagation (LP), label spreading (LS), and
self-training (ST) based semi-supervised learning, utilizing a
combination of labeled and unlabeled data. The techniques
used primarily involve semi-supervised machine learning
algorithms, such as self-training and co-training, to leverage
the limited labeled data available for detecting insider threats.
The advantages of this approach include its potential to
detect zero-day attacks and its ability to work with a
small amount of labeled data. However, the technique’s
effectiveness may be limited by the quality of the labeled data
and the need for skilled cybersecurity analysts to interpret the
results and make informed decisions based on the detected
anomalies.

The researchers in [52] have proposed the Copula Based
Outlier Detection (COPOD) method in combination with
the tree structure method for representing user behav-
ior. The unsupervised learning technique used to analyze
multi-dimensional feature data without the limitation of the
number of dimensions. The advantages of this approach
include its ability to process large-scale complex and
heterogeneous data, detect abnormal users effectively, and
outperform common unsupervised learning algorithms. How-
ever, a potential shortcoming is the unpredictability of insider
personnel behavior, which may require a large amount of data
for training and may not capture all possible insider threat
scenarios.

The authors of [54] propose an unsupervised learning-based
approach for detecting insider threats using four popular
unsupervised machine learning methods, including Local
Outlier Factor (LOF), Isolation Forest (IF), One-Class
Support Vector Machine (OCSVM), and Principal Com-
ponent Analysis (PCA). The research investigates various
methods employing different data representations with
temporal information, such as concatenation, percentile, and
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mean or median difference. The objective is to interpret
changes in user activities that could signify the detection
of anomalous behaviors. The findings of the study indicate
that an autoencoder using percentile representation proves
to be the most effective combination for anomaly detection.
Temporal data represented in percentile format exhibits
substantial improvements over the original extracted data,
enabling efficient insider threat detection even with minimal
investigation budgets and demonstrating generalizability to
new data.

Doc2vec-based behavioral analysis of multi-source secu-
rity logs is proposed in [56]. The technique leverages
unsupervised machine learning to identify anomalous behav-
iors by comparing them with the neighbours’ behaviors,
enabling spatio-temporal anomaly detection. The advantages
of this approach include its ability to handle texts of any
length and its flexibility in employing various corpora and
metrics for posterior probability. However, the technique
heavily depends on the quality and quantity of training
data, and may not be robust against well-defined insider
attack scenarios. Additionally, the performance of certain
spatial metrics may require careful tuning or combination
with other metrics in practical applications. The authors
of [57] explore the utilization of process mining for
insider threat detection from audit logs. It achieves this by
employing a behavioral-based approach, utilizing process
mining techniques such as visual analysis, conformance
checking, and declarative conformance checking. The paper
demonstrates the potential of process mining in detecting
complex insider threats and providing specialized hints for
analysts. However, the approach requires expert knowledge
for effective implementation and may be susceptible to false
positives, highlighting the need for further refinement and
evaluation of the technique.

Recent research work in [58] proposes a hybrid intelligent
system for insider threat detection that combines entity
portrait, rule matching, and iterative attention techniques. The
approach is supervised in nature and uses a combination of
behavior-based, rule-based, and anomaly detection methods.
In this study’s experimental phase, a Convolutional Neural
Network (CNN) model was trained on images generated
by transforming the CERT dataset into a visual feature set
to detect potential threats. By posing ITD as an image
classification problem, the study aims to address the question
of whether each user’s activity could be classified as
‘‘malicious’’ or not within the Information System.

E. EVALUATION METRICS
The evaluation of malicious insider threat detection tech-
niques within the cybersecurity domain encompasses the
utilization of various performance metrics, each possessing
distinct advantages and limitations that necessitate con-
sideration in addressing the specific challenges associated
with insider threats. Table 4 shows the performance of
these evaluation metrics in the context of malicious insider
detection.

Two fundamental metrics in the assessment of insider
threat detection are True Positive (TP) and True Negative
(TN) counts. TP represents the correct identification of
genuine insider threats, while TN corresponds to accu-
rately classifying benign activities as non-threats [89].
These metrics are appreciated for their simplicity and
ease of interpretation. Nevertheless, they are criticized
for providing an incomplete assessment, as they do not
incorporate False Positives (FP) and False Negatives (FN),
rendering them insensitive to class imbalances found in
insider threat datasets, particularly when insider threats are
rare.

False Positives (FP) and False Negatives (FN) metrics
are vital for understanding the errors made by insider
threat detection models [90]. FP identifies benign activities
incorrectly flagged as threats, whereas FN identifies missed
actual threats. However, they are deemed insufficient as
standalone metrics due to their isolation from TP and TN,
potentially leading to one-sided evaluations.

Precision, Recall, and the F1 Score offer a balanced
assessment of detection techniques by addressing some
of the limitations of TP, TN, FP, and FN. Precision
assesses the accuracy of positive predictions, while Recall
measures how many of the actual threats have been
identified. The F1 Score combines these metrics to provide
a holistic view of a detection technique’s performance.
However, they do not directly consider true negatives, poten-
tially limiting their informativeness in non-threat-dominant
datasets and may not be ideal in cases of significant class
imbalance.

Specificity (True Negative Rate) and False Positive Rate
(FPR) become prominent in settings focused on non-threat
classification. Specificity quantifies the correct identification
of true negatives among non-threats, while FPR measures
the ratio of false positives among actual non-threats. These
metrics are valuable for minimizing false alarms but may
emphasize non-threat classification over threat detection
performance.

The Area Under the ROC Curve (AUC-ROC) and Area
Under the Precision-Recall Curve (AUC-PR) are compre-
hensive metrics that consider the entire range of detection
thresholds. AUC-ROC evaluates the trade-off between true
positive rate and false positive rate, offering an overall
assessment of detection performance. AUC-PR focuses on
the precision-recall trade-off, which is especially relevant
for imbalanced datasets. These metrics provide flexibility
in threshold selection but introduce subjectivity into the
evaluation process.

IV. CHALLENGES AND OPEN PROBLEMS
Detecting malicious insider threats is a challenging and
evolving task that requires a combination of technical,
behavioral, and organizational measures. Malicious insiders
are individuals within an organization who misuse their
access and privileges to intentionally harm the organization’s
data, systems, or operations. Addressing this issue involves
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TABLE 4. Commonly used evaluation metrics in malicious insider threat detection literature.

dealing with various challenges, including technical, human,
and organizational aspects.

A. USER BEHAVIOR ANALYSIS
Using User Behavior Analysis (UBA) for detecting malicious
insider threats presents several technical challenges that
require careful consideration. Firstly, managing the sheer
volume and variety of data involved in UBA can be over-
whelming, as it encompasses logs, network traffic, and user
activity records. The integration and processing of diverse
data sources pose significant hurdles, particularly in large
organizations with complex IT infrastructures. Secondly,
distinguishing between normal and suspicious behavior is
crucial for effective threat detection but can be challenging
due to the inherent variability in user activities. This noise
reduction task necessitates accurate baseline establishment
for each user, demanding thorough analysis and under-
standing of typical behavior patterns across different roles
and departments. Furthermore, contextual analysis plays a
pivotal role in UBA, as the legitimacy of user actions
often depends on factors such as time, location, device,
and user role. Incorporating contextual information into
threat detection algorithms requires sophisticated modeling
techniques to accurately assess the risk associated with user
behaviors.

Another critical concern is the prevalence of false positives,
where benign activities are mistakenly flagged as malicious,
leading to alert fatigue and reduced system efficacy. Bal-
ancing detection accuracy with minimizing false positives
is essential for the successful implementation of UBA
systems. Additionally, ensuring compliance with privacy
regulations such as GDPR and HIPAA while analyzing
user behavior presents a significant technical and ethical
challenge [21]. UBA systems must handle sensitive user data
securely and anonymize it where necessary to uphold privacy
requirements.

Real-time detection adds another layer of complexity,
demanding efficient processing and response mechanisms to
identify and mitigate threats promptly. Finally, addressing

adversarial behavior, where malicious insiders intentionally
attempt to evade detection, requires the development of robust
algorithms capable of detecting and mitigating such threats
effectively.

B. DATA ENCRYPTION AND EXFILTRATION
Detecting attempts to exfiltrate sensitive data through
encrypted channels within the realm of malicious insider
threat detection presents several intricate technical challenges
that demand precise attention. Primarily, the encryption
of communications, such as SSL/TLS, poses a formidable
barrier to conventional inspection methods. Encryption
obscures the payload of network traffic, rendering traditional
deep packet inspection (DPI) techniques ineffective without
access to decryption keys or compromising user privacy [24].
Consequently, this technical hurdle impedes the real-time
monitoring and analysis of encrypted traffic for indicators of
malicious insider activity.

Privacy concerns further complicate the decryption and
inspection of encrypted traffic, as it entails potential
violations of user privacy and regulatory compliance.
Decrypting communications for inspection raises ethical
and legal considerations, necessitating the development of
privacy-preserving techniques that enable threat detection
without compromising user confidentiality. Moreover, the
detection of data exfiltration attempts through encrypted
channels is compounded by the challenge of false posi-
tives. Analyzing encrypted traffic without considering the
context may result in the misidentification of benign
communications as malicious, leading to alert fatigue and
diminishing the efficacy of threat detection mechanisms.
Overcoming this challenge requires the implementation of
advanced anomaly detection algorithms capable of discerning
between normal encrypted traffic patterns and potential
security threats based on contextual cues and behavioral
analysis.

Furthermore, malicious insiders may exploit encrypted
communication channels between internal endpoints to
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exfiltrate data covertly, evading detection by traditional
monitoring solutions. This underscores the importance of
endpoint visibility and analysis capabilities to identify
anomalous patterns indicative of insider threats, even within
encrypted communications. In addition, the limitations of
conventional Data Loss Prevention (DLP) solutions in
inspecting encrypted traffic exacerbate the challenge of
detecting insider threats. Traditional DLP techniques, reliant
on pattern matching and content inspection, are ill-equipped
to handle encrypted data effectively. Developing advanced
DLP solutions that leverage techniques such as traffic flow
analysis and metadata inspection to analyze encrypted traffic
without compromising security or privacy is imperative to
addressing this challenge effectively [42].

Lastly, malicious insiders may employ sophisticated
obfuscation techniques, such as encryption within encryption
or steganography, to conceal data exfiltration attempts
within encrypted traffic [26]. Detecting such covert channels
necessitates the deployment of advanced traffic analysis
algorithms capable of identifying subtle anomalies indicative
of malicious behavior, such as unusual traffic patterns or data
transfer volumes.

C. INSIDER COLLABORATION
Detecting malicious insider threats becomes notably chal-
lenging when insiders collaborate with external threat actors
or other insiders due to several technical hurdles. Traditional
anomaly detection techniques may struggle to identify
suspicious behavior, especiallywhen insiders coordinate their
actions to avoid detection. Experimental findings [27], [38]
indicate that existing anomaly detection methods often fail to
distinguish between coordinated insider threats and normal
activities. Moreover, integrating and correlating data from
multiple sources, such as network logs and user activity logs,
introduces challenges in data fusion and correlation. Studies
have shown that existing correlation methods face limitations
in accurately identifying patterns indicative of collaborative
insider threats, particularly in the presence of noise or false
positives in the data.

Furthermore, malicious insiders frequently exploit weak-
nesses in identity and access management systems to col-
laborate with external threat actors or share credentials with
other insiders, bypassing security controls [45]. Encrypted
communication channels and evasion techniques further
complicate detection efforts, making it challenging to identify
malicious intent hidden within encrypted traffic. To mitigate
these challenges, advanced techniques such as traffic analysis
and behavioral monitoring are necessary as demonstrated
in [57]. Additionally, contextual understanding of user
behavior and system interactions is crucial for distinguishing
between legitimate collaborations and malicious activities.
Incorporating contextual information, such as user roles and
historical behavior, can significantly enhance the accuracy of
insider threat detection systems, particularly in identifying
collaborative insider threats. Addressing these technical
challenges requires interdisciplinary research efforts that

combine expertise in cybersecurity, machine learning, data
analytics, and human factors.

D. CREDENTIAL MISUSE
Detecting malicious insider threats poses significant tech-
nical challenges, particularly when insiders exploit their
own or others’ credentials to gain unauthorized access.
One of the primary obstacles lies in distinguishing between
legitimate and malicious activities within a sea of seemingly
normal user behaviors. Traditional security measures often
rely on rule-based systems or anomaly detection techniques,
which may struggle to accurately identify malicious actions
perpetrated by insiders who possess valid credentials. Various
research studies [36], [56] highlight that malicious insiders
often blend their activities with routine tasks, making it
difficult for conventional systems to identify malicious intent
solely based on behavioral deviations.

In conclusion, detecting malicious insider threats presents
significant technical challenges, particularly when insiders
exploit their own or others’ credentials to gain unautho-
rized access. These challenges stem from the difficulty in
distinguishing between legitimate and malicious activities,
the obfuscation tactics employed by insiders, and the sheer
volume and complexity of data to be analyzed. Addressing
these challenges necessitates the development of advanced
detection mechanisms capable of differentiating between
benign and malicious behaviors while scaling to handle the
intricacies of modern IT environments.

E. BEHAVIORAL CHANGES
Detecting malicious insider threats becomes particularly
challenging when there is a sudden change in employee
behavior indicating malicious intent. One of the primary
obstacles stems from the necessity to differentiate between
genuine shifts in behavior due to legitimate reasons and those
indicative of malicious activities. Traditional anomaly detec-
tion techniques may struggle to accurately discern between
benign deviations and malicious actions, especially when
the sudden change is subtle or context-dependent. Research
in [35] highlights the difficulty in establishing a baseline
for normal behavior and determining the significance of
deviations, particularly in dynamic environments where job
roles and responsibilities evolve over time.

Moreover, the challenge is compounded by the need
to swiftly detect and respond to such behavioral changes
to mitigate potential damage. Time is of the essence in
identifying insider threats, as delays in detection can lead
to prolonged exposure and increased risk to organizational
assets. Experimental findings in [37] underscore the impor-
tance of timely detection in mitigating the impact of insider
threats, emphasizing the critical need for detection mecha-
nisms capable of quickly identifying suspicious behavioral
patterns amidst the noise of everyday activities.

Additionally, the issue of false positives poses a significant
challenge in the context of sudden changes in employee
behavior. Alert fatigue resulting from a high volume of
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false alarms can desensitize security personnel, leading to
genuine threats being overlooked or disregarded. A study
by Kim, et al. [52] demonstrates the adverse effects of false
positives on the efficacy of insider threat detection systems,
highlighting the importance of refining detection algorithms
to minimize false alarms while maintaining high detection
rates.

Furthermore, the interpretation of behavioral changes
requires context-aware analysis to distinguish between
legitimate reasons for deviations and those indicative of
malicious intent. Contextual information such as job role,
access privileges, and recent events can significantly influ-
ence the assessment of behavioral anomalies. Researchers
in [43] emphasize the importance of incorporating contextual
cues into insider threat detection models to enhance their
accuracy and reduce false positives. However, contextual
analysis introduces additional complexity, requiring sophisti-
cated algorithms capable of dynamically adjusting detection
thresholds based on contextual factors

F. PRIVACY CONCERNS
Detecting malicious insider threats while preserving
employee privacy necessitates sophisticated technical solu-
tions that balance the intricacies of threat detection with
stringent privacy requirements. One substantial technical
challenge lies in effectively differentiating between normal
user behavior and malicious actions without compromising
individual privacy. Traditional anomaly detection methods,
such as rule-based systems or statistical modeling, often
yield high false positive rates due to their inability to
accurately discern between benign and malicious activities.
To address this, advanced machine learning techniques like
deep learning algorithms coupled with anomaly detection
frameworks, such as Isolation Forests or One-Class SVMs,
can be employed [38], [39]. These models can learn complex
patterns in user behavior and identify deviations indicative
of malicious intent while minimizing false positives through
continuous learning and adaptation.

Furthermore, the need to preserve privacy imposes
constraints on the types of data that can be collected
and analyzed. Techniques like data anonymization and
pseudonymization can help mitigate these constraints by
masking personally identifiable information (PII) while
still allowing for effective threat detection [52]. Addi-
tionally, leveraging federated learning frameworks enables
collaborative model training across distributed data sources
while preserving data privacy at each source. Tools like
PySyft and TensorFlow Privacy provide implementations of
federated learning and privacy-preserving machine learning
techniques, allowing organizations to build robust insider
threat detection systems without compromising employee
privacy.

The decentralized nature of insider threats poses another
technical hurdle, as malicious activities may occur across
disparate systems and endpoints. Endpoint detection and
response (EDR) solutions offer a promising approach to

address this challenge by continuously monitoring endpoint
activities and identifying suspicious behavior indicative of
insider threats. Tools such as Carbon Black and CrowdStrike
Falcon utilize behavioral analysis and machine learning
algorithms to detect anomalies and potential indicators of
insider threats while minimizing the collection of personally
identifiable information [35].
Moreover, the adoption of privacy-enhancing technologies

such as differential privacy and homomorphic encryption
can facilitate secure data analysis without compromising
individual privacy [33]. Differential privacy techniques add
noise to query responses to prevent the reconstruction of
individual-level information, thereby safeguarding employee
privacy while still allowing for meaningful analysis of
aggregated data. Similarly, homomorphic encryption enables
computations on encrypted data, allowing organizations
to perform analytics on sensitive information without
exposing plaintext data to unauthorized parties. Libraries
like Microsoft SEAL and PySyft offer implementations of
homomorphic encryption and differential privacy techniques,
enabling organizations to conduct privacy-preserving data
analysis for insider threat detection purposes.

G. INTEGRATION OF SECURITY SYSTEMS
Detecting malicious insider threats while ensuring seamless
integration between various security systems presents several
technical challenges that require careful consideration. One
significant challenge is the heterogeneity of data sources and
formats across different security systems. In an enterprise
environment, security data often resides in disparate systems
such as network logs, endpoint detection and response
(EDR) solutions, user behavior analytics (UBA) platforms,
and identity and access management (IAM) systems [91].
Integrating these diverse data sources poses challenges in
terms of data normalization, correlation, and analysis.

Experimental findings have shown that inconsistencies
in data formats and semantics hinder the effectiveness of
threat detection algorithms. For instance, a study [51] found
that integrating data from multiple security systems without
proper normalization led to decreased accuracy in detecting
insider threats. Misaligned timestamps, inconsistent field
naming conventions, and varying levels of granularity across
data sources impede the correlation of events and patterns
indicative of malicious behavior. Consequently, security
teams encounter difficulties in identifying relevant signals
amidst the noise and false positives generated by disparate
data sources.

Furthermore, another technical challenge lies in the
real-time processing and analysis of large volumes of
heterogeneous security data. Traditional SIEM (Security
Information and Event Management) systems often struggle
to keep pace with the velocity and volume of data generated
by modern enterprise environments. Experimental studies
conducted in [59] demonstrated that SIEM solutions without
adequate scalability and computational resources experience
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latency issues, leading to delays in threat detection and
response.

To address these challenges, researchers have proposed the
adoption of advanced analytics techniques such as machine
learning and artificial intelligence (AI) for insider threat
detection. However, integrating machine learning models
across different security systems requires careful orchestra-
tion and model management to ensure seamless operation.
Experimental evaluations conducted by the authors in [37]
emphasized the importance of model interpretability and
explainability in the context of integrated security systems.
Black-box machine learning models may hinder the trust
and adoption of integrated solutions, especially in regulated
industries where explainability is crucial for compliance.

Moreover, privacy concerns and regulatory requirements
add another layer of complexity to the integration of security
systems for insider threat detection. Another study [53]
highlighted the challenges of preserving data privacy while
aggregating and correlating sensitive information across mul-
tiple systems. Compliance with regulations such as GDPR
(General Data Protection Regulation) and HIPAA (Health
Insurance Portability and Accountability Act) necessitates
the implementation of privacy-preserving techniques such as
differential privacy or federated learning, which can further
complicate the integration process.

Deploying effective malicious insider threat detection
systems in real-world security settings introduces a set of
challenges that extend beyond the technical realm, encom-
passing issues related to scalability, adaptability, and compli-
ance. One significant challenge involves the scalability and
performance of detection systems, as organizations with large
user bases and complex infrastructures require algorithms
and models capable of efficiently handling vast datasets and
scaling horizontally to accommodate growth [8], [20]. Real-
time detection and response pose another challenge, requiring
systems to reduce latency in analysis and decision-making.
Achieving prompt responses to insider threats demands the
optimization of algorithms for real-time processing and
the implementation of automated response mechanisms that
don’t disrupt regular operations [36].

The adaptability of insider threat detection systems to
organizational dynamics is crucial. Organizations often
experience shifts in structures, roles, and responsibilities,
impacting the efficacy of detection mechanisms. Address-
ing this challenge involves designing systems that can
dynamically adapt to changes, automate role-based access
adjustments, and minimize false positives during structural
shifts [30], [48]. Data integration and correlation challenges
arise due to the need to merge diverse data sources from
different security systems for comprehensive threat analysis.
Standardized protocols for data exchange, connectors for
seamless integration with existing security tools, and corre-
lation mechanisms are essential for providing a holistic view
of potential threats.

Addressing these challenges requires a collaborative effort
involving cybersecurity researchers, software developers,

organizational leaders, and legal experts. The deployment
of insider threat detection systems in real security envi-
ronments demands a nuanced approach that considers not
only technical aspects but also navigates the intricacies
of organizational dynamics and regulatory landscapes [34],
[39]. In conclusion, addressing malicious insider threats
involves a multifaceted approach that combines technical
solutions, employee training, and organizational policies.
As the threat landscape evolves, ongoing research and
development efforts are necessary to stay ahead of new
challenges and emerging attack vectors.

V. FUTURE TRENDS
The ongoing evolution of information technology has
brought about an accompanying rise in the sophistication
of cyber threats, particularly those originating from within
an organization—the malicious insider threat. As enterprises
struggle with the growing challenges posed by insider threats,
the field of malicious insider threat detection is poised
to witness significant advancements in the coming years.
This academic discussion delves into potential future trends,
drawing upon current technological landscapes and emerging
cybersecurity imperatives.

A. ENHANCED BEHAVIORAL ANALYTICS AND MACHINE
LEARNING
Current efforts in malicious insider threat detection heavily
rely on behavioral analytics and machine learning algo-
rithms. These systems scrutinize user activities, identifying
aberrations from established norms. Future trends indicate
a progression towards enhanced behavioral analytics, lever-
aging more extensive datasets and refined machine learning
models. For instance, advanced algorithms could incorporate
contextual information such as time-of-day, location, and
user roles to improve the accuracy of threat detection [3].
The shift towards predictive modeling and anomaly detection
based on deep learning techniques is anticipated to fortify
organizations against sophisticated insider threats.

B. USER ENTITY BEHAVIOR ANALYTICS (UEBA)
ADVANCEMENTS
User Entity Behavior Analytics (UEBA) has emerged as a
pivotal technology for profiling and analyzing user behavior
to discern potential threats. The future trajectory of UEBA
involves heightened sophistication, incorporating diverse
contextual factors [3], [6], [60]. The integration of graph
analytics withinUEBA systems is projected to unveil intricate
relationships between users and entities, thereby providing a
nuanced understanding of potential threats. This expansion
of UEBA capabilities aims to detect subtle patterns and
anomalies that may signify an insider threat.

C. ENDPOINT DETECTION AND RESPONSE (EDR)
TAILORED FOR INSIDERS
Endpoint Detection and Response (EDR) solutions, designed
to identify and mitigate threats at the endpoint level, are
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expected to undergo a transformation with a dedicated
focus on malicious insider threats [92]. EDR systems will
likely integrate features that closely monitor file access
patterns, application usage, and user authentication behav-
ior to discern anomalous activities indicative of insider
threats [93].

In sum, the future trends in malicious insider threat detec-
tion are poised to witness a convergence of advanced tech-
nologies, including enhanced behavioral analytics, machine
learning algorithms, UEBA sophistication, and tailored EDR
solutions. These developments are crucial for organizations
seeking to fortify their cybersecurity postures in an era
where insider threats pose increasingly intricate challenges.
The academic community and cybersecurity practitioners
must collaboratively engage in research and development to
stay ahead of the evolving threat landscape and safeguard
organizational assets.

D. FUSING MULTIMODAL THREAT DETECTION
The rapid rise of malicious insider threats demands sophis-
ticated detection methods that surpass the limitations of
analyzing isolated data streams. Multimodal threat detection
emerges as a powerful paradigm, fusing information from
diverse sources like user behavior logs, network traffic,
and content analysis to paint a comprehensive picture of
user intent and uncover hidden malicious activities. This
multifaceted approach offers several compelling advantages.
Firstly, each data modality provides unique insights. Network
traffic might unveil anomalous data transfers, while emails
could expose suspicious communication, and documents
might reveal unauthorized access attempts. By stitching
these perspectives together, a holistic understanding of user
behavior emerges, revealing the full context of potential
threats as demonstrated in [30]. Secondly, multimodal fusion
mitigates the issue of false positives prevalent in single-modal
analysis. Anomalies in one data streammight be legitimate in
another, acting as cross-validation and reducing the burden of
false alarms while streamlining investigations.

Promising fusion techniques exist to harness this mul-
timodal power. Early fusion directly combines raw data
from various sources before feature extraction, leveraging
sensor fusion algorithms or probabilistic models. Mid-level
fusion, on the other hand, fuses features extracted from
individual modalities, potentially employing feature selection
and dimensionality reduction for efficient analysis. Finally,
late fusion makes decisions based on independent analysis
results from each modality, using methods like weighted
voting or rule-based approaches [32].
However, challenges remain. Data integration and prepro-

cessing pose hurdles due to the heterogeneity of data formats
and varying levels of granularity across modalities. Balancing
effective threat detection with user privacy necessitates
careful consideration of data anonymization and access
control mechanisms. Additionally, ensuring explainability
and interpretability of how different modalities contribute
to threat detection decisions is crucial for building trust

and enabling human oversight [20], [50]. By addressing
these challenges and continuously exploring advanced fusion
techniques, multimodal threat detection holds immense
potential and promises to revolutionize the detection and
classification of malicious insider threats.

E. CONTINUOUS LEARNING AND ADAPTATION
Insider threats, characterized by their nuanced behavioral
deviations and exploitation of novel attack vectors, necessi-
tate dynamic and adaptable security solutions. Continuous
learning and adaptation emerge as potent weapons in this
battle, offering the ability to proactively identify, understand,
and mitigate insider threats in real time. This paradigm
leverages the power of machine learning (ML) algorithms.
Supervised learning empowers systems to classify known
insider attack patterns, while unsupervised learning uncovers
anomalous behavior deviations. Adaptive anomaly detection,
employing techniques like k-Nearest Neighbors and Isolation
Forests, dynamically adjusts anomaly thresholds based on
evolving user baselines and emerging threats [38]. Recurrent
Neural Networks (RNNs), particularly Long Short-Term
Memory (LSTM) networks, excel at analyzing sequential
data, allowing them to learn complex temporal patterns
indicative of insider activity [20]. For privacy-sensitive
scenarios, federated learning facilitates collaborative learning
across decentralized datasets without compromising individ-
ual data privacy [4], [8].
However, there exist some challenges, for instance, data

availability and quality pose hurdles due to privacy concerns
and limited labeled data. Explainability and interpretability of
ML models are crucial for building trust and enabling human
oversight, requiring techniques like LIME and SHAP [31].
Additionally, computational resources for training and run-
ning complex ML models can be a barrier for smaller
organizations.

Despite these challenges, the potential for continuous
learning and adaptation is undeniable. By embracing this
paradigm and addressing its hurdles, adaptive and dynamic
detection methods can be developed that can learn, evolve,
and respond effectively to the ever-changing threat land-
scape. This ultimately empowers security professionals to
stay ahead of malicious actors, safeguarding their digital
infrastructure from the evolving tactics of malicious insider
threats.

VI. CONCLUSION
In conclusion, this survey paper has provided a com-
prehensive overview of the state-of-the-art in malicious
insider threat detection using learning-based methods. The
ever-evolving landscape of insider threats necessitates con-
tinuous innovation in detection techniques, and this survey
has highlighted the pivotal role that learning-based methods
play in addressing these challenges. Notably, the integration
of Natural Language Processing (NLP), advances in time-
series analysis, and deep learning has emerged as a promising
frontier in this domain.
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The incorporation of NLP techniques enables the anal-
ysis of unstructured textual data, offering deeper insights
into employee communications and intentions. Meanwhile,
advances in time-series analysis and deep learning provide
the capacity to model and detect subtle temporal patterns
and anomalies within user activities. These advancements
collectively enhance the detection performance, enabling
organizations to identify and respond to malicious insider
threats more effectively. As the threat landscape continues
to evolve, ongoing research and innovation in learning-based
methods, particularly those leveraging NLP and advanced
temporal analysis, will remain critical in safeguarding
organizational security against the growing menace of insider
threats.

In today’s context, insider threat detection is of paramount
importance due to the increasing digitalization of busi-
ness operations and remote work arrangements. Malicious
insiders, with authorized access, pose a significant risk to
data security, financial stability, and reputation. Compliance
regulations further mandate the need for robust detection
methods to protect sensitive information and mitigate
legal liabilities. Effective insider threat detection, including
advanced techniques like deep learning, NLP, and temporal
analysis, is essential to safeguard organizations in an evolving
and interconnected landscape.
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