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[bookmark: _Toc49975957]Abstract
In response to a series of notorious financial frauds over the last few years, accounting professionals and academics have increased their efforts to identify methods to accurately assess the risk of white-collar financial crimes. However, recent financial crimes research as well as international standards have assessed overall crime risk without considering how white-collar workers perpetrate these crimes. Without an adequate understanding of the perpetration and concealment processes, designing effective procedures to assess these crimes will be difficult, as will ascertaining if any of the predicate offenses/financial crimes in question involved money laundering or terrorism financing (ML/TF).
This objective of this dissertation is to investigate state-of-the-art approaches to anti-money laundering and anti-terrorism financing (AML/ATF) and concealment processes by analyzing factors related to ethical compliance. To improve the efficiency and effectiveness of AML/ATF, the dissertation integrates patterns of ML/TF schemes covered in the literature to develop a novel solution for an AML/ATF framework. This solution utilizes an anomaly detection approach based on artificial intelligence.
The dissertation employs multiple methodologies. The first methodology section is a systematic literature review of existing studies on AML and ATF. First, based on specified criteria, it identifies articles from the period 2002–2018. A detailed citation-based analysis is conducted on articles from higher-ranked databases. Then, these articles are categorized according to common themes and subjected to comprehensive content analysis. The general findings of this review show deficiencies in the laws, acts, and preventive measures targeting money laundering and terrorism financing. The findings indicate the need for further, timely research in this area, particularly in terms of laws, regulations, and technological issues. 
In the second methodological section, the dissertation explores cybercrime from several different perspectives, analyzing the phenomena more deeply by drawing on the more sophisticated technical tools that have emerged. The main objective of this section is to examine the effect of unemployment rates and GDP growth per capita on cyber-attack levels in 10 countries (UAE, USA, India, Netherlands, Belgium, Spain, Canada, Japan, China, and Italy) during the period 2005–2017. Using feasible generalized least squares (FGLS), we provide evidence and insight regarding the reasons for fluctuating attack levels in these countries. These insights can serve as valuable guidance for governments and authorities as they take further steps toward combating and preventing these crimes. 
In the third section, the dissertation explores several issues related to the financial performance of listed companies in the UAE financial market. Drawing on agency theory and legitimacy theory, it extracts and analyzes four criteria: corporate governance (CG), corporate social responsibility (CSR), sustainability, and leadership. This section utilizes the powerful mechanism of the analytic hierarchy process (AHP) to analyze information collected via a questionnaire, and compares and prioritizes the elements in the designed AHP model. Our findings demonstrate the importance of CG in improving the overall financial performance of listed UAE companies. In our findings, the weakest emphasis is on outcome-based leadership. 
This paper makes several important contributions to the literature. First, it responds to the most recent calls from MENA region experts regarding new trends in the financial market. Second, the paper examines the performance of large, listed companies in the UAE financial market to identify approaches for lowering fluctuations in the stock exchange; this is among the first  studies to do so. Third, this paper provides new insights for financial authorities, particularly through identifying gaps in corporate practices and in compliance with different financial audits. These insights can help not only with risk mitigation but also with improving listed companies' performance over the long run. Finally, the entire framework is novel, not having ever been developed in previous literature. 
Our aim is to explore several financial market-related issues that fall under the umbrella of financial ethics and are influenced by CG, CSR, and organizational performance sustainability disclosures. A survey is developed to collect information on ethics-related practices related to CG, CSR, and sustainability in corporations listed in the UAE stock market. Our study findings show a significant impact of CG and CSR on organizational performance. On the other hand, our findings show that sustainability has a neutral effect on performance. These findings can contribute to a guide for regulators to help them properly govern listed corporations, limit share price volatility, and enhance the stability of financial markets, all based on ethical practices. 
This study also has limitations, in that our sample does not cover all listed corporations. Further analysis should be conducted to better understand factors that affect the UAE stock market and to build a more comprehensive working model. This study may be useful to academics, governments, and authorities who seek to improve the state of financial markets through better legislation and law enforcement. Additionally, this study captures factors related to compliance, and this information may help the Financial Action Task Force (FATF) to reevaluate recommendations regarding the use of stock markets for money laundering. It may also encourage compliance based on ethical practices rather than technical processes. This paper is an attempt to fully examine the corporate practices governing UAE-listed corporations from an ethical perspective.
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[bookmark: _Toc49975963]1.1 Preface
This chapter establishes the context of this study. It provides an in-depth analysis of some financial crimes and a description of compliance, along with an overview of the anti-money laundering and anti-terrorist financing literature. It provides some general background about the subject, identifies the research gap, and states the main objectives. Moreover, this section highlights the significance of this research and explains the structure and process of the study.
[bookmark: _Toc49975964]1.2 Importance of the study
Today, financial professionals play critical roles in schemes for money laundering and the financing of terrorism, acting as “the key doors for facilitating criminal financial transactions and keeping a veil of opacity on criminal assets” (WEF, 2012, p, 4). Money laundering and terrorist financing constitute a threat to the integrity, proper functioning, reputation, and stability of the financial system. These threats and vulnerabilities need to be addressed through effective policies and recommendations. The Financial Action Task Force (FATF)—an intergovernmental organization founded to combat money laundering—comprises 37 member states. It has made concerted efforts to establish an effective framework (and to avoid unnecessary overlap and redundancies with other organizations) to fight money laundering and terrorist financing.
FATF’s publications have described 40 recommendations for fighting money laundering and 9 special recommendations to counter terrorist financing. Its framework includes operational procedures for the police responsible for investigating suspicious cases of money laundering and terrorist financing (Vidal, 2018). The framework also includes methodologies for implementing its recommendations and evaluating compliance in relevant institutions. Furthermore, it offers recommendations for combatting predicate offenses of money laundering and terrorist financing. 
[bookmark: _Toc49975965]1.3 The problem statement
In recent decades, intergovernmental and law enforcement bodies have increasingly focused on protecting the financial system from being exploited to launder money or finance terrorists. As part of the global fight against these crimes, rigorous anti-money laundering controls have been imposed on financial institutions, which have deterred criminals and heightened the risk of detection. It can be argued that these controls, along with the need to use more complex schemes to launder proceeds from illegal activities, have increased criminals’ reliance on professional services to manage the illicit funds (e.g., refer to FATF, 2010). Moreover, the increase in controls has caused a growth in the number of false suspicious transaction reports (STRs), thereby increasing the burden on regulators and policymakers. Unfortunately, the EU’s preventative obligations, various governmental controls, and the FATF technical compliance directives have not effectively addressed the corruption. 
[bookmark: _Toc49975966]1.4 Research questions 
These issues have inspired our work on this topic and sparked the following questions: What are the drawbacks of the AML/ATF regulations? How has the enforcement of the AML/ATF regulations affected financial institutions? How effective is the current STR system? Do STRs add “operational value” to law enforcement investigations?
Each chapter of this paper addresses standalone questions and contributes in a specific way to answering the broader questions.
[bookmark: _Toc49975967]1.5 Research objectives 
This research attempts to address the aforementioned gaps by improving the understanding of money laundering and terrorist financing and discussing measures to counter them effectively. It focuses on how to implement better compliance mechanisms, policies, and regulations to minimize the risk of money laundering and terrorist financing and to enhance the awareness of their potential impacts on the economy and national security. This research also provides insight into predicate offenses of money laundering and terrorist financing at the highest levels, internationally. 
The significance of this research lies in its theoretical and practical contributions. First, it empirically considers an under-researched area. Second, it uses an unexamined theoretical framework and thereby contributes to theory development on the organization of serious crime, white-collar crime, and the relationship between the two. It also specifies an analytical approach that can be employed in different areas. On a practical level, the research contributes by highlighting several policy and regulatory issues. Additionally, it formulates a practical and multi-analysis AML/ATF system based on artificial intelligence (AI). Notably, this system is being considered for adoption by the government of the United Arab Emirates. 
The following chapters shed light on ethical compliance, intergovernmental agreements, and their interactions, and how these dynamics affect the performance of different institutions. Through different methodological approaches, we were able to determine the current state of the problem. We then advanced the analysis and the discussion by identifying the gap that must be filled to combat money laundering and terrorist financing at an institutional level. This gap directly reflects a country’s current standing with respect to these issues and thus, will impact a country’s compliance when it is being evaluated by the FATF.
This chapter has provided a general introduction to compliance integrity and the fight against money laundering and terrorist financing. It has set out the research gap, the problem, and the proposed research objectives. The remainder of this paper is organized as follows. Chapter 2 discusses the related literature. Chapter 3 describes our selection of the proposed methodology. Chapter 4 describes the results; Chapter 5 discusses them; and Chapter 6 concludes the paper, describes limitations, and suggests paths for future research. 
[bookmark: _Toc49975968]1.6 Definition of terms 
	artificial bee colony algorithms
	a simple optimization tool based on the intelligent behavior of honeybees. It is well-suited for general assignment problems, cluster analysis, constrained problem optimization, structural optimization, and advisory systems. It has also been applied to software testing in software engineering and parameter estimation in software reliability growth models. Thus, ABC is considered a relevant algorithm for emerging technologies (Kaswan et al., 2015).


	customer due diligence
	A process in which Banks and other institutions are able to identify their customers.


	corporate governance
	“a framework of legal, institutional and cultural aspects exerted on decision making from shareholders” (Aljifri & Moustafa, 2007, p. 73)


	corporate social responsibility
	 “an obligation to pursue policies to make decisions and to follow lines of action which are compatible with the objectives and the values of society.” Carroll (1979, p. 270)


	mean shift clustering
	It is an appealing and nonparametric clustering technique that estimates the number of clusters directly from the data and finds those with irregular shapes (Ren et al., 2014).







[bookmark: _Toc49975969]CHAPTER 2: LITERATURE REVIEW
Chapter 2 has the following two objectives. First, it aims to investigate, link, and summarize the forms of FATF compliance used by different jurisdictions around the world to manage and govern financial and non-financial institutions. Second, it aims to develop a novel AI model to detect anomalies in transactions in the formal financial system.
Growing concerns about money laundering (ML) led to the FATF being established at the 1989 Paris G-7 summit (FATF, 2018a). The FATF was vested with the responsibilities of analyzing money laundering activities and proposing, measuring, and monitoring the AML approaches of its member countries (FATF, 2018b) In response, it issued a report with 40 recommendations to serve as a comprehensive action plan for combating money laundering (FATF, 1990). After the September 11, 2001 terror attacks, the FATF added nine special recommendations to help countries fight terrorism. The special recommendations were introduced to detect, prevent, and suppress terrorism by ratifying and implementing the UN instruments; criminalizing the financing of terrorism and associated crimes such as money laundering; freezing and confiscating terrorists’ accounts; reporting suspicious transactions that could be related to terrorism; facilitating international cooperation; controlling alternative remittance services; controlling and monitoring wire transfers and cash couriers; and monitoring the vulnerabilities associated with nonprofit organizations (FATF, 2001). 
The following sections illustrate the relationships between the FATF intergovernmental agreements and how these agreements affect the performance of financial/non-financial institutions (e.g., public benefit associations and charities). The discussion then expands to focus on how institutions might be manipulated through predicate offenses of money laundering, as described by the FATF. Finally, we describe a novel anomaly detection method embedded with deep learning AI and hybrid algorithms to detect money laundering and terrorism financing, which could be a key way to strengthen technical compliance in different institutions and thus, improve country evaluations. 
[bookmark: _Toc49975970]2.1 Financial Action Task Force: AML and ATF
According to Boister (2012, p. 103) “money laundering is a stand-alone crime” in international law, even though it is prosecuted as an ancillary offense. Boister explained that “the ancillary nature of money laundering derives from the necessity of a predicate offense from which the illicit money originates, which can be a serious offense. The predicate offense involves an acquisitive crime that is necessary for the subsequent money laundering process to take place” (Keesoony, 2016, p. 134). Therefore, the offense of money laundering “is both dependent on but independent of that predicate offence” (Boister, 2012, p. 100). Generally, the approach of the existing anti-money laundering regime is “backward looking,” concentrating on the origin of the proceeds derived from the committed crime (Cassella, 2003, p. 93). Specifically, money laundering involves disguising proceeds from illicit activities as lawful and legal earnings (He, 2010; Nobanee & Ellili, 2018). Money laundering happens in three stages: first, funds are placed into the financial sector; next, the proceeds are layered to disguise their origin/source; and then, the funds are integrated to allow for conversion into goods or other assets (Gilmore, 1995; McDowell & Novis, 2001). In short, the aim of money laundering is to disguise, to wrap an object in a veil of legal cleanliness (Leong, 2016). Rider et al. (2016) described it as a typical organized crime with transnational characteristics, spanning multiple jurisdictions with different legal standards. It involves the movement of illicit proceeds through multiple countries’ formal or informal banking systems to an unknown final beneficiary. During the movement, funds are converted into legal monetary instruments to hide their origins and to eventually allow for the financing of terrorists, extremists, or other organized criminal groups. Examples of such groups include the Russian mafia, Solntsevskaya Bratva; the Japanese Yakuza, Yamaguchi Gumi; the Italian-American mafia, Camorra; the Calabrian gang of Italy, Ndarangheta; and Mexico’s largest drug cartel, Sinaloa. Offenders commit the predicate offense in one jurisdiction and then launder the illicit money in another to attempt to make it untraceable (Keesoony, 2016). 
“However, terrorist financing is the stage at which funds are legally or illegally provided and collected for the commission of the crime of terrorism in the future; therefore, it is preparatory in nature” (Tofangsaz, 2012, p. 396). Zubair et al. (2015) defined terrorism financing as providing property to terrorists through the proceeds of illegal activities. While the transactions may or may not be on behalf of the terrorists themselves, they are meant to support the carrying out of terrorism. The United Arab Emirates (UAE) Securities & Commodities Authority (2010) defined terrorism financing as the process of funding groups that intend to commit terrorism, according to Federal Law No. 1 of 2004. Mechanisms to finance terrorists can be either legal or illegal. Terrorist financing incorporates two distinct sets of financial activities. The first set comprises activities related to funding an actual terrorist operation and purchasing the illegal materials for said operations, while the second set consists of activities related to funding terrorist operations, training, and publicity. Terrorist groups must raise funds for a wide variety of purposes: to purchase arms, cover operational expenses, recruit and train terrorists, and provide salaries and other forms of compensation (Kiser, 2005). These funds can be raised through illicit activities, such as drug and human trafficking, arms trading, smuggling, kidnapping, robbery, and arson, which are more amenable to traditional AML tools. Terrorists tend to operate in ambiguity through closed networks and in industries that lack transparency. Terrorists can offer economically profitable incentives to recruit new members, such as contraband cigarettes, counterfeit goods, illicit drugs, and donations (Forman, 2006), and they can receive funds from legitimate humanitarian organizations and businesses. Charities that fund humanitarian relief to conflict-affected areas may or may not be aware that corrupt individuals are rerouting funds to support terrorism. Forman further elaborated that terrorists always seek ways to launder their acquired assets, such as through non-transparent trade, alternative remittance channels (such as hawala), or underground banking systems. 
The literature on AML and ATF is growing and diverging in different directions. To fully grasp the existing research, it is critical to explore key learnings, inconclusive evidence, and areas needing further clarification. In both criminology and popular discourse, the term money laundering evokes images of sophisticated financial operations that span multiple nations (Levi, 2002) and convert illicit proceeds into “clean” money. Over the years, several attempts have been made to determine the magnitude and scope of money laundering and terrorism financing (Walker & Unger, 2009) and to investigate their typologies. However, the inherently secretive nature of these crimes can seriously hinder these research objectives. Attempts to measure the problem’s magnitude have resulted in widely varying estimates, none of which can be fully corroborated (Biagioli, 2008).
[bookmark: _Toc49975971]2.2 Compliance with International Regulatory Regimes: FATF’s perspective

Regulators and law enforcement agents have imposed strict penalties and sanctions on financial/non-financial institutions to regulate the financial system and protect it from abuse. Financial system abuse—as integrity and technical compliance failures, malpractice, or financial crimes/predicate offenses[footnoteRef:1]—have increased in relevance with certain geopolitical events around the world. For example, it has drawn increased attention since the recent global financial crisis (Oates and Dias, 2016), resulting in swift reactions from authorities, regulators, and the financial industry itself (Barry & Carrington, 2006).  [1: Designated categories of offenses include participation in an organized criminal group and racketeering; terrorist acts such as terrorist financing, human trafficking  and migrant smuggling; sexual exploitation including the sexual exploitation of children; illicit trafficking in narcotic drugs and psychotropic substances; illicit arms trafficking; illicit trafficking of stolen and other goods; corruption and bribery; fraud; counterfeiting currency; counterfeiting and piracy of products; environmental crime; murder and grievous bodily injury; kidnapping, illegal restraint and hostage-taking; robbery or theft; smuggling; extortion; forgery; piracy; insider trading and market manipulation. 
] 

The financial system is often used to hide illegal proceeds obtained from predicate offenses. This inhibits the financial system’s ability to contribute to wealth creation (Pratt, 2005), reduces real economic activities, threatens the system’s stability, and eventually constrains overall economic development (Levine, 2002). According to Cohn et al. (2014), the recent wave of financial scandals has caused serious economic damage and threatened the stability and reputation of the financial sector. Hence, policymakers have become more concerned about malpractice. Studies show that policymakers often link malpractice to the common business culture in the banking industry (Salz, 2013) that tolerates dishonest practices instead of preventing them (Cohn et al., 2014), which could also be said of the whole financial sector. 
These trends demonstrate the importance of continuously monitoring technical compliance with FATF’s recommendations. These guidelines introduce mechanisms not only into the banking sector but also into entire economic systems to counter predicate offenses ranging from fraud and corruption to laundering proceeds to finance terrorist groups. Nevertheless, the requirements and recommendations consider only the technical aspects of compliance.
[bookmark: _Toc346131482][bookmark: _Toc349062744]2.2.1 Technical Compliance 
[bookmark: _Toc22039049][bookmark: _Toc22039103][bookmark: _Toc27043802][bookmark: _Toc28197682]Compliance is defined as conforming to standards for organizational conduct and abiding by regulations and laws established by governments and other authorities. For example, in the context of regulation in Belgium, Verhage (2009, p. 116) described compliance as “implementing the integrity policy of financial institutions.” In different countries, compliance functions or units—in accordance with basic governance principles—ensure organizations’ conformance with corporate codes, legal obligations, and best practices. The responsibilities of the compliance function are multifold: to promote privacy legislation and deontology and to prevent financial misconduct and crimes such as fiscal fraud, insider dealing and illegal transactions in financial instruments (such as through AML). Clearly, the functions are much broader than merely preventing money laundering activities (Verhage, 2009). 
This function/unit is fully responsible for implementing the FATF international standards to mitigate and assess the possible risks[footnoteRef:2] of money laundering and terrorism financing. FATF has established recommendations for AML/ATF programs based on regulations and methods of supervision and enforcement to restrain financial system abuse from illicit funding (Truby, 2016). FATF established the initial recommendations in 1990 and revised them repeatedly, ultimately resulting in 49 strict guidelines: 40 to combat money laundering and 9 to combat terrorism financing (Verdugo, 2011). Verdugo (2011, p. 7) further suggested that “to assess a country’s compliance with the FATF 40+9, a team of 4–5 assessors will typically take 2 weeks on-site to evaluate over 285 essential criteria and judge not only if the legal and regulatory system conforms to the standard but also if it is being effectively implemented. Each recommendation is rated on a four-point scale—non-compliant, partially compliant, largely compliant, and compliant. The methodology provides that a rating of compliance shall only be given if all essential criteria are fully met.” The key focus here is to confront and mitigate threats, including all forms of predicate offenses.  [2:  Risk assessment: A national AML/ATF risk assessment is an organized and systematic effort to identify and evaluate sources and methods of money laundering and terrorist financing. It also pinpoints weaknesses in the AML/CFT systems that can directly or indirectly impact the country conducting the assessment. The assessment hinges on the collaboration of multiple public sector offices, with or without the involvement of the private sector; it may also involve one or more individual agencies working independently to assess specific aspects of the country’s AML/ATF situation. (FATF, 2008). 
Risk mitigation: Countries, financial institutions, and designated non-financial business or professions (DNFBPs) must implement policies, controls, and procedures to manage and mitigate risks effectively. They must also monitor the implementation of the controls and enhance them, if necessary (FATF, 2012). ] 

In 2012, the FATF recommendations were revised to address the effectiveness of a country’s AML/CFT system (FATF, 2013). The FATF methodology provides a comprehensive way to measure technical compliance[footnoteRef:3] and verify the adequate implementation of the FATF recommendations. Notably, the FATF methodology focuses solely technical compliance, disregarding the potential for ethical measures to enhance the effectiveness of a country’s AML/ CFT system.  [3:  A technical compliance assessment addresses specific requirements of FATF’s recommendations, principally as they relate to the relevant legal and institutional framework of the country and the powers and procedures of the competent authorities. These recommendations also represent the fundamental building blocks of an AML/CFT system.] 

[bookmark: _Toc346131481][bookmark: _Toc349062743]2.2.2 Ethical Compliance
This section discusses the importance of introducing ethical measures to FATF recommendations to enhance a country’s AML/CFT system. For instance, in the banking sector, the compliance function can be defined as an independent function that investigates and supports the observation of regulations that protect banking integrity (Banking, Finance and Insurance Commission, 2001). This definition highlights that the relationship between compliance and integrity is part of ethics. Hence, integrity and compliance could be co-integrated to strengthen the ethical compliance mechanisms that are adopted by both financial and non-financial institutions. Limited research has tested ethical compliance (Edwards & Wolfe, 2007; Etienne, 2011), as it is difficult to quantify, particularly since many incidents either go unreported or undetected (Dion et al., 2016). Among the recent studies, Weber and Wasieleski (2013) reported that the emphasis on legal compliance has inspired organizations to focus more on ethics, resulting in more organizations creating and maintaining ethical compliance programs. Compliance programs should be a part of an organization’s comprehensive ethical culture, and this culture should be nurtured rather than reverting back to simply monitoring conformance to legal requirements (Giblin & Meaney, 1998). The challenge here is how to adopt an ethical approach (Garcia De Alba, 2010) that is based on interpretivism rather than the positivism of natural science and that maintains a reflexive rather than a normative standpoint (Chalmers, 2016) to ensure that jurisprudence (i.e., the philosophy of laws) is given consideration. 
To understand ethical compliance as a synergistic principle, we must probe more deeply into ethics. Despite the diverse ethical systems that have existed and continue to exist across the world, acting ethically is really a choice that comes down to the individual. This is true irrespective of the school of thought, going all the way back to antiquity. For example, the Socrates paradox described ethics as acting morally even when suffering injustice, and students of later Greek schools, such as the Epicureans and Stoics, defined ethics in very different terms and held value-based debates. More recently, the phenomenon of globalization has sparked similarly heated discussions. 
Individuals can present a wide range of ethical justifications for their actions, from consequentialism, in which the right action is one that brings about the best outcome, to deontological arguments, which emphasize duty, such that the morality of an action is determined by adherence mechanisms (Chalmers, 2016). In this paper, ethics refers to psychological processes and behavior surrounding an opportunity for personal financial (or other) gain. Garcia De Alba (2010) described ethics as a supportive tool that helps people choose between diverse possibilities by eliciting different sets of values. Chalmers (2016), on the other hand, articulated the virtue argument, which holds that ethical behavior is virtuous and should be prioritized. 
In financial and non-financial institutions, ethics are crucial systems of principles that allow individuals to determine appropriate behavior (Awang & Amran, 2014). Fritzsche (1991) explained that the ethical aspects of a decision surface when other alternatives violate moral standards. These standards can be principles of justice, rights, or utility, or they are norms that prohibit individuals from engaging in certain behaviors or (Awang & Amran, 2014). 
As illustrated previously, ethics can reflect a culture of compliance. How, then, do ethics and compliance coexist in the financial sector? Financial activities often involve billions of dollars, and public welfare depends on safeguarding these assets (Oates & Dias, 2016). Theoretically speaking, noncompliance at institutions can incur significant costs, from a loss of trust, reputation, opportunities, income, and clients and from legal fees (Harvey, 2004). Compliance officers may view noncompliance as a motivator of unethical conduct, while white-collar offenders can hide malpractice by misleading compliance functions or units. The perpetration of unethical acts in the global financial industry has demonstrated the need for more research in this area. An example of corruption and misconduct that has taken on transnational characteristics is the manipulation of the LIBOR. Confirming this, Al-Khouri (2007, p. 94) stated, “A key financial benchmark that is linked to multimillion-dollar foreign exchange markets was found to be manipulated especially in the UK and the USA.” This case, among several others, highlights gaps in ethical conduct in the financial industry (O'Brien, 2014) and clearly shows the consequences of malfeasance and misfeasance. These cases have damaged the public confidence and increased pressure on institutions to adopt ethical safeguards to promote compliance and ensure integrity. 
If integrity is indeed an aspect of ethical behavior, do we need integrity for there to be compliance? The answer is somewhat murky. Duska (1998, p. 20) argued that “…simply concerning ourselves with being in compliance and satisfying the letter of the law will not improve ethical behavior itself, because being in compliance with the law is not the equivalent of being ethical. To equate following the law with being ethical is a mistaken view.” Despite disagreeing, this study finds Duska’s argument interesting, as it presents a different interpretation of what might motivate white-collar workers to engage in unethical conduct. However, the relevance of this perspective should be examined through criminology research. 
To the best of our knowledge, few recent studies have theoretically examined ethical compliance in the financial sector, although more insights are emerging. This study aims to enrich the debate on models of regulation and ethical compliance within the financial sector. The literature review showed that studies have assessed ethics and compliance programs in businesses and other organizations from as early as 1986 through 1999 (Weber & Wasieleski, 2013). In 2016, a conceptual paper by Burdon and Harvey used existing academic theories to assess the long-term effectiveness of various compliance models in the UK banking sector, particularly, in the aftermath of the financial crisis and the ongoing financial scandals. The study presented an interesting argument about “Jackman’s ethical compliance.” According to Burdon and Harvey (2016, p. 13), “Jackman's model whilst sound in theory, striving for ‘aspirational’ and ‘ethical’ compliance, appears to be unachievable in practice given the ever-changing regulatory environment.” This environment is being shaped not only by economic conditions but also by politics and the increasing number of crimes in the financial sector.
Besides the above model, the financial sector theory that provides the best insight into the relationship between ethics and finance is agency theory (Oates & Dias, 2016). This theory explains different aspects of ethical behavior that is directed toward a given opportunity, suggesting that individual behavioral assumptions are based on narrow self-interest driven by both guile and deception (Noreen, 1988). However, as Oates and Dias (2016) indicated, some individuals act on a given opportunity in terms of benefits that could be obtained. They pointed out that “opportunistic behavior cannot be easily observed. As a result, a code of ethics to abstain from unethical behavior cannot be properly enforced by external rewards or sanctions” (Oates & Dias, 2016, p. 96). Thus, it has been suggested that agency theory, together with Lindenberg’s goal framing theory, could reinforce ethical compliance mechanisms in the financial sector. Lindenberg’s theory is considered a powerful model for explaining multi-goal preferences and could serve as a reasonable basis for reformulating a theory of compliance (Etienne, 2011).
Regarding technological compliance, a low level of compliance in financial institutions is related to predicate offenses, as discussed in the next section. 
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Technology has become a powerful enabler of illicit transnational activities. Criminals have fully grasped the new opportunities that are available as a result of digital technology, and they have exploited these opportunities to achieve their objectives, causing threats to multiply (Broadhurst et al., 2014). International and domestic Internet economies have become attractive targets for a range of cyber-dependent crimes, such as financial fraud, information theft, and illicit drug purchases, all of which can be committed through ICT platforms (Cyber Crime Assessment, 2016).
Today’s criminals do not need special skills to initiate a cyberattack. ICT tools are becoming increasingly powerful and easy to use, as evidenced by the continuous onslaught of enhanced Trojans, malwares, and spywares. The growing popularity of the deep web in the general population has exacerbated this scenario, allowing criminals to “set things right” while obstructing detection of their crimes. Interestingly, Broadhurst et al. (2014) argued that governments can also use cyberspace to engage in organized illicit activities, and other governments and individuals can, in turn, use cyberspace to track and prosecute them. Examples of this include governments using the Internet to track the crimes of other nations, for instance to investigate Russia for allegedly denying cyberattacks or to investigate Chinese authorities for widespread online economic and industrial espionage Individuals can also use cyberspace to monitor illicit or unethical activities of governments. One such individual was Edward Snowden, who alleged that the US government engaged in massive programs of cyber-surveillance. The offensive cyber operations against Iranian nuclear enrichment facilities are yet another example of a modern cyberattack (Sanger, 2012). 
2.3.1 Organized Cyber Crime
Literature compiled before the 2008 recession typifies the debate on the types of crimes prevalent in cyberspace, questioning whether cybercrime is a form of traditional organized crime that has gone online or is a new breed of online organized crime or both (McCusker, 2006). In this context, McCusker (2006) highlighted the natural synergism between the Internet and organized crime and its likelihood to continue in the future. Earlier, the focus was on conventional organized crime groups using the Internet as a mediator to commit crimes. Although the Internet has been used for a long time to facilitate crimes, this does not mean it is an inherent aspect of the illicit acts (Lavorgna, 2015). Certain forms of cybercrimes require high levels of coordination and organization; in this regard, there is a lack of empirical evidence on whether cybercrime has been overtaken by organized crime groups (Lusthaus, 2013). Few studies have focused on the mutual existence of traditional organized crime and newly established criminal groups in cyberspace (e.g., Hutchings, 2014; Lavorgna, 2015; Leukfeldt et al., 2016; Lusthaus, 2013), and the criminology literature fails to adequately address the nature and rate of criminal adaptability (Lavorgna & Sergi, 2016). Nevertheless, the increasing number of cybersecurity studies and reports indicate various organizational structures in cybercrimes, whose definition has expanded to include profit-driven criminal activities occurring fully or partially in cyberspace (Broadhurst et al., 2014; Leukfeldt et al., 2016).
McGuire (2012) identified three main types (type I, II, and III) and six subtypes (swarm, hubs, extended hybrids, clustered hybrids, aggregates, and hierarchies) of cyber-organized crime groups and concluded that up to 80% of cybercrime typifies organized crime. According to McGuire’s (2012) report, the key characteristics of traditional organized crime groups must be reconsidered when groups are operating online. For instance, in cyberspace, the size of a group does not necessarily correlate with the impact and scope of its offenses, and many associations between criminals are highly transitory. The interpretation offered in the report is that cyberspace has augmented, rather than replaced, existing varieties of organized criminal organizations. To decide whether a network of offenders should be labeled as organized criminals, the researchers examined debates around definitions of organized crime, and they decided that the umbrella term of organized crime should include a broad range of groups exhibiting some degree of organization. However, the report also examined recurring patterns of offenses and the scale of activities.
Today, emerging social media applications can ascertain whether a cyberattack is conducted by an individual or by criminal groups using the Internet as a mediator. For example, in view of current events in the Middle East and the Gulf region, social media has been flooded with fake accounts of individuals supporting terrorism and extremism. Such approaches have been used by criminals to commit crimes without the fear of exposure.
2.3.2 Cybercrime and the Deep Web
Cyber criminals continuously search for ways to protect their anonymity while surfing cyberspace. Deep web surfing is considered one of the major tools for ensuring a high level of obscurity. Hence, what is the deep web, how can it be accessed, and is this access easy or difficult? What threats and opportunities does it hold for its users?
The deep web is an underground cyber culture, inaccessible through regular search engines, whose content may be used for legitimate or illegitimate purposes. It is obscured by layers of routes and inaccessible URLs and is thought to have 80% more content compared to the surface Internet, but the full extent of its breadth, depth, content, and users is unknown. The content (called the dark web) has been intentionally concealed by unknown users, including the most dangerous online criminals. Most of the illicit activities that occur in this space, including human and narcotics trafficking, are undertaken by criminal groups and cults without the fear of detection. In this underground market, thousands of illicit goods and services are traded, and transactions are conducted via an untraceable banking system. Cryptocurrencies such as bitcoin, dark-coin, peer-coin (Sui et al., 2015), and lite-coins (Ciancaglini et al., 2013) are often used in place of real currencies. An example of a widely used anonymous marketplace in the deep web was the Silk Road, which was shut down by the FBI in 2013 (Sui et al., 2015).
Several available networks support anonymity and ensure safe connections between peers. However, the only network that has gained traction and popularity in the underground marketplace is the onion router (TOR), which, probably because of its maturity, has been accepted as the best choice for anti-censorship tools. Moreover, its development level is superior to the other available systems, such as the invisible Internet project (I2P), freenet, and rogue top-level domains (Ciancaglini et al., 2013).
Beyond the information on the deep web’s offerings to the general population, we found that Ciancaglini et al.’s (2013) study explained the marketplace in a realistic light. Ciancaglini et al. (2013) identified the deep web as any online content that cannot be indexed by search engines. This would include dynamic web pages, blocked sites, unlinked sites, private sites with login credentials, non-HTML/-contextual/-scripted content, limited-access networks, and anything else beneath the searchable Internet that is difficult to access or not readily visible. Ciancaglini et al. (2013) compared the deep web to a subterranean mine in terms of scale, volatility, and accessibility, and they further reported on its characteristics and the kinds of activities conducted there:
· Trading malwares that host C&C infrastructure, such as the VAWTRAK malware; banking Trojans that spread via phishing emails and CryptoLocker, which is a ransomware variant that encrypts victims’ personal documents before redirecting them to a site where they have to pay in order to regain access to the files.
· Bitcoin is used for laundering money and purchasing illegal goods and services, since all Bitcoin transactions remain anonymous as long as they are not linked to real identities. However, Bitcoin trading is fully public, making users vulnerable to investigations, and this is obviously relevant to legal personnel. Thus, although tracking money movements in the system is straightforward, the services that increase anonymity make the system complicated.
· Buying and selling stolen accounts, including the details of credit card and bank account numbers and online auction and gaming site credentials.
· Selling passports, IDs, legal documents, and their fake copies.
· Leaking confidential information.
· Assassination services.
Both the deep and the dark web are considered major tools for cybercriminals. They pose hurdles to the controlling of cybercrime, and increased associations among law enforcement agencies are required to survey and counter them. Leukfeldt et al. (2016) maintained that to counter these types of illicit activities, it is essential to increase awareness of the actors, their characteristics, and their modes of operation.

2.3.3 Cost of Cybercrime 
Increasing cyberattacks have resulted in heightened academic focus on the subject of digital space security. However, statistics on reported cybercrimes are limited (Holt et al., 2010), even though evidence collected from different sources suggests that the attack ratio is increasing at a national level. According to the Cyber Crime Report (2016), 122 million attacks were detected and prevented in 2016, indicating that number of attacks had increased 35% since 2015. The American Institute of Certified Public Accountants identified the major cybercrimes according to their costs and losses, as described in Table 1 below:
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	Types
	Definition
	Losses

	CorpoCorporate Account Takeover
	· This type of crime was first identified in 2008; using social engineering and malware, an entity’s computers are hijacked to obtain banking credentials in order to steal funds. 
· Example: Electronic fund transfer fraud, such as automated clearing house or wire transfer. 
	· They were projected to reach US$ 800 million by the end of 2016.

	Theft Identity Theft
	· The act of stealing personal identification information for committing illegal acts, such as opening a line of credit, renting a house, purchasing goods or services, auction- and wage-related fraud, or extortion. 
	· It accounted for US$ 112 billion dollars over the six years prior to 2016.

	Data Theft
	· The act of illegally possessing sensitive data, which includes unencrypted credit card information stored in businesses, trade secrets, intellectual property, source code, customers’ information, and employee records. 
	· This crime has affected 21.5 million people and 4.2 million current and former federal employees.


	Ransomware 
	· A type of malware used to restrict access to important files or the entire system, which cannot be accessed until the payment of a ransom. 
	· Cost varies by the cybercriminal demand. 


Source: AICPA (2013, 2017)
The Table indicates the cost of certain cybercrimes committed in the US. Cybercrime reports identify identity theft and data theft as separate trends. However, the APWG identifies these two types as one attack (i.e., phishing activity) employing social engineering methods and technical subterfuge to steal both identity and financial account credentials (APWG, 2014). According to Kigerl (2016, p. 149), the United States of America was the first target of phishing attacks, “suffering 60% of the worldwide phishing volume, with an average amount of 1,800 dollars lost per individual and 20,070 dollars lost per business.” Meanwhile, China ranks at the top of malware-infected countries, followed by Taiwan and Turkey, whereas Scandinavian countries have the lowest infection rates (APWG, 2016). However, a survey conducted by PWC (2016) showed that companies based in the Middle East suffered greater losses than other regions, with 56% of businesses losing more than USD $500,000 dollars compared to 33% losing this amount globally. Additionally, APWG found retail and services to be the most targeted business sectors, suffering 43% of the attacks, followed by the financial sector (21% of attacks), Internet service providers (12% of attacks), and then payment services, multi-media and social networking, with government, surprisingly, having just 1% of the total attacks. 
If action is not taken to strengthen cyber security measures, it could explicitly impact businesses by disrupting their marketing activities, damaging their reputations, degrading consumer confidence, and, ultimately, killing the businesses (Smith et al., 2011). Interestingly, Smith et al. (2011), upon examining whether cybercrime news negatively affects shareholder value, found that “cybercrime and resulting news stories do affect shareholder value, at least in the short term, via significant decreases in stock price” (p. 6). Moreover, according to Kshetri (2010), people in developing countries are attracted to cybercrimes because of high unemployment rates and low wages; reports have indicated that traditional organized crime groups in these countries commit attacks after diverting their operations to cyberspace to expand their illicit activity globally.
Cyberattacks can be better explained through the rational activity theory. Rather than focusing solely on the perpetrator, this theory focuses on the characteristics of the illicit cyber activity, such as the target and the absence of physical or software-based corporate protection (Rivard, 2014). Another useful theory in this context is the social cognition theory of Compeau and Higgins (1995), in which environmental influences, personal factors, and behavior affect individual capabilities to use digital platforms to commit or attempt to commit an attack. These theories probe more deeply into the motives or agents behind an attack that is classified as e-terrorism, cyber organized crime, or other related offense. Tade (2013) found that multiple theories, such as the routine activity and social learning theories, have been employed to understand cybercrime, with limited ability to explain the phenomenon itself. The study emphasized the superiority of the space transition theory to explain things like criminal behavior, anonymity, lack of deterrence factors, opportunities to evade detection, and the unity that must exist among strangers to commit a crime in physical space. This theory argues that “people behave differently when they move from one space to another” (Jaishankar, 2008, pp. 292-296; Jaishankar, 2018), and it indicates the future of cyberspace. Cybercrime has become more organized; more frequently, it is committed by groups rather than by lone offenders. Organized criminal groups have started to use the Internet not only as a means to communicate but also to commit fraudulent activities, extortion, theft, or money laundering (Tade, 2013). Moreover, cyber offenders may operate as a loose network in close geographic proximity, even if attacks are characterized as transnational (Broadhurst et al., 2014). A recent study by Baek (2018) exploring deviant behaviors on the Internet strongly supported Gottfredson and Hirschi’s self-control theory. The self-control theory has provided a useful theoretical framework and claimed that low self- control could be applied to various deviant and criminal behaviors (Baek, 2018). Moreover, self-control theory has received much empirical support. 
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Money laundering and terrorist financing pose complex and growing challenges to banks and other financial institutions. They may manifest in multiple and novel forms and have a range of goals and intentions. Money laundering involves hiding proceeds from any predicate offense and channeling it through the financial system to give it legitimacy. According to Egmont, money laundering allows offenders to transform illicit resources into assets with a legal source (Paula et al., 2016). It involves multiple transactions to hide the asset source and to allow the assets to be used without compromising the offenders (Paula et al., 2016). Terrorist financing differs in the end purpose of the transferred money, which is not always from illegal sources.
Once the suspected money is channeled through the formal banking system, banks and other financial institutions should issue a suspicious transaction report (STR) and send it directly to the FIUs. The related financial intelligence unit (FIU) receives and analyzes the STRs and other information related to cases of money laundering and terrorism financing. There are several key considerations that tend to shape the STRs: reports being issued by officers who are themselves corrupt; processing inefficiency from basing reports on hunches rather than on facts; low quality information; and the inability to duplicate reports. Some FIUs use software to analyze the STRs, but this step does not always clarify the issues. In addition, most current AML systems have the following drawbacks: (i) a high number of money-laundering red alerts increase investigation costs in terms of time and human effort (Han et al., 2018); (ii) an increase in alerts limits the number of checks, thereby allowing suspicious transactions to pass through the technical compliance procedure, affecting the recall of the system (Gao et al., 2006). 
Thus, this part of the dissertation aims to design a system that is capable of dealing with institutional big data. It classifies and clusters banks’ KYC information into different categories based on specific criteria; it also identifies suspicious transactions through more effective recognition of laundering patterns and trends throughout the process. Finally, the study presents a fully analyzed STR, requiring minimum procedures and investigations from authorities and regulators. Unlike previous methods, which mostly depend on analyzing the STRs from compliance officers, we propose a novel framework to counter money laundering and terrorist financing. This framework naturally consolidates multiple linguistic features (e.g., KYC, blacklisted entities, and countries) into deep learning, supported by an artificial bee colony algorithm and Benford’s law, to automatically detect anomalies within bank accounts.
This part of the thesis makes the following contributions: (1) it introduces a new machine learning framework to detect anomalies in bank accounts; (2) it supports efficiency and elevates the FATF compliance recommendations to a new level of effectiveness; and (3) it supports economic sustainability, considerably enhancing security within the banking sector.
To the best of our knowledge, there is no other system that combines machine learning, an artificial bee colony algorithm, and Benford’s law to detect money laundering in banks or FIUs. Most of the current systems use handcrafted principles that are heavily reliant on existing structured databases. These systems lack the ability to efficiently and effectively identify hidden and complex money laundering trends, especially those with dynamic and time-varying characteristics, thereby producing a high percentage of false positives (Han et al., 2018).
Han et al. (2018) proposed an AML framework that can dramatically decrease the time and effort involved in false-positive validation for red-alert transactions. It harnesses multiple data sources and applies deep learning-based natural language processing (NLP) techniques within a distributed architecture to create a system for more efficient and accurate decision-making. Badal-Valero et al. (2018) combined Benford’s Law and machine learning algorithms (logistic regression, decision trees, neural networks, and random forests) to detect patterns of money laundering in the context of a Spanish court case. Zhou et al. (2018) designed a collection of 54 features to systematically characterize the behaviors of risk-free and felonious accounts. His experimental results demonstrated that the proposed method achieved high detection rates and very low false positive rates. Jovicic and Tan (2018) presented a conceptual model for a trusted peer-to-peer network that uses blockchain technology to lower the risk of money laundering. The model employs machine learning to detect money laundering in a network. However, Jovicic and Tan (2018) called for further research to evaluate the feasibility of the model’s application as an international standard for money movement. Zhang and Trubey (2018) conducted an empirical study to shed light on the use of machine learning algorithms, including (DT), (RF), (SVM), and (ANN), and sampling schemes to detect money laundering events accurately. Their analysis was based on actual transaction data from a US financial institution, enabling them to evaluate predictive models. Their analysis revealed the potential advantages of machine learning algorithms in modeling money laundering activities. An earlier work of Corazza et al. (2010) used Benford’s law to investigate anomalous movements in the S&P 500 stock market. Their study of day-by-day probability distributions revealed that the majority of distributions follow Benford’s law and that non-Benford days are generally associated with major events, like the Wall Street crash of February 27, 2007. Moreover, Bang et al. (2018) developed and applied new methods of machine learning to predict terror attacks using ANNs, some classical and regression analysis methods, regression trees, boosting algorithms, bootstrap aggregating, and RFs. A more recent work by Yin et al. (2019) presented a novel approach for de-anonymizing the bitcoin blockchain by using supervised machine learning to predict the unidentified entity type. After utilizing a sample of 957 entities with almost 385 million transactions, they were able to reveal the types of entities. Meanwhile, Han et al. (2018) presented a framework for the next generation AML by applying and visualizing deep learning-driven NLP technologies in a distributed and scalable manner to augment the AML monitoring and investigation process. Their proposed framework performs news and tweet sentiment analysis, entity recognition, relation extraction, entity linking, and link analysis on different data sources (e.g., news articles and tweets), to provide additional evidence to human investigators for final decision making.
Chen et al. (2018) conducted a survey on machine learning algorithms and methods for detecting suspicious transactions to identify and analyze anti-money laundering typologies, such as link analysis, behavioral modeling, risk scoring, anomaly detection, and geographic capability. His findings reveal that the methods and algorithms in the literature fail to emphasize data quality assurance. Hence, an effective data refinement process is needed that can eliminate similar records, properly generate synthetic data, and boost the learning process. One major finding is that some reviewed studies suggested addressing the challenge of big data through the application of semi-supervised techniques after the clustering process and categorizing the entire input data into smaller groups.
2.4.1 Machine learning
Machine learning is the science of getting computers to act without being directly programmed (Torrano-Gimenez et al., 2011). The overall aim of machine learning is to build models that can perform statistical analyses on input data to forecast an output value within a certain range (Yavanoglu & Aydos, 2017). Machine learning is used to differentiate objects in images, reduplicate speech into text, match new items, post products that capture user interests, and select relevant search results. All of these applications employ a process called deep learning (LeCun et al., 2015). The most commonly used algorithms for machine learning (Torrano-Gimenez et al., 2009) are linear regression, logistic regression, DTs, support vector machines, naive Bayes, k-nearest neighbors' algorithms, k-means clustering, RFs, and dimensionality reduction algorithms (Torrano-Gimenez et al., 2011).
One of the conventional methods to predict binary event probability is the maximum likelihood logistic regression model (Hosmer & Lemeshow, 2000). This parametric statistical model considers inputs and outputs with the predicted probability of an output between 0 and 1. It achieves this output through a logistic transformation of the weighted sum of the inputs (Zhang & Trubey, 2018). The standard likelihood binary logit model algorithm is calculated using the formula in (1) (Cameron, 1988).

Yi = xiβ + µi,                                                     (1)

where Yi is unobserved but is demonstrated through the discrete indicator variable, Ii, such that Ii = 1 if Yi > 0, otherwise it equals 0. The logistic regression model links the logit of the response probability to a linear combination of the explanatory variables and is calculated using the formula in (2), where the coefficients of the logistic regression can be estimated by maximizing the loglikelihood function calculated by (3) (Zhang & Trubey, 2018).

logit(π) = log (π /(1 − π)) = β0 + βx X                              (2)
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where, for each data-point i, Xi is the vector of lineaments and Yi is the observed category; i =1..., n, with n being the number of observations. There is no final form solution to the objective function concerning the coefficients, and hence, the maximum likelihood logistic regression model is fitted using a repeated process. Data describing rare events will commonly exhibit separation. In such cases, one or more predictors perfectly (complete separation) or nearly perfectly (quasi-complete separation) predict the outcome. When complete separation occurs, the corresponding logistic regression coefficients that are mathematically estimated via maximum likelihood are infinite. The fitting algorithm in R stops before achieving a truly infinite number of maximum likelihood estimates. In this way, there is a return to finite estimates with a warning regarding fitted probabilities being equal to 0 or 1. Even under quasi-separation, the magnitude of coefficients can still be unreasonably large and unstable (Zhang & Trubey, 2018).
2.4.2 Artificial bee colony algorithms and mean shift clustering
Artificial bee colony algorithms (ABC) are well-suited for general assignment problems, cluster analysis, constrained problem optimization, structural optimization, and advisory systems. It has also been applied to software testing in software engineering and parameter estimation in software reliability growth models. Thus, ABC is considered a relevant algorithm for emerging technologies (Kaswan et al., 2015).
ABC is a simple optimization tool based on the intelligent behavior of honeybees. In this kind of algorithm, the position of a food source represents a possible solution to the optimization problem, and the source’s nectar amount corresponds to the quality “fitness” of the associated solution. ABC provides a population-based search procedure in which solutions are modified by three kinds of artificial bees—employed, onlooker, and scout bees. The employed bees are associated with a particular food source. The onlooker bees wait in the hive for waggle dances performed by the other bees to delineate food sources. These bees find and exploit new food sources, memorize their locations, carry a portion of nectar to the beehive, and unload it to the food area in the hive. Finally, the scout bees explore new food sources in the environment surrounding the hive in a random way (Minetti & Salto, 2018).
In the first step, the initial population of SN, the swarm size, and the solutions are randomly generated. Each solution xi (i = 1, 2..., SN) is a dimensional vector. This population is iteratively modified by the employed, onlooker, and the scout bees. A candidate food position is generated by the employed bees from the old positions in their memories, modifying only the parameter j, as is shown in the Equation (1) and the related algorithm in the figure below:

vi j = xi j +φi j(xi j −xk j)                     (1) 

where k ∈ {1, 2..., SN} ∧ k 6= i and j ∈ {1,2,...,D} are randomly chosen indexes. A random number between [-1, 1], called φi j, is used to control the generation of food sources around xi and to compare the two food positions viewed by a bee. 
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[bookmark: _Toc41831016]Figure 1: ABC algorithm. Source: (Minetti & Salto, 2018 )
Figure 1 shows that, in ABC, both the employed and onlooker bees update their corresponding food sources by learning from a randomly selected neighbor. This process is a bit inconspicuous (Huang et al., 2019). Hence, we propose a novel ABC algorithm combined with mean shift clustering (MSC). In the proposed ABC-MSC algorithm, the process of clustering will be more evident. 
MSC is a well-established method for dataset clustering. It has been widely used in image and video segmentation, object tracking, image denoising, image and video stylization, and video editing. It has also been extended to geometry segmentation and 3D reconstruction (Xiao & Liu, 2010). It is an appealing and nonparametric clustering technique that estimates the number of clusters directly from the data and finds those with irregular shapes (Ren et al., 2014). It reiterates estimates for each point’s density and computes the mean shift vector. This always points toward the direction of maximum increase in the density (Comaniciu & Meer, 2002), thereby defining a path to a stationary point. The set of original data points that converge to the same mode defines a cluster. Mean shift uses a global fixed bandwidth, while the adaptive mean shift (Comaniciu et al., 2001) sets different bandwidths for different data points. 
2.4.3 Benford’s law
Benford’s law was proposed by Newcomb in 1881 and rediscovered by Benford in 1938. It describes the probability distribution of the first digits, x (x = 1, 2, ..., 9), in a set of natural numbers of logarithmic distribution. If a dataset satisfies Benford’s law, its significant digits will have the following distribution (Fu et al., 2007). Naturally, generated data are supposed to follow this law, whereas manipulated or randomly chosen data do not follow (Durtschi et al., 2004) the distribution: 

P(x) = log(1+(1/x))            (4)

where x is the first digit of the number, and p(x) is the probability distribution of x. The first digit law suggests that numbers starting with 1 will occur around 30% of the time, while those with a first digit of 2 will occur around 17% of the time, and so on, down to a first digit of 9 occurring around 4% of the time (Sambridge et al., 2010). This decreasing trend of probabilities with digits is shown as a histogram in Figure 2. 
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[bookmark: _Toc41831017]Figure 2: The first digit probability distribution of Benford’s law.
 Source: (Iorliam et al., 2016).
Fu et al. (2007) described an extension of Benford’s law and referred to it as the generalized Benford’s law. This closely follows a logarithmic law and is calculated as (5): 
P(x) = N log10[1+[1/(s+xq)]]                   (5)
where N is a normalization factor that makes p(x) a probability distribution. Elaborating on this, Benford showed that 20,229 real numbers drawn from 20 sources approximately followed the same first digit rule, including populations, financial data, and the American baseball league averages (Sambridge et al., 2010). Benford’s law may provide a novel way of testing pragmatism in mathematical models of physical processes (Hill, 1998). Given this, Benford’s law can serve as a reasonable instrument to investigate human-driven data unreliability (Deleanu, 2017). Benford’s law was initially only applied to settings associated with strategic misreporting, such as tax filings, political campaign financing, and election and survey results (Jiménez & Hidalgo, 2014). However, a new wave of explanatory studies have used Benford’s law to test cheating theories in settings other than strategic misreporting, such as the balance of payments, budget deficit statistics, academic publications, and macroeconomics statistics (Michalski & Stoltz, 2013; Rauch et al., 2011; Rauch et al., 2014; Holz, 2014). 
The aforementioned approaches can strengthen institutions’ technical compliance with the FATF recommendations. FATF has become the central institution of a powerful financial governance regime, with its recommendations governing the fight against many kinds of crimes, including transnational organized crime, terrorism, and weapons propagation (Nance, 2018). FATF currently encompasses 37 member jurisdictions and two regional organizations, including most major financial centers around the world. In 2009, the G20 leaders identified FATF as a foundational institution in a new and promising global financial regulatory infrastructure (Nance, 2018). Now, FATF serves as a model of global governance in a world characterized by contested multilateralism (Morse & Keohane, 2014), plurilateralism (Cerny, 1993), regime complexes (Raustiala & Victor, 2004), and a well-designed global governance approach (Patrick, 2014). However, historical and recent literature on these topics is minimal. Emerging studies on ethics and compliance tend to focus on separate, standalone research topics, as in Dion et al.’s (2016) study, which explored the relationship between ethics and financial crime and incorporated different psychological, technical, and ethical perspectives to study money laundering, corruption, fraud and related legalization. Consequently, they applied some forensic psychiatric concept to the understanding of what drives criminals, specifically white-collar workers, to commit such crimes, despite their respected position in the social hierarchy. Other literature has also focused on money laundering and the role of compliance units and FATF recommendations in combating and countering money laundering and the financing of terrorism. An example is the comparative study of Alkaabi et al. (2010) examining AML systems in Australia, the UAE, the UK, and the US, despite difficulties synthesizing differing theoretical perspectives. This study demonstrated the need to construct pyramid-like theories to align all the factors related to ethical compliance under a single ethics umbrella. In fact, the recognition of this need is what triggered this dissertation, sparking basic ideas about establishing legitimacy through ethical compliance in order to detect and combat financial crimes and strengthening these mechanisms through AI. However, although this dissertation aligns with the emerging literature, it differs from it in treating ethical compliance as a basic infrastructure to sever financial crime at its roots within financial and non-financial institutions. 
This dissertation aims to contribute in several ways to the literature on combating financial crimes through ethical compliance. It also may provide motivation for future research, for example, on combating money laundering through AI. Institutional factors such as CG, CSR, and sustainable development are crucial to establishing a comprehensive ethical compliance mechanism to combat money laundering and terrorism financing. This mechanism can also facilitate evaluations of a country’s economic security. Rather than using checklists, ethical compliance can be enhanced through reflexivity, which has been recognized as a means of promoting interpretivism (Chalmers, 2016). This approach will allow each case to be addressed as a unique event and will enable regulators to build on and improve the policies and tools in practice. 
Studying the effects of ethical compliance on financial abuse presents several opportunities to enrich the literature and also opens the door to considering related topics in the context of financial economic security. Theoretical models examining ethical compliance have been limited by concerns about their viability. Nevertheless, the theories are rich and can explain the relationship between ethics, compliance, and the other relevant variable, even in the absence of an integrated theoretical perspective. 
This chapter illustrated the relationship between the FATF intergovernmental agreements and how they affect the performance of financial and non-financial institutions. Subsequently, the discussion expanded to how these institutions might be manipulated through predicate offenses of money laundering, as described by FATF. Finally, the chapter described a novel anomaly detection method embedded with deep learning AI and hybrid algorithms to detect money laundering and terrorism financing in the formal financial system. This method can be a key way for institutions to strength their technical compliance approaches and facilitate higher country evaluations. The next chapter sets out the different methodological approaches adopted in this study.















[bookmark: _Toc49975974]CHAPTER 3: METHODOLOGY
This chapter outlines the research methodology, describing the data collection instruments and processes and the analysis methods (from the systematic review) at each stage of the research. Feasible generalized least square (FGLS) was used to analyze the causes of money laundering cybercrimes and AHP was used to analyze the performance of listed companies in the UAE stock market, based on different factors. Finally, to shed light on the different factors classified under the ethical compliance mechanism, we describe and explain the reasons behind the research design in each section. 
[bookmark: _Toc49975975]3.1 Systematic review
A systematic review lays out the collective understanding of a research subject. It describes and blends theories, supporting methodological rigor in scholarly research and building a reliable knowledge base for professional practitioners (Tranfield et al., 2003). This section of the paper adopted the systematic literature review methodology proposed by Prasad et al. (2018).
To facilitate a comprehensive analysis, we applied a set of inclusion criteria to narrow down the extensive body of research and arrive at a manageable set of papers. We started by searching for papers on AML and ATF in “Scopus, ABDC, ABS, Scimago, and Web of Science,” by using several keywords related to the subjects “countering money laundering and terrorist financing,” “fighting economic crime,” “predicate offences,” “FATF recommendations,” and other subjects related to AML and ATF. The search resulted in 120 papers, which were narrowed down to 44 papers based on the following inclusion criteria: 
i. We limited our search time window to 2002–2018, as concerns about AML and ATF intensified after the events of September 11, 2001. 
ii. Cut-off points: 
1. (a) Fifty or above google scholar citations, 
2. (b) Scopus impact factor of 1 and above, 
3. (c) Scimago impact factor of 1 and above, 
4. (d) Rank of “A” or above in the ABDC list, 
5. (e) Rank of 3 or above in the ABS list, or 
6. (f) Q1 and Q2 ranking in Web of Science. 
As illustrated by Prasad et al. (2018), acquiring citations from Google Scholar is advantageous as it provides references from peer-reviewed journal articles, working papers, and books as well as non-scholarly materials, such as widely read newsletters. Harzing and Alakangas (2016) demonstrated the superiority of Google Scholar over other search methods for returning publications and citations. Regarding our choice of 50 citations and above, we followed Cole (1970), Åström (2010), and Prasad et al. (2018) to ensure quality, attainability, and the availability of reasonably impactful articles in our sample. 
The remaining cut-off criteria (from b to f) ensured that all of the articles were peer reviewed and published in highly ranked journals. Thus, the work considered in this review was of high quality. Papers that mainly focused on AML and ATF were used, while those discussing only a single predicate offense (e.g., fraud and corruption) were not. We also searched the SSRN database to obtain new studies related to our subject. After shortlisting the papers, we classified and analyzed them along several dimensions, such as quality, subject, type of paper, methodology, and journal. 
[bookmark: _Toc49975976]3.2 Cybercrime methodology
This section aims to examine the effect of unemployment on the number of cybercrime cases in several countries (UAE, the USA, Belgium, the Netherlands, Japan, China, Italy, Spain, India, and Canada). A study by Song et al. (2016) found that structural conditions such as unemployment and non-urban locations, are associated with Internet users and may increase their likelihood of becoming offenders. Unemployment has been shown to interact with Internet usage. For example, nations with higher unemployment rates tend to have higher spam rates (Kigerl, 2012). Using cross-country data, Kigerl (2012) found that the unemployment rate, the per capita GDP, the number of Internet users per capita, and demographical/geographical factors (such as each country’s population and location) had significant direct and indirect effects on both spamming and phishing rates (Song, 2017). Song (2017, pp. 26–27) described the results from Kigerl’s (2012) study: “GDP per capita had direct effects on both spamming and phishing rates. The number of Internet users per capita had a direct effect only on the cross-national rate of spamming, while unemployment rates had a direct effect on phishing rates.” Davis (2012) interviewed Misha Glenny, the author of McMafia: Journal through the Global Criminal Underworld, who attributed engagement in cybercrime primarily to high unemployment levels and to youths with advanced computer skills.
As explained earlier, the routine activity and social learning theories were applied to cybercrime, but these theories were limited in explaining the phenomenon itself. The space transition theory was effective for explaining aspects of cybercrimes such as criminal behavior, anonymity, the lack of deterrence factors, opportunities to evade detection, and the unity among strangers that seems to be a prerequisite for committing crimes in physical space (Tade, 2013). Moreover, the criminal opportunity theory speaks to the relationship between unemployment and cybercrime. This theory examines how “situational opportunity and motivations explain criminal behavior and criminal victimization” (Birkbeck & LaFree, 1993, pp. 123-124). It assumes that motivated offenders exist and focuses on the effects of individual characteristics (such as age, race, and gender) as well as on contextual target variables (such as unemployment rates, neighborhood housing density, and urban or rural location) (Song et al., 2016). Song et al. (2016) elaborated further that “prior research has indirectly measured these risk factors using multiple target variables” (p.584). Jaishankar (2018) showed that researchers who addressed the causative factors of cybercrimes using traditional theories, such as the social learning, routine activities, and drift and neutralization theories, were not fully successful in explaining cyberattacks. Hence, Jaishankar (2018) proposed the space transition theory. 
This study advocates for a synergetic theoretical framework to explain opportunistic perspectives on cybercrime levels. This approach is important, considering that the nature of cyberspace depends on the level of the space that is used by different populations. The populations themselves vary not only in size but also in geographical distribution, which then affects other variables (such as nationality, generation, educational level, motives, economic status, and geopolitical orientation). Figure 3 illustrates the overarching theory to explain the relationships between the hypotheses, which are listed below.
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[bookmark: _Toc41831018]Figure 3: Overarching Theory
Thus, the first research hypothesis is posited below:
H1: An increase in cybercrime cases is associated with an increase in the unemployment rate.
The Internet is increasingly integrated into every single aspect of society, and the most meaningful effect from the increased integration is the Internet’s share of global GDP (Ryder, 2014). This leads to the hypothesis below.
H2: An increase in cybercrime cases is associated with an increased growth in GDP. 
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[bookmark: _Toc41831019]Figure 4: Illustration of H2

3.2.1 Data collection
The data related to cybercrime were collected from the online database source provided by Statista. Several keywords were used to obtain the data (such as the number of cyber security incidents among firms, the number of cybercrime related reports, the number of cases of internet banking fraud, the number of cybercrime offenses, the number of identity theft incidents, the number of reported cybercrime incidents, incoming complaints about Internet crime on the IC3 website, the annual number of data breaches, and the exposed records). The search yielded the number of cybercrimes committed in countries (such as Singapore, Canada, the USA, Belgium, the Netherlands, Japan, China, Italy, Spain, India, South Korea, the Russian Federation, Colombia, Ukraine, Vietnam, Belarus, Kazakhstan, and the Philippines). However, we were faced with some limitations regarding yearly records on cybercrime cases in these countries. Our initial target was to gather data for the past 15 years, but we were forced to limit our time period to 2005–2017 because of the unavailability of full records in earlier years. This limitation resulted in the exclusion of some countries, with the remaining countries being the USA, Belgium, the Netherlands, Japan, China, Italy, Spain, India, and Canada. Furthermore, although we planned to add the UAE to the analysis, we could not find online data that matched the previous data. Hence, the UAE-related data were collected from a government agency. It should be noted that the UAE data are confidential and cannot be revealed or provided by any means. Meanwhile, the GDP and GDP per capita of the targeted countries were collected from World Bank data and the unemployment rate data were taken from the Federal Reserve Economic Data. No limitations were encountered while gathering these data.
Since we aimed to use the data to measure the extent to which cybercrime is affected by the GDP growth rate and the unemployment level and the data from the selected countries were from 2000–2017, we arranged them as time series cross-sectional data. This resulted in a total sample size of 180 cases, though there were some missing data related to the number of cybercrime cases. 
To prepare for the analysis, the data on cybercrimes were transformed to their natural logs, whereas GDP per capita and GDP were transformed to their growth rates.	 
3.2.2 Analytical Strategy and Experiment
The data were arranged as time-series cross-sectional data with repeated observations over fixed units for the sampled countries to facilitate analysis through the stata commands. Models for the time-series cross-sectional data (temporal and spatial) used an OLS problem (error of correlation and heteroscedasticity). To address these problems, Parks proposed the use of GLS (Beck & Katz, 1995). The panel data GLS estimator using the model xtgls allowed for a more flexible covariance structure for disturbances and random effects (Erik, 2010). This method fits cross-sectional time-series linear models through GLS. It allows estimation in the presence of autocorrelation within panels and cross-sectional correlation and/or heteroscedasticity across panels (Erik, 2010). However, since Parks’ method could lead to a drastic underestimation of parameter variability (Beck & Katz, 1995), this thesis used FGLS, since it assumes a known error rather than an estimated one. Moreover, many linear-mixed and linear models with serially correlated errors (such as AR(1) errors) can be fitted with FGLS (Olive, 2017). Remedial and diagnostic tests are not required to test the model, as FGLS is used as a solution. We estimated the relationship between the number of cybercrimes and the level of unemployment in different countries, while also considering economic growth. To obtain more accurate results, each country was measured and analyzed separately. Based on Figure 5 below, the choice of xtgls allowed us to estimate the majority of the pooled models (Podestà, 2002):
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[bookmark: _Toc41831020]Figure 5: Stata commands; Source: (Hoechle, 2007)
Given the assumption of pooled time-series cross-sectional data, all the units are characterized by the same regression equation at all points in time and can be written as follows (Beck & Katz, 1995):
					
 				(1)                                                               
where  is a vector of one or more () exogenous variables, observations are indexed by both unit() and time (), and  is the error term. According to Beck and Katz (1995), Equation 1 can be estimated by GLS regardless of any error complexities, as long as the covariance of the error () is known. With this assumption, GLS is completely efficient and yields consistent estimates of the standard error. GLS works by transforming Equation 1 from a general error covariance matrix into another linear equation with an error covariance matrix suitable for OLS estimation, such that the GLS estimates of  are given by the following:
							(2)
With the estimated covariance matrix:
									(3)

This process is described in Figure 6 below. 
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[bookmark: _Toc41831021]Figure 6: Experiment process
[bookmark: _Toc49975977]3.3 Analytic Hierarchy Process
This section examines the theoretical expectations regarding the performance of listed companies in the UAE financial market. We examine related theories and extract four important criteria using data collected from a questionnaire, which was distributed to some experts who regularly monitor listed companies’ financial performance in either the Dubai or the Abu Dhabi stock exchange. The analysis was performed using AHP, a powerful and yet flexible method that enabled us to measure top executives’ overall views on how to use legalization and policy enhancement to improve firm performance. 
AHP was developed by Saaty (1977) to test different alternatives related to multi-criteria decision making (Sharma, 2013). It is an objective measurement procedure that incorporates both objective and subjective factors to facilitate the evaluation (Islam & Shuib bin, 2006) of any given problem. AHP has been widely used to solve unstructured problems in different areas of management, economics, politics, and finance (Stein & Ahmad, 2009). Various elements of problems such as items, criteria, and alternatives are arranged in a hierarchy, yielding a tree-like structure that not only facilitates the identification of elements but also the recognition of interrelationships (Albayrak & Erensal, 2004). The structured hierarchy of Saaty (1980) places the goal on the top level and then the main criteria, sub-criteria, and alternatives on lower levels. AHP allows for the prioritization of criteria and sub-criteria at each level (Maletic et. al., 2014). 
In this study, we progressed through the steps outlined by Saaty (2008). After decomposing the problem and specifying the desired solution, we carried out the structural procedure, constructing the hierarchy from a managerial viewpoint to determine and prioritize each element’s relative importance in each level (Albayrak & Erensal, 2004). After building the hierarchical structure, we constructed a pair-wise comparison matrix to determine each element’s impact on each governing criterion based on the obtained judgments. In the presence of multiple judgments, this step may be required to synthesize geometric means. After collecting the pair-wise comparison, we assigned data priorities and tested the consistency. Albayrak and Erensal (2004) noted that the AHP output quality is related to the judgment consistency that can be verified through a ratio, called the CR, with an acceptable upper limit of (0.10). If the value is larger, then the decisionmaker is required to review the comparison. These steps are summarized the Figure below: 
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[bookmark: _Toc41831022]Figure 7: Outline of the AHP method (Source: Saaty, 2008)
3.3.1 RESEARCH MODEL
The AHP modeling procedure has four stages: goal specification, decision hierarchy structuring, pair-wise comparison, and assigning priorities. Figure 8 shows this study’s objective, which is to evaluate firm performance based on several corporate criteria that are selected as the most appropriate starting points for initiating legal change. Four criteria were selected based on performance theories: CG, CSR, sustainability, and leadership. The selection of sub-criteria was based on previous studies related to the main criteria. 
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[bookmark: _Toc41831023]Figure 8: AHP model
3.3.2 Background on the criteria and sub-criteria
Traditionally speaking, CG can be viewed from two perspectives. The first focuses on systems, and in this perspective, CG is defined as “a framework of legal, institutional and cultural aspects exerted on decision making from shareholders” (Aljifri & Moustafa, 2007, p. 73). The second view emphasizes CG mechanisms, which Weimer and Pape (1999) defined as “the implemented methods at the internal level of companies to help solve the faced corporate level agency related problems.” Throughout this study, we follow Mostafa and Sawsan’s (2013, p. 120) definition, in which CG is “a mix of different mechanisms that direct and control the organization” given our focus on evaluating listed companies’ performance in terms of their actual compliance with the legitimized code of the Securities and Commodities Authority (SCA) in the UAE. This approach can help to reveal gaps in the code and has various implications. For example, Mostafa (2012) identified three policy implications and some practice gaps that needed to be examined by policymakers and concerned authorities. 
Companies can demonstrate discipline and compliance with CG through disclosures in reporting (mandatory and voluntary). Parker (2007) pointed out how CG focuses not only on compliance with legal forms but also on voluntary information, such as information on management processes, investors’ rights, ownership structure, and anything else that reflects corporate management responsibilities (Mostafa, 2012). All these things can factor into assessments of companies’ financial performance. Another important feature of CG reporting is its objective to promote transparency and public accountability (Hassan, 2008). Thus, CG can be seen as a process of making decisions, establishing controls, and ensuring accountability for performance outcomes (Weir et al., 2002).

One of the earliest definitions of CSR was put forth by Carroll (1979, p. 270) as “an obligation to pursue policies to make decisions and to follow lines of action which are compatible with the objectives and the values of society.” CSR helps companies make social contributions, linking them to ethical obligations, laws, and the environment (Yilmaz, 2013). In recent times, companies have been encouraged to disclose more information about their CSR. Strouhal et al. (2015) emphasized the EU (2014) article specifying that companies should maintain transparency in their non-financial disclosures about the environment, society, employee matters, human rights, anti-corruption, and bribery, while continuing to deliver economic benefits. Based on this description, we selected the following as our categories of sub-criteria: social, environmental, and economic.
Corporate sustainability, in the usual sense, is an ecological perspective that focuses not only on environmental protection Othman, R., & Ameer, R. (2014) but also on social equity and economic integrity (Sarvaiya & Wu, 2014). Thus, companies should consider disclosing information about the impact of their operations on these three dimensions (Aggarwal, 2013). In recent years, sustainability reporting has emerged as an important form of voluntary reporting in capital markets (Shamil et al., 2014). As an added aspect of reporting, it complements financial auditing, not only enhancing disclosure but also facilitating communication between an organization and its key stakeholders (Wallage, 2000). When it is embraced as a standard practice, corporate sustainability reporting can facilitate decision-making, compliance, and communication about companies’ ethical standards and actions (D'Angela, 2008). Few studies have investigated the sustainability reporting of firms in developed economies (Wanderley et al., 2008). Sustainability reporting includes information “on how a company, proactively and beyond regulations, acts responsibly towards the environment around it and works towards equitable and fair business practices and brings to life products and services with lower impacts on the natural environment; it covers all areas of economic viability, ethical culture, corporate governance, social responsibility, and environmental awareness” (Daizy & Das, 2013, p, 11). The perception that corporate sustainability facilitates ethics and fairness in business practices and while also supporting economic viability hints at unspoken secrets about unethical practices or corporate crimes, which are that they not only affect company performance but also performance of the overall economy. We made several attempts to identify links between sustainability and corporate crimes in the literature, but we found none. To the best of our knowledge, this is the first study to examine the related impact. Banker et al. (2014) studied the link between sustainability and differentiation, highlighting the importance of companies’ differentiation strategies to provide unique services and products to ensure superior sustainable financial performance. Thus, “differentiation strategy” was taken as a sub-criterion.

Leadership can be viewed through the lenses of a wide range of complex, multidimensional perspectives, and the literature is rich with empirical evidence on leadership’s effects on financial performance. Following Sweeney et al. (2010), we maintain that executives set a tone at the top that defines the ethical climate in the entire organization. Hence, ethics should be an essential part of any company’s business model (Seidman, 2004). Leadership characteristics, particularly actions and polices, shape the ethical culture of organizations (Sweeney et al., 2010), significantly impacting decisions about financial reporting. Several studies have suggested that the tone set by top management can play a crucial role in a firm’s strategic choices and outcomes (Bannon et al., 2010; Schaubroeck et al., 2012). The tone can also be a crucial determinant of ethical practices within businesses. The Treadway Commission (1987, p. 32) stated that the “tone set by top management is the most important factor contributing to the integrity of the financial reporting process”. Moreover, leadership can create an adaptive corporate culture in any organization when they value behavioral norms supportive of responsiveness, collaboration, risk-taking, and continual learning (Roi, 2006). 
The criteria and sub-criteria discussed above are summarized in Table 2:


[bookmark: _Toc28197558]Table 2: Criteria and sub criteria.
	Main Criteria 
	Sub Criteria 
	Reference 

	Corporate Governance
	Implemented Code 
Related disclosures
	 (Mostafa & Sawsan, 2013) and (Weir et. al., 2002) 

	
Corporate Social Responsibility 
	
Social
Environmental
	
(Fernando & Lawrence, 2014) and (Yilmaz, 2013). 

	Corporate Sustainability
	Economic

Differentiation Strategy
Sustainability Reporting
Financial Crimes*
	

(Bellringer et al., 2011), (Wanderley et al., 2008), (Daizy & Das, 2013), and (Banker et al., 2014)

	Leadership
	

Adaptive corporate culture
Business Ethics
Financial Auditing
	

(Shin et. al., 2015), (Bannon et al. 2010), (Arel, 2012), and (Roi, 2006)

	 
	
	


*The link between sustainability and financial crimes has not previously empirically studied. However, real-life observation proves the existence of such a relationship.
[bookmark: _Toc49975978]3.4 Methodology used to measure ethical compliance 
3.4.1 Method and Data Collection 
A survey questionnaire was developed based on four factors (business ethics, CG, CSR, and sustainability) to capture the driving forces of financial market performance, and each element contained three sub-elements for measurement. The questionnaire targeted managers in UAE’s listed corporations in the stock market, and the sample size was relevant to maintain efficiency. Table 3 describes the measurement of constructs, and Table 4 provides a complete description of the target sample, which was drawn from the UAE’s listed corporations. We focused on the subset of personnel who served in different managerial positions, and those ultimately eligible for the survey had varied ages, genders, and educational levels. 
[bookmark: _Toc28197559]Table 3: Measurement of constructs
	Construct
	Item
	Source

	Business Ethics
	BE1: Code of ethics and policy implication.
BE2: Illegal conduct.
BE3: Quality of the annual report.
	 Smith, C. M., Jr. (2008).

	
Corporate Governance
	
CG1: Transparency and efficiency.
CG2: Informational efficiency.
CG3: Shareholders’ rights.
	Diacon, S. R. and Ennew (1996)

	
CSR
	
CSR1: Transparency in issues related to the company.
CSR2: Performance.
CSR3: Corporate risk assessment.
	Smith, C. M., Jr. (2008).

	Sustainability
	S1: Importance.
S2: Reputation.
S3: Balance.
	Van Stekelenburg et. al., 2015
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Table 4: Profile of survey respondents
	Characteristics
	N
	Mean
	Std.

	Age
Gender
Educational level
	52
52
52
	1.33
1.69
2.19
	0.474
0.781
0.991

	
	Category
	Frequency
	Percent

	Age



Gender


Educational level
	25–30
31–35
36+

Female
Male

Diploma
Bachelors 
Masters
Doctorate

	26
16
10

35
17

16
15
16
5

	50
30.8
19.2

67.3
32.7

30.8
28.8
30.8
9.6



Chapter 3 focused on the methodology used in this thesis, providing explanations of the qualitative and quantitative methods of data collection and analysis. The chapter also discussed measures followed during data collection and provided information about the sample. The next chapter presents the results for each methodology.







[bookmark: _Toc49975979]CHAPTER 4: RESULTS
This chapter presents the analysis results corresponding to the different methodologies and research questions. These analyses were conducted to answer the research questions and also to fulfill the broader agenda of understanding how to enhance ethical compliance in UAE institutions and any other institutions in the world that are highly focused on ATF and AML initiatives. The chapter is arranged so that each section of this chapter discusses results that correspond to a particular methodology and goal.
[bookmark: _Toc49975980]4.1 Distribution of the reviewed papers
In the carefully defined sample of relevant (44) studies, the earliest study was published in 2002, and most studies were published after the events of September 11, 2001, with the peak between 2008 and 2011 (Figure 9). This result confirms our prior supposition that systematic research on AML and ATF has intensified. It is still somewhat novel, but it is a quickly growing research field. The shortlisted papers appear in a wide range of academic journals (Table 5), with most papers having been published in Wiley, more than half published in law and economics journals, and another large subset published in criminology and governance journals. 
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[bookmark: _Toc41831024]Figure 9: Number of Articles Based on Year of Publication

[bookmark: _Toc28197561]Table 5: Journal and Publisher Distribution
	
	Article Name
	Author
	Journal 
	Publisher

	1
	Do countries consistently engage in misinforming the international community about their efforts to combat money laundering? Evidence using Benford's Law.
	Deleanu, I.S.
	PLoS ONE
	Public Library Science

	2
	Current developments in anti-money laundering laws.
	Teitelbaum, D. E. and Kaufmann, K. F.
	The Business Lawyer
	American Bar Association

	3
	Power and discourse in policy diffusion: Anti‐money laundering in developing states. 
	Sharman, J. C.
	International Studies Quarterly
	Wiley 

	4
	The financial services authority and money laundering: A game of cat and mouse. 
	Ryder, N.
	The Cambridge Law Journal
	Cambridge University Press 

	5
	Money laundering and globalization.
	Alldridge, P.
	Journal of Law and Society
	Wiley 

	6
	The EU legislative framework against money laundering and terrorist finance: a critical analysis in the light of evolving global standards. 
	Mitsilegas, V. and Gilmore, B.
	International & Comparative Law Quarterly
	Cambridge University Press on behalf of the British Institute of International and Comparative Law

	7
	Turnover of organized crime and money laundering: some preliminary empirical findings. 
	Schneider, F.
	Public Choice
	Springer

	8
	A theory of “Crying Wolf”: The economics of money laundering enforcement. 
	Takáts, E.
	The Journal of Law, Economics, & Organization
	Oxford University Press

	9
	The economics of counterterrorism: A survey.
	Schneider, F., Brück, T., & Meierrieks, D.
	Journal of Economic Surveys
	Wiley 

	10
	Terrorist use of the Internet by the numbers: Quantifying behaviors, patterns, and processes. 
	Gill, P., Corner, E., Conway, M., Thornton, A., Bloom, M., and Horgan, J.
	Criminology & Public Policy
	Wiley 

	11
	Malevolent creativity in terrorist organizations.
	Gill, P., Horgan, J., Hunter, S. T., and Cushenbery, L.
	The Journal of Creative Behavior
	Wiley

	12
	Uncovering the dark web: A case study of Jihad on the web. 
	Chen, H., Chung, W., Qin, J., Reid, E., Sageman, M. and Weimann, G.
	Journal of the American Society for Information Science and Technology
	Wiley

	13
	 Analysis of topologies and key players in terrorist networks. 
	Ozgul, F.
	 Socio-Economic Planning Science
	Elsevier‏

	14
	Conceptual modeling and development of an intelligent agent-assisted decision support system for anti-money laundering. 
	Gao, S. and Xu, D.
	Expert Systems with Applications
	Elsevier‏

	15
	The tenuous relationship between the fight against money laundering and the disruption of criminal finance. 
	Cuéllar, M. F.
	Journal of Criminal Law and Criminology
	SSRN

	16
	The risk-based approach in the new European anti-money laundering legislation: A law and economics view. 
	Dalla Pellegrina, L. and Masciandaro, D.
	Review of Law & Economics
	SSRN

	17
	Financial inclusion: A challenge to the new paradigm of financial technology, regulatory technology and anti-money laundering law.
	Lee, E.
	Journal of Business Law
	SSRN

	18
	Money laundering—a global obstacle.
	Buchanan, B.
	Research in International Business and Finance
	Elsevier

	19
	 Money laundering control and suppression of financing of terrorism: Some thoughts on the impact of customer due diligence measures on financial exclusion.
	De Koker, L.
	Journal of Financial Crime
	Emerald

	20
	Money laundering.
	Levi, M., and Reuter, P.
	Crime and Justice
	University of Chicago Press

	21
	Machine learning techniques for anti-money laundering solutions in suspicious transaction detection: a review. 
	Chen, Z., Teoh, E. N., Nazir, A., Karuppiah, E. K., and Lam, K. S.
	Knowledge and Information Systems
	Springer London LTD

	22
	 Using social network analysis to prevent money laundering.
	Colladon, A. F. and Remondi, E.
	Expert Systems with Applications
	Pergamon-Elsevier Science LTD

	23
	New payment methods: A review of 2010-2012 FATF mutual evaluation reports. 
	Choo, K. K. R.
	Computers & Security
	Elsevier Advanced Technology

	24
	Virtual money laundering: the case of Bitcoin and the Linden dollar. 
	Stokes, R.
	Information & Communications Technology Law
	 

	25
	Global financial governance and the developing anti-money laundering regime: what lessons for international political economy? 
	Tsingou, E.
	International Politics
	Palgrave Machilland LTD

	26
	False and reluctant friends? National money laundering regulation, international compliance and non-cooperative countries. 
	Masciandaro, D.
	European Journal of Law and Economics
	Springer

	27
	Balancing financial threats and legal interests in money-laundering policy. 
	Van Duyne, P. C., Groenhuijsen, M. S., and Schudelaro, A. A. P.
	Crime, Law and Social Change
	Springer

	28
	 Suppressing the financing of terrorism: Proliferating state crime, eroding censure and extending neo-colonialism. 
	McCulloch, J. and Pickering, S.
	British Journal of Criminology
	Oxford University Press

	29
	Terrorist finance, money laundering and the rise and rise of mutual evaluation: a new paradigm for crime control?
	Levi, M. and Gilmore, W.
	Financing Terrorism 
	Springer

	30
	Funding terror.
	Baradaran, S., Findley, M., Nielson, D., and Sahrman, J.
	University of Pennsylvania Law Review
	The University of Pennsylvania Law School 


	31
	 Even clubs can’t do without legitimacy: Why the anti‐money laundering blacklist was suspended. 
	Hülsse, R.
	Regulation & Governance
	Wiley 

	32
	A new role for for‐profit actors? The case of anti‐money laundering and risk management. 
	Bergström, M., Svedberg Helgesson, K., and Mörth, U.
	JCMS: Journal of Common Market Studies
	Wiley

	33
	Global anti‐money laundering standards and developing economies: The regulation of mobile money. 
	Vlcek, W.
	Development Policy Review
	Wiley

	34
	Involuntary public policy‐making by for‐profit professionals: European lawyers on anti‐money laundering and terrorism financing.
	Helgesson, K. S. and Mörth, U.
	JCMS: Journal of Common Market Studies
	Wiley

	35
	The fight against terrorist financing. 
	Clunan, A. L.
	Political Science Quarterly
	ACAD Political Science

	36
	Securitizing money to counter terrorist finance: Some unintended consequences for developing economies. 
	Vlcek, W.
	International Studies Perspectives
	Oxford University Press

	37
	Combating terrorism by constraining charities? Charity and counter‐terrorism legislation before and after 9/11. 
	Bolleyer, N. and Gauja, A.
	Public Administration
	Wiley

	38
	Terrorism activity, investor sentiment, and stock returns.
	Drakos, K.
	Review of Financial Economics
	Elsevier

	39
	The economics of terrorism. 
	Intriligator, M. D.
	Economic Inquiry
	Wiley

	40
	Psychological factors in terrorism and counterterrorism: Individual, group, and organizational levels of analysis. 
	Kruglanski, A. W. and Fishman, S.
	Social Issues and Policy Review
	Blackwell Publishing 

	41
	A framework for analyzing the economic tradeoffs between urban commerce and security against terrorism. 
	Rose, A., Avetisyan, M., and Chatterjee, S.
	Risk Analysis
	Wiley

	42
	Different disciplinary perspectives on understanding and countering crucial aspects of terrorism: The quest for an integrated approach remains an ideal.‏
	Sloan, S.
	International Studies Review
	Oxford

	43
	Detecting money laundering and terrorist financing via data mining.
	Zdanowicz, J. S.
	Communications of the ACM
	Association for Computing Machinery


	44
	Money laundering and its regulation. 
	Levi, M.
	The Annals of the American Academy of Political and Social Science
	Sage Publishing




4.1.1 Google Citation Distribution of Articles
Figure 10 shows selected impactful research articles based on their Google Scholar citations. The figure shows that Levi, M. and Reuter, P. are the most cited authors. They received 252 citations for their article “Money laundering,” which was published in 2006. Next was Levi, M.’s article, “Money laundering and its regulation,” which was published in 2002 and had 190 citations. Four papers have been cited more than 100 times between 2002 and 2009. The most recent study, which was by Chen, Z., Teoh, E., N Nazir, A., Karuppiah, E. K., and Lam, K. S. and entitled “Machine learning techniques for anti-money laundering (AML) solutions in suspicious transaction detection: a review,” received 0 citations. These results imply that emerging studies on AML and ATF should present in-depth analyses to facilitate a deeper understanding of the subject. 

[bookmark: _Toc41831025]Figure 10: Articles’ Google Citation Distribution
Note: Figure 10 shows the 47 research articles and their numbers of citations (updated as of November 1, 2018).
4.1.2 Journals’ Impact Factor Distribution 
Table 6 shows the article number followed by the journal and the impact factors from Scopus, ABDC, ABS, Scimago, and the Web of Science. Table 6 shows that of the journals listed in Scopus, 2 had an impact factor greater than 1, and the other 9 had lower scores. The other 14 journals were not listed in Scopus. Of the 22 rated journals, 8 were in the “A category”; of these, 2 had an impact factor less than 1, and 1 was not listed in Scopus. Five journals were in the “B category,” with 4 of these listed in Scopus. Of the 44 journals, 6 were in the “C category.” The rest were not on the ABDC list. 
According to the ABS journal ranking, only 7, 6, and 2 articles were in the categories of “3” (high rank), “2,” and “1,” respectively. The remaining 29 journals failed to fulfill the ABS minimum ranking criteria. Of these 44 journals, 7 did not have a ranking in Scimago, 17 had an impact factor greater than 1, and 19 had an impact factor less than 1. 
The last database was the Web of Science. Among the 44 journals, 30 journals were listed on the Web of Science, and the remaining 14 were not. Among these, “Q1” (highest), “Q2,” “Q3,” and “Q4” (lowest) rankings were assigned to 15, 5, 9, and 1 journal, respectively. These findings on studies related to AML and ATF are interesting. Overall, two journals with high impact factors were listed in all the databases: “Communications of the ACM” and the “Journal of Economic Surveys.” However, “Communications of the ACM” received a higher number of citations, crossing the cut-off point of 50. Surprisingly, although the journal “Financing Terrorism” was not evaluated by any database, it received 105 citations, exceeding most other journals that were already evaluated and ranked. This was followed by the “Information & Communications Technology Law” journal, which had 57 citations. These findings suggest that high-quality journals were not satisfied with the contributions of recent articles in the field. 
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	Journal 
	Google Scholar Citations
	 
 
Impact Factor
 
 

	
	 
	 
	Scopus
	ABDC
	ABS
	Scimago
	Web of Science 

	1.	
	PLoS ONE
	1
	1.111
	NL*
	NL
	1.164
	Q1

	2.	
	The Business Lawyer
	5
	0.708
	A
	NL
	0.33
	Q3

	3.	
	International Studies Quarterly
	150
	1.825
	A
	NL
	2.581
	Q1

	4.	
	The Cambridge Law Journal
	20
	1.664
	NL
	NL
	0.213
	NL

	5.	
	Journal of Law and Society
	74
	0.742
	B
	2
	0.291
	Q3

	6.	
	International & Comparative Law Quarterly
	89
	1.1
	A
	NL
	0.369
	NL

	7.	
	Public Choice
	73
	1.196
	A
	3
	0.991
	Q3

	8.	
	The Journal of Law, Economics, & Organization
	133
	1.794
	NL
	NL
	1.585
	Q3

	9.	
	Journal of Economic Surveys
	31
	2.465
	B
	2
	1.462
	Q1

	10.	
	Criminology & Public Policy
	24
	1.009
	NL
	NL
	1.473
	Q1

	11.	
	The Journal of Creative Behavior
	55
	1.1
	NL
	NL
	0.506
	Q2

	12.	
	Journal of the American Society for Information Science and Technology
	153
	NL
	NL
	3
	NL
	Q1

	13.	
	 Socio-Economic Planning Science
	4
	NL
	C
	2
	NL
	Q2

	14.	
	Expert Systems with Applications
	67
	NL
	C
	3
	1.271
	Q1

	15.	
	Journal of Criminal Law and Criminology
	137
	0.596
	NL
	NL
	0.336
	NL

	16.	
	Review of Law & Economics
	59
	0.41
	NL
	NL
	0.195
	NL

	17.	
	Journal of Business Law
	1
	NL
	A
	2
	NL
	NL

	18.	
	Research in International Business and Finance
	90
	1.442
	B
	2
	0.548
	NL

	19.	
	Journal of Financial Crime
	63
	0.541
	C
	NL
	0.228
	NL

	20.	
	Crime and Justice
	252
	2.295
	NL
	NL
	1.517
	Q2

	21.	
	Knowledge and Information Systems
	0
	NL
	C
	NL
	0.726
	Q2

	22.	
	Expert Systems with Applications
	20
	NL
	C
	3
	1.433
	Q1

	23.	
	Computers & Security
	32
	NL
	NL
	NL
	NL
	Q2

	24.	
	Information & Communications Technology Law
	57
	NL
	NL
	NL
	NL
	NL

	25.	
	International Politics
	53
	NL
	NL
	NL
	NL
	Q3

	26.	
	European Journal of Law and Economics
	51
	NL
	C
	1
	0.337
	NL

	27.	
	Crime, Law and Social Change
	50
	0.911
	B
	NL
	0.409
	Q3

	28.	
	British Journal of Criminology
	85
	NL
	NL
	NL
	1.34
	Q1

	29.	
	Financing Terrorism 
	105
	NL
	NL
	NL
	NL
	NL

	30.	
	University of Pennsylvania Law Review
	22
	NL
	NL
	NL
	1.842
	Q1

	31.	
	Regulation & Governance
	26
	2.292
	NL
	NL
	1.866
	Q1

	32.	
	JCMS: Journal of Common Market Studies
	39
	1.778
	NL
	3
	1.873
	NL

	33.	
	Development Policy Review
	21
	1.177
	B
	NL
	0.751
	Q3

	34.	
	JCMS: Journal of Common Market Studies
	3
	1.778
	NL
	3
	1.873
	Q1

	35.	
	Political Science Quarterly
	61
	0.598
	A
	NL
	0.228
	Q4

	36.	
	International Studies Perspectives
	6
	1.17
	NL
	NL
	0.983
	Q3

	37.	
	Public Administration
	0
	1.783
	NL
	NL
	1.989
	NL

	38.	
	Review of Financial Economics
	91
	0.777
	NL
	1
	0.379
	NL

	39.	
	Economic Inquiry
	33
	1.193
	A
	3
	0.992
	Q3

	40.	
	Social Issues and Policy Review
	91
	3.453
	NL
	NL
	2.748
	Q1

	41.	
	Risk Analysis
	12
	1.381
	NL
	NL
	1.01
	Q1

	42.	
	International Studies Review
	0
	1.461
	NL
	NL
	1.201
	NL

	43.	
	Communications of the ACM
	80
	2.629
	A
	2
	0.709
	Q1

	44.	
	The Annals of the American Academy of Political and Social Science
	190
	1.564
	NL
	NL
	1.225
	Q1


Note: NL* = Not Listed
4.1.3 Type of Paper/Methodology in a Journal
To obtain a better understanding of the heterogeneity of the reviewed studies, we analyzed the methodology types of the studies and labeled them accordingly. This exercise showed that the studies could be divided into eight distinct categories. Of the 44 reviewed papers, most (34) were different types of qualitative studies: 13 were technical papers, 7 were review papers, 4 were arguments, 4 were conceptual studies, 2 were case studies, 1 was a comparative paper, 1 was theoretical, and 2 were mixed methods. The remaining 9 were quantitative studies adopting statistical methods (such as Benford’s law, turnover, probability, comparative statics, and data mining) or econometric approaches. Notably, most of the data used in these papers were vague and lacked proper interpretation. Some of the data were extracted from published annual or statistical reports available to the public; these data do not accurately represent the quantities of money that were laundered. This is because the original funds are not what are ultimately received by terrorists, meaning that the total laundered amount goes undetected. This finding suggests that governments should provide researchers with access to more concrete data, which would enable them to analyze money laundering and terrorist financing more accurately. Accurate analyses, in turn, would provide governments with better ways to counter the crimes. Table 7 and Figure 11 below present the methodology types and counts in the sample of reviewed papers. 
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	Article Name
	Type of Paper/ Methodology

	1.	
	Do countries consistently engage in misinforming the international community about their efforts to combat money laundering? Evidence using Benford's Law.
	Empirical

	2.	
	 Current developments in anti-money laundering laws.
	Technical Paper

	3.	
	Power and discourse in policy diffusion: Anti‐money laundering in developing states. 
	Argument Paper

	4.	
	The financial services authority and money laundering: A game of cat and mouse. 
	Technical Paper

	5.	
	Money laundering and globalization.
	Literature Review

	6.	
	The EU legislative framework against money laundering and terrorist finance: a critical analysis in the light of evolving global standards. 
	Technical Paper

	7.	
	Turnover of organized crime and money laundering: some preliminary empirical findings. 
	Empirical

	8.	
	A theory of “Crying Wolf”: The economics of money laundering enforcement. 
	Empirical

	9.	
	The economics of counterterrorism: A survey.
	Review

	10.	
	Terrorist use of the Internet by the numbers: Quantifying behaviors, patterns, and processes. 
	Empirical

	11.	
	Malevolent creativity in terrorist organizations.
	Conceptual

	12.	
	Uncovering the dark web: A case study of Jihad on the web. 
	Case Study

	13.	
	 Analysis of topologies and key players in terrorist networks. 
	Empirical

	14.	
	Conceptual modeling and development of an intelligent agent-assisted decision support system for anti-money laundering. 
	Conceptual

	15.	
	The tenuous relationship between the fight against money laundering and the disruption of criminal finance. 
	Technical Paper

	16.	
	The risk-based approach in the new European anti-money laundering legislation: A law and economics view. 
	Theoretical Paper

	17.	
	Financial inclusion: A challenge to the new paradigm of financial technology, regulatory technology and anti-money laundering law.
	 Technical Paper

	18.	
	Money laundering—a global obstacle.
	Technical Paper

	19.	
	 Money laundering control and suppression of financing of terrorism: Some thoughts on the impact of customer due diligence measures on financial exclusion.
	Literature Review

	20.	
	Money laundering.
	 Descriptive Review 

	21.	
	Machine learning techniques for anti-money laundering solutions in suspicious transaction detection: a review. 
	Review

	22.	
	 Using social network analysis to prevent money laundering.
	Empirical

	23.	
	New payment methods: A review of 2010-2012 FATF mutual evaluation reports. 
	Technical Paper

	24.	
	Virtual money laundering: the case of Bitcoin and the Linden dollar. 
	Conceptual 

	25.	
	Global financial governance and the developing anti-money laundering regime: What lessons for international political economy? 
	Technical Paper

	26.	
	False and reluctant friends? National money laundering regulation, international compliance and noncooperative countries. 
	Empirical

	27.	
	Balancing financial threats and legal interests in money-laundering policy. 
	Argument Paper

	28.	
	 Suppressing the financing of terrorism: Proliferating state crime, eroding censure and extending neo-colonialism. 
	Technical Paper

	29.	
	Terrorist finance, money laundering and the rise and rise of mutual evaluation: a new paradigm for crime control?
	Technical Paper

	30.	
	Funding terror.
	Empirical/technical

	31.	
	 Even clubs can’t do without legitimacy: Why the anti‐money laundering blacklist was suspended. 
	Technical Paper

	32.	
	A new role for for‐profit actors? The case of anti‐money laundering and risk management. 
	Comparative

	33.	
	Global anti‐money laundering standards and developing economies: The regulation of mobile money. 
	Literature Review

	34.	
	Involuntary public policy‐making by for‐profit professionals: European lawyers on anti‐money laundering and terrorism financing.
	Case Study

	35.	
	The fight against terrorist financing. 
	 Argument Paper

	36.	
	Securitizing money to counter terrorist finance: Some unintended consequences for developing economies. 
	Argument Paper

	37.	
	Combating terrorism by constraining charities? Charity and counter‐terrorism legislation before and after 9/11. 
	Comparative

	38.	
	Terrorism activity, investor sentiment, and stock returns.
	Empirical

	39.	
	The economics of terrorism. 
	 Conceptual 

	40.	
	Psychological factors in terrorism and counterterrorism: Individual, group, and organizational levels of analysis. 
	Technical Paper

	41.	
	A framework for analyzing the economic tradeoffs between urban commerce and security against terrorism. 
	Conceptual/Theoretical

	42.	
	Different disciplinary perspectives on understanding and countering crucial aspects of terrorism: The quest for an integrated approach remains an ideal.‏
	Book Review

	43.	
	Detecting money laundering and terrorist financing via data mining.
	Empirical

	44.	
	Money laundering and its regulation. 
	Technical Paper
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4.1.4 Distribution of Content Analysis
Since the majority of the papers were qualitative in nature and only a quarter adopted quantitative approaches, it would be interesting to investigate the studies’ themes. To this end, we performed a content analysis of studies and divided them into three theme-based groups: 
i. Research articles related to AML. 
ii. Research articles related to ATF. 
iii. Research articles related to both AML and ATF. 
Table 8 shows that the 21 AML articles were spread across different categories: studies related to regulations, criminology, and trends numbered 15, 2, and 4, respectively. An examination of articles’ objectives showed that the 15 articles in the regulations category criticized, analyzed, or investigated laws and procedures to counter money laundering. Owing to the ineffectiveness of AML practices, the findings suggest that regulators and authorities should enhance and update practices and laws. Among the 15 articles in the regulations category, one article, “Even clubs can’t do without legitimacy: Why the anti‐money laundering blacklist was suspended,” did not provide any recommendations. The two studies in the criminology category examined the money-laundering process and shed light on its financial means, crossing over into the subject of organized crime groups. The findings of these two articles underscore the importance of cooperative efforts to fight money laundering, and they show the significance of organized crime turnover. The articles recommend developing appropriate detection methods and conducting further research in this area. Meanwhile, articles in the trends category aimed to develop comprehensive measurement methods, technologies, and computational algorithms to support the AML system. Each paper supported a specific analytic objective. The common recommendation of these four papers was to develop a method of technical analysis to help combat money laundering. 
As shown below, there were 14 ATF articles. Among these, articles on regulations, economics (one in financial economics and another in socioeconomics), and trends accounted for 4, 6, and 2 articles, respectively, and the remaining articles were categorized in criminology. Articles in the regulations category studied how to counter terrorism and related activities and examined the efficiency of financial laws. The findings of these papers suggested that some financial laws were ineffective and that cooperation among different countries and financial entities is needed. Additionally, 2 articles in regulations called for further research on the ATF legislative framework and the enforcing of international regulations, but the other 2 articles did not make any recommendations. The 6 articles in the economics category explored ATF conceptualizations and reviewed some existing literature on the subject. Most of the articles had significant findings in terms of their research objectives. While 2 articles did not present any recommendations, the other 4 articles agreed that new ATF strategies were needed. These articles discussed both AML and ATF. Among these, 5 articles examined the legislative frameworks for AML and ATF, evaluating the regulatory technologies used in the framework and analyzing the relationships between AML, ATF and customer due diligence (CDD). Findings indicated that some international standards were not being implemented, but evidence was lacking on the effectiveness of regulatory technology. The findings also recommended cooperation among different countries to address the issues and further research. The remaining article identified funding that terrorists received through trade-based money laundering by collecting information on proceeds funneled to the terrorists. This article recommended real time analysis in this area. 
Table 8 presents the breakdown of reviewed papers based on their subjects. The Table shows that the literature on AML and ATF examined money-laundering and terrorist-financing laws, typologies, FATF standards and recommendations, detection methods, and regulatory measurements. Studies on AML, ATF, and AML and ATF together accounted for 21 (approximately 49%), 15 (approximately 35%), and 6 articles (approximately 16%), respectively. The number of studies on a single theme was high, but this trend toward a restricted focus could detract from the production of new insights over time. Details on the content of these papers are shown in the table above. Notably, there was a dearth of quality studies using a broader perspective to examine the subject First, some of the listed articles do not present recommendations. Second, the results were vague and lacked proper interpretation. Finally, the conclusions did not adequately integrate the information. This may explain why numerous articles have been published in high-quality databases. Therefore, it is critical to conduct further research in these areas, and in particular, novel studies that can enhance different dimensions of AML and ATF in relation to FATF recommendations, risk mitigation, and safeguarding mechanisms and also in relation to the regulatory technologies that have been developed to analyze money laundering and terrorist financing.
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Table 8: Journals’ Category Based on the Subject
	(AML) Study
	Objectives
	Findings
	Recommendations
	Category

	1.	Balancing financial threats and legal interests in money-laundering policy. 
	To criticize findings in the existing literature on the fight against money laundering.
To present an argument for why the proceeds of crime should not remain in the possession of the malefactors.
	Global and political practices in anti-money laundering areas are not effective. 
	The current anti-money laundering guidelines should be updated from time to time to enhance their effectiveness.
	Regulations

	2.	A new role for for‐profit actors? The case of anti‐money laundering and risk management. 
	Analyzing the third set of EU AML instructions and approaches to risk management in terms of democratic accountability.
	Comparing the UK and Swedish risk‐based decision processes, it was found that the procedures could endanger the traditional liberal understanding of democratic accountability.
	Further research should examine the link between money laundering and terrorism. The securitization of AML measures has shifted the accountability burden from public actors to private ones, who will have to take the blame for suspicious money transactions that could be linked to terrorist attacks. 
	Regulations

	3.	A theory of “Crying Wolf”: The economics of money laundering enforcement. 
	Investigating how redundant reporting can lower the information value of reports.
	The available empirical evidence is shown to be consistent with the model’s predictions. 
The model can be used to further analyze the role of disclosure in corporate finance.
	Enhanced policy measures have been suggested using the model (decreasing fines, introducing report fees).
	Regulations

	4.	Do countries consistently engage in misinforming the international community about their efforts to combat money laundering? evidence using Benford's Law.
	To use forensic analysis on a set of compliance indicators and to detect any anomalous statistical patterns using Benford’s law.
	Although some countries misinformed the international community regarding their effort in fighting money laundering, their actions could be an unintended consequence of the international community’s pressure to put fighting money laundering at the top of their national agendas.
	Applying Benford’s law to future statistics might be beneficial for detecting suspicious report manipulation.
	Regulations

	5.	Even clubs can’t do without legitimacy: Why the anti‐money laundering blacklist was suspended. 
	To investigate international organizations’ efforts to ensure compliance with their rules. 
	Compulsion is not a ‘‘sustainable’’ mode of governance.
	The author did not present any recommendations.
	Regulations

	6.	False and reluctant friends? National money laundering regulation, international compliance and noncooperative countries. 
	To empirically test the theoretical relationship of the NCCT in money laundering and terrorist financing.
	To reduce the global risks of terrorism and organized crime: A pure “name and shame” approach may prove counterproductive. Moreover, the actual effect of blacklisting is to increase the expected national benefits rather than to improve international political enforcement.
	LFR countries must not be excluded from the FATF monitoring action.
	Regulations

	7.	The financial services authority and money laundering: A game of cat and mouse. 
	To critically assess the effectiveness of the FSA measures to reduce the extent of money laundering. 
	Given the large number of sources available to criminals to launder illicit revenue, the effectiveness of legal objectives will always be questioned.
	Serious organized crime agencies must build upon the recommendations made by the Lander Review and, through its new powers, attempt to rebuild confidence in the suspicious activity reports regime.
	Regulations

	8.	Global financial governance and the developing anti-money laundering regime: what lessons for international political economy?
	To analyze the political, institutional, and regulatory evolution of the anti-money laundering regime. 
	Political and public policy considerations have interfered with financial governance arrangements.
	Public issues such as drug trafficking, corruption, and terrorism should be addressed. 
	Regulations

	9.	Money laundering and its regulation. 
	To examine definitions of money laundering and the conceptual and actual role its regulation plays in dealing with drug markets. 
	Detected cases of money laundering involve the same out-of-place judgments. However, the impact of anti-money laundering efforts on enforcement resources, organized crime markets, or drug consumption levels is not well understood.
	Illicit money needs to be followed more seriously with more resources.
	Regulations

	10.	Power and discourse in policy diffusion: Anti‐money laundering in developing states. 
	To explain the international spread of anti-money laundering policies and to debate the process of diffusion in the developing world.
	The process of diffusion is derived from power and does not reflect rational learning.
	Researchers who intend to study diffusion should be aware of the effects of compulsion. In international relations, it should be possible to advance power-based explanations that are outside the rationalist and materialist frames. 
	Regulations

	11.	The risk-based approach in the new European anti-money laundering legislation: A law and economics view. 
	To analyze AML measures using the principle agent framework when a risk-based approach (RBA) is applied.
	The existence of asymmetric information in the design of AML regulation that is consistent with the RBA depends on financial institutions’ participation and on the quality and cost of the supervision.
	National authorities should separate the relative maliciousness of different predicate offenses. Additionally, it would be better to have a list of the predicate offenses depending on their relative social costs.
	Regulations

	12.	The tenuous relationship between the fight against money laundering and the disruption of criminal finance. 
	To examine the fight against money laundering in a case study of the separation between an enforcement system's objectives and performance.
	Combating money laundering seems to deliver less than what it promises.
	To force some changes in substantive criminal statutes and regulatory policy in order to improve the system.
	Regulations

	13.	Money laundering—a global obstacle.
	To examine the money laundering process.
	Cooperation between regulatory and law enforcement agencies and the public and private sector across borders is necessary to find an extensive integrated solution. 
	The impact of money laundering is still varied, and an accurate methodology to detect and measure money laundering needs to be developed. 
	Criminology

	14.	Turnover of organized crime and money laundering: some preliminary empirical findings. 
	To shed some light on the size and development of the financial means of organized crime.
	The resulting figures are very preliminary with a large percentage of errors. However, the paper gives a clear picture of the importance of organized crime turnover.
	To take the current empirical information and do further research. 
	Criminology

	15.	Machine learning techniques for AML solutions in suspicious transaction detection: a review. 
	To provide a comprehensive survey of machine learning algorithms and methods applied to detect suspicious transactions. 
	Current methods and algorithms in the literature not really emphasized data quality.
	Reinforced learning is needed, and training should be considered.
	Trends

	16.	Conceptual modeling and development of an intelligent agent-assisted decision support system for anti-money laundering. 
	To formulate an AML conceptual model. 
	Conceptual modeling and the development of an intelligent agent-assisted decision support system for anti-money laundering. 
	The model is able to provide more adaptive, intelligent, and flexible solutions for AML. 
	Trends

	17.	Virtual money laundering: the case of Bitcoin and the Linden dollar. 
	To present an analysis of the money laundering risks of two virtual currencies.
	Although there are some advantages to using cryptocurrencies for laundering money, these currencies are not suitable for laundering on a large scale.
	To incorporate the Linden dollar and Bitcoin into the anti-money laundering perspective.
	Trends

	18.	Using social network analysis to prevent money laundering.
	To explore opportunities for the application of network analytic techniques to prevent money laundering. 
	Risk profiles can be predicted by using social network metrics. 
	To study structural holes and network centrality to identify clients at a higher risk of fraud. Additionally, the contributed metrics should be combined with other tools to allow for the rapid detection of suspicious nodes, with the final aim of preventing money laundering.
	Trends

	19.	Current developments in anti-money laundering laws.
	To discuss, in a focused way, money laundering and the terrorist financing provision act.
	 Many of the relevant developments with respect to legal implementation are still evolving.
	 To finalize the related regulations, which could differ from the regulations that have already been proposed.
	Regulations

	20.	Money laundering and globalization.
	To trace imperatives related to the intensification of money laundering and the emergence of globalization. 
	Globalization has hastened international cooperation in criminal justice. 
	The FATF must show greater transparency and accountability. Moreover, the current AML regime should be required to use a global regulatory impact assessment to show its true costs and benefits. 
	Regulations

	21.	Money laundering.
	To examine money laundering regimes and review the gaps in the current research papers. 
	How well the system works in suppressing crimes and preventing terrorist acts is entirely a matter of speculation. No published papers have provided an empirical assessment.
	To research the set of obligations on businesses to support law enforcement and reduce crimes.
	Regulations


Table 8. continues
	(ATF) Study
	Objectives
	Findings
	Recommendations
	Category

	22.	Combating terrorism by constraining charities? Charity and counter‐terrorism legislation before and after 9/11. 
	To address the method of countering terrorism by constraining charities. 
	The day-to-day activities of charities are most likely to be affected.
	To study the legislative framework and how it is implemented and interpreted by government authorities and to study how charities respond to new legal realities.
	Regulations

	23.	A framework for analyzing the economic tradeoffs between urban commerce and security against terrorism. 
	To present a framework for an economic consequence analysis of counterterrorism measures. 
	The spillover impact can vary significantly across countermeasures. Additionally, the spillover effects are significant but smaller than the macroeconomic consequences of the simulated attacks.
	To use the spreadsheet program in emergency management practices.
	Economics

	24.	Funding terror.
	To examine the efficiency of the financial laws that prohibit the formation of shell companies and monitor suspicious bank transfers. 
	International laws requiring customer identification to form shell companies are not effective.
	To enforce international regulations and to work more closely with the private sector to suppress terrorism financing. 
	Regulations

	25.	Malevolent creativity in terrorist organizations.
	To present a conceptual framework to simplify the complex nature and multiple drivers of creativity and innovation within terrorist organizations. 
	The model is capable of assessing a terrorist organization’s capability of creatively formulating new ideas and technologies that may later become a terrorist innovation. 
	To benefit from the theoretical framework in practically countering terrorism.
	Trends

	26.	Psychological factors in terrorism and counterterrorism: Individual, group, and organizational levels of analysis. 
	To investigate and analyze the psychological factors involved in terrorism and counterterrorism on individual, group, and organizational levels. 
	Psychological factors play an important role in countering terrorism at all its relevant levels of analysis. 
	To be aware of the tradeoffs and paradoxes and how they may play out in countering any case of terrorism. 
	Behavioral and Social Sciences (Criminology)

	27.	Suppressing the financing of terrorism: Proliferating state crime, eroding censure and extending neo-colonialism. 
	To describe the nature and impact of some of the anti-terrorism financing measures post-9/11 and to conduct a case study of alternative remittance banking systems. 
	The financial regulations are directed at activities outside the corporate level of capital investment and are aimed at nonprofit organizations, charities, and solidarity groups and at communities and individuals commonly stereotyped as terrorists. 
	Authors did not present any obvious recommendations. 
	Regulations

	28.	Securitizing money to counter terrorist finance: Some unintended consequences for developing economies. 
	To argue that national and international measures against terrorist financing frame the securitization of money. 
	Constraining legitimate financial transactions to pursue a small number of illicit transactions may not be the most effective means of dealing with terrorist attacks, even though it securitizes money,
	By labeling money as the fundamental component of an existing threat, it is possible to vindicate using unusual measures to observe financial transactions.
	Economics

	29.	Terrorism activity, investor sentiment, and stock returns.
	To explore whether terrorism exerts a significant negative impact on daily stock market returns.
	Terrorist activity leads to significantly lower returns on the day a terrorist attack occurs. 
	Authors did not present any obvious recommendations.
	Financial Economics

	30.	Terrorist use of the Internet by the numbers: Quantifying behaviors, patterns, and processes. 
	To investigate how terrorists use the Internet to commit crimes. 
	The results suggest that extreme-right-wing individuals were significantly more likely to learn and communicate online.
	Cooperation between different entities should be reframed as a fight against opportunities for violence rather than as a fight against expressions of radical ideas and thoughts.
	Behavioral and Social Sciences (Criminology)

	31.	The economics of terrorism. 
	To understand terrorism as an economic phenomenon and control it.
	The world is not safe.
	New anti-terrorism initiatives must be developed to prevent terrorists from using weapons of mass destruction.
	Economics

	32.	The fight against terrorist financing. 
	 This paper addresses the complexity of TF and discusses several interrelated TF factors.. 
	 TF is complex and requires cooperation among different countries and financial institutions.
	Recommendations were not provided.
	Regulations

	33.	Uncovering the dark web: A case study of Jihad on the web. 
	To develop a novel methodological approach to collect and analyze dark web information.
	The suggested methodology is useful and has a high potential to support different aspects of legal investigations.
	To develop enhanced techniques to collect a large volume of dark web contents. 
	Trends

	34.	The economics of counterterrorism: A survey.
	To review the existing theoretical and empirical contributions on the previously proposed anti-terrorism economic strategies. 
	The findings suggest that strategies that target the benefits of terrorism do not usually stop terrorism but rather encourage alternative and innovation effects.
	• To explore the interactions between terrorist and anti-terrorist acts.
• To identify determinants of terrorists’ responsiveness to incentives set through anti-terrorism.
• To identify the factors that contribute to the extremists in a country’s population and their support of terrorism. 
	Economics

	35.	Analysis of topologies and key players in terrorist networks. 
	To examine the basic ideological stream of terrorism in history and to classify and characterize it.
	The ideological differences between terrorist groups explain the differences in the structural links between the main players.
	Authors did not present any obvious recommendations.
	Socioeconomics

	36. Different disciplinary perspectives on understanding and countering crucial aspects of terrorism: The quest for an integrated approach remains an ideal.‏
	To probe the multidimensional aspects of a subject that has proven to be emotionally and intellectually demanding in contemporary times. 

	The application of the same theories to different environments may be questionable, as societies are like unique prisms through which individuals perceive the world. This challenge is not new, but it is particularly pronounced when attempting to understand the often covert world of terrorism. 

	Targeting Terrorism Finances should be required reading for all those interested in understanding a crucial aspect of modern terrorism. 

	Criminology


Table 8. continues
	(AML/ATF) Study
	Objectives
	Findings
	Recommendations 
	Category

	37.	The EU legislative framework against money laundering and terrorist finance: a critical analysis in the light of evolving global standards. 
	To examine the evolution of the EU anti-money laundering legislative framework. 
	The FATF standards are not fully implemented.
	A continuous effort is needed in the EU to align the framework with the FATF standards.
	Regulations

	38.	Detecting money laundering and terrorist financing via data mining
	To detect money laundering by analyzing 2001 import and export transaction data from the US Department of Commerce, the Census Bureau, and the US merchandise trade database. 

	The author has estimated the amount of money transferred to Al Qaeda watch list countries.

	To use this analysis in real time to determine which transactions should be audited and which cargo shipments should be inspected. The use of data mining can contribute to increasing the quality of intelligence information.


	Trends

	39.	Financial inclusion: A challenge to the new paradigm of financial technology, regulatory technology, and anti-money laundering law.
	To evaluate the claim that FinTech has the ability to revolutionize financial inclusion and to examine whether regulatory technology (RegTech) can be used to track and monitor AML and in countering financial terrorism (CFT) compliance activities.
	
The author finds no real evidence that FinTech enables a revolution in financial inclusion. Moreover, AML/CFT laws might push SMEs to borrow from the unregulated underground economy.

	Financial inclusion requires a holistic and comprehensive treatment of the problem by regulators, financial institutions, policymakers, and other stakeholders who can appreciate and will respect that it is a civil right. 

	Regulations

	40.	Involuntary public policy‐making by for‐profit professionals: European lawyers on anti‐money laundering and terrorism financing
	To analyze how for-profit professionals are forced into public policymaking. 

	The authors illustrate that
their findings provide a first step in understanding the new role of for-profit professionals as involuntary public policymakers and the possible effects of this. 

	Authors encourage more research to enable theory development on how for-profit professionals follow rules and demands by the state while simultaneously attending to rules and demands within their own profession. 

	Regulations

	41.	Money laundering control and suppression of financing of terrorism: Some thoughts on the impact of customer due diligence measures on financial exclusion
	The purpose of this paper is to explore the relationships between anti‐money laundering, financial services industry CDD measures to combat the financing of terrorism, and exclusion from financial services.
	Countries should consider the impact of CDD requirements on financial exclusion when they design their AML/CFT systems.
	Multi‐disciplinary research is required to shed light on the broader interaction between AML/CFT objectives, financial exclusion, and economic development, especially in countries with large, informal economies. This matter should be considered from an economic and law enforcement perspective, both nationally and internationally. 

	Regulations

	42.	New payment methods: A review of 2010-2012 FATF mutual evaluation reports. 
	To provide an improved understanding of the money laundering and terrorism financing risk environment. 
	The author described a three-pronged evidence-based AML/CTF approach. The aims of this would be to help governments and key stakeholders to better understand the problem. It would also allow them to formulate suitable risk management and mitigation strategies and to effectively allocate scarce resources in fighting money laundering and terrorism financing threats.
	FATF member and nonmember countries should cooperate to reduce the global risk of money laundering and terrorism financing. 

	Regulations

	43. Terrorist finance, money laundering and the rise and rise of mutual evaluation: a new paradigm for crime control?
	To describe the rise of mutual evaluation and to stress its significance.

	It is doubtful that areas where mutual evaluation has been firmly established will scale back, but for the new international conventions, the instruments outside the EU, and applicant countries’ frameworks, it may be more difficult to get countries to agree to be monitored. 

	The FATF will establish a process to identify non-cooperative jurisdictions in this sphere, and it recommends 
43 improvements. 

	Regulations 

	44. Global anti‐money laundering standards and developing economies: The regulation of mobile money. 
	To discusses the confluence of international initiatives to counter money laundering and terrorist financing with migrant remittances and the expansion of mobile telephone usage beyond making calls.

	The experiences of Kenya and the Philippines in regulating m-money should inform other developing economies introducing these systems, which advance financial inclusion and ease money transfers among the unbanked. 


	Developing economies should recognize that m‐money services can create social and welfare opportunities.
	Regulation




4.2 Results of Papers on Cybercrimes
The results below describe the estimated p-values from the xtgls regression, which were measured by the following:
		                              (4)									
where  is the dependent variable (the natural logarithm of the number of cybercrimes in each country),  is a parameter estimate, and  is a vector of the two exogenous variables (unemployment and per capita GDP growth rate) indexed by both unit () and time (). Experiments have revealed that the per capita GDP growth rate yields better results. Hence, for this study, the GDP growth rate was excluded. 
Table 9 illustrates the results of the overall hypothesis testing. The USA, the UAE, Belgium, China, and Italy were not significant in regard to the unemployment rate, with p-values greater than 0.05. Statistically significant p-values (0.836, 0.141, 0.353, 0.323, and 0.892, respectively) for unemployment and p-values (0.092, 0.911, 0.354, 0.065, and 0.915, respectively) for the per capita GDP growth indicate that the reasons behind committing such crimes are independent of both variables. However, India, the Netherlands, and Spain were highly significant in regard to unemployment, with p-values of (0, 0.002, and 0, respectively). However, a NULL significant value was obtained for per capita GDP growth. Additionally, Canada and Japan were found to be highly significant in regard to the unemployment rate, with significant p-values (0). However, they were not significant in terms of per capita GDP growth, with p-values of (0.094 and 0.186, respectively). Figure 12 demonstrates the distribution of significance levels for the 10 countries.

[bookmark: _Toc28197565]Table 9: Results in terms of p-values
	
	P>|z|

	Country
	Unemployment
	Per capita GDP growth

	The USA
	0.836
	0.092

	The UAE
	0.141
	0.911

	India
	0.000
	0.000

	The Netherlands
	0.002
	0.000

	Belgium
	0.353
	0.354

	Spain
	0.000
	0.000

	Canada
	0.000
	0.094

	Japan
	0.000
	0.186

	China
	0.323
	0.065

	Italy
	0.892
	0.915
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[bookmark: _Toc41831027]Figure 12: Distribution of significance levels for the eight countries

The above results are somewhat different from those of Kigerl (2012), who studied whether Internet users’ per capita, unemployment rate, and participation in the Convention on Cybercrime could impact the spam or phishing output, using a sample of 132 countries. Kigerl (2012, p. 479) stated, “Unemployment is no longer related to spam after controlling for spurious factors. However, the interaction between Internet users and unemployment is significant (p < .001). The effect of Internet users on spam is conditional on a nation’s unemployment rate. The interaction suggests that the relationship between Internet users and spam is strongest in countries with high unemployment. It may be that unemployment motivates offenders to commit crime, but it could also mean that the unemployed spend more time online. Nations with higher GDP per capita are also associated with more spam. A 1 SD unit increase in GDP per capita predicts a 1.9 increase in the expected count of spam sent (p < .05). Wealthier nations send more spam, even when Internet users per capita are held constant.” Kigerl’s (2012) findings are varied, but they indicate that interactions with unemployment are not significant. 
[bookmark: _Toc49975981]4.3 Results of the AHP
4.3.1 Data collection
The study population consisted of 125 listed companies—111 local companies and 14 foreign ones. To ensure a satisfactory representation of the population, we randomly selected SCA experts and executives as respondents to our questionnaire. However, the number of returned responses was less than expected, resulting in a non-significant sample. Some of the respondents specified that their answers were related to companies within the construction or insurance sectors. This may have implications for future research that considers sector as a factor or an element of the conceptual model. Moreover, the questionnaire was designed to enable respondents to establish priorities and compare selected corporate criteria and sub-criteria to facilitate data input into a pair-wise comparison matrix. This matrix was based on experts’ judgments and was measured on a nine-point scale (Saaty, 2008), as described in Table 10. These judgments were combined using the geometric means approach at each level to obtain consensus (Maletic et al., 2014). 
[bookmark: _Toc28197566]Table 10: Scale of relative preference for pair-wise comparisons (Source: Maletic et al., 2014). 
	Scale 
	Judgment

	1
	Equal importance

	
3 
	

Moderate importance of one over the other

	
5
	
Essential or strong importance

	
7
	
Very strong or demonstrated importance

	
9 
	
Extreme or absolute importance

	
2, 4, 6, 8
	
Intermediate values between the two adjacent judgments


4.3.2 Checking consistency
Here, we examine the consistency of the created pairs of criteria. This step is crucial in checking the usability of each criterion in the decision-making process (Maletic et al., 2014). It has been argued that the standard consistency test has some deficiencies, and it has been criticized by scholars like Karapetrovic and Rosenbloom, (1999). Nevertheless, the CI was obtained by the following equation:
                                                                                             (1)
such that  is the biggest eigenvalue or vector in the pair-wise matrix, and  is the related number of criteria or sub-criteria in each level of the AHP model. 
After obtaining the CI, we calculated the CR by dividing each CI value by the random index, such that . The random index is shown in Table 11: 
[bookmark: _Toc28197567]Table 11: Random Index
	n*
	1
	2
	3
	4
	5
	6
	7
	8
	9
	10

	RI
	0.00
	0.00
	0.58
	0.90
	1.12
	1.24
	1.32
	1.41
	1.45
	1.48


*where n is the number of factors 
4.3.3 Geometric means approach
The geometric means approach was used at each level, as it is considered an effective way to represent the consensus between multiple decision makers’ opinions (Saaty, 1980; Chou et al., 2013). We defined the relative priorities of main and sub-criteria by computing the priority weight/vector, computing this through Saaty’s principle of consistency:
                                                                                                              (2)
Element  is the subsequent argument for using the consistent matrix, where elements  and  represent the priority weight vectors corresponding to criteria i and j. 
Table 12 shows that “CG” is perceived to have the highest value, with a (0.56) weight. This indicates that with respect to the big listed companies in the UAE financial market, the authorities should focus on practice gaps and policy implications and obtain greater compliance. The Table also shows that “CSR,” “sustainability,” and “leadership” have values of (0.26), (0.13), and (0.05), respectively. These results met our expectations based on previous literature, as there are many previous studies related to CG, CSR, and sustainability. Meanwhile, the practical side of leadership appears to be lacking, and more research is advised in this direction. 
[bookmark: _Toc28197568]Table 12: Geometric means of pair-wise comparisons of main criteria
	
	Corporate Governance
	Corporate Social Responsibility
	Corporate Sustainability
	Leadership
	
	
Priority weight 

	Corporate Governance
	1
	6.4
	5.8
	5.8
	
	0.56

	
Corporate Social Responsibility 
	0.16
	1
	6.0
	6.6
	                
	0.26

	
Corporate Sustainability
	0.17
	0.17
	1
	5.8
	
	0.13

	
Leadership
	0.17
	0.15
	0.17
	1
	
	0.05

	
	
	
	
	                     CR=0.05<0.10(acceptable)



For the sub-criteria geometric means related to the first parent criterion “CG,” Table 13 shows that “implemented code” ranks higher than “related disclosure,” with values of (0.84) and (0.16), respectively. This means that financial disclosures are governed by the “implemented code,” and it also indicates the importance of revising the code to properly govern firms and boost their performance to support economic growth.

[bookmark: _Toc28197569]Table 13: Geometric means of pair-wise comparisons of sub-criteria related to CG
	
	Implemented Code
	Related Disclosure
	
	
	
	
Priority weight 

	Implemented Code
	1
	5.4
	
	
	
	0.84

	
Related Disclosure
	0.19
	1
	
	
	                   
	0.16

	
	
	
	
	                     CR=0.0<0.10(acceptable)



Table 14 suggests that companies are encouraged to disclose information related to “social,” “environmental,”’ and “economics” issues respectively, with priority values of (0.70), (0.24) and (0.07). These results suggest the need for companies to develop and enforce more policies relating to decision-making and to act responsibly with respect to both society and the economy. The results also underscore the need to enhance awareness. 

[bookmark: _Toc28197570]Table 14: Geometric means of pair-wise comparisons of sub-criteria related to CSR
	
	Social 
	Environmental 
	  Economic
	
	
	
Priority weight 

	Social 
	1
	6.2
	6.8
	
	
	0.70

	
Environmental 
	0.16
	1
	6.4
	
	                   
	0.24

	
Economic
	0.15
	0.16
	1
	                     
                                          0.07

	
	
	
	
	CR=0.04<0.10(acceptable)



Table 15 shows that, in terms of sustainability, the highest-ranking criterion is differentiation strategy with a value of (0.69). This highlights the importance of the imitation of resources to facilitate product innovation and thus, ensure superior financial performance. The result for sustainability reporting, with a corresponding value of (0.24), explains business experts’ recent interest to view sustainability from a different financial perspective. It is evident (though not empirically proven) that a lack of awareness persists about how financial crimes affect firm performance, related share prices, and hence, the overall state of the stock market. 

[bookmark: _Toc28197571]Table 15: Geometric means of pair-wise comparisons of sub-criteria related to sustainability
	
	Differentiation Strategy 
	Sustainability Reporting
	 Financial Crimes
	
	
	
Priority weight 

	Differentiation Strategy 
	1
	6.4
	6.0
	
	
	0.69

	
Sustainability Reporting 
	0.16
	1
	6.2
	
	                   
	0.24

	
Financial Crimes
	0.17
	0.16
	1
	                     
                                          0.07

	
	
	
	
	CR=0.04<0.10(acceptable)



Table 16 shows that adaptive corporate culture has the highest weight, at (0.66). Business ethics is the next competitive priority, with a value of (0.26), and financial auditing is the least important, with a weight of (0.08). The results are coherent and understandable, and hence, more research is also advised. The tables above clearly show that the CR results are consistent.

[bookmark: _Toc28197572]Table 16: Geometric means of pair-wise comparisons of sub-criteria related to leadership
	
	Adaptive Corporate Culture
	Business Ethics
	Financial Auditing
	
	
	
Priority weight 

	Adaptive Corporate Culture 
	1
	4.8
	5.6
	
	
	0.66

	
Business Ethics
	0.21
	1
	6.0
	
	                   
	0.26

	
Financial Auditing
	0.18
	0.17
	1
	                     
                                          0.08

	
	
	
	
	CR=0.04<0.10(acceptable)


4.3.4 Synthesizing results 
The final results were obtained by evaluating the alternatives and calculating the global weights using the pair-wise comparison. The global weight was calculated by multiplying the priority weight of the parent criteria by the corresponding sub-criteria weight. Subsequently, rank was obtained to determine which holds the highest importance. As shown in both Table 17 and Figure 13, the global weight and subsequent ranking of “implemented code” has the highest priority, with a relative weight of (0.47). This result suggests that authorities and policymakers should focus on policy implications related to the code, as these hold the key to improving the elements highlighted in this study. This is followed by “social,” with a corresponding weight of (0.182). Surprisingly, “financial auditing” holds the least importance, with a weight of (0.04).

[bookmark: _Toc28197573]Table 17: Global weights and ranking 
	Parent criteria 
	Sub-criteria 
	Priority Weight 
	
Global weight 
	
Rank

	Corporate Governance
	
	0.56
	
	

	
	Implemented 
	0.84
	0.47
	1

	
	Code-related Disclosure
	0.16
	0.09
	3

	
Corporate Social Responsibility 
	
	0.26
	
	

	
	Social 
	0.70
	0.182
	2

	
	Environmental 
	0.24
	0.062
	5

	
	Economic 
	0.07
	0.018
	8

	
Corporate Sustainability
	
	0.13
	
	

	
	Differentiation Strategy
	0.69
	0.09
	4

	
	Sustainability Reporting 
	0.24
	0.031
	7

	
	Financial Crimes 
	0.07
	0.09
	10

	
Leadership
	
	0.05
	
	

	
	Adaptive Corporate Culture 
	0.66
	0.033
	6

	
	Business Ethics 
	0.26
	0.013
	9

	
	Financial Auditing
	0.08
	0.04
	11

	




[bookmark: _Toc41831028]Figure 13: Global priority ranking

[bookmark: _Toc49975982][bookmark: _Toc296870905]4.4 Ethical compliance results 
4.4.1 Reliability Test
To measure the consistency of the data, we used Cronbach’s alpha, which indicates that data is reliable when the coefficient exceeds 0.7 (Field, 2009). In this study, the overall alpha coefficient was found to be equal to (0.782), suggesting that the consistency of the data was good, as shown in Table 18. 

[bookmark: _Toc28197574]Table 18: Reliability Statistics
	

	Cronbach's Alpha
	Cronbach's Alpha Based on Standardized Items
	N of Items

	.810
	.782
	5



[bookmark: _Toc296870906]4.4.2 Descriptive & Correlation
Descriptive statistics were used to extract the mean and standard deviation for each variable: business ethics (BE), corporate governance (CG), corporate social responsibility (CSR), sustainability (S), and organizational performance (OP). We employ the assumptions, as they simplify and summarize the dataset in hand. The mean and standard deviation are considered critical to understanding the collected data. However, these statistics do not show causality, though they do indicate the average measurement (the mean) and how closely the data are distributed (Marshall & Jonker, 2010). Table 19 illustrates the means and standard deviations of the variables. BE has a mean of (3.88), while CG = (3.97), CSR = (3.89) and S = (3.08). The highest average measurement is exhibited by CG, closely followed by CSR. This shows the significance of these constructs in deriving the stock market performance. 

[bookmark: _Toc28197575]Table 19: Descriptive statistics and construct correlation 

	No.
	Construct
	Mean
	Std.
	1
	2
	3
	4
	5

	1
	BE
	3.878205
	.5198829
	1
	
	
	
	

	2
	CG
	3.967949
	.5250153
	0.824
	1
	
	
	

	3
	CSR
	3.897436
	.4646008
	0.687
	0.665
	1
	
	

	4
	S
	3.077193
	.1100066
	0.191
	0.153
	0.049
	1
	

	5
	OP
	3.987179
	.6295606
	0.694
	0.454
	0.420
	0.045
	1



Table 19 shows the estimated correlation coefficients for the constructs. Construct validity is essential when measuring a phenomenon. It assures that the development of the construct is logical by systematically correlating different tests that are believed to represent unique aspects of a construct. It also shows the degree of variation between two constructs by comparing the square root of the average and the construct correlation (Cai et al., 2013). As shown in Table 19, the condition of discriminant validity was satisfied among all the constructs in the model. 
4.4.3 Exploratory Factor Analysis
After applying factor analysis using the statistical package for social sciences, we found that the significance for Bartlett's test of sphericity was equivalent to 0.00. Thus, p < 0.05, and the correlation was sufficient to run the analysis. Moreover, the Kaiser-Meyer-Olkin (KMO) measure was equal to 0.611 (greater than 0.5), indicating that the variables in the sample are suitable for the analysis (Table 20)
[bookmark: _Toc28197576]Table 20: KMO and Bartlett's Test
	

	KMO Measure of Sampling Adequacy.
	.611

	Bartlett's Test of Sphericity
	Approx. Chi-Square
	352.497

	
	Df
	66

	
	Sig.
	.000



The construct validity is shown in Table 21. Surprisingly, sustainability was excluded, as it showed a neutral effect. Two factors mostly evolved around “BE,” “CG,” and “CSR.” Factor 1 consisted of six items (CG2, BE3, CG1, BE1, CSR1, and CSR2), and factor 2 consisted of three (CSR2, CG3, and BE2). Factor 3 was removed, since it only consisted of one item. 
[bookmark: _Toc28197577]Table 21: Rotated Component Matrix 
	

	Items
	Component

	
	Factor 1
	Factor 2
	Factor 3

	CG2: A transparent relationship between securities issuers and investors is a fundamental requirement for promoting informational efficiency in the UAE financial market.
	.906
	-.036
	.019

	BE3: Ethical practice in financial management impacts the quality of the annual report in my company
	.849
	.241
	.243

	CG1: Corporate governance should promote transparent and efficient markets and encourage obedience with rules and regulations
	.846
	.104
	.178

	BE1: My company has a clear code of ethics /policy in relation to corporate governance, dishonesty, corruption, or unethical behavior.
	.839
	.061
	-.144

	CSR1: My company is transparent in reporting CSR issues relevant to the company.
	.826
	.279
	-.054

	CSR3: My company’s corporate risk assessment is very strong.
	.616
	.366
	-.065

	CSR2: My company believes that "doing good socially can improve performance".
	.068
	.811
	.219

	CG3: Corporate governance structures protect and facilitate the exercise of shareholders’ rights.
	.438
	.652
	-.080

	BE2: The Board and (senior) management would never authorize unethical or illegal conduct to meet business goals.
	.452
	.467
	.277

	S3: There is a need to balance economic growth with environmental sustainability and social cohesion to achieve overall development
	.010
	.104
	.750

	S1: Ensuring sustainability is important for any company.
	-.064
	.374
	-.534

	S2: The reputation of the company can sustain its performance
	-.007
	.185
	.532

	Eigenvalues
	4.428
	1.772
	1.380

	% of variance
	36.901
	14.764
	11.497

	Cronbach's Alpha Based on Standardized Items α
	0.913
	0.636
	

	Cronbach's Alpha α
	0.911
	0.603
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[bookmark: _Toc41831029]Figure 14: Component eigenvalue
4.4.4 Confirmatory Factor Analysis
Confirmatory factor analysis (CFA) was performed through the analysis of moment structures to check the willingness of the measured variables to represent a smaller number of factors; this tests the validity of the measurement theory. The model below was constructed after defining the appropriate factors from the exploratory factor analysis. Figure 15 shows the model fit, which tells us about the loadings. While the loadings for factor 1 seems to be good and reasonable, those for factor 2  seems to exhibit issues with model fit. The covariance between the two factors seems to be high. Hence, the validity check suggests that we may have discriminant validity issues. 
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[bookmark: _Toc41831030]Figure 15: Measurement theory model
The goodness-of-fit statistics are shown in Table 22. The chi-square is equal to 118.066, and the root mean square error of approximation (RMSEA) value is equal to 0.263 > 0.06, which clearly indicates that the represented model is significant. The chi-square equivalent in confirmatory factor analysis (CMIN) should be above the threshold of 5. In our study, CMIN equals (4.541), and the p-value is (0.000). Both the goodness of fit index (GFI) (0.716) and the adjusted goodness of fit index (AGFI) (0.577) are tolerable, but they cannot be described as great. CFI (0.716) has a good value, but a value of 0.8 or more would have been preferable. RMSEA equals 0.263, while a value less than 0.05 should have been ideal. However, the Tucker Lewis index (TLI) (0.607) should have been more than 0.9. Issues corresponding to model fit can be easily solved through modification indices, which actually show the errors that correspond to each element. Elements with a high error and a low loading can be removed, or a covariance can be created with the corresponding errors (if they were in the same factor). Nevertheless, in this analysis, this was not done due to study limitations. 
[bookmark: _Toc28197578]Table 22: CFA Goodness-of-Fit Statistics
	Chi-square (X2)
	· Chi-square = 118.066
· Degree of freedom = 26

	Absolute Fit Measures
	· GFI = 0.716
· RMSEA = 0.263
· 90 percent confidence interval of RMSEA = (0.216; 0.313)
· RMR = 0.037 

	Increment FIT Indices 
	· NFI = 0.673
· CFI = 0.716 ( > 0.95)
· RFI = 0.547

	Parsimony Fit Indices
	· AGFI = 0.577



Tables 23 and 24 indicate the critical ratios that present significant indicators for the variables. As shown in Table 23, the CR is > 1.96 for the regression weight, and the p-value has a significance level of p<0.001 for 6 items. Hence, it can be interpreted as a normal linear regression. The standard regression coefficients are shown in Table 24, ranging from (0.508 – 0.90). Hence, we can conclude that some indicator variables correspond significantly with the survey data, while others do not.
[bookmark: _Toc28197579]Table 23: Regression Weights: Group 1 - Default Model
	
	
	
	Estimate
	S.E.
	C.R.
	P
	Label

	CSR3
	<---
	factor1
	1.000
	
	
	
	

	SCR1
	<---
	factor1
	1.217
	.268
	4.548
	***
	par_1

	BE1
	<---
	factor1
	1.145
	.263
	4.353
	***
	par_2

	CG1
	<---
	factor1
	1.343
	.300
	4.480
	***
	par_3

	BE3
	<---
	factor1
	1.326
	.283
	4.691
	***
	par_4

	CG2
	<---
	factor1
	1.369
	.300
	4.562
	***
	par_5

	BE2
	<---
	factor2
	1.000
	
	
	
	

	CG3
	<---
	factor2
	.973
	.357
	2.723
	.006
	par_6

	CSR2
	<---
	factor2
	.522
	.216
	2.417
	.016
	par_7



[bookmark: _Toc28197580]Table 24: Standardized Regression Weights/Loadings: Group 1 - Default Model

	
	
	
	Estimate

	CSR3
	<---
	factor1
	.597

	SCR1
	<---
	factor1
	.806

	BE1
	<---
	factor1
	.796

	CG1
	<---
	factor1
	.817

	BE3
	<---
	factor1
	.899

	CG2
	<---
	factor1
	.872

	BE2
	<---
	factor2
	.593

	CG3
	<---
	factor2
	.683

	CSR2
	<---
	factor2
	.508


This chapter contains the results of the analysis, reconnects the analysis to the research questions, and demonstrates the consistency of the analysis with different theoretical methodologies. The next chapter summarizes and discusses the results of the preceding section and methods. 











[bookmark: _Toc49975983]CHAPTER 5: DISCUSSION
In this chapter, we summarize the methods used in the study (systematic review, FGLS estimator, AHP, and a survey questionnaire), and we discuss the results of using each method. 
First, the systematic literature review covered research on AML and ATF. Peer-reviewed articles from high-ranking journals with 50 or more citations from 2002 to 2018 were considered for the detailed citation and content analysis. The citation-based analysis showed an increase in research related to AML and ATF after the events of September 11, 2001. 
Second, the FGLS estimator empirically tested the relationship between levels of cybercrime and unemployment in countries with different populations. This method clarified how a nation’s unemployment and per capita GDP can affect the number of cyberattacks. These results can serve as a good starting point when trying to uncover the reasons behind increasing cyberattacks in some countries and can shed light on the relationship of cyberattack numbers with unemployment rates. Our results showed that cybercrime levels in the USA, the UAE, Belgium, China, and Italy do not actually depend on the unemployment level, with statistically significant p-values (0.836, 0.141, 0.353, 0.323, and 0.892, respectively). Reasons behind this outcome could vary depending on a country’s social and cultural diversity as well as its levels of economic and legitimate security. One surprising result was that of Italy, whose significance was at the 0.892 level. It is suspected that the country is controlled socially and perhaps also economically by the Mafia. If this is true, then there may also be malefactors with advanced understanding of different areas of technology, gaps in safeguarding mechanisms, and social fears about reporting incidents that could be Mafia controlled. These characteristics could also apply to some countries included in the previous analysis and to existing trends in cyber terrorism. China has a different trend, with a p-value of 0.323. Its large population, the rapid growth in advanced technologies, and the slow growth in cybersecurity measures have left China vulnerable to an increasing number of cybercrimes (Ivezic, 2017). In spite of these conditions, the Netherlands, India, and Spain had significance levels that were higher than those of China, with p-values of (0.002, 0, and 0, respectively). According to the figures published by the security company Symantec, the Netherlands is the number one country in Europe, and it ranks fourth in the world in terms of cybercrime levels (DutchNews.nl, 2015). The Dutch news attributes increasing levels of cybercrime to the fast and reliable Internet connections in the country (DutchNews.nl, 2015). According to Kshetri (2016), the reasons behind the high significance levels regarding the high unemployment rates in India are directly related to key economic and social characteristics, which include the dual economy and low levels of income and education. These factors stunt human development, exacerbate income inequality, and weaken democratic institutions. Meanwhile, according to the Financial Action Task Force Mutual Evaluation Report (2014) on Spain, the recent recession was burdensome to Spain’s fiscal position, resulting in increased taxation and unemployment rates relative to other EU states. Furthermore, Spain’s black market accounts for a significant share of its economic activity. Malefactors in the country use the Internet as an intermediary to move illicit cash associated with drug trafficking, tax and customs fraud, and human trafficking (Financial Action Task Force Mutual Evaluation Report, 2014).
The third method, AHP, was proposed to evaluate areas of policy intervention related to financial market performance. Although the suggested framework directed our focus, we found that in some areas suggested by the study, there is still a lack of research. For example, the research did not address the outcome-based perspective of leadership and the impact of financial crimes on long-term financial performance. Business experts have highlighted these areas as threats in the emerging Middle Eastern and North African markets. Thus, the current study addresses a gap in the literature by extracting new elements from interrelated theories on firm performance. The suggested AHP model was based on four corporate priorities (CG, CSR, corporate sustainability, and leadership). Although these have been considered in previous literature, limited research has been conducted on sustainability and outcome-based leadership. The selection of sub-criteria was based on both theories and previous literature. It should be noted that the literature has not thoroughly discussed the sub-criterion of “financial crimes,” and this study suggests provides some empirical evidence to fill the gap. After building the hierarchal model, information and data were obtained from experts who periodically monitor firm performance, particularly from employees of the SCA. Compared to related studies, the AHP analysis considering experts’ viewpoints allowed us to cover a wider population of companies, as most related studies examine performance by extracting information from companies’ annual reports. Accordingly, the data consistency was verified after measuring the pair-wise comparisons. 
Finally, the questionnaire aimed to explore financial market factors categorized under financial ethics that are influenced by CG, CSR, and sustainability disclosures on organizational performance. This method clarified how these three factors affect organizational performance. The results of this study can serve as a good starting point when probing the real reasons for fluctuations in the share prices of the listed companies. Our results showed that the three factors of choice were efficient, with a significance level of 0.00 on Bartlett's test of sphericity. Moreover, the KMO test showed the suitability of the sample factors at a level of 0.611. In the factor analysis, specifically EFA, we identified relevant factors based on CG, CSR, and business ethics. However, sustainability had neutral results and was excluded. Subsequently, we conducted CFA to identify the goodness-of-fit and to determine the significance of the RMSEA. The mode of analysis needs to consider additional data and variables, as it only examined one aspect of the relationship presented in the actual model.
[bookmark: _Toc49975984]
CHAPTER 6: CONCLUSION, IMPLICATIONS, LIMITATIONS AND SCOPE FOR FUTURE RESEARCH

This chapter summarizes the answers to the multiple research questions of this thesis. It also lists the limitations and implications that can be drawn. Finally, the scope for future research areas is summarized as well. 
[bookmark: _Toc49975985]6.1 Research Summary
The objectives of this dissertation were to address aspects of compliance and financial crimes. The main objective was to investigate the current state of AML/ATF approaches and concealment processes by analyzing related factors categorized under ethical compliance. Patterns of ML/TF schemes from the literature were integrated to develop a novel solution for the AML/ATF framework. This framework uses an anomaly detection approach based on artificial intelligence and can improve the efficiency and effectiveness of the detection processes in AML/ATF work.
Several methods were used (systematic review, FGLS estimator, AHP and survey questionnaire) to achieve the main goals and to provide answers to the research questions. The findings can be summarized as follows:
1. After examining the content of the selected articles, it was found that a majority of the studies did not conduct quality and concrete empirical analyses of AML and ATF.
2. After statistically analyzing unemployment rates and GDP growth per capita, we can conclude that levels of cyberattacks vary, and this variance was based on unemployment rates and per capita GDP growth rates in countries. Additionally, the variance in cybercrime levels involves more factors.
3. Clearly, “CG” had the highest priority among the considered criteria with a weight of (0.56). When organizations fail to comply with the code initiated by authorities, it significantly affects the market. This is because regulation is the system that directs and controls companies (Collin & Smith, 2003). This study suggests some policy gaps and implications, which were identified by Mostafa (2012). Revising the code and its corresponding legal articles is essential, given that the it has not been revised since its release in 2007. Improvement in this area will positively affect the other criteria identified in the study. CSR closely followed CG, with a weighted value of (0.26), followed by sustainability (0.13) and leadership (0.05). 
4. The results indicate that there are more variables that affect the volatility of firm performance in the UAE financial market. The findings of our study could inform the preparation of a guide for regulators to more effectively govern listed corporations, limit the volatility of share prices, and enhance the stability of financial markets. These outcomes can be achieved by developing a valid model in which the policy issues are fully addressed through ethical practice.
[bookmark: _Toc49975986]6.2 Contributions and Implications
This study makes several contributions and has a number of implications. It contributes significantly to scholarly and practical understanding by drawing insights from a detailed systematic review of the existing research on AML and ATF. It provides a comprehensive and detailed description of the available literature on ethical compliance and subjects related to predicate offenses. Subsequently, it describes the characteristics of the available studies and discusses some gaps in this body of literature. The study also points out some directions for future research, which could facilitate the publication of impactful studies on AML and ATF in top-tier journals. To the best of our knowledge, this is the first study to conduct a detailed review of the existing literature on AML and ATF and to identify the scope for further research. 
As one of its main contributions, this study reveals gaps in regulations, laws, and technologies used by countries to fight money laundering and terrorist financing. Second, it clarifies the need for cooperation among different entities in the war against money laundering and terrorism financing. Third, it conducts an in-depth examination of the phenomena of these crimes, which have not been thoroughly unexplored in many contexts. Finally, it presents a base from which to initiate more quality research on AML and ATF. The suggested research agenda could provide a more sophisticated base from which to fight money laundering and terrorist financing, which would be useful to the authorities, policymakers, and regulators who develop the requirements, technologies, and laws.
Second, the findings from FGLS estimation can inform academics, governments, and regulators seeking to improve safeguarding mechanisms and craft better legislation and detection methods. It can help to classify the population in educational and sociocultural terms and identify the factors that trigger an increase in cyberattacks. This approach could be especially beneficial in the detection stage. Moreover, this study can be used to reevaluate FATF’s recommendations related to cyberattacks to allow for more country customization. This study recommends further investigation into the reasons behind the changing risk levels for cybercrime in different countries. We also argued for the need for collaboration based on the space tradition and criminal opportunity theories. These theories are relevant to cybercrime, since they allow for a focus on the cyberspace and population characteristics in different countries.
Third, the AHP method can provide guidance for authorities and policymakers to improve specific areas and policy gaps related to financial markets to support the sustainable long-run performance of companies.
Finally, this study may be useful to academics, governments and authorities seeking to improve the state of economic security through better legislation and law enforcement. Also, it would be useful to capture other factors related to compliance, and FATF can use this information to reevaluate its recommendations and inject more ethical practices into compliance instead of targeting technical compliance alone.
[bookmark: _Toc49975987]6.3 Limitations 
Despite the fact that this study has provided insights into ethical compliance and that it can benefit academics, governments, policy makers, and financial/ non-financial institutions, it does present some limitations. 
First, the current state of the academic research is limited by data unavailability on AML and ATF, as most of these data and statistics are considered confidential. The initial exercise in the methodology was limited by excluding papers with fewer than 50 citations; the findings could change if a future study were to include all studies, irrespective of number of citations. Also, the paper may have ignored a few recent and important studies. Second, we were faced with some limitations in the number of available records on yearly cybercrime cases in the selected countries. Third, in the AHP method, distributing the questionnaire to executives in listed firms would have given us more insights. More elements, such as those based on sector and industry, could have been added to the model to improve the overall results. Along these lines, the study suggests further research on sustainable performance in relation to financial crimes, as a firm’s sustainable performance improves stakeholder relationships, reduces conflicts, and boosts reputation, thereby making the firm more attractive to investors (Lourenço et al., 2012). 
Finally, the study should be interpreted while recognizing that limited data were available, and the findings may not be applicable elsewhere. Future research should compare the findings of this study with other studies’ findings on anti-money laundering and terrorism financing. One promising research direction with the potential to benefit government agencies would be to analyze the economy and properly address its risks and vulnerabilities. Research addressing vulnerabilities could draw scholars from a wide range of areas, such as financial econometrics, socio-economics, etc.
[bookmark: _Toc49975988]6.4 Recommendations for Future Research 
This section explores the scope of possible future research on AML and ATF. (1) There is a need to conduct studies focused on detecting schemes using machine learning. (2) Studies are needed on the scope of using AI systems to identify potential ML/TF accounts. (3) Studies could examine alternative remittance systems, their risks, and how to control them properly. (4) Studies are needed on predicate offense typologies. (5) Studies should focus on examining pyramid marketing schemes and their role in AML and ATF and the lack of laws prohibiting it in some countries (e.g., a comparison between Sharia and the law). 
Moreover, this study reveals gaps in regulations, laws, and technologies used by countries to fight money laundering and terrorist financing. Revealing a necessity for an enhanced technical compliance techniques that considers not only the technical side but also the ethical dilemmas and the related corporate ethics in an organizational level.   Second, it clarifies the need for cooperation among different financial/non-financial institutions, regulators, authorities and governments. Third, it shows a serious gap in FATF recommendations and the way countries are evaluated. Forth, predicate offences’ trends are evolving fast with new technologies and techniques. Regulators and governments are behind and this study shows a need to move forward and enhance the current safeguarding mechanisms in hand.
In light of the aforementioned limitations, this study calls for future research that can compare the current findings with those of other studies on money laundering and terrorist financing in financial institutions. One promising research direction that could serve intelligence agencies would be to analyze the three levels of cyberspace (surface, deep, and dark websites) to properly address their vulnerabilities. This would provide research opportunities for a wider range of scholars, such as those working in computer security, digital forensic science, and AI.
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Machine Learning and Sampling Scheme: An Empirical Study…



3.1 Models



3.1.1 Maximum Likelihood Logistic Regression



The Maximum Likelihood Logistic Regression model (Hosmer and Lemeshow 2000)
is the conventional method used to predict the probability of a binary event. It is a
parametric statistical model that takes in inputs (i.e., explanatory or independent vari-
ables) and outputs a predicted probability of the output class (i.e., target or dependent
variable), which is a continuous variable bounded between 0 and 1 . The MLLRmodel
achieves this through a logistic transformation of the weighted sum of the inputs.



Assume Y is the binary target variable that takes a value of 1 for an event, and 0 for
a non-event; X is the vector of explanatory input variables, the response probability it
is denoted by



π ! Pr(Y ! 1 |X). (1 )



The logistic regression model relates the logit of the response probability to a linear
combination of the explanatory variables,



logit(π) ! log
(



π



1 − π



)
! β0 + β



′
X X . (2)



The coefficients of the logistic regression can be estimated by maximizing the log-
likelihood function



log l(β) ! log



[
n∏



i!1



π(Xi )
Yi {1 − π(Xi )}1−Yi



]



!
n∑



i!1



[
Yi log{π(Xi )} + (1 − Yi )log{1 − π(Xi )}



]
, (3)



where for each data-point i, Xi is the vector of features, and Yi is the observed class;
i ! 1 , . . . , n , with n being the number of observations. There is no closed-form solu-
tion to the objective function with regard to the coefficients, so the MLLR model is
fitted using an iterative process (for example, the Newton–Raphson algorithm). Data
describing rare events will commonly exhibit separation, where one ormore predictors
perfectly or near perfectly predict the outcome, the former termed complete separation
and the latter quasi-complete separation. When complete separation occurs, the cor-
responding logistic regression coefficients mathematically estimated via maximum
likelihood are infinite.7 Even under quasi-separation, the magnitude of coefficients
can still be unreasonably large and unstable.



In this paper, MLLR is fitted in R with the glm function from the stats package,
available in base R. By capturing model fit warning messages indicating separation



7 The fitting algorithm in R stops before achieving truly infinite maximum likelihood estimates. In this way
it returns finite estimates with a warning regarding fitted probabilities being equal to 0 or 1 .
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