Rotating behind Privacy: An Improved Lightweight
Authentication Scheme for Cloud-based loT Environment

SHEHZAD ASHRAF CHAUDHRY, Department of Computer Engineering, Faculty of Engineering and
Architecture, Istanbul Gelisim University, Istanbul, Turkey

AZEEM IRSHAD, Department of Computer Science, International Islamic University Islamabad, Pakistan
KHALID YAHYA, Department of Mechatronics Engineering, Faculty of Engineering and Architecture,
Istanbul Gelisim University, Istanbul, Turkey

NEERAJ KUMAR, Computer Science and Engineering Department, Thapar Institute of Engineering and
Technology, India Department of Computer Science and Information Engineering, Asia University,

Taiwan Department of Computing, UPES, India King Abdul Aziz University, Saudi Arabia

MAMOUN ALAZAB, College of Engineering, IT and Environment, Charles Darwin University, 0810 NT,
Australia

YOUSAF BIN ZIKRIA, Department of Information and Communication Engineering, Yeungnam

University, South Korea

The advancements in the internet of things (IoT) require specialized security protocols to provide unbreak-
able security along with computation and communication efficiencies. Moreover, user privacy and anonymity
has emerged as an integral part, along with other security requirements. Unfortunately, many recent authen-
tication schemes to secure IoT-based systems were either proved as vulnerable to different attacks or prey
of inefficiencies. Some of these schemes suffer from a faulty design that happened mainly owing to undue
emphasis on privacy and anonymity alongside performance efficiency. This article aims to show the design
faults by analyzing a very recent hash functions-based authentication scheme for cloud-based IoT systems
with misunderstood privacy cum efficiency tradeoff owing to an unadorned design flaw, which is also present
in many other such schemes. Precisely, it is proved in this article that the scheme of Wazid et al. cannot pro-
vide mutual authentication and key agreement between a user and a sensor node when there exists more than
one registered user. We then proposed an improved scheme and proved its security through formal and infor-
mal methods. The proposed scheme completes the authentication cycle with a minor increase in computation
cost but provides all security goals along with privacy.
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1 INTRODUCTION

The concept of the internet of things (IoT) is an emerging framework signifying toward new
directions in the evolution of the internet. The IoT era has radically transformed the ways of trans-
mitting the information. IoT-based technology has not only realized the goal of accessibility and
connection to every physical object in our surroundings but has almost revolutionized the whole
communication ecosystem. The burgeoning applications of the IoT paradigm may encompass pa-
tient healthcare, smart homes, smart transportation and vehicles, wearable devices, smart traffic
and environment monitoring, smart retail, industrial internet, and geologic disaster forecasting,
and so on. Nevertheless, the IoT system comprises sensors with limited power and memory stor-
age, which may find it difficult to manage an unprecedented amount of data produced by those
sensors. Cloud computing in IoT-based environment not only enhances the accessibility and reli-
ability of data but also overcomes the scarcity of resourceful back-end servers. Cloud computing
provides reliable as well as scalable data storage and computational services. In many critical ap-
plications of 10T, the real-time data are collected from the field sensors of tough terrain and then
transmitted as well as readily processed by the cloud systems. The remote users may access these
critical data from cloud servers at any instant, time, or place if these are duly authorized. In many
critical applications, real-time access becomes increasingly important, and it is only possible if we
authorize the remote users to access this real-time data from the deployed IoT sensors directly. For
this purpose, the user and IoT sensor establish a session key after mutually authenticating one an-
other, which enables the entities to exchange real-time data securely. Thus, security is of utmost
concern for such networks, since an adversary may intrude into the system to get illegitimate
access to the resources if the proper authentication mechanisms are not followed. Although the
cloud-based IoT applications are well addressed and universally accepted, yet to exploit the real
gains in those applications, we need not only lightweight authentication protocols but also the
protocols free from current known threats. Mostly, the IoT sensors are deployed in hostile envi-
ronments, and the insecure communication channels that carry this captured information toward
servers or intended users, lead to many privacy and security concerns. An adversary may initi-
ate multiple attacks [20, 22, 27, 40] on those protocols including offline guessing attacks, forgery
attacks, denial-of-service attacks, and physical devices tampering attacks [4, 9, 23, 34, 36]. As a
result, the adversary might perform any unauthorized task on behalf of legitimate participants.
Indeed such kind of circumstances renders those protocols inapplicable for practical implementa-
tions. Moreover, the devices in the IoT environment are power constrained, which necessitates the
construction of lightweight and efficient protocols.

Lately, Wolf and Serpanos [49] presented a security threat-model as well as illustrated differ-
ent security problems in the cyber-physical system and IoT-based systems. Then, Ni et al. [39]
discussed the characteristics and architecture of fog-computing, significance of fog nodes with re-
spect to some promising IoT applications. They also identified some privacy and security threats in
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the fog computing domain. Next, Yeh et al. [51] presented elliptic curve cryptography- (ECC)
based authenticated key agreement protocol for wireless sensor networks (WSNs). Nonethe-
less, Reference [51] could not provide mutual authentication to the communicants [42]. To counter
this threat, Shi and Gong [42] presented a novel ECC-based authenticated key agreement proto-
col for WSNs. Next, Turkanovic et al. [46] demonstrated another lightweight user authentication
protocol for heterogeneous WSNs. Nevertheless, the scheme is vulnerable to the user and sen-
sor node impersonation attack, stolen smart card attack, offline identity, and password guessing
attacks. After that, Khalil et al. [30] presented an authentication protocol with a significant con-
tribution of IoT-WSN integration; however, the scheme bears many security loopholes, including
replay, impersonation, and sensor node capture attacks. Later, Farash et al. [19] put forward an
authentication scheme for the heterogeneous nature of WSNs, equally applicable in the IoT net-
work. Then, Amin et al. [6] designed another related scheme to cover the drawbacks of Farash
et al. [19]. Srinivas et al. [45] proved many weaknesses in Reference [6], including user and server
spoofing attacks, stolen smart card attacks, and exposure of long-term systems as well as sensor
keys. Besides, Reference [45] also presented an improved authenticated key agreement protocol
for IoT-based WSNs. Moreover, Jiang et al. [29] demonstrated that Amin et al. [6] was prone to
several threats. To counter the security loopholes in Reference [6], Jiang et al. [29] presented an
improved three-factor authentication protocol for IoT-enabled WSNs. Hsieh and Leu [24] intro-
duced an enhanced authentication protocol after identifying weaknesses in References [17, 31, 47].
Thereafter, Wu et al. [50] found many drawbacks in Reference [24], such as offline guessing attack,
privileged insider attack, sensor node capture attack, and forgery attacks. Moreover, the scheme
[24] does not confer session-key security or mutual authenticity to the participants. To counter
such weaknesses, Wu et al. presented an ECC-based authentication protocol for IoT-enabled WSN.
Later, Challa et al. [10, 11] presented two ECC-based authenticated key agreement protocols for
IoT-enabled applications. Chaudhry et al. [15] argued that both of the schemes of Challa et al. suf-
fer from correctness issues and cannot provide a key agreement between a server and a user in
IoT-based environments. Similarly, Das et al. also proposed another scheme [16] for industrial IoT.
Hussain and Chaudhry [25] proved some critical flaws in their scheme and suggested some reme-
dies. In 2020, Ali et al. [3] proved that the scheme presented in Reference [44] is also incorrect and
insecure against several attacks. Some more recent articles on latest developments are as follows
[2, 13, 21, 33, 38, 41, 43].

1.1 Motivations and Contributions

Recently, a number of authentication schemes were proposed to secure IoT-based and related sys-
tems [8, 10, 11, 44, 48] with faulty design owing to an undue emphasis on privacy cum efficiency
tradeoff. This article aims to analyze one of the most recent schemes [48] “lightweight authenti-
cation mechanism for IoT-based cloud systems” LAM-CIoT proposed by Wazid et al. to show the
critical design flaws present in the same. Precisely, LAM-CIoT cannot work when there is more
than one user registered with the system. The normal working of LAM-CIoT can be realized only
when there is one and only system user. Such a single user system is unrealistic and cannot be
generalized. It is argued in this study that the emphasis on untraceable security along-with the
computation and communication efficiencies caused such severe flaws resulting in the complete
in-applicability of the scheme to work with more than one user. Unfortunately, same flaw ex-
ists in some other schemes [8, 10, 11, 44] as well. While trying to accommodate the untraceable
anonymity and efficiency together, the designers of these protocols [8, 10, 11, 44] stuck into the
correctness issue. Moreover, this article introduces an improved, lightweight authentication mech-
anism for IoT-based cloud systems (iLAM-CIoT). iLAM-CIoT is designed carefully to avoid any such
incorrectness and to provide a better tradeoff between security and efficiency. iLAM-CIoT is tested
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Fig. 1. System model.

under a formal security model supplemented by a brief discussion on attack resilience. This article
is organized as follows: Section 2 explains the network and attack models, while the Section 3 pro-
vides a brief review of LAM —CIoT proposed by Wazid et al. Section 4 proves the inaction of Wazid
et al’s LAM — CIoT to share a session key among user and sensor, when multiple users register
with the system.. Proposed iLAM — CIoT is presented in Section 5, whereas Section 6 provides the
security analysis of iLAM — CIoT using formal ROR model supported by an informal discussion on
security features and threat avoidance. The comparisons with respect to security and performance
are given in Section 7. Last, Section 8 presents the concluding remarks.

2 SYSTEM MODEL

This section presents the network and attack model to elaborate on the working of the contributed
system model.

2.1 Network model

The network model of the proposed scheme is depicted in Figure 1. This model comprises differ-
ent types of nodes, i.e., U;, gateway GW, and IoT sensors SN ;. The IoT sensors (SN ;) may be
deployed in remote and sensitive areas, while the users may need to access the data directly, as
soon as it is captured from SN ;. This calls for establishing a mutually agreed session key between
U; and SNj, and then these nodes may securely communicate with each other. The GW en-
ables SN to communicate with remote users U;, since G'W is a gateway to the internet. The
cloud servers store the entire sensed data captured from sensors through GW. A trusted author-
ity (7 A) initializes the system set up by storing the crucial parameters in the memories of SN;
and G'W before deployment. U; gets registered itself from 7 A using a confidential channel. In
IoT sensor-based environment, a user may access the sensor node’s data either directly through
real-time capturing or may retrieve the previously stored data on the cloud server. In many critical
applications such as battlefield or healthcare domain, data need to be accessed in real-time from
the IoT sensors. Alternatively, the data may also be accessed from the cloud servers, which are
kept updated and processed with the data collected from different IoT sensors through gateway
nodes. The direct access of the IoT sensor’s data by the user requires constructing an agreed and
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Table 1. Notation Guide

Notations Description
SN, U;, TA Sensor, User, Trusted Authority
PW;, SC;,ID; U;’s password, smartcard, & identity

BIO; SK;; Biometrics, Session key

GW,ID;, ID; Gateway, U; and SN/;’s Identities

Oi, Tj Biometrics: Secret key& reproduction parameter
Gen(..), Rep(..) Generation & Reproduction functions

P Zps Ep Large prime, Finite Prime Field, Elliptic curve
Ty, AT Time stamp of x*” party, Max. allowable delay
h(.), @, || Hash, XOR, Concatenation functions

secure session key between both entities, in prior. The constrained resources of IoT sensors call
for a lightweight, but secure key agreement protocol between IoT sensor and user.

2.2 Attack model

We employ the widely known Dolev-Yao (DY) threat model [18] for the analysis of the proposed
model. The DY model assumes a public and insecure channel for communication between U; and
SN j.Employed in a variety of proposals [5, 14, 26, 28, 35], the precise points regarding the adopted
attack model are given as follows:

e The adversary is considered as competent enough to overhear, intercept, modify, delete, or
synthesize any message exchanged during transmission between the legitimate participants.

e The adversary may extract and examine the credentials recovered [37] from the IoT sensor, to
further manipulate for its malicious intention, such as session key computation or initiating
of forgery attacks.

o The identities are public and assumed to be known by all internal and external participants.

e The secret keys of 7" A and G'W are secure, and no adversary has the capabilities to expose
the secret keys.

e The gateway is assumed to be a physically protected system that also stores significant reg-
istration secrets enabling the entities in the verification process.

3 REVIEW OF LAM-CIOT

The detail of Wazid et al’s LAM-CIoT is given in the following subsections. For clarity, the notation
wrap-up is given in Table 1.

3.1 Pre-deployment Phase

For pre-deployment of sensor nodes, 7 A picks 160 bit shared key K; and for each sensor node
Sj: {j=1...n}, 7 A selects corresponding unique IDs; and computes RIDs; = h(IDs;||K;) and
TCs;j = h(IDs;l||K;||RTSs;), where RTSs; represents the registration timestamp of S;. 7 A stores
RIDg;j, TCsj and h(RIDg;||K;) in S;’s memory. Now 7" A engenders RIDs;, TCs;, and h(RIDs;||K})
for each sensor node S; : {j = 1....n} in the memory of gateway. 7" A then deploys all sensor
nodes and gateway node. The gate way node is placed under a physical lock.

3.2 User Registration

For registration, U; picks an identity ID,,; and sends it to 7" A, and upon reception 7 A generate
K; and computes RIDy; = h(IDy;||K;) and TCy; = h(IDy;||K;||IRT Sy ;). T A then picks X secretly
and computes R; = h(IDy;||X) and K; = h(K;||R;). T A then issues a smart card SC; engenders
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with {RIDy;, TCy;, Ri, h(.),K ;.} to U; through private channel. On receiving SC;, U; after selecting
password PW;, secret number k and imprinting biometrics BIO;, computes (o;, 7;) = Gen(BIO;),
RPW; = h(PWyillk), A; = h(IDyillo;) ® k, F; = h(RIDUi||RPI’VL’||O'i||R/i||TCUi)s R = R ®
h(IDy;llk), RID{;; = RIDy;@®h(k||o;), TC;,; = TCy;i®h(IDy;llo;) and K = K, ®h(IDy;||k||PW;||o;).
U; then replaces RIDy;, TCy;, Kl by RID7,., TC;, ., K; in SC;. Finally, the smart card memory con-

vt o i
tains {RIDy,,, TC;;, K}, R}, Fi, Aj, 7;, h(.), Gen(.), Rep(.), t}.

3.3 Login Phase

To initiate login, U; using his smart card SC; enters the tuple {IDy;, PWy;, BIOy;}. The SC; com-
putes o] = Rep(BIO}, ;), k = A; ® h(IDy;llo}), R; = R} @ h(IDy;l|k), RIDy; = RIDj;, ® h(k||o}),
TCy; = TCj,, ® h(IDy;llo}), RPW; = h(PW;,|Ik) and F; = h(RIDy;||[RPW;||o}|IR:||TCys).

SC; then checks F; z F; and refutes the request if F; # F;. In other case, login attempt of U;
is treated as successful. The SC; selects Ty, r; and computes K;* = K; @ h(IDy;||k||[PW/||o}),
M, = RIDy; ® h(K;*||T;), My = RIDs; ® h(TCy;||IDy;l|T1), M3 = h(RIDy;||TCy;||Ty) & ry and
My = h(IDy;||RIDs;||TCy;l||r1||T). At last, the tuple Msg; = {M;, My, M3, My, T1} is sent to GW
by 7/{1'.

3.4 Authenticated Key Agreement

For normal execution of this phase, the following steps are performed between different commu-
nicating entities:

Step AP 1: The G'W in response to the received request, checks the freshness of T; by com-
paring with current timestamp T, — T; < AT, disapproves the request in case of fail-
ure and in case of success, G'W computes RIDy; = M; ® h(h(K;||R;)||T1), RIDs; = M, ®
h(TCyilIDy;l|Th), r1 = M3 ® h(RIDy;||TCy;|ITy) and Ms = h(IDy;||RIDs;||TCy;l|r||Ty).
GW aborts if Ms # My; otherwise, generates ry, T, and computes Mg = h(TCs;||RIDs;) ® r2,
My = h(RIDy;||TCuyillr1) ® h(TCs;l|Tz), Ms = h(RIDs;||TCs;||h(RIDs;||K;)||r2||T2) and sends
tuple Msgg = {M6’ M7,M8, Tg} to SNJ

Step AP 2: The SN inresponse to received request, checks the freshness of T, by comparing with
current timestamp T,,»—T> < AT, disapproves the request in case of failure and in case of suc-
cess, SN j computes r, = Mg®h(TCs;||RIDs;), R(RIDy;||TCy;llr1) = My@h(TCs;|T2), and Mo
=h(RIDg;||ITCs;||h(RIDs;||K;)||r2||T2). SN j aborts if My # Mg and otherwise generates r3, T
and computes Mo = h(h(RIDy;|| TCy;l|r1)||T3) ®rs, M1y = h(h(RIDy;||TCy;llr1)[|IRIDs;l|r3)
®h(h(RIDs;||K;)||T3), SKij = h(h(h(RIDs;||Kj) | T3) || R(RIDy;||TCyillr1)||RIDsj |73 T3), M2
= h(SK;;1|T3) and sends tuple Msgs = {Myg, M11, M1z, T3} to U;.

Step AP 3: U; upon reception of response, checks the freshness of T3 by comparing with cur-
rent timestamp T, — T3 < AT, disapproves the request in case of failure and in case of
success, U; computes r3 = Myg @ h(h(RIDy;|| TCuy;llri)|ITs), h(h(RIDs;||K;1|T3)) = My &
h(h(RIDy||TCy;llr) [IRIDs;lIrs), key SK;; = h(h(h(RIDs;||K))I|Ts) ||R(RIDy;| TCy;llr)|]

RIDs;l|rs]|T3) and M3 = h(SK;j||T3). U; checks M3 z M;; and considers SN ; authenticated

on success and keeps SK;; as shared key with SN; for secure communication.

4 WEAKNESSES OF LAM-CIOT

This section shows that Wazid et al’s LAM-CIoT could not complete the key agreement and au-
thentication process. Precisely, the gateway upon reception of the request by a specific user could
not recognize him and no further communication between the user, gateway, and sensor node
occurs. Moreover, the requesting user is also non-recognizable by the sensor node, and he cannot
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send any message to the user. For a clear picture, the following explanation of the working of
LAM-CIoT shows the incorrectness of their scheme:

(1) U; after completing a login, computes the following:

M; = RIDy; & h(K;"[ITy), (1)
M; = RIDs; ® h(TCy;||[IDy;||Th), (2)
Ms = h(RIDy;||TCy;l|Ty) & r1, (3)
My = h(IDy;||RIDs;||TCy;llr[|T1). (4)

(L{i sends {Ml, Mz, M3, M4, Tl} to Q’VV
(2) GW after veritying freshness of T; computes the following:

RIDy; = My @ h(h(K;|IR:)|IT1), (5)
RIDs; = My ® h(TCy;||IDy;||Th), (6)
r1 = Mz ® h(RIDy;||TCy;||Ty), (7)
Ms = h(IDy;||RIDs;||TCy;l|r|T1). ®)

(3) To compute RIDy; through Equation (5), GW needs h(h(K;||R)||T;). GW
received T; and maintains a verifier database containing tuples of the form:
{IDy;,RIDy;, TCy;, h(RIDy;||K;), h(K;||R;)} for each user such that {i = 1. .. .n}. Therefore,
to extract h(K;||R;), GW needs to know either IDy; or RIDy;. However, G'W does not
know any of these values. Moreover, to compute RIDs;, r1, Ms through Equations (6), (7),
and (8), respectively, G'W needs to know TCy; and to extract TCy; from verifier database,
GW should receive known IDy; or RIDy;, both of these are unknown. Therefore, G'W
may be unable to compute any parameter and the authentication process may be aborted
abnormally.

(4) Similarly, in the reply message SN; sends {Mjo, M11, Mi2, T3} to U;- the requesting user,
without recognizing him, as the information of requesting user is unknown to SN ;. Fur-
thermore, the message {Ms, M7, Mg, T} from GW does not contain any other information
about U;, rather GW itself is unable to recognize a specific user. Hence, SN; cannot send
any message directly to U;.

5 PROPOSED SCHEME (ILAM-CIOT)

This section explains the working of the proposed improved lightweight authentication mecha-
nism for cloud-assisted IoT-based systems (iLAM-CIoT). The scheme iLAM-CIoT, as summarized
in Figure 2, is explained as below.

5.1 Pre-deployment Phase

For pre-deployment of sensor nodes, 7" A picks a 160-bit shared key K; and for each sensor node
Sj: {j=1...n}, T A selects corresponding unique IDs; and computes RIDs; = h(IDs;||K;) and
TCs; = h(ID5j||Kj||RTSSj), where RTSs; represents the registration timestamp of S;. 7 A stores
RIDsj, TCs; and h(RIDs;||K;) in S;’s memory. Now 7" A after generating a secret shared key X,
engenders RIDs;, TCs; and h(RIDs;||K;) for each sensor node S; : {j = 1....n} in the memory of
gateway along with X. 7 A then deploys all sensor nodes and gateway node.

5.2 User Registration

For registration, U; picks an identity ID,; and sends it to 7" A and upon reception 7" A generate
the pair {K;, TD;} and computes TCy; = h(IDy;||K;). T A further computes R; = h(IDy;||X),
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U; gw SN
{TD;.1C;,, K. R, Fr, {IDy;, TD;, WIDy;, RiDs;, TCs; {RIDs;, TCs;, h(RIDs;[IK;)}
Ai,7i, h(.), Gen(.), Rep(.), t} h(RIDs;||K;)}

Step-1:

Input IDy;, PW{‘”,BIO?”
Compute: a7 = Rep(BIO;, 7;)
k = Aj ® h(IDyillo})

Ri = R} @ h(IDy;]lk)

RIDy; = h(IDy;||R:)

TCy; = TC};, & h(IDy;||o} |1IPW;,) Step-2:
RPW;" = h(PWj;|Ik) Checks freshness of Ty
F = h(RPW/||o} [|R:[|ITCy;) Extract pair | TIDy;, WIDy; | as per My
Check F; = F; Compute:K; = h(M;||X) ® WIDy;
Generate: T1, r1, Compute: IDy; = K; ® TIDy;
M = TD; @ h(k||o;) Ri = h(IDy;||X)
M, = RIDg; & h(TCy;||IDy;||T1) RIDy; = h(IDy;l|R;) Step-3:
M3 = h(RIDy;||TCyil||T1) ® ry RIDs; = Mz ® h(TCy;||IDy;|T1) Checks freshness of T,
My = h(IDy;||RIDs;||TCy;llr111T1) ri = Mz ® h(RIDy;||TCy;lTy) r2 = Mg ® h(TCs;l|RIDs )
Msgi={Mi,M,Ms,My,T; }
Ms = h(IDy;||RIDs;||TCyillr1|IT1) h(RIDy;||ITCyillr1) = M7 & h(TCs;|T2)
2
Check M5 = M My = h(RIDs;||TCs;||h(RIDs;||K;)||r2]|T2)
?
Generate: rp, Ty Mo = Mg
Ms = h(TCs;j||RIDs;) ® ra Generate: r3, T3
Mz = h(RIDy;||TCyil|r1) ® h(TCs;]|T2) Mo = h(R(RIDy;||TCyillr)||T3) @ 13

Ms = h(RIDs;||TCs;||h(RIDs;||K;)||r2||T2) M1 = h(h(RIDy;||TCyi||r1)|IRIDs;j]|r3)®
Msgo={Me,M7,Ms,T; }
h(h(RIDs;]||K)||T3)

Step-4: SKij = h(h(h(RIDs;|IKj)||T3)||h(RIDy;||TCyillr1)-
Generate newm‘ [IRIDs;||73]1T3)

Step-5: ‘ TDi,,, = TDiy,, ® hH(RIDy;||ITCy;lIn|ITa) | Mz = h(SKi;||T3)

Check freshness of Ty m:—%’ Msgy={Mio My Mz T3}

rs = Mio ® h(h(RIDy3ITCuil Ir) I1T3) WIDy; = Ki ® h(TDj,...||X) |

h(h(RIDs;||K;||T3)) = M11® M3 = h(RIDy||TDi,,., |1Ts)

Msgy={Msgs,Mi3,TDyy,, Ts }

h(h(RIDy:|ITCyillr)IRIDs;lIr3)

SK;; = h(h(h(RIDs; ||K;)I|T3)]|
h(RIDy;||TCy;|Ir1)||RIDs;|r31|T3)

Mug = h(SK [|T5)

Mis = h(RIDy;||TDs;,,.,1Ta)

Check Myy z M2 and Mis z Mis

[1Die., =D, ® A(RIDUAIITCUINIT)

Replace | TD; = TD;,,,,,

Fig. 2. Proposed iLAM — CIoT.

RIDy; = h(IDy;||R;) and K; = h(K;||R;). T A stores TD;, TIDy; = IDy; & K;, WIDy; =
K; ® h(TD;||X) in its memory and sends a smartacrd SC; engenders with {TD;, TCy;, R;, h(.)}
to U; through private channel. Moreover, 7" A also stores the {TD;, TIDy;, WIDy;} on the veri-
fier maintained by corresponding GW. On receiving SC;, U; after selecting password PW;, secret
number k and imprinting biometrics BIO;, computes (o3, 7;) = Gen(BIO;), RPW; = h(PWy;l|k),
A; = h(IDy;l|o;) ®k, F; = h(RPW;||0;||R;||TCy;), R; = R; @ h(IDy;llk), TD; = TD; @ h(k||o;) and
TC,,; = TCy; ® h(IDy;l|0;||[PWy ;). U; then replaces TD;, TCy; by TD;, TCy;; in SC;. Finally, the
smart card memory contains {TD?, TCy; R}, Fi, Aj, 73, h(.), Gen(.),Rep(.), t}.

5.3 Login Phase

To initiate login, U; using his smart card SC; enters the tuple {IDy;, PWy;, BIOy;}. SC; com-
putes Cfi* = Rep(BIO;k,T,-), k = A,’ &) h(IDU,“O'l*), Rl' = R;k @ h(IDU,”k), RIDUi = h(IDU,”Rl),
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TCy; = TC}, ® h(IDu;llo}||PW,,), RPW; = h(PW;,IIk) and F; = h(RPW;|lo}|IR:|ITCus).

SC; then checks F; Z F; and refutes the request if F; # F;. In other case, login attempt of
U; is treated as successful. The SC; selects Ty, r; and computes M; = TD} & h(k||o;), M, =
RIDs; ® h(TCy;||IDy;||T1), M3 = h(RIDy;||TCy;||T1) ® r1 and My = h(IDy;||RIDs;||TCy;l|r1 [1Th).
At last, the tuple Msg, = {My, My, M3, M4, T} is sent to GW by U;.

5.4 Authenticated Key Agreement

Step AC 1: The GW in response to received request, checks the freshness of T; by comparing
with current timestamp T¢,,, — T; < AT, disapproves the request in case of failure and in
case of success, GW extracts TIDy;, WIDy; corresponding to M; and using the shared
secret key X, computes K; = h(M;]|X) @ WIDy;, IDy; = K; ® TIDy;, R; = h(IDy;||X),
RIDy; = h(IDy;l|R;), RIDsj = Mz & h(TCy;||IDy;l|T1), r1 = M3 @ h(RIDy;||TCy;||T) and
Ms = h(IDy;||RIDs;||TCy;l|r1||Ty). GW aborts if M5 # M, and otherwise generates ry, T»
and computes Mg = h(TCs;||RIDs;) ® r2, My = h(RIDy;||TCy;llr1) © h(TCs;l|T2), Mg =
h(RID5J||TC5]||h(RIDSJ||KJ)||r2||T2) and sends tuple Msgz = {M(,,M7,Mg, Tz} to SN]

Step AC 2: The SN inresponse to received request, checks the freshness of T, by comparing with
current timestamp T, —T, < AT, disapproves the request in case of failure and in case of suc-
cess, SN j computes r, = Mg ®h(TCs;||RIDs;), h(RIDy;||TCyillri) = M;®h(TCs;||T,) and Mg
= h(RIDs;||TCs;||h(RIDs;||K;)||r2[|T2). SN j aborts if Mg # Mg and otherwise generates r3, T3
and computes Mo = h(h(RIDy;||TCyil|r1)||T3)@®rs, M1y = h(h(RIDy;|[ITCuy;llr)[IRIDs;||rs) @
h(h(RIDs;||K;)|ITs), SKi; = h(h(h(RIDg;||K;)||T3) [|A(RIDy; || TCy ;| |ri) [|IRIDs;|r3]|T3), Miz =
h(SK;;||T3) and sends tuple Msgs = {Myo, My1, Mi2, T3} to GW.

Step AC 3: GW after receiving Msgs, checks the freshness of T3 by comparing with current times-

tamp T, — T3 < AT, disapproves the request in case of failure and in case of success,
GW generates {TD;, ., T4} and computes ﬁinew =TD;,,., ® h(RIDy;||ITCy;l|r||Ts), TD;
=TD,,,.,, Mis = h(RIDy/||TD;,,, ||Ts) and WIDy; = K; & h(TD;, ., 11X). GW further sends
the tuple Msgy = {Msgs, M13,TD;, .., Ts} to U;.
Remark: To avoid any de-synchronization between GW and U;, the G'W stores previ-
ous TD; in some temporary variable and on next login, it is updated with current one. The
purpose of storing two-session identities is to avoid a situation where GW updates user
identity in its verifier, and the attacker stops the reply message. In such a situation, the user
and gateway would have de-synchronized user identities, and the next login may fail.

Step AC 4: U; upon reception of response, checks the freshness of T, by comparing with cur-
rent timestamp T, — Ty < AT, disapproves the request in case of failure and in case
of success, U; computes r3 = Myy ®h(h(RIDy; ||TCuy;llri)|IT3), h(h(RIDs; ||K;l||T3)) =
M@ h(h(RIDy;||ITCy:llr1) [IRIDs;l|r3), SK;-}- = h(h(h(RIDs;||K;) ||T3)|| R(RIDy;||TCy;llr1)

! ?
||RID5j||r3||T3), M14 = h(SKU”Tg,) and M15 = h(RIDUl ||TD,'MW||T4). (Lli then checks M14 =

My & Mis z M;3; Upon success, U; computes TD;, . = TD; & h(RIDy;||TCy;llr1]Ty)
and replaces TD; by TD;, ., and considers SN j authenticated on success and keeps SK;. ; as
shared key with SN ; for secure communication.

lnew

lnew

6 SECURITY ANALYSIS
6.1 Formal Security Analysis

In this subsection, we present the real-or-random (RoR) model [1], and then Theorem 1 is
pretested to describe the security of the session key for the proposed scheme.
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6.1.1  RoR Model. The formal security proof of the proposed scheme is provided using the RoR
model. A user U;, gateway GW, trusted agent 7 A and sensor node SN ; are the participants of
proposed scheme.

Participants: Hfui, Hbgw’ Hngj, Hd.Tﬂ indicates the instances a, b, ¢, d of U;, GW, T A, and
SN respectively, which are treated as oracles [12].

Accepted State: An instance I1¢ is called accepted state if it enters into an accept state after receiv-
ing the last expected message. The session identification is dealt with as an ordered concatenation
of the transmitted messages, including received and sent messages of any instance I1¢ for an on-
going session.

Partnering: Suppose that IT*! and I1%% are two instances. They will be considered partners if
the following criteria are satisfied:

LA 1: 11! and I1%2 are in accept state.
LA 2: 1% and [1%* are mutually authenticated and share same session identification.
LA 3: 1% and [1%? are mutual partners.

Freshness: H%(i or Hng is assumed fresh, if the session key shared between U;, SN ; is not
disclosed to an adversary using Reveal query defined in References [12, 48].

Adversary: Adversary has full control over the communication channel of the network. So, an
adversary can not only intercept but can also modify, inject delete the messages in the network.
Furthermore, an adversary will have access to subsequent queries:

e Execute(I1%, 1%, T1¢, I19) : After executing this query, adversary can breach all the messages
share between the instance U;, GW, T A and SN ;. This query is known as an eavesdropping
attack.

o [1%, message Upon the execution of this query, an adversary can send a message to a participant
entity Pi%, and can receive the response to the message. Such type of query is modeled as an active
attack.

e Reveal(I1¢): After the execution of this Reveal query, the current session key SK;; calculated,
by U; is revealed to adversary.

e Corrupt Smart Card(Hfui): While executing this query, an adversary can easily extract all
the information stored in the smart card by stealing or from lost smart card SC;.

e Corrupt Sensor(II§ N]_): Due to all execution of this query, all the credentials stored in SN,

are leaked to adversary.

According to References [12, 48] both corrupt sensors and corrupt smart card queries are assured
due to the weak corruption model.

e Test(II): The semantic security of session key SKj; shared between U; and SN/; is tested
with the help of this query. Firstly, coin cn is flipped before the commencement of the experiment.
The resultant is keep secret from an adversary, and it decides about the result of the Test query.
An entity Pi? will return session key SK;; when cn = 1; otherwise, SK;; will be a random number
when cn = 0. Other then this scenario, the outcome will be L.

Here, an important restriction is imposed that an adversary can access only a limited number
of CorruptSmartCard and CorruptSensor queries. But, an adversary can access Test(II?) query
as many times as he wants. Threat model supposes that the G'W and 7 A are trusted. So, it is
supposed that A cannot access another corrupt query related to G'W and 7 A. A can have huge
number of queries to either H%(i or II% N The resultant of the test query needs to remain con-

sistent with the random bit bt. If A wins the game under condition bt = bt, then he returns the
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guessed bit bt'. If Succ event wins the game, then the advantage AdvALAM’CIOT of A in break-
ing the security of the proposed scheme against deriving SK;; between U; and SN; is given by
Advl’;‘LM{‘CI"T = |2Pr[Suc] - 1].

Random Oracle: A collision resistant hash function h(.) is accessible to all the participating enti-
ties including A. We have modeled h(.) as a random oracle, calls Oy [12].

6.1.2  Security Proof. The subsequent Theorem 1 is given to explain the semantic security of
iiLAM — CIoT.

THEOREM 1. Suppose A is an adversary running in polynomial time t,, against our proposed pro-
tocol in RoR model. D be a uniform distributed dictionary and | be the number of bits presented in
biometric key o;. The advantage of an adversary to break the security of the proposed scheme is as

2
. iLAM—-CIoT Qhash s
follow: Advﬂ < THASH] T 21|D]

queries, Send queries, the space range of h(.) and size of D, respectively.

where qnash, qs, |Hash| and |D| are the number of Oy

Proor: The sequence of four games Game,(g = 0, 1, 2, 3) is defined herein which Succ, indicates
an event that A can guess the bit bt in game, and succeed that particular game. The starting game
GameG i the real attack and the game finishes with game G;. Following is the detailed description
of all these game.

e Game G: This game is modeled as real attack in which A needs to choose bit bt. It follows
that

AdU%AAI_CIOT = |2Pr[Succy] — 1]. ©)

e Game G: An eavesdropping attack is modeled using this game . Execute query follows by Test
query is initiated by A. After that A, needs to verify that either SKj; is real or random. The calcu-
lated session key is SK;; = h(h(h(RID s, I1K;)|IT3)[|A(RIDq, || TCqy, |Ir:) IRIDs &, lI7511T3). Suppose
that A breaches the message;, message,, and messages that are transmitted during authentication
phase. However, no message from all these will enable A to compute valid SK;; and during secret
credentials RID;, kj, RIDq,, and TCq, will be very hard computationally. So, it is proved that
both game GameG; and G, are identical, and we got:

Pr[Succy] = Pr[Succy]. (10)

e Game G;: Using this query, A can query Oy and Send queries. A can fabricate any message
of participating entity. To create valid messages Msg;, Msgz, Msgs, and Msgy A needs the secret
parameters IDqy,, Ki, TCqy,, RIDqy,, Kj, and RID s v ;. But, all these credentials can kept hidden from
A using hash function. Moreover, session specific random numbers and timestamps are used in
each different session. The only difference between GameG; and G; is that in G, Send and Oy
queries are simulated. As per birthday paradox, the resultant is as follows:

2
Pr[Succ;] = Pr[Succ,] < %. (11)

e Game Gs: In this game, A calls the CorruptSensor and CorruptSmartcard queries. Thats
why adversary have all information {RID*% ,TCq,, K}, R}, Fi, Aj, 73, h(.), Gen(.), Rep(.), t} stored in
smart card with the help of dictionary attack. A can guess valid Pw; of user U; from the breached
information of SC;. Therefore, iLAM-CloTimplements fuzzy extractor that allows to select some
random bits for biometric key o;|. The chances of guessing o € 0, 1/ by A is at most zi, Addition-
ally, without knowing Pw; and o;, A can retrieve the important secret credentials R;, RIDqy,, Ty,
and K; from R}, RIDfui, T:i(,-’ and K. So, without knowing these credentials, it is not feasible to
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compute SK;;. Thus, we got:

Pr[Succy] — Pr[Succs] < % (12)

Consequently, A has sent any knowledge of bit bt, because the session keys are generated ran-
domly by SN j and U;, we have the following:

Pr[Succs] = % (13)

We got the following resultant by combining Equations (9), (10), and (13):

%AdviyL[AM‘CI"T = |Pr[Succo] — % (14)
|Pr{Succi] — Pr[Succs]|.

The solution of Equations (11), (12), and (13) gives the following resultant:
|Pr[Succ,] — Pr[Succs]| < |Pr[Succ,] — Pr[Succ;]|

2

qhash qs (15)
+|Pr[S — Pr[S < + =,
IPriSuce.] = PriSuces]l < opash * 2D

while Equations (14) and (15) give the following resultant:

2
1 qhash 9a
Pr[s - | < “fash 1% 16
|Pr{Suce:] 2| ~ 2|Hash| 2!|D| (16)

Equations (15) and (16) generate the following output:

2
1 iLAM— hash Ga
_AdvlLAM CloT < _*hash + ) (17)
20 A 2|Hash| = 2!|D|

Consequently, by multiplying both sides of Equation (17) by 10, the resultant is as follows:

2
i [— qh h qsend
AdvlLAM CloT < as ) (18)
A |[Hash| ~ 21-1|D|

6.2 Functionalities Provision Analysis

This section discusses the security and related features provision analysis of the proposed iLAM-
CIoT on informal lines.

6.2.1 Correctness. The proposed iLAM-CIoT completes the authentication process correctly be-
tween U; and SN through the mediation of G'W. The scheme was designed to provide an insight
into the common mistake, and it can serve as a template for future works free of such correctness
issues. In the user registration phase of the proposed iLAM-CIoT, a random and dynamic identity
TD,; is generated by 7" A, and it is also stored in the memory of user’s smartcard as well as in the
verifier table maintained by the respective G‘'W. This random identity TD; is updated after each
login and authentication request on both the smart card in possession of the user and verifier main-
tained by the G‘W. Moreover, each user has a different random and dynamic identity. Therefore,
the G'W on the reception of each authentication request can easily distinguish the distinct users
and can extract the corresponding values from the verifier. Hence, proposed iLAM-CIoT does not
suffer from correctness issues.
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6.2.2 Replay Attack. In the proposed scheme, the exchanged messages Msg; — Msgy among
the interacting entities U;, GW, SN; employ time stamps Ty — T, to foil the potential replay at-
tacks. In the mutual authentication phase, the requirement for communication messages needs
to be responded in a limited timestamp threshold AT nullifies the chances of an adversary
to manipulate the messages and initiate the replay attack. Without updating the parameters
M, — My, M;, Mg, Myy — My, the fresh timestamp cannot be employed. At the same time, to
update these parameters with updated timestamps, the adversary needs access to U;’s identity,
password, biometrics, and other shared factors among the U;, GW, and SN;. Hence, the replay
attack is not possible in our scheme.

6.2.3 Man-in-the-middle Attack. To initiate the man-in-the-middle attack, an adversary may
attempt to reconstruct the Msgy, i.e., Msgy = My — My, Ty where M; = ®h(k||o;), Mz = RIDs; &
h(TCuy:llIDy;l||T1), M3 = h(RIDy;||TCy;l|T1) ® r1, My = h(IDy;||RIDs;||TCy;l|r1||T;). However,
to meet this objective, the adversary needs to construct those message parametes with fresh times-
tamp T1, fresh nonce r1, which is not possible until it has access to k, TCy;, TD; , IDy;, and PWy;
along with biometrics. Likewise, the adversary will not be able to reconstruct other messages
Msg, — Msgy in the protocol with updated timestamps and nonces without having access to cru-
cial parameters in possession with those participating entities. Therefore, our scheme is protected
from a man-in-the-middle attack.

6.2.4  Privileged-insider Information Leading to Guessing Attack. In case, a malicious privileged
insider gets the user’s identity IDUi during the registration process, and the adversary may attempt
an offline-password guessing attack. Here, we also assume that the adversary has access to the
smart card, while its contents such as {TD;, TC*UI., R}, Fi, Ay, i, h(.),Gen(.), Rep(.), t} parameters
have been approached using power analysis attack [37]. However, the adversary may not be able
to compute k, and ultimately the password PW; from F; using offline-password guessing attack,
where F; = h(RPW/||o}|IR;||TCy;). It is because the crucial biometric factor o} is not available to
the adversary, which makes the computation of RPW;, R;, and TCy; parameters a hard problem for
the adversary. Hence, this scheme is immune to an offline-password guessing attack if a privileged

insider attempts to initiate an attack.

6.2.5 Impersonation Attack. This sub-section elaborates on the defense of the scheme against
user, gateway, and sensor node impersonation attacks.

(1) User impersonation attack: If an attacker attempts to launch an impersonation attack
on behalf of user, then it needs to construct a valid login request message Msg{, ie.,
Msg; = Mj—M,;, T where M] = TD; & h(kl||o;), M, = RIDs; ® h(TCy;||IDy;||T;),
M; = h(RIDy;||TCy;l|T]) & r{, My = h(IDy;||RIDs;||TCy;||r{||T]) with updated nonce
r; and timestamp T,. Nonetheless, as we see earlier, it is a hard problem to recover
k,TCy;,TD;,IDy;, PWy; and biometric values for constructing Msg; = M; — M;,T,. Thus,
our protocol is protected from any user-impersonation attack.

(2) GN impersonation attack: Likewise, an adversary may try to instigate a forgery attack to-
ward SN; on behalf of GN. For this purpose, it needs to construct the Msg; = M¢, M7, Mg, T,
with fresh nonce r; and timestamp T, and will require some crucial parameters such as
TCsj,RIDsj, RIDy;, TCy;, and K; secret. It would be a computationally hard problem to
compute those parameters from previously intercepted Ms, M7, and Ms messages. Hence,
our protocol is safe from the GW impersonation attack.

(3) IoT sensor impersonation attack: In the case where the adversary attempts to launch SN;
impersonation attack toward GW or Uj, it needs to build the message Msgs; with updated
nonce r; and timestamp T;, where Msgs = {M10’, M11’, M12’, T3’} and M], = h(h(RIDy;
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ITCy:lIr)IITs)oplusri, M{, = h(h(RIDy4||TCu; |Ir)|IRIDs;11r}) ® h(h(RIDs; ||K)IIT), M},
= h(SK;;||T;). However, the adversary may not be able to construct the valid message pa-
rameters in Msgs until it is granted access to K; secret as well as RIDs;, RIDy;, TCy;. Hence,
this inability of the adversary to compute or recover those parameters in polynomial time
renders our protocol protected against the sensor node impersonation attack.

6.2.6  Anonymity and Untraceability. In mutual authentication phase, the proposed scheme em-
ploys random nonces ry, r;, and r3 as well as timestamps Ty, T3, and T5 in the communication mes-
sages Msg; — Msgs. In this manner, the adversary may not distinguish among the communication
messages of different sessions, which render our scheme untraceable publicly. At the same time,
the adversary may not identify the user’s identity, since the messages employ pseudo-identities,
i.e, RIDs;, RIDy; in the messages instead of original identities that are bounded under the hard-
ness of one-way hash function bearing collision-resistance features. Thus, our scheme maintains
anonymity and untraceability features.

6.2.7 Password Modlification Attack. In case, the adversary is able to get unauthorized access to
the smart card and its contents {TD7, TC;‘JI., R}, Fi, A, 7i, h(.), Gen(.), Rep(.), t} by employing power
analysis attack [37], it may further attempt to update the password PW; with a forged password
PW/. However, the smart card will not permit the adversary to proceed for this modification until
the right parameters such as identity IDyy;, password PW;, and biometrics are inserted and locally
verified using F;? = F; condition. Hence, our scheme is resistant to any unauthorized password

modification.

6.2.8 loT Sensor Physical Capture Attack. Let us assume that the adversary has managed to
physically capture and compromise the ¢ number of IoT sensors. The robustness of the proposed
scheme regarding 10T sensor’s physical capture attack may be evaluated as the impact of all se-
cure communications as conciliated by capturing ¢ IoT sensors, excluding the communication re-
lated to conciliated sensors directly involved. We assume Pe(c) represents the probability of the
adversary’s capability for decrypting secure communications between the user and other non-
compromised IoT sensors SN/ after conciliating ¢ the number of IoT sensors. Our scheme may
resist well against this attack if the condition of Pe(c) = 0 holds. The adversary may get the
contents {RIDs;, TCs;, h(RIDs;||K;)} from the IoT sensor S;’s memory after physical capturing.
However, he would only be able to compromise the session key for the seized IoT sensor S; as
mutually agreed with the user. In contrast, the other session keys built among non-compromised
IoT-sensors and other users remain safe and protected. Thus, the proposed scheme warrants the
robustness against IoT sensor physical capture threat.

6.2.9 Denial of Service Attack. The proposed scheme protects against denial of service (DoS)
attack as the smart card initially authenticates the Ui with the use of F;? = F; condition. This
condition will only hold valid if the U; inserts its legal identity IDy;, password PW; as well as
biometric factors into the smart card to compute F; = h(RPW;||0;||R;||TCy;). In this case, the
verification of U; will be successful locally, and then it will be allowed to forward an authentication
request to GW. The same procedure is followed in the password and biometric update phases to
prevent the incorrect modification of these parameters. Therefore, our scheme is immune to a DoS
attack.

6.2.10  Stolen Smart Card Attack. Assume, an attacker steals smart card and gets all of its con-
tents {TD}, TCy;;, R}, Fi, Ai, 7i, h(.), Gen(.), Rep(.), t} using power analysis attack [37]. Neverthe-
less, it may not be able to compute the low entropy identity IDy; and password PW;, since the
computation of these parameters depends on the availability of biometric factor o; to the attacker.
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At the same time, it is a computationally hard problem for an attacker to guess those biometric
values. It sufficiently warrants that the adversary may not be able to compute either k, or other
parameters such as R;, TCy;, and RPW;. Based on this fact, we can infer that our scheme is immune
to stolen smart card attacks.

6.2.11 Session Key Security. In proposed scheme, the computed session key, ie., SK;; =
h(h(h(RIDs;||K;)||T5)||h(RIDy;||TCy;l|r1)||IRIDsj||rs]|T3) is mutually agreed between user U; and
sensor node S;. The established SK;; remains protected as long as one of the two secrets, i.e., either
short-term secret (random nonce r; or timestamp T3) or long-term secret (RIDgs; or TCy; or K; or
RIDy;) is not revealed to the adversary. For instance, if an adversary is able to compromise the
short-term secret as used in the protocol, then the session key cannot be successfully computed as
long as the long-term secret is hidden. Similarly, if the long-term secret is revealed to the adversary,
then the scheme remains protected until the short-term secrets are also exposed to the attacker.

7 SECURITY AND PERFORMANCE COMPARISONS

This section presents a brief security and performance comparison of the proposed scheme with
related schemes (7, 8, 10, 11, 19, 48], each of the schemes for comparison purposes is selected based
on relevance, significance, as well as a timeline, started from 2016 to 2020. Following subsections
present the performance and security comparisons:

7.1 Computation Complexity

Table 2 presents the computed running time of the proposed and related schemes. The notations
adopted for computation time representations are briefed as follows: Ty, Teqs, and T,f represent
the computation complexity of hash (one way), encryption/decryption (symmetric), and fuzzy ex-
tractor functions, whereas T, and T,, represent running time for computing multiplication and
addition of elliptic curve points. The results of experiment conducted in Reference [32] are taken
as it is. As per Reference [32], Ty, and T4 take 0.0023 ms and 0.0046 ms for an execution cycle,
whereas T,,, and T, take 2.226 ms and 0.0288 ms for successful completion. As per References
[8, 48], Ter incurs same computation complexity as of Ty, s0 Ter ~ 2.226 ms. The experiment in
Reference [32] was performed on a E2200 dual PC with a 2.20-GHz processor and 2 GB RAM while
using Ubuntu OS and PBC Library. In proposed scheme, for a single cycle of authentication U; ex-
ecutes 17T,y and 17T}, operations, whereas G'W and SN; executes 13Ty, and 9T}, operations.
Therefore, a single authentication cycle between U; and SN; completes with the help of GW
by performing 1T,¢ + 39Ty, operations collectively. The running time of the proposed scheme to
complete the process is 2.3157 ms. Referring to Table 2, the proposed scheme has slightly higher
running time in comparison with the scheme proposed by Wazid et al. [48], Farash et al. [19],
and Amin et al.[7]. In contrast, it has the same computation cost as of Banerjee et al’s scheme [8]
and has much less complexity in computation cost as compared with the two schemes of Challa
etal. [10, 11]. Note that only the proposed scheme provides required security features, whereas all
competing schemes are unable to extend some of the security features.

7.2 Communication Complexity

To compute fair and realistic communication complexity of the proposed and related schemes
[7, 8, 10, 11, 19, 48] and for simplicity, we consider the size of each identity and random number
as 160 bits, while the size of the timestamp is fixed at 32 bits. The selected hash (SHA-1) is 160 bits
long, using the announced secure size of ECC point, we adopted 160 bits for each coordinate of
the point (Q = (Qx,Qy) = 160 + 160 = 320 bits) on the curve. The proposed scheme completes
authentication in four messages: Msg; = {M;, My, M3, My, T1} consumes 160 * 4 + 32 = 672 bits. In
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Table 2. Performance Comparisons

|Protocols/Cost— Computation (ms) Bits
iLAM-CIoT 1Tef + 39Tho= 2.3157 2,560
LAM-CIoT [48] lTef + 34Ty,= 2.3042 1,696
Banerjee et al. [8]  1Ter + 19T, + 10T, q5= 2.3157 2,304
Amin et al. [7] 23T)o= 0.0529 2,816

Challa et al-I1[11]  1T,f + 14Ty + 12Tjo= 33.4176 2,528
Challa et al -l [10]  1T,f + 2Tyme + 20Tj0= 6.724 1,536
Farash et al. [19] 32Tho= 0.0736 2,752

Table 3. Security Features

—
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Features| Our
Rsl
Rsz
Rs3
Rs4
RSS
Rsﬁ
Rs7
RSS
Rs9
Rle
Rsll
Rle

Note: Rgi: Correctness; Rs2: user impersonation; Rg3: gateway
impersonation; Rg4: IOT Sensor impersonation; Rss: Replay; Rse:
smart card stolen; Rg7: user anonymity; Rsg: man in the middle;

W
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Rso9: stolen verifier; Rs19: Sensor physical capturing; Rs1;: offline
password guessing; Rs12: Biometric security v: Secure or extends;
X:Insecure against or not provides

message: Msg, = {Mg, M7, Ms, T,}, 160 = 3 + 32 = 512 bits are sent on a channel, while communica-
tion complexity of Msgs = {My9, M11, M1, T3} is also 160 * 3 + 32 = 512 bits and for transmission
of Msgy = {Msgs, M13,ﬁinew, T4}, the required communication cost is 512 + 160 + 32 = 864 bits.
Hence, the total communication complexity for the authentication phase of the proposed scheme
is 672 + 512 + 512 + 864 = 2,560 bits. Referring to Table 2, the communication complexity of the
proposed iLAM-CIoT is greater than the schemes of Wazid et al. (LAM — CIoT), Banerjee et al., and
Challa et al. (I & II), whereas it is less than Farash et al’s and Amin et al’s schemes.

7.3 Security Features

Table 3 presents a comparison of the security features extended by each of the competing schemes.
Referring to Table 3, the proposed iLAM-CloTachieves the required features related to realistic
security under the DY model as outlined in Subsection 2.2, whereas Wazid et al’s scheme [48] is
incorrect and cannot complete authentication as proved in Subsection 4. The schemes of Banerjee
et al. [8] and Challa et al. (I & II) [10, 11] also suffer from same incorrectness. Both cannot com-
plete even a single cycle of authentication in the presence of more than one user of the system. In
the schemes of References [8, 10, 11, 48], the trusted authority or gateway generates user-specific
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credentials without knowledge of the user requesting for authentication. All four schemes in Ref-
erences [8, 10, 11, 48] can work when there is one and only one user registered with the system. If
there is only one registered user, the receiving party in advance knows the requesting user’s iden-
tity. Additionally, the scheme in Reference [8] is vulnerable to stolen verifier attack. Challa et al. (II)
[10] is susceptible to replay and impersonation attacks. The schemes of Amin et al. [7] and Farash
et al. [19] do not provide biometric security, the scheme of Amin et al. [7] is insecure against the
impersonation of the user and stolen card attacks, while the scheme of Farash et al. [19] cannot
resist password guessing and card stolen attacks as well as in the absence of user anonymity.

8 CONCLUSION

This article aimed to expose a critical design flaw leading toward complete in-applicability, per-
sistent in some latest authentication schemes. As a case study, a scheme (LAM-CIoT) presented
in 2020 has been reviewed and analyzed. The analysis in this article has proven that LAM-CIoT
cannot facilitate mutual authentication as well as the key agreement between users and sensors
through gateway owing to the incorrectness. We then proposed an improved scheme, iLAM-CIoT,
to provide cloud-based mutual authentication and key agreement between users and sensors. The
iLAM-CIoT is provably secure in the formal model. We have also provided an attack resilience dis-
cussion of the proposed iLAM-CIoT. The security analysis has shown that iLAM-CIoT withstand
several attacks and provides known required security features. The comparisons have shown that
proposed iLAM-CIoT provides the best tradeoff between security and performance as compared
with some of the latest schemes.
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