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ABSTRACT

For the past century, companies have had the luxury of deciding what they will produce and sell, what their
brand message will be and how they will deliver it to their audience. Planning how best to allocate marketing
dollars is arguably the most annoying challenge marketers face. The social web and more specifically, Web
2.0 have changed the original marketing strategy and have done so by giving rise to a new way of marketing
where people belong to different social groups and markets have become conversations or recommendations.
Social networking sites such as Facebook have reported exponential growth rates and have attracted millions
of registered users, and they are interesting from a marketing point of view because they store large amounts
of sensitive personal user data. In this paper, the authors introduce a targeted Marketing strategy that exploits
group membership information that is available on social networking sites. More precisely, the authors show
that information about the group memberships of a user can lead to a more efficient target marketing cam-
paign. To determine the group membership of a user, the authors leverage well-known web browser history
recording attacks and other available crawling services. The authors’proposed algorithm is designed to use
the captured customers’ details and generate target marketing campaigns by relating each customer with
certain rank of products. The authors demonstrate an Experiment by sending a SPAM Email to more than
one thousand Facebook users and relate them with certain product pages. To measure the efficiency of the
proposed techniques, the authors analyzed how many people have consequently accessed those pages and
clicked on the products links inside those pages to get a promising success factor of 82%.

Keywords: Facebook, Social Networking, Targeted Marketing, Web 2.0, Web Browser History

1. INTRODUCTION can forge a stronger bond between marketers
and consumers, thus increasing the consistency,

Marketing research has always looked for spe-  speed and control of brand communications
cific components of proposed marketing plans  leading to a competitive advantage over other
that are performing better than others. These organizations. Unfortunately, the vast majority
components can be the missing recipe which  of marketers lack the time, data, wherewithal,
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or inclination to create this knowledge. As a
result, marketers are forced to allocate market-
ing investments in a vacuum using outdated
strategies and tactics such as segmentation of
markets and then targeting all customers in a
particular region or people with a particular
interest. Recent changes in media have made it
bothundesirable, and effectively impossible, to
reach a given targetaudience with conventional
mass-marketing tactics.

Many different flavors of online commu-
nities have surfaced over the years. However
within the last few years, newly created com-
munities are offering more rich interaction.
These marketing strategies allow conversation,
connection, and a sense of community among
its members. If marketing content can be sent
to those interested, that will lead to steadi-
ness, swiftness and direct control over brand
communications. The consumers who remain
virtually connected to the advertised company’s
link are the ones who are most interested in
who the company is, and what it has to offer
and therefore more focused marketing of these
groups are preferred.

This paper proposes techniques to market
the right product to the most suitable group of
online users using the data gathered from their
group memberships and their corresponding
social graph. Traditional offline channels of
marketing products and services are important
functions of business activities and more im-
portantly extending these channels to include
electronic marketing or e-marketing activities
requires appropriate preparation, planning, and
careful implementation. There are a number of
different ways a marketer can brand their prod-
ucts or services. Yet, if the right advertisement
reaches theright potential customer through the
right channel at the right time, then competitive
advantage and boosted sales will be a definite
result. Marketers are always on the lookout
for new data about the market. An excellent
platform for Marketing is the World Wide Web
in general and Social Networking platforms in
specific. Social Networking can help the mar-
keter identify a targeted marketing campaign

based onalmost true information gathered from
people’s profile which are publicly accessible.

The current marketing strategies are the
traditional ones which are used regularly and
havebeenused over the years. First, markets are
segmented - which is that markets are broken
into fragments or parts by different aspects of
customers like demographics, geographies, cus-
tomer tastes and preferences. After segmenting,
some of the market segments are chosen which
have some potential for a company which is
going to market a product or service to the cus-
tomers. This is called target marketing, where
markets are targeted. Once the target markets are
chosen, these markets are positioned relatively
with the products or services by a company in
relation to competitors products and this way
a product or a service occupies the mind of a
customer and the marketing campaign reaches
the customer which was part of the targeted
market. Now with Web 2.0 and Web 3.0, new
and effective marketing techniques are coming
up and are being discussed. In this paper we
will also discuss a new marketing technique
which is marketing through social networks
like FaceBook. In this paper, we discuss a set
of Algorithms to extract customer’s details
from social networking websites such as Face-
Book and then store it in a database which has
the design similar to those in companies like
Google. The data in these tables are based on
the users’ interest and the weight of their us-
age. Based on the stored data, we will try to
intersect the customers details to customize the
online campaigns and identify the key users for
certain products. After the right target is well
identified, atargeted spam is initiated which has
much less network consumption than traditional
spam marketing strategies.

The rest of this paper is organized as fol-
lows. Section 2 introduces the inter-browsing
history recording techniques. Section 3 dis-
cussed some lessons learnt from Google and
how they can be utilized for social network-
ing targeted marketing. Section 4 presents
our proposed algorithms and Section 5 shows
some experimental results. Section 6 presents

Copyright © 2013, IGI Global. Copying or distributing in print or electronic forms without written permission of IGI Global is prohibited.



International Journal of Online Marketing, 3(3), 37-50, July-September 2013 39

some research work related to the proposed
techniques. We conclude this paper in Section
7 with some possible future directions.

2. INTERNET BROWSERS
HISTORY RECORDING
TECHNIQUE

2.1. De-Anonymization
Attack Overview

The technique proposed in this paper tries to
de-anonymize the information about the anony-
mous users of social networking websites by
taking advantage of different techniques such
as recording the users internet browsing his-
tory through some crawling services in order
to advertise the most appropriate products or
services to those users who might be interested.
Let us first define some terminology that will
be the foundation of our proposed marketing
strategies:

*  Definition 1.1-Social Networks: A social
network S is defined as a graph with a set
of vertices V and a set of edges E. In this
graph S, the vertices of S, V(S), represents
the social networking users, and the edges
in S, E(S), represents the “friendship” rela-
tion between two users;

e Definition 1.2 - Groups: The social net-
work contains a number of groups with a
number of users subscribed. Let G repre-
sent the set of all the groups in the social
network. Each group g € G contains a set
of users the social network i.e. Vg € G:

Table 1. Matrix GM

V(g) CV(S). Social networks typically do
not allow empty groups without any users
(and social network actively deletes such
groups). Thus, we can assume, without loss
that: Vg € G: g # @;

e  Definition 1.3 - Group Membership:
Each user v € V'is a member of n groups,
with n > 0. We can therefore build a two
dimensional matrix GM/a][b] represent-
ing the group membership of a users in b
groups in a social network:

GM|if[5]
0 ifuseridoesnotbelongtoGroup j

1 if useribelongtoGroup j

Note that n would therefore represent the
number of 1’s in a specific row and the n < a.
Also, if n = 0 (i.e., the user is not a member in
any group), the row contains only zeros. This
is the worst case for our marketing campaign
as not keywords can be linked to specific users.
The matrix GM will be utilized to fingerprint
specific user interests and market accordingly
(Table 1).

2.2. Grouping and Target Marketing

In order to have a more targeted marketing ap-
proach, findings about the group membership
of a social network users can be very helpful.
To make the scenario clear, an example might
be helpful. Imagine, Mike is a member of
“We love UAE and Dubai” group. He is also a
member of UOWD university, and Volvo car
fans group. Figure 1 shows how we can target

Group 1 Group 2 Group 3 Group 4 Group 5 Group 6 Group 7
User 1 0 0 0 0 1 1
User 2 1 0 0 0 0 0
User 3 1 1 1 1 1 1
User 4 0 0 0 0 0 0
User 5 1 0 1 1 0 1
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Figure 1. Group intersection for target marketing. The red zone represents the overlap between
several group memberships and indicates the set for which the user belongs fo.

such a person and narrow down the targeted
person with much less search effort.

In this context, we can utilize the GM
matrix to narrow down a specific identity. For
example, User 7 is the only member belonging
to all seven groups and therefore can be easily
identified.

2.3. Browsing History
Recording Technique

This technique is very dependent on the brows-
ers which the users use. This way we will access
the user’s browsing history and find out their
memberships in groups on social network-
ing websites. The worst case scenario in this
technique is when a user has a good amount of
technical knowledge and is conscious about his
privacy and security and he clears his browsing
history manually. Different internet browsers
delete the browsing history after a specific
period. By default, Internet Explorer deletes
its history after 20 days, Mozilla Firefox after
90 days, Apple Safari after 30 days, while
Google Chrome never deletes the browsing
history of the user. We understand that Google
also wants to use the browsing history of users
for targeted advertising and that is why they
designed a web browser that never deletes the

Volvo Car

history, especially the cookies. As researched
previously, many techniques are available for
capturing the browsing history. The overall idea
isas follows. Anattacker createsan HTML page
with links to the targeted web pages of interest
using background image tags in the a: visited
style information. The image can be referenced
with URLs and the user’s browser will then ac-
cess these URLSs if a target web page is in the
browsing history. It can also run a script on the
user’s side and send all the browsing history of
the target to the attacker as is shown in Figure 2.
The result that the attacker will receive
will be similar to the one shown in Figure 3.
At this stage, the information needed for
a dedicated target market is there available for
the attacker to view and make the next step to
segment the target and start spamming. The most
important and essential return for the attacker
is the dynamic token which is the groupID in
this scenario. Even if the website is using SSL
(secure socket layer) and since the attacker only
needs the client side to be hacked, the groupID
can be sent. By finding the groupID of a social
network user, the attacker almost knows the
interests of the victim, and by having so many
different interests of one victim, the attacker
can target him in the most possible niche way.
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Figure 2. Browsing history attack scenario

@

Script checks locally which
pages have been visited

Victim

List of web pages

Information about visited pages is sent back

©)

Attacker

©

Figure 3. Result samples received by attacker

1.http://www.facebook.com/home.php?ref=home+

2.http://www.facebook.com/group.php?gid=|grouplD] & v=info&ref=nf+

3.http://www.facebook.com/ajax/profile/picture/upload.php?=|userID]+

4.https://www.xing.com/net/[grouplID]/forums+

But in the case of a user deleting their brows-
ing history or if the history is not accessible,
we use Crawling Service which is discussed in
the next section.

2.4. Crawling Service

A web crawling software is addressed in
Mozenda (2012) and is described as a piece of
computer program usually called a web crawler
oraweb spider. These types of programs search
the websites available or addressed on the
internet and make copies of their source code.
Once the copies are made, another set of ap-
plications can be used to separate and index the
data on the targeted web sites. This software
can be set to search the internet using specific
parameters to help research and data analysis
and sometimes can be used by an attacker to find
relevant information for possible spamming.
These programs such as “Mozenda” or “80legs”
also find contact information such as addresses,
phone numbers, business names, and email only
if they are allowed to be shown publicly. Based

on Legs Inc (2011), the attacker cannot access
that information that is set to private in social
networking websites. Once the information is
found and copied, it can then be manipulated
to suit the needs of the attacker. These services
are available and apparently not very expensive
to use. Suppliers claim that a couple of hundred
dollars that are spent per year to access this
information is actually worth millions of dol-
lars. Either the information the attacker needs
is gathered by the history recording technique
or by web crawling services, he can compile
a database of victims which will be shown in
next chapter of this paper.

3. LESSONS FROM GOOGLE

The best tried and tested experience is done
by Google in terms of targeted advertising. In
this part of the paper we try to imitate what
they have done in terms of the algorithm and
database design and match it with our data
sets. According to (Google Inc., 2011) Google
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automatically delivers targeted advertisements
to the content or audience. Google does it using
the following several ways:

*  Contextual targeting: A technology that
uses such factors as keyword analysis, word
frequency, font size, and the link structure
of a webpage, in order to find out what
that page is about and precisely match the
Google ads to each page;

*  Placement targeting: With placement
targeting, advertisers choose specific ad
placements, or subsections of publisher
websites, on which to run their ads. Ads
that are placement-targeted may not be
precisely related to the content of a page,
butare hand-picked by advertisers who’ve
determined a match between what your
users are interested in and what they have
to offer;

e Interest-based advertising: Interest-
based advertising enables advertisers to
reach users based on their interests (e.g.
‘sports enthusiasts’), and allows them
to show ads based on a user’s previous
interactions with them, such as visits to
advertiser websites.

Google uses the above three techniques to
target users. Apparently the most relevant tech-
nique to this paper’s case is the last one which is
Internet-based advertising. Obviously, Google
recognizes users’ interests based on previous
actions that the specific user had taken before.
Here, we want to focus on technical terms of
how Google does internet based advertising.

3.1. Google Techniques

Previously known as the Google Content Net-
work, the Google Display Network includes a
collection of websites that have partnered with
Google or Google properties such as YouTube
that display AdWords ads. These ads, which can
be in any format, can be targeted automatically.
Websites that join the Google Display Network
allow Google to put ads on their websites and

also benefit to be a part of the list that Google
will recommend users to access to. Based on
(Google Inc., 2011), Google uses cookies to
keep users information in order to target the
right people for internet-based advertising. The
cookies are saved in users internet browsers
and it can be one of the reasons that the Google
Chrome browser never deletes the browsing
history, even though it makes the browser less
secure. Google categorizes the interests into:
Arts & Entertainment, Autos, Beauty, Books,
Business, Electronics, Finance, Food & Drink,
Games, Hobbies & Leisure, Home & Garden,
Internet & Telecom, Jobs & Education, Law
& Government, News, Online Communities,
People & Society, Pets & Animals, Real Estate,
Reference, Science, Shopping, Sports Add,
Travel Add, and World Localities Adds. Our
proposed technique does not use cookies as
Google does but rather uses both a crawling
service and group membership information to
target a specific group of users. Using similar
interest categories, we will design our database.

3.2. Database Design

We designed our database to have five tables
Customers, Product Category, Interest keyword
frequency, Keyword type and product Rank Fre-
quency (Figure 4). As we can see the relationship
between the customers and the product Category
is many-to-many and every customer has an
interest keyword frequency and every keyword
has many product categories. To identify our
keywords we decide to master the category types
into three main types that represent everything
in our life “LAND, SKY, SEA”. For example,
the customer searches for an Airline Ticket so
when we record his keywords in our database,
we have the keyword Ticket but the customer
was always purchasing cinema Tickets online
so that Ticket could be Airline or it could be
Cinema and to decide that we designed the table
Keyword type so if the keyword is categorized
as LAND it means cinema and if its SKY it
meansAirline Ticket and if we have two Tickets
linked with the LAND type we use the third
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Figure 4. (a) The database Relationship, (b) Snapshot of Customer database table; (c) Snapshot

of the Intersect Keyword Frequency, (d) Snapshot of the Product Category database table; (e)

Snapshot of the Product Rank Frequency database table

Database Design

(a)

Customers
Customers Product Catagories D Name Sex Age Date of birth Country
D Name [Sex  |Age |Dateof birth|Country ID Category 1 Mike M 34 10/10/1977 |UAE
1 Mahmoud ) Jt Arts & Entertainment 2 Jenny F 26 5/12/1985 |UK
2 Nima = =2 Autos & Vehicles 3 Chris M 18 12/12/1992 |USA
= 3 Beauty & Fitness 4 Sara F 22 7/14/1988 |Germany
=~ 4 Books & Literature 5 Ali M 35 2/14/1976  |UAE
Intersect Keyword Frequency 5 Business & Industrial feos .
D Keyword |Land  |Sky Sea 6 Computers & Electronics A_UV
1 Ticket 5 20 0 L =7 Finance
> : 5 i i T P Intersect Keyword Frequency i
2 : ol - ID Keyword Land .mr< Sea
3 fly 0 10 0 9 Games 1 Ticket 5 20 o
4 AirArabia [0 5 o 10 Hobbies & Leisure B Car 5o To °
Ll 11 Home & Garden 3 fly 0 10 0
7 12 Intemet & Telecom la AirArahia 0 l15 0
13 Jobs & Education AOV
7 14 Law & Government
! 15 News Product Catagories
Product Rank Frequency Keyword Type 16 Online Communities D Category
Cust ID |Prod_Cat |IKF = 1 nd |, =17 People & Society 1 Arle B Enteriainment
1 2 2 2 Sky 18 Pets & Animals 2 Autos & Vehicles
2 3 10 3 S 19 RealEs =
= S 3 Beauty & Fitness
20 Reference -
> 4 Books & Literature
21 Sclence
- 5 Business & Industrial
22 Shopping -
P Sportshdd 6 Computers & Electronics
) Finance
“ TravelAdd . Product Rank Frequency
25 World LocalitiesAdd 8 Food & Drink Cust_ID  Prod_Cat [IkF
26 Demographics 9 Games 1 2 % 20
10 Hobbiss & | pizire 2 3 , 10

(d)

(e)
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table which is product rank frequency to decide
which product category the keyword belongs
to. We use that table as a dataset to act as the
input keywords for the algorithm.

4. ALGORITHM AND
IMPLEMENTATION

After we gather the customers interests in our
database using the history recording technique
or crawling services, we now discuss using the
Evolutionary Local Selection Algorithm (ELSA)
(Kim, Street, & Menczer, 2001) to optimize our
searching of the targeted keywords designed to
intersect the customers details and generate the
targeted marketing campaigns and relate each
customer with certain rank of products. These
products are ranked according to the customers’
interest using ELSA algorithm. This will dra-
matically increase the efficiency of e-marketing

and reduce the network traffic by customizing
the online campaigns according to the highest
rank in the customers products rank frequency
table in our database and relate those customers
with these campaigns accordingly.

The procedure of ELSA expressed in
pseudo code is given in Figure 5.

The ELSAalgorithm (Figure 6) will be used
to optimize our searched targeted customer to a
small subset of the big set of customers using
the keywords that were matched with certain
features (for example: Volvo RED Color). This
will therefore find the subset of customers
interested in buying a Volvo car in red color
and as a result will link this subset of custom-
ers with our online campaign to sell them a
red Volvo car. In our experiment, we use the
second product category Auto & Vehicles from
the product category in our Keywords Database
to identify the customers interested in buying

Figure 5. The process of integrating the social network users to identify the optimal keywords

subset using ELSA algorithm

‘ Socul Net\wrl\ l ‘ Keyword Database]

Social Network user

[' Keyword Subset ]1—[ ELSA Algorithm ]

Figure 6. A modified procedure using Evolutionary Local Selection Algorithm (ELSA)

(stopping criteria is not reached & no satisfying assignment found) do

if the offspring is determined as a local maximum point then

Initialize population
Apply local search
if a solution is found then return “a satisfying assignment is found”
while
Select parents
Recombine pairs of parents
Apply local search
Mutate offspring
Apply local search
end if
Replace parents by offspring
end do
return “no satisfying assignment found”
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Auto then we use the ELSA Algorithm to give
us the small subset of customers interested in
RED Volvo cars.

So, the ELSA Algorithm will return the Top
x% of customers among the Auto & Vehicles
group who are most likely to buy a red Volvo
car. We use the Artificial Neural Network to
extract the predictive information from each
subset. In Figure 7 we input the whole set of
Keywords that are related to all customers and
we input our features search “Volvo, Car, Red”
to identify the small subset of customers who
are interested in buying a Volvo Car by using
the ELSA Algorithm then we use the Artificial
Neural Network Algorithm to predict the cus-
tomers who are, for example staying in Dubai
and give us the estimated subset of customers
who are living in Dubai and are interested in
ared Volvo car.

The Artificial Neural Network (ANN) is an
algorithm derived from the nervous system in
the human body to act in the same behavior as
the nervous system and it is used for the final
prediction of the products that is related with
the customer’s highly frequent keywords and
then specify the product category and target it

in our online campaign and the main purpose
of the artificial neural network is to transform
the input into a meaningful output. Using a
similar model depicted in Figure 7 (b), we use
McCullogh-Pitts neuron and represent X as the
keyword that is stored in our database and # as
the keyword frequency from different product
categories.

A nonlinear generalization of the McCul-
logh-Pittsneuronis givenby y = f(z,w) where
yistheneuron’s output, x is the vector of inputs,
and w is the vector of synaptic weights. To ease
computations, we utilize a unit step function
model where the output is set at one of two
levels, depending on whether the total input is
greater than or less than some threshold value
(Figure 8).

5. EXPERIMENTAL RESULTS
AND ANALYSIS

We demonstrate an experiment by sending a
Spam Message to 1000 FaceBook users and
relate them with certain product pages that
were customized based on our database of the

Figure 7. (a) Estimated Accuracy of the Algorithm, (b) The McCullogh-Pitts model and an

Artificial Neural Network (ANN)

Volvo, Cars, Red

Keyword Data Set

h J

ELSA Algorithm

Feature Evaluation
Subzet ¢ y  MMetncs Keyword
Artificial Neural Network| |Dubai
] e
3
—P[ Prospects pradiction ]1—[ ANN

Evaluation Data l

Estimated Accuracy
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Figure 8. A unit step function for the McCullogh-Pitts neuron

Unit step (threshold)

0if 0>x

f(x)={1ifx20

keywords. We were able to successfully record
their history and build their keywords records
in our database. We also successfully captured
their group memberships and analyzed the
overlap. We analyze how many people accessed
those pages and how many people clicked on
the product links inside the pages and which
product links were clicked. We also analyze
the number of clicks inside each page and rank
those links accordingly with certain products.
The following page/product hit results were
captured as depicted in Figures 9 and 10.

To further analyze the performance of our
proposed algorithms, we also measure the suc-
cess of the targeted 1000 messages which were
carefully selected based on related keywords
that we have taken from their captured group
membership overlap as discussed in previous
sections. Every person who actually visited
the page we had sent them within a specified
period of time is considered a success. Figure

11, depicts the utilization of our proposed
techniques within a specific month (4 weeks).

A number of performance measurements
that are evident from the experimental analysis
include:

1. Average Response Time: 21 days;

2. Worse Case Response Time: 28 days;

3. Percentage Response: The performance
of our targeted marketing approach is:

120| (200}, (310] , {450
e e
150/ (250 |350) (550

=82.5%

4

Using the proposed techniques, the perfor-
mance results can be considered as a significant
improvement over traditional techniques and
can be considered very encouraging in the

Figure 9. The results of sending 1000 spam email link

Experiment Results

Time Pages Hits = Products link Hits
1 week 150 120
2 week 250 200
3 week 350 310
4 Week 550 450
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Figure 10. Display the pages hit and product link hits

Experment Result

600

500

400

w M M o v

300

200

i 100 -

2 week
Hit Time

1 week

3 week

M Pages Hits
M products link Hits

4 Week

Figure 11. The utilization of our web pages over four consecutive weeks
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areas of marketing. Also, the quick response
from some users is clearly evident using our
technique. Some other formats of less targeted
marketing approaches such as television adver-
tising and billboard advertising usually show
a less than 5% overall response and success,
which would therefore imply the evident suc-
cess of our proposed techniques.

6. RELATED WORKS

Social networking websites such as FaceBook
have done a great job connecting people to each
other and at the same time claiming to have
hundreds of millions of those users having all
the needed data for advertising rather than any
other third party. FaceBook’s approach to ad-
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vertise on its website is different than Google’s
approach and ours. The model is useful for
individuals and businesses that have a profile
on Facebook. The service is called “Facebook
Advert”. Some research indicate that it is not
suitable for older generations. Yet the Facebook
team claim that interestingly, while Facebook
started on a university campus (among a young
generation of students), the fastest growing
FaceBook users worldwide is among people 35
years and older. Dan Hobin, CEO of G5 Search
Marketing says: "FaceBook helped our client
targeta specific audience and offer asolution for
their specific needs. Offering college students
self storage right at the end of the semester with
Facebook Adverts helped StorQuest post record-
breaking student occupancy rates.” Based on
what is shown on FaceBook, the results from
StorQuest’s Facebook advert campaign were
outstanding.

A very useful aspect of FaceBook Advert
(unlike the Google techniques) is that the ad-
vertisers can be mostly sure that the targeted
person is real and exists. Also, in (Kimura, M,
Saito K.,and NakanoR.,2007), the authors also
adopted another strategy to extract marketing
oriented useful nodes in a network. They pro-
posed a method of estimating marginal gains
on the basis of a graph theory. They found that
if they build up the social network with more
related information about customer’s favorites
and feedbacks then the basic structure of asocial
network such as degree of centrality can be a
good method for identifying the most influen-
tial users in an online community. According
to Zang, Wang, and Xia (2010), the research-
ers believe that the best marketing strategy is
to let influential customers be the marketers.
Therefore, they concentrated on identifying
influential reviewers that might affect a large
group of their friends, connections and other
online customers to buy the product. They also
tried to come up with algorithms and actual
implementations.

Several publications have analyzed and
measured features of social networks that are
privacy-related. Griffith etal. (2005) use public
records to infer individuals’ mothers’ maiden

names, and Heatherly et al. (2013), as well as
Zheleva et al. (2009), show how public data
provided by social networks can be used to
infer private information. Mislove et al. pres-
ent a measurement study on social networks
(Mislove, Marcon, Gummadi, Druschel, &
Bhattacharjee, 2007) while Bonneau and
Preibusch evaluate the privacy settings and
policies of a large number of social networks in
Bonneau and Preibusch (2009). Closely related
to this context, several recent papers focus on
scenarios for malicious activity directed against
social networks (Brown, Howe, Ihbe, Prakash,
& Borders K., 2008). Bilge et al. (2009) shows
the feasibility of automated identity theft attacks
in social networks.

The de-anonymization scenario presented
in this work leverages a browsing history steal-
ing technique that is based on CSS and has been
known since the year 2000. This technique has
been discussed in several browser bug reports
(Ruderman, 2000) and has been shown to be
practical for targeted phishing attacks in (Jako-
bsson & Stamm, 2006). Despite its malicious
potential, browser history stealing has not lead
to any changes in browser software. Felten and
Schneider show an attack on web browsing his-
tory by analyzing caching operations (Felten &
Schneider, 2000), while Bortz et al. (2007) use
timing attacks to recover private information
from web applications. I was also shown that
statistical methods can be applied to de-anon-
ymize micro-data by cross-correlating multiple
datasets and that it is possible to de-anonymize
members by mapping known, auxiliary informa-
tion on the social network topology (Narayanan
A.and Shmatikov V., 2009). In Diaz, Troncoso,
and Serjantov (2008), Diaz et al. present a de-
anonymization approach that uses information
gained from observing communication patterns
between social network members.

7. CONCLUSION AND
FUTURE DIRECTIONS

Marketing wisdomsays, ifa productis marketed
at the right time, to the right target through the
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right channel, success will be the definite result.
Internet advertising - and to be very specific,
social networking websites can provide a very
reliable infrastructure for marketers to find the
right people as their target and segment markets
in one hand and advertise to them through the
same channel or even other channels based
on the users interest. In this paper, several
techniques to gather useful information from a
social network were rigorously explained. Our
proposed techniques combine web browsing
history to get group memberships which in
turn lead to the design of an efficient database
of users using Artificial Neural Networks. The
database created can therefore be used to market
specific products liked to specific keywords.
Our results are very promising compared to
traditional marketing methodologies as our
proposed techniques showed a success percent-
age of 82%.

Although our work shows great promise
for the future of marketing but it still lacks a
number of critical realistic measures. These
include the ethical and privacy issues behind
the use of web crawlers that would typically be
running without users consent. Also, the algo-
rithms can be further optimized by compiling
more information about specific users such as
IP Addresses, location, gender and other that
might give better targeted marketing results.
Crawling data in social networks is an ethically
sensitive area. Clearly, one question that arises
is if it is ethically acceptable and justifiable to
conduct crawling experiments in social net-
works. This is a big research area that needs
further discussions.
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