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A B S T R A C T

Vehicular Cloud Computing (VCC) is a contemporary paradigm that includes the Internet of Things (IoT), cloud
computing, and vehicular networking technologies. VCC offers vehicle-to-device, vehicle-to-infrastructure,
and vehicle-to-vehicle communication in which the vehicles can communicate using sensing abilities. VCC
is exploiting the IoT environment, cloud architecture, and vehicle resources. However, the energy-efficient
privacy of communicators and security of communication are assertive problems in VCC. To accomplish
this goal, we present an identity-based authentication scheme for VCC which also uses radio frequency
identification (RFID). The security and robustness of the devised scheme are evaluated using informal and
formal analysis. The informal analysis shows that our scheme is vigorous to resist various attacks. The formal
analysis is done through Random Oracle Model (ROM) which shows that the scheme is secure and efficient.
The performance of our scheme is also determined and compared with various related schemes which clearly
illustrate the efficiency of the proposed scheme. Thus, our scheme is very efficient for employment in the VCC
environment.
1. Introduction

The advancements in software, hardware, and communication ar-
chitectures are empowering the implementation and study of different
network applications used in numerous architectures. In the current
decade, the vehicular ad-Hoc network (VANET) [1–3] and vehicular
cloud computing (VCC) has got much attention. In an ordinary network
of vehicles, VANET and VCC are evolved as novel archetypes for ex-
changing information. In vehicular communication, VCC offers various
advantages of cloud infrastructure to use electronic resources for com-
munications of vehicles. The actual goal of VCC is to provide numerous
facilities of computations to vehicles in real-time which are equipped
with low computing devices to optimize traffic congestion, travel time
and avoid accidents. Thus, the adoption of VCC technology will be
environmentally friendly. Furthermore, VCC provides technically sound
incorporation of intelligent transportation, wireless sensor networks
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and mobile cloud computing for ensuring a perceptive environment of
urban transport and to achieve road safety [4,5].

In VCC, every vehicle is linked with another vehicle or connected
with the infrastructures through the vehicle to vehicle (V2V) or vehicle
to infrastructure (V2I) communication network [6]. VCC utilizes vari-
ous utilities of the cloud such as platform, Infrastructure, Computing,
Storage, Network, Entertainment, and Data. The platform as a utility
can be followed as it provides the domain of VCC communication.
This application may consist of various utilization like details about
roadside units, base stations, managing staff availability, accumulating
traffic information, maintaining the skillful, intelligent environment,
and sending message alerts in case of urgency using the response
from the clients depending on their preceding information. In this
architecture, the cloud contributes to get, process and maintain the
relevant data of the user. The cloud is supposed to be synchronized with
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all the base stations on the roadside unit, where the real-life security
problems of clients may appear [7,8].

RFID is a well-known technology that deals with the unique recogni-
tion of objects. This technology was used to differentiate and detect the
weapons of friends and enemies. This technology thriving speedily due
to its numerous applications till now. There are various applications of
RFID such as billing and tracking process, toll collection and contactless
payment, airport baggage tracking logistics, tracking of goods, access
management, machine-readable travel documents, and many more [9–
11]. Currently, the healthcare system, baggage identification at air-
ports, management system, and passport identification are such areas
where RFID is used. The contact-less recognition of objects eradicates
the conventional bar-code infrastructure. The vehicles are equipped
with a low-frequency reader to retrieve the client’s information within
a recommended area of communication networks.

RFID reader offers assistance in situations of accidents, damage,
unavailability, and urgency in vehicles. RFID also maintains higher
error tolerance in networks of communication. Ultra-high frequency is
used by the readers deployed on the roadside unit in vehicles. Radio
waves are used in the network shared between the reader and tag
with numerous frequencies such as IEEE 802.15.4 Zigbee. RFID based
technology provides the assistance for user about vehicles [12–15]. In
VANET, vehicles are equipped with RFID-based devices which help to
gather the information of the user. As the number of vehicles is rising,
there is a requirement for more dedicated resources and adequate
utilities for vehicle users. Thus, developing an efficient, secure, and
robust RFID-based authentication scheme is a prudent idea for VCC.
Recently, various researchers proposed numerous authentication and
anonymous schemes for VCC. However, the RFID-based schemes for
VCC are not focused. In these types of systems, the RFID tag must be
registered as anonymous. To maintain the privacy of the reader and tag,
un-traceability and anonymity are required. In this article, we develop
an anonymous identity-based mutual authentication scheme using RFID
technology for the VCC environment.

2. Related work

Mutual authentication and privacy-preserving schemes are devel-
oped for ensuring privacy, authentication, and security problems in the
RFID-enabled VCC environment. Ahamed et al. [16] presented elliptic
curve cryptography (ECC) based key agreement scheme using RFID
in order to deal with the security problems such as physical attacks,
eavesdropping, and tracking. Ahamed et al. [17] also proposed a second
authenticated key agreement scheme that utilized the approach of
server-less authentication. Tian et al. [18] suggested an authentication
scheme using RFID. They declared that the security properties are used
to investigate the security of the framework. However, Lv et al. [19]
analyzed and reveal that the scheme in [18] is inefficient to resist
information leakage attacks. Chen et al. [20] devised an RFID-based key
agreement scheme and claim that it resists replay attack and backward
secrecy.

Liao et al. [21] suggested an ECC-based key agreement scheme and
claimed that their scheme resists eavesdropping, replay, and denial of
service attacks. However, Peeters et al. [22] showed that the scheme
in [21] is not efficient and also vulnerable to various security attacks
such as server spoofing, tag cloning, and tag impersonation attack.
Chou [23] suggested an ECC-based privacy-preserving authentication
scheme using RFID and declared that their scheme is efficient to resist
masquerading, perfect forward secrecy, and replay attacks. However,
Farash [24] analyzed and declared that their scheme fails to resist mas-
querading, replay attack and also does not offer mutual authentication.
Srivastava et al. [13] proposed a hash-based authentication scheme for
cloud environment. Later on, Li et al. [14] analyzed and found that
the scheme [13] presented insecure authentication phase. Further, Li
et al. presented an enhanced scheme for secure cloud communication.
Naeem et al. [25] also presented an authentication scheme for RFID
2

system. However, Izza et al. [26] found some weaknesses in their
scheme including lack of anonymity and authentication.

Yan et al. [27] presented an authenticated key agreement scheme
for vehicular cloud computing. Their scheme offers efficient privacy
and security to vehicular infrastructure. It was the first article that
emanates the issues of security in VCC. Tsai and Lo [28] presented a
privacy-preserving and secure key agreement scheme for cloud com-
puting. They declared that their devised scheme is efficient, secure, and
offers mutual authentication between client and server. He et al. [29]
noticed the security problems in the scheme of Tsai and Lo [28]
and declared that their scheme fails to resist masquerading attacks.
Afterward, He et al. devised an enhanced authentication scheme on
mobile cloud computing. Wang et al. [30] introduced a lightweight
authenticated key agreement scheme.

Liu et al. [31] introduced an authentication scheme for the internet
of vehicles and declared that the devised scheme is convenient and
robust for the vehicle to vehicle communication. It also improved the
security of vehicular network communication. Jiang et al. [32] devised
an identity-based authentication scheme for vehicular cloud computing.
Shi et al. [33] proposed an ECC-based user authentication scheme for
wireless sensor networks (WSNs) which is inefficient to resist insider,
offline password guessing attacks and also violates anonymity. Choi
et al. [34] presented an ECC-based user authentication scheme that
is vulnerable to impersonation attacks and also fails to offer reliable
mutual authentication and password modification phase. Yu et al. [35]
proposed an efficient authentication scheme for WSNs in vehicular
communication which is inadequate to provide mutual authentication
and vulnerable to masquerading and session key security attack. Liu
et al. [36] suggested a temporal credential-based key agreement scheme
for the applications of WSN such as safety checking in coal mines.
However, their scheme [36] fails to resist offline password guessing,
session key leakage, impersonation, and desynchronization attack. Ku-
mari and OM [37] presented an authentication scheme for the various
applications of WSN which is susceptible to insider, masquerading
and offline password guessing attacks. Vijayakumar et al. [38] pro-
posed an authenticated key agreement scheme for vehicular ad-hoc
communications.

In authenticated key agreement schemes, asymmetric cryptographic
techniques have been widely used. Currently, many asymmetric cryp-
tographic techniques can be used to develop authentication and key
agreement schemes i.e., ECC, bilinear pairing, RSA, and so on. Promi-
nently, another technique i.e., chaotic maps (e.g., Chebyshev-maps,
Logistic maps) has been generally noticed by various researchers [39].
Chaotic maps refer to arbitrary movement in the deterministic sys-
tem, whose demeanor is unpredictable, unrepeatable, and uncertain.
Exclusively, in cryptography, chaotic maps have been broadly utilized
in order to develop authentication schemes. For the first time, Xiao
et al. [40] proposed an authenticated key agreement scheme by utiliz-
ing chaotic-maps for an E-commerce environment. Later, Alvarez [41]
claimed that the scheme of Xiao et al. [40] has various limitations
of efficiency, security, and inefficient to resist counterfeiting attacks.
Moreover, Xiao et al. [42] enhanced the scheme [40] and proposed
chaotic maps based untraditional key agreement scheme. Since then, a
huge number of key agreement schemes [43–57] have been presented
for various scenarios of applications.

Numerous authentication schemes have been presented for VCC.
Unfortunately, most of these schemes are vulnerable to some major
attacks or have some other security-related issues. Moreover, authenti-
cation schemes for the RFID-based VCC environment are missing. So, in
this article, our focus is to develop an authentication scheme for VCC
that employs the RFID.

2.1. Motivation and contributions

It is obvious from the recent literature that multiple authentication
protocols have been designed for vehicular cloud computing (VCC).
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Table 1
Common used notations.

Common Notations Elucidation

𝑖 𝑖th Tag
𝑖𝑑𝑖 Identity of 𝑖
𝑃𝐼𝐷𝑖 Pseudo Identity of 𝑖
𝑗 𝑗th Reader
𝑖𝑑𝑗 Identity of 𝑗
𝑠 Cloud Data Server
𝑃𝐼𝐷𝑠 Pseudo Identity of 𝑠
𝑠𝑟 Master Key of System
𝑎𝑑𝑣 The Adversary
𝑠𝑖𝑔(.) Signature
𝑉 𝑒𝑟(.) Verification of signature
⇒ Private Communication Channel
→ Public Communication Channel
𝑇𝑠(𝑥) Chebyshev Chaotic Map Operation

However, the authentication protocols for RFID-enabled VCC are not
appropriately designed. Since the VCC and RFID have their own privacy
requirements and computing abilities; therefore, it has become an es-
sential need to design an authentication protocol for RFID-enabled VCC
systems. In this article, we propose an authentication protocol for the
RFID-enabled VCC system using Chebyshev Chaotic map operation. The
key contributions of our proposed protocol are discussed in subsequent
points:

• The authentication process of the proposed protocol supports the
establishment of a session key between the cloud data server and
RFID tag.

• The proposed RFID-enabled authentication protocol is evaluated
informally and formally to evaluate its security strength. The
informal security evaluation is conducted using the assumptions
of the threat model, while the formal security evaluation of the
proposed protocol is carried out using the widely used random
oracle model.

• The security evaluation of the proposed protocol proves its secu-
rity strength against well-known security threats.

• The performance of the proposed protocol is evaluated and com-
pared with recent related protocols. The performance evaluation
shows the supremacy of the proposed protocol in terms of com-
putation, communication cost, and security features as compared
to related protocols.

.2. Outline

The rest of the article is organized as follows: Section 3 presents the
reliminaries which are used in designing the protocol. The details of
he proposed protocol are presented in 4. Section 5 solicits the security
valuation, while Section 6 presents the performance analysis. At last,
he conclusion is presented in Section 7.

. Preliminaries

In this section, we discuss the preliminaries that are used in the de-
ign of our protocol including threat model, chaotic map, and notation
uide that is given in Table 1.

.1. Threat model

This section presents the attacker capabilities under the common
dversarial model as adopted in numerous studies [58–64]:

• An adversary 𝑎𝑑𝑣 may wish to disrupt communication between
readers, RFID-assisted tags, or the cloud data server over a public
channel.

• To deal with the tag and the reader, 𝑎𝑑𝑣 can use an active attack,
a passive attack, or a combination of both.
3

• 𝑎𝑑𝑣 can use rouge readers or tags in the formations to im-
personate as the appropriate readers and tags while applying
aggression.

.2. Chaotic map

efinition 1. Suppose 𝑛𝑢𝑚 ∈ 𝑍∗ and 𝑦 ∈ {−1, 1} are real numbers,
𝑛(𝑦) ∶ {−1, 1} → {−1, 1} express Chebyshev polynomial and is written
s 𝑇𝑛𝑢𝑚(𝑦) = 𝑐𝑜𝑠(𝑛𝑢𝑚.𝑐𝑜𝑠−1(𝑦)), while the recurrence relationship is
hown as 𝑇𝑛𝑢𝑚(𝑦) = 2𝑦𝑇𝑛𝑢𝑚−1(𝑦) − 𝑇𝑛𝑢𝑚−2(𝑦), where 𝑛𝑢𝑚 ≥ 2, 𝑇0(𝑦) = 1
nd 𝑇1(𝑦) = 𝑦.

roposition 1. The semigroup property closes the Chebyshev polynomial,
hich means: 𝑇𝑚(𝑇𝑛(𝑦)) = 𝑐𝑜𝑠(𝑟.𝑐𝑜𝑠−1(𝑐𝑜𝑠(𝑠.𝑐𝑜𝑠−1(𝑦))))
𝑐𝑜𝑠(𝑚𝑛.𝑐𝑜𝑠−1(𝑦)) = 𝑇𝑛𝑚(𝑦), 𝑤ℎ𝑒𝑟𝑒𝑛, 𝑚 ∈ 𝑍∗ and 𝑦 ∈ {−1, 1}.

efinition 2 (CMDLP). In the case of a given real number 𝑦 ∈
−∞,+∞} and an extended Chebyshev polynomial 𝑥, according to the

Chaotic-maps discrete logarithm problem, it is difficult for an adver-
sary. 𝑎𝑑𝑣 to calculate 𝑚 (the secret integer) so that 𝑥 = 𝑇𝑚(𝑦)𝑚𝑜𝑑 𝑞. That
s, for any 𝑎𝑑𝑣 within a bounded time 𝑡𝑏𝑡, the probability
𝑑𝑣𝑛𝑡𝐶𝑀𝐷𝐿𝑃

𝑎𝑑𝑣
𝑡𝑏𝑡𝑃𝑟[𝑎𝑑𝑣(𝑥, 𝑦) = 𝑚 ∶ 𝑚 ∈ 𝑍∗

𝑞 , 𝑥 = 𝑇𝑚(𝑦)𝑚𝑜𝑑 𝑞] is
egligible, i.e. 𝐴𝑑𝑣𝑛𝑡𝐶𝑀𝐷𝐿𝑃

𝑎𝑑𝑣
𝑡𝑏𝑡 ≤ 𝜀, where 𝜀 refers to some negligible

unction.

efinition 3 (CMCDHP). In the case of a given real number 𝑦 ∈
−∞,+∞} and two extended Chebyshev polynomials 𝑇𝑚(𝑦)𝑚𝑜𝑑𝑞 and
𝑛(𝑦)𝑚𝑜𝑑𝑞, the Chaotic-maps computational Diffie–Hellman problem
tates that it is difficult for an 𝑎𝑑𝑣 to calculate 𝑇𝑛𝑚(𝑦)𝑚𝑜𝑑𝑞. That is, for
ny 𝑎𝑑𝑣 within a bounded time 𝑡𝑏𝑡, the probability 𝐴𝑑𝑣𝑛𝑡𝐶𝑀𝐶𝐷𝐻𝑃

𝑎𝑑𝑣
𝑡𝑏𝑡 =

𝑟[𝑎𝑑𝑣(𝑦, 𝑇𝑛(𝑦)𝑚𝑜𝑑 𝑞, 𝑇𝑚(𝑦)𝑚𝑜𝑑 𝑞) = 𝑇𝑛𝑚(𝑦)𝑚𝑜𝑑 𝑞 ∶ 𝑛, 𝑚 ∈ 𝑍∗
𝑞 ] is

egligible, i.e. 𝐴𝑑𝑣𝑛𝑡𝐶𝑀𝐶𝐷𝐻𝑃
𝑎𝑑𝑣

𝑡𝑏𝑡 ≤ 𝜀, where 𝜀 refers to some negligible
unction

.3. Network model

The generic architecture diagram of RFID-enabled VCC is illustrated
n Fig. 1. This architecture mainly comprises three participants: ve-
icles, Road-Side Units (RSUs), and Cloud Data Server (CDS). The
ehicles are equipped with RFID tags whereas, RSUs are furnished
ith high-frequency RFID readers. The tags on vehicles allow RSU to

ollect its information (e.g., traffic information, road condition, alerts
n case of emergency, etc.) through an RFID reader. Such information
s then relayed to CDS for storage and further analysis. The results
f this analysis can be helpful to draw some concrete solutions. For
nstance, it can help to predict road accidents in a particular region.
n the whole scenario, the communication channel is public. Thus,
here is a dire need to implement an efficient and reliable mechanism
o securely transmit the information. Therefore, several researchers
ave contributed to designing mutual authentication protocols for the
FID-based VCC ecosystem.

. Proposed protocol

The designed chaotic map-based authentication protocol for RFID-
nabled vehicular cloud computing is briefly described in this section.
n the presented protocol, the cloud database server 𝑠 and tag
𝑖 communicate with each other through the tag reader 𝑗 in order
o exchange shared key 𝑆𝐾. The phases of our protocol are briefly

explained in the trailing subsections.
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Fig. 1. Network model of vehicular cloud computing.

4.1. Tag registration

This phase portrays the registration process performed between 𝑖
and 𝑠. Each 𝑖 must get registered with 𝑠 to become the legal
entity of the system. The registration phase as illustrated in Figs. 2 and
3 is summarized as follows:

1: Firstly, 𝑖 picks unique 𝑖𝑑𝑖 and produces 𝑛1. Thereafter, 𝑖 com-
putes:

𝐴𝑖 = 𝑠𝑖𝑔(𝑖𝑑𝑖‖𝑅𝑒𝑣𝑖‖𝑛1) (1)

Next, 𝑖 sends {𝑖𝑑𝑖, 𝐴𝑖, 𝑛1} towards 𝑠 along with registration re-
quest.

2: 𝑠 receives {𝑖𝑑𝑖, 𝐴𝑖, 𝑛1} and sets revocation value 𝑅𝑒𝑣𝑖 = 0.
Next, 𝑠 checks whether 𝑉 𝑒𝑟(𝐴𝑖, 𝑖𝑑𝑖‖𝑅𝑒𝑣𝑖‖𝑛1)

?
= 1. If it returns

true, 𝑠 perceives that 𝑖 has not already revoked. Therefore, 𝑠
generates: 𝑛2 and computes:

𝜔𝑠 = ℎ(𝑠𝑟||𝑃𝐼𝐷𝑠), 𝑇𝜔𝑠
(𝑥) (2)

𝑋𝑖 = ℎ(𝑖𝑑𝑖||𝜔𝑠) (3)

𝑃𝐼𝐷𝑖 = 𝐸𝑇𝜔𝑠
(𝑖𝑑𝑖‖𝑛2‖𝜔𝑠) (4)

Finally, 𝑠 sends registration parameters {𝑃𝐼𝐷𝑖, 𝑋𝑖} toward 𝑖.
3: Upon receiving {𝑃𝐼𝐷𝑖, 𝑋𝑖} from 𝑠, 𝑖 computes: ≺𝑖= 𝑖𝑑𝑖⊕𝑋𝑖

and keeps {𝑃𝐼𝐷𝑖, ≺𝑖} in its memory.

4.2. Authentication phase

The authentication phase of presented protocol is explained in this
subsection. The step-by-step procedure of this phase as shown in Figs. 4
and 5 is described as follows:

1: Initially, 𝑖 inserts 𝑖𝑑𝑖 and generates: 𝑛3. Next, 𝑖 computes

𝑋𝑖 =≺𝑖 ⊕𝑖𝑑𝑖 (5)

𝑀1 = 𝑇𝑛3 (𝑥) 𝑚𝑜𝑑 𝑃 (6)

𝑀2 = ℎ(𝑖𝑑𝑖‖𝑀1‖𝑋𝑖) (7)

Thereafter, 𝑖 sends {𝑃𝐼𝐷𝑖,𝑀1,𝑀2} as login request towards 𝑗 .
2: Whenever, 𝑗 receives the message from 𝑖, it add its identity 𝑖𝑑𝑗

and relays the message {𝑃𝐼𝐷𝑖,𝑀1,𝑀2, 𝑖𝑑𝑗} to 𝑠.
3: On getting {𝑃𝐼𝐷𝑖,𝑀1,𝑀2, 𝑖𝑑𝑗} from 𝑗 , 𝑠 computes:

(𝑖𝑑𝑖‖𝑛2‖𝜔𝑠) = 𝐷𝑇𝜔𝑠
(𝑃𝐼𝐷𝑖) (8)

𝑋 = ℎ(𝑖𝑑 ||𝜔 ) (9)
4

𝑖 𝑖 𝑠
Later, it verifiers: 𝑀2
?
= ℎ(𝑖𝑑𝑖‖𝑀1‖𝑋𝑖). In case of successful verifica-

tion, 𝑠 generates random numbers 𝑛4 and computes: 𝑃𝐼𝐷𝑖+1
𝑖 =

𝐸𝑇𝜔𝑠
(𝑖𝑑𝑖‖𝑛4‖𝜔𝑠), 𝑀3 = 𝑇𝑛4 (𝑥) 𝑚𝑜𝑑 𝑃 , 𝑆𝐾 = 𝑇𝑛4 (𝑀1) 𝑚𝑜𝑑 𝑃 , 𝑀4 =

ℎ(𝑖𝑑𝑖‖𝑃𝐼𝐷𝑠)⊕(𝑀3‖𝑃𝐼𝐷𝑖+1
𝑖 ) and 𝑀5 = ℎ(𝑖𝑑𝑖‖𝑃𝐼𝐷𝑠‖𝑆𝐾‖𝑀3‖𝑋𝑖). At the

end, 𝑠 conveys the message {𝑀4,𝑀5} towards 𝑗 .
4: 𝑗 receives the message from 𝑠 and relays {𝑀4,𝑀5, 𝑖𝑑𝑗}

toward 𝑖.
5: Whenever 𝑖 gets {𝑀4,𝑀5, 𝑖𝑑𝑗} from 𝑗 , it computes:

(𝑀3‖𝑃𝐼𝐷
𝑖+1
𝑖 ) = ℎ(𝑖𝑑𝑖‖𝑃𝐼𝐷𝑠)⊕𝑀4 (10)

́𝑆𝐾 = 𝑇𝑛3 (𝑀3) 𝑚𝑜𝑑 𝑃 (11)

Finally, 𝑖 authenticates 𝑀5
?
= ℎ(𝑖𝑑𝑖‖𝑃𝐼𝐷𝑠‖ ́𝑆𝐾‖𝑀3‖𝑋́𝑖). If success-

ful, both 𝑖 and 𝑠 agree on common session key 𝑆𝐾 for secure
communication.

5. Security evaluation

This section highlights the security evaluation of the proposed
protocol using informal and formal security evaluation. The details are
described in subsequent subsections.

5.1. Informal security evaluation

This section solicits the informal security evaluation of our protocol.
For such evaluation, we have followed the threat model as presented
in Section 3.1.

5.1.1. Tag anonymity and untraceability
In our protocol, 𝑖 does not exchange its identity 𝑖𝑑𝑖 over public

channel. In addition, there is no hint of 𝑖𝑑𝑖 for adversary 𝑎𝑑𝑣 in
the public message {𝑃𝐼𝐷𝑖,𝑀1,𝑀2} sent by 𝑖. Moreover, the unique
pseudo identity 𝑃𝐼𝐷𝑖 is utilized for each session so that 𝑎𝑑𝑣 can never
trace 𝑖 by monitoring two distinct messages of same 𝑖. Since 𝑎𝑑𝑣
can neither determine the real 𝑖𝑑𝑖 of 𝑖 nor he can track his activities
from public channel messages. Hence, it is justified that our protocol
preserves anonymity and untraceability properties.

5.1.2. Tag impersonation attack
In order to impersonate 𝑖, 𝑎𝑑𝑣 may try to regenerate the message

{𝑃𝐼𝐷𝑖,𝑀1,𝑀2}. Although, 𝑎𝑑𝑣 can produce 𝑛3; nevertheless, the gen-
eration of such message requires both 𝑖𝑑𝑖 and 𝑋𝑖. It is worth noticing
that it is infeasible for 𝑎𝑑𝑣 to access these values since they are not kept
anywhere. Consequently, the presented protocol withstands against 𝑖
impersonation attack.

5.1.3. Cloud database server impersonation attack
In the designed protocol, if 𝑎𝑑𝑣 intends to launch impersonation

on 𝑠 then he has to generate valid {𝑀4,𝑀5}. It can be noticed
that 𝑎𝑑𝑣 needs to determine 𝑖𝑑𝑖 first along with the credentials stored
inside the database. However, all these tasks require the secret key 𝑠𝑟
of 𝑠 which is solely possessed by 𝑠. Hence, we can justify that
our protocol withstands against 𝑠 impersonation attack.

5.1.4. Ephemeral secret leakage (ESL) attack
During the execution of designed protocol, both 𝑖 and 𝑠 estab-

lish session key as 𝑆𝐾 = 𝑇𝑛4 (𝑀1) 𝑚𝑜𝑑 𝑃 = 𝑇𝑛3 (𝑀3) 𝑚𝑜𝑑 𝑃 = ́𝑆𝐾.
Assume that 𝑎𝑑𝑣 wants to generate 𝑆𝐾 from the public messages.
However, it is worth noticing that the establishment of 𝑆𝐾 involves
ephemeral secrets 𝑛3 and 𝑛4. These ephemeral secrets are freshly gen-
erated for each session and not exchanged over an open channel.
Thus, the presented protocol is robust against ESL attacks. Moreover,
the involvement of such secrets makes 𝑆𝐾 of any particular session
different from the 𝑆𝐾 of all forthcoming and previous sessions.
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Fig. 2. Registration phase.
Fig. 3. Registration phase of proposed protocol.
Fig. 4. Authentication phase of proposed protocol.
5.1.5. Man-in-the-Middle (MITH) attack

Assume that an 𝑎𝑑𝑣 eavesdrops on the public communicated mes-

sages of the designed protocol. In order to convince 𝑖 and 𝑠, 𝑎𝑑𝑣
may try to tamper such messages. However, 𝑎𝑑𝑣 needs 𝑖𝑑𝑖, 𝑋𝑖 and 𝑠𝑟

to alter these messages which are not available to 𝑎𝑑𝑣. Therefore, the

presented protocol is resilient against MITH attacks.
5

5.1.6. Free from synchronization issue

The clock synchronization is needed when timestamps are used in
any authentication protocol so that the entities can be synchronized to
verify the freshness of received messages. Nevertheless, the proposed
protocol is free from clock synchronization issues since we utilize ran-
dom numbers instead of timestamps to check the freshness of received
messages.
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Fig. 5. Login and authentication phase of proposed scheme.
Table 2
Queries and their Description.
Query Description

𝑆𝑦𝑠𝑡𝑒𝑚 − 𝑠𝑒𝑡𝑢𝑝 𝐶𝑐ℎ𝑙 returns parameters to 𝑎𝑑𝑣 when this query is executed.
ℎ(𝑚𝑦) 𝐶𝑐ℎ𝑙 selects arbitrary 𝑟𝑦 ∈ 𝑍∗

𝑞 , add{𝑚𝑦 , 𝑟𝑦}𝑙𝑚 it to the list, and respond 𝑟𝑦 to 𝑎𝑑𝑣 when this query is executed.
𝑆𝑒𝑛𝑑(𝐸th,𝑀) By this query, 𝑎𝑑𝑣 sends out M and 𝐶𝑐ℎ𝑙 responses in accordance with the proposed (AKAP) protocol’s segregation.
𝐶𝑜𝑟𝑟𝑢𝑝𝑡𝑇 When this query with 𝑖𝑑𝑖 is executed, 𝐶𝑐ℎ𝑙 responds with a secret key to 𝑎𝑑𝑣.
𝐶𝑜𝑟𝑟𝑢𝑝𝑡𝐶𝑆𝐷 When this query with 𝑖𝑑𝑗 is executed, 𝐶𝑐ℎ𝑙 responds with a secret parameter 𝑃𝐼𝐷𝑖 to 𝑎𝑑𝑣.
𝑅𝑒𝑣𝑒𝑎𝑙(𝐸th) By running this query helps to share the session key 𝑆𝐾 between 𝐸th and 𝑎𝑑𝑣.
𝑇 𝑒𝑠𝑡(𝐸th) 𝐴 request is made to 𝐸th for the session key 𝑆𝐾, and 𝐸th responds with the conclusion of a flipped unbiased coin 𝑐𝑐𝑜𝑖𝑛.
m

5.2. Formal security evaluation

This section solicits the formal security evaluation of our pro-
posed protocol. We examine the generally accepted adversarial model
outlined in Section 3.1.

Security Model In this article, we used the security model used
in [29,65] to formally demonstrate the robustness of the authentication
and key agreement protocol (AKAP) under the RoM model [66]. An
𝑎𝑑𝑣 connects implementing entities in the ROM model i.e 𝑖 and 𝑠.
As shown in Table 2, 𝑎𝑑𝑣 can run various queries and the challenger
6

𝐶𝑐ℎ𝑙 responds accordingly.
During query Test, 𝑎𝑑𝑣 can assume the value of a flipped coin 𝑐𝑐𝑜𝑖𝑛.
If 𝑐𝑐𝑜𝑖𝑛 = 𝑐𝑐𝑜𝑖𝑛, 𝑎𝑑𝑣 compromises the security of the introduced protocol
𝜖. Now, let the event begin. The event 𝐸𝑒𝑣𝑡 is the correct prediction of
coin 𝑐𝑐𝑜𝑖𝑛. The benefits of 𝑎𝑑𝑣 is denoted by the symbol 𝐴𝑑𝑣𝑛𝑡𝐴𝐾𝐴𝑃

𝑎𝑑𝑣
.

Here are some definitions:

Definition 4. (𝐴𝐾𝐴𝑃 𝑇𝑖
𝐶𝐷𝑆𝑠

): The proposed AKAP protocol 𝜖 is
𝐴𝐾𝐴𝑃 𝑇𝑖

𝐶𝐷𝑆𝑠
-Secure if 𝐴𝑑𝑣𝑛𝑡𝐴𝐾𝐴𝑃

𝑎𝑑𝑣
is negligible. The proposed AKAP

protocol offers mutual authentication (𝑀𝑢𝐴𝑡) between 𝑖 and a 𝑠
via 𝑗 arbitration if 𝑎𝑑𝑣 cannot create any of the: 1 legal login request

essage by 𝑖, 2 arbitration message by 𝑗 and 3 response message by

𝑠. Let 𝐸𝑡, 𝐸𝑅, 𝐸𝐶𝐷𝑆 shows event that 𝑎𝑑𝑣 can provoke message
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1,2 and 3 respectively. 𝑎𝑑𝑣’s advantage to crack 𝑀𝑢𝐴𝑡 of AKAP can be
xplained as 𝐴𝑑𝑣𝑛𝑡𝑀𝑢𝐴𝑡

𝐴𝐾𝐴𝑃 (𝑎𝑑𝑣) = 𝑃𝑟[𝐸𝑡] + 𝑃𝑟[𝐸𝑅] + 𝑃𝑟[𝐸𝐶𝐷𝑆 ].

Definition 5. (𝑀𝑢𝐴𝑡
𝑇𝑖
𝐶𝐷𝑆𝑠

): The proposed AKAP protocol 𝜖 is 𝑀𝑢𝐴𝑡
𝑇𝑖
𝐶𝐷𝑆𝑠

Secure if 𝐴𝑑𝑣𝑛𝑡𝑀𝐴
𝐴𝐾𝐴𝑃 𝑎𝑑𝑣 is negligible.

Provable Security: This section demonstrates the security of the
proposed AKAP protocol using the security model defined in the pre-
ceding section.

Theorem 1. Mutual authentication is achieved using the proposed AKAP
protocol.

Proof. An adversary 𝑎𝑑𝑣 may consider running the query Send(𝑖,
𝑀1) and seeing if the challenger 𝐶𝑐ℎ𝑙 receives verification 𝑀2

?
=

ℎ(𝑖𝑑𝑖‖𝑀1‖𝑋𝑖), then 𝑀1 is legal, where 𝑀1 = {𝑃𝐼𝐷𝑖,𝑀1,𝑀2}. 𝐶𝑐ℎ𝑙
an validate the legitimacy and freshness of 𝑀1 using master key
𝑟. 𝐶𝑐ℎ𝑙 has the probability 1

𝑝ℎ
of obtaining a record from the main-

ained list 𝑙𝑚. As a result, 𝑎𝑑𝑣 can create 𝑀1, and the probability
of this happening is 𝑃𝑟[𝐸𝑡] = 1

𝑝ℎ
. An adversary 𝑎𝑑𝑣 may consider

unning the query Send(𝑗 ,𝑀2) and seeing if the challenger 𝐶𝑐ℎ𝑙

eceives verification 𝑀2
?
= ℎ(𝑖𝑑𝑖‖𝑀1‖𝑋𝑖), then 𝑀2 is legal, where

2 = {𝑃𝐼𝐷𝑖,𝑀1,𝑀2, 𝑖𝑑𝑗}. 𝐶𝑐ℎ𝑙 has the probability 1
𝑝ℎ

of obtain-
ing a record from the maintained list 𝑙𝑚. If two legitimate messages
⟨𝑃𝐼𝐷𝑖,𝑀1,𝑀2, 𝑖𝑑𝑗⟩ and ⟨𝑃𝐼𝐷𝑖,𝑀1,𝑀2, 𝑖𝑑𝑗⟩ are created then 𝐶𝑐ℎ𝑙 can
ompute (𝑒1−𝑒1).𝑃𝑝𝑢𝑏. As a result, the event probability is 𝑃𝑟[𝐸𝑅] =

1
𝑞.𝑝2ℎ

.
t last, 𝑎𝑑𝑣 may consider running the query Send( ,𝑀3) and seeing

f the challenger 𝐶𝑐ℎ𝑙 receives verification 𝑀5
?
= ℎ(𝑖𝑑𝑖‖𝑃𝐼𝐷𝑠‖ ́𝑆𝐾‖𝑀3‖

́ 𝑖), then 𝑀3 is legal, where 𝑀3 = {𝑀4,𝑀5}. If two legitimate messages
𝑀4,𝑀5⟩ and ⟨𝑀4,𝑀5⟩ are created then 𝐶𝑐ℎ𝑙 can compute (𝑒1−𝑒1).𝑃𝑝𝑢𝑏

with the probability 1
𝑞 ; furthermore 𝐶𝑐ℎ𝑙 has the probability 1

𝑝ℎ
of ob-

taining a record from the maintained list 𝑙𝑚. As a result, the probability
of this event is 𝑃𝑟[𝐸𝐶𝐷𝑆 ] =

1
𝑝ℎ

. 𝑎𝑑𝑣 has the ability to create 𝑀3, and the
probability is 1

𝑞.𝑝ℎ
. So, we can conclude that 𝐴𝑑𝑣𝑛𝑡𝐴𝐾𝐴𝑃

𝑎𝑑𝑣
is negligible.

heorem 2. The proposed AKAP protocol is semantically secure if DLP
ver IBC is hard.

roof. When querying Test, 𝐶𝑐ℎ𝑙 has a non-negligible advantage 𝜆 in
btaining the correct session key (𝑆𝐾); this event is represented by
𝑆𝐾 . The probability of 𝑎𝑑𝑣 guessing 𝑐𝑐𝑜𝑖𝑛 during the Test session is

≥ 1
2 , as a result, 𝑃𝑟[𝐸𝑆𝐾 ≥ 𝜆

2 ]. Let 𝐸𝑇
𝑇 𝑠𝑡 and 𝐸𝐶𝐷𝑆

𝑇 𝑠𝑡 shows the event that
𝑖 and 𝑠 are queried through Test. We have the following items:
𝜆
2
≤ 𝑃𝑟[𝐸𝑆𝐾 ] = 𝑃𝑟[𝐸𝑆𝐾 ∧ 𝐸𝑇

𝑇 𝑠𝑡]

+𝑃𝑟[𝐸𝑆𝐾 ∧ 𝐸𝐶𝐷𝑆
𝑇 𝑠𝑡 ∧ 𝐸𝑡]

+𝑃𝑟[𝐸𝑆𝐾 ∧ 𝐸𝐶𝐷𝑆
𝑇 𝑠𝑡 ∧ ¬𝐸𝑡]

(12)

𝑃𝑟[𝐸𝑆𝐾 ] = 𝑃𝑟[𝐸𝑆𝐾 ∧ 𝐸𝑇
𝑇 𝑠𝑡] + 𝑃𝑟[𝐸𝑆𝐾

∧𝐸𝐶𝐷𝑆
𝑇 𝑠𝑡 ∧ 𝐸𝑡] ≤

𝜆
2
− 𝑃𝑟[𝐸𝑡]

(13)

Since
𝑃𝑟[𝐸𝐶𝐷𝑆

𝑇 𝑠𝑡 ∧ ¬𝐸𝑡 = 𝐸𝑇
𝑇 𝑠𝑡]

Therefore,

𝑃𝑟[𝑆𝐾 = 𝑇𝑛4 (𝑀1) 𝑚𝑜𝑑 𝑃 ] ≥ 𝜆
4
− 𝑃𝑟[

𝐸𝑡
2
] (14)

6. Performance evaluation and comparison

This section is presented to evaluate and compare the performance
of the proposed protocol with some existing protocols. Firstly, the
performance of the proposed protocol is evaluated and then compared
with some existing RFID-based schemes including Kumar et al. [59],
7

Safkhani et al. [62], Anandhi et al. [67] and Jangirala et al. [61]. s
Table 3
Computation Time of Respective Cryptographic Operations.

Operation Computation Time

Arduino Device Cloud Server

𝑇ℎ(.) 1.354 ms 0.040 ms
𝑇𝑚 1.652 ms 0.063 ms
𝑇𝑒∕𝑑 1.401 ms 0.052 ms

The metrics of evaluating the performance include communication cost,
computation cost, and provision of security features. The details of
communication cost analysis, computation cost analysis, and security
features comparison are elaborated in subsequent subsections.

6.1. Computation cost analysis

This section solicits the comparison of computation cost among
proposed, and related protocols [59,61,62,67].

The computation cost indicates the running time of cryptographic
operations that are used in a protocol. To get the execution time of
proposed and analogous protocols, we have implemented only those
cryptographic operations that have been used at 𝑖 and 𝑠 end
uring the login and authentication phase of proposed and related
rotocols. The cryptographic operations that have been used at 𝑖 end
ncluding one way hash function 𝑇ℎ(.), point multiplication 𝑇𝑚 and sym-

metric encryption/decryption 𝑇𝑒∕𝑑 are implemented on Arduino device.
The specifications of the Arduino device are as follows: (i) System:
Micro-controller: ATmega328 ii) RAM: SRAM 2KB iii) Clock speed:
16MHz and iv) IDE: Arduino IDE. On the other hand, cryptographic
operations used at 𝑠 side are implemented on an online cloud
named python anywhere. The execution time of each cryptographic
operation is presented in Table 3.

After getting the execution time of each cryptographic operation
as mentioned in Table 3, we calculate the computation time of our
protocol in the following way: 𝑖 executes one-way hash function ℎ(.)
for three times. The ℎ(.) used at 𝑖 end is implemented on the Arduino
device and its unit execution time is 1.354 ms.

Therefore, the computation cost of 𝑖 side is 3𝑇ℎ(.) ≈ 4.062 ms.
imilarly, 𝑠 also executes only the one-way hash function for four
imes and its execution time is 0.040 ms. So, the overall execution
ime of 𝑠 side is 4𝑇ℎ(.) ≈ 0.160 ms. Therefore, the aggregated
omputation cost of the proposed protocol is 4.222 ms.

The computation cost of related protocols including Kumar et al.
59], Safkhani et al. [62], Anandhi et al. [67] and Jangirala et al. [61]
s also determined in the same way which is 8.751 ms, 10.435 ms,
.324 ms and 4.930 ms, respectively. The proposed and related protocols
ggregated and entity-wise computation costs are shown in Table 4.
urthermore, the graphical overview of this comparison is presented in
ig. 6. From Table 4 and Fig. 6 it is clear that our protocol requires
east amount of time to complete the authentication cycle.

.2. Communication cost analysis

This section presents the comparison of communication cost among
roposed and related RFID-based authentication protocols [59,61,62,
7]. The communication cost represents the number of bits they are
equired to transmit the messages among the participating entities of
n authentication protocol. In this section, we have only considered
he messages of the login and authentication phase of proposed and
elated protocols to accomplish the calculations of communication
ost. To calculate the communication cost, we take the following as-
umptions: timestamp, random number, identity, point multiplication,
haotic map function, XoR, and concatenation are assumed of 160
its in its length. Further, we assume that one-way hash function and
ymmetric encryption/decryption take 256 and 128 bits, respectively.
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Table 4
Computation Cost Analysis.
Protocols 𝑖 End 𝑠 End Total Computation Cost

Our 3𝑇ℎ(.) ≈ 4.062 ms 4𝑇ℎ(.) ≈ 0.016 ms 4.222 ms
[59] 5𝑇ℎ(.) + 1𝑇𝑚 ≈ 8.402 ms 4𝑇ℎ(.) + 3𝑇𝑚 ≈ 0.0349 ms 8.751 ms
[62] 4𝑇ℎ(.) + 3𝑇𝑚 ≈ 10.312 ms 7𝑇ℎ(.) + 7𝑇𝑚 ≈ 0.124 ms 10.436 ms
[67] 6𝑇ℎ(.) ≈ 8.124 ms 5𝑇ℎ(.) ≈ 0.2 ms 8.324 ms
[61] 5𝑇ℎ(.) ≈ 6.770 ms 4𝑇ℎ(.) ≈ 0.160 ms 4.930 ms
Fig. 6. Representation of aggregated computation overhead.
Fig. 7. Communication cost comparison.
Table 5
Communication cost analysis.

Protocols 𝑖 End 𝑗 End 𝑠 End Total Communication Cost

Our 576 bits 1408 bits 512 bits 2496 bits
[59] 896 bits 1632 bits 576 bits 3104 bits
[62] 896 bits 1632 bits 576 bits 3104 bits
[67] 1184 bits 2240 bits 928 bits 4352 bits
[61] 736 bits 1792 bits 736 bits 3264 bits

The communication cost of proposed protocol is determined as
ollows: 𝑖 transmits a message {𝑃𝐼𝐷𝑖,𝑀1,𝑀2} towards 𝑗 , 𝑃𝐼𝐷𝑖 is

pseudo identity, whereas 𝑀1 = 𝑇𝑛3 (𝑥) 𝑚𝑜𝑑 𝑃 and 𝑀2 = ℎ(𝑖𝑑𝑖‖𝑀1‖𝑋𝑖).
herefore, the communication cost of this message is (160+160+256)=
76 bits. Whereas, 𝑗 relays two messages {𝑃𝐼𝐷𝑖,𝑀1,𝑀2, 𝑖𝑑𝑗} and
𝑀4,𝑀5, 𝑖𝑑𝑗} towards 𝑠 and 𝑖, respectively. Their communication
ost is (160+160+256+160)= 736 bits and (256+256+160)= 672
its, respectively and 1408 bits collectively. Likewise, 𝑠 trans-
its a message {𝑀4,𝑀5} towards 𝑗 , where 𝑀4 = ℎ(𝑖𝑑𝑖‖𝑃𝐼𝐷𝑠) ⊕

(𝑀3‖𝑃𝐼𝐷𝑖+1
𝑖 ) and 𝑀5 = ℎ(𝑖𝑑𝑢𝑖‖𝑃𝐼𝐷𝑠‖𝑆𝐾‖𝑀3‖𝑋𝑖). Therefore, the

communication cost of message {𝑀4,𝑀5} is (256+256)= 512 bits.
Thus, the aggregated communication cost of proposed protocol is
(576+1408+512)= 2496 bits. The communication cost of related pro-
tocols including Kumar et al. [59], Safkhani et al. [62], Anandhi
et al. [67] and Jangirala et al. [61] is also calculated in the same way
which is 3104, 3104, 4352 and 3264 bits, respectively. The Table 5
8

highlights the detailed comparison of entity wise and overall commu-
nication comparison among proposed and related protocols. Moreover,
the graphical overview of this comparison is presented in Fig. 7. The
facts of Fig. 7 are evident that our protocol incurs least numbers of bits
to exchange message than all competing protocols [59,61,62,67].

6.3. Security features analysis

This section presents the comparison of security features owned
by proposed and related protocols. The proposed protocol not only
provides tag anonymity and perfect forward/backward secrecy but
also resits major security attacks including tag impersonation, cloud
data server impersonation, and ESL attacks. However, it can be seen
from Table 6 that related protocols of Kumar et al. [59], Safkhani
et al. [62], Anandhi et al. [67] and Jangirala et al. [61] fail to resist
well-known security breaches like desynchronization attacks and ESL
attack. Therefore, it is obvious from Table 6 that our protocol is secure
as compared to related protocols [59,61,62,67].

The discussion of Sections 6.1–6.3 proves the supremacy of the
proposed protocol over other related protocols in terms of computation
cost, communication cost, and security features comparison.

7. Conclusion

The RFID-enabled systems are offering crucial approaches in the
environment of networking. It is dominating the evolution of commu-
nication systems. It offers the advantages of automatic and low-cost
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Table 6
Security features comparison.

Attribute Our [59] [62] [67] [61]

𝑆𝐹1 ✓ ✓ ✓ ✓ ✓

𝑆𝐹2 ✓ ✓ ✓ ✓ ✓

𝑆𝐹3 ✓ ✓ ✓ ✓ ✓

𝑆𝐹4 ✓ ✗ ✗ ✗ ✗

𝑆𝐹5 ✓ N/A N/A ✗ ✗

𝑆𝐹6 ✓ ✗ ✗ ✗ ✗

𝑆𝐹1: Tag privacy and anonymity; 𝑆𝐹2: Tag impersonation attack resilience 𝑆𝐹3:
loud data server impersonation attack resilience; 𝑆𝐹4: ESL attack resilience; 𝑆𝐹5:
erfect and backward forward secrecy; 𝑆𝐹6: Desynchronization attack resilience.
: Provides the attribute; ✗: does not provide the attribute.

dentification. However, the RFID-based systems suffer from privacy,
orgery, and security issues due to the features of employing low
nd small frequency. The literature has keenly observed some flaws
ike cost, privacy, authentication, various attacks in vehicular cloud
omputing environment protections and maintaining communication.
n order to remove all these flaws, we have proposed an ECC-based
ightweight, secure, and efficient key agreement authentication proto-
ol with essential requirements like secure cryptographic operations. In
his article, we present an identity-based secure authentication scheme
or the environment of vehicular cloud computing which employs an
FID system. The security of the devised scheme is scrutinized and
roved formally through the well-known Random Oracle Model. The
nformal security analysis shows that the presented scheme has a vig-
rous ability to resist major attacks. We have analyzed the performance
f the devised scheme and compared it with various related schemes.
his comparison shows that our scheme is secure, agile, and efficient as
ompared to various related protocols. We will simulate our protocol in
he NS3 to estimate its performance according to the distinct network
erspective (e.g., throughput and end-to-end delay).
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