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A B S T R A C T

The national security, economy, and healthcare heavily rely on the reliable distribution of electricity. The in-
corporation of communication technologies and sensors in the power structures, recognized as the smart grid
which revolutionizes the model of the production, distribution, monitoring, and control of the electricity. To
realize the applicability of smart grid, several issues need to be addressed. Securing the smart grid is a very
challenging task and a pressing issue. In this article, a secure demand-side management (DSM) engine is pro-
posed using machine learning (ML) for the Internet of Things (IoT)-enabled grid. The proposed DSM engine is
responsible to preserve the efficient utilization of energy based on priorities. A specific resilient model is pro-
posed to control intrusions in the smart grid. The resilient agent predicts the dishonest entities using the ML
classifier. Advanced energy management and interface controlling agents are proposed to process energy in-
formation to optimize energy utilization. The efficient simulation is executed to test the efficiency of the pro-
posed scheme. The analysis results reveal that the projected DSM engine is less vulnerable to the intrusion and
effective enough to reduce the power utilization of the smart grid.

1. Introduction

IoT is the next step advancement of today’s Internet, where nodes,
objects, or things are embedded with communication and computation
capabilities (Babar, Arif, Jan, Tan, & Khan, 2019; Din, Paul, Hong, &
Seo, 2019). The IoT devices can be seamlessly assimilated to the In-
ternet at various levels (Al-Garadi et al., 2020). The IoT provides
foundation for the smart cities services such as smart health, smart
transportation, smart home, smart grid, smart surveillance and so forth.
One of the biggest systems of IoT is the Smart Grid which is nothing but
the conventional grid augmented with the integration of renewable
energy and large-scale ICT (Information and Communication Technol-
ogies) (Al-Turjman & Abujubbeh, 2019; Khatua et al., 2020). The IoT-
based smart appliances can be embedded in the smart grid via all of its
main parts such as production, communication, supply, and use
(Abujubbeh, Al-Turjman, & Fahrioglu, 2019). The energy necessities of
this century are mounting very fast due to the population growth in the
societies. The national security, national economy, and the healthcare
of the societies heavily rely on the reliable and resilient distribution of
electricity. The customary electrical grids are static and inefficient to

cope up with the demands of the consumers accordingly. Smart Grid is
the next generation of the grid, that is anticipated to transfigure the
mode of the production, distribution, and control of the electricity. The
smart grid will improve the life of next-generation citizens and will
make it sustainable as the consumers of the smart grid are very much
active and participating in the system in the form of priorities and
demands setting (Ahmad, Zhang, & Yan, 2020). Therefore, various
nations have started adopting smart grid services to advance societies.
The market of the traditional grid is national and centralized, where the
smart grid market is decentralized and ignore the boundaries.

Continuous communication is essential for a smart grid and IoT
incorporation can improve it. The smart grid is more efficient than the
traditional grid in terms of production, market, transmission, distribu-
tion, and consumers (Yan, Qian, Sharif, & Tipper, 2012). The classical
grids have limited large power plants while the smart grid has nu-
merous small power producers. The traditional grid transmission is
based on large power lines and pipelines where the smart grid includes
small scale transmission and regional supply compensation which
makes the smart grid much more efficient than the traditional grid. The
consumers of the smart grid are very much active and participating in
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the system in the form of priorities and demands set. The market of the
traditional grid is national and centralized, where the smart grid market
is decentralized and ignore the boundaries. The Smart Grid is con-
sidered a critical structure as it is comprised of billions of smart ap-
pliances, smart meters, sensors, and so forth along with numerous
communication setups whether private or public (Lezama, Soares,
Canizes, & Vale, 2020).

However, to realize the applicability of the smart grid, several issues
need to be addressed before the realization (Passerini & Tonello, 2019).
Security is one of the most severe among the pressing issues and a big
biggest challenge to the smart grid (Khan, Asif, Ahmad, Alharbi, &
Aljuaid, 2020). A malicious attack on the grid could take overwhelming
consequences on the trustworthiness of the extensive structure of the
smart grid (Qasaimeh, Turab, & Al-Qassas, 2019; Radoglou-
Grammatikis & Sarigiannidis, 2019). Even one particular smart grid
node is conceded, the entire grid turns out to be vulnerable. The devices
in the offices, homes, and hospitals may be affected due to the shutting
down of the entire grid caused by cyber-attacks that could chore the
whole city to a pause and it can cause severe financial losses
(Weerakkody & Sinopoli, 2019; Yadav, Mahajan, & Thomas, 2018).
Therefore, security is considered one of the critical factors before the
deployment of large scale IoT-enabled smart grids. Smart grids expose
to security including but limited to false data injection, data theft, in-
sider attacks, denial of service (DoS) attacks, energy theft, malware,
and so forth. In recent days, safety provisioning in a smart grid is a
sophisticated task (Alladi, Chamola, Rodrigues, & Kozlov, 2019;
Narayanan, Khanna, Panigrahi, & Joshi, 2019). The cryptography,
protected multi-party processing, and differential privacy have come
across to solve many security problems (Gope & Sikdar, 2018; Lim, Doh,
& Chae, 2017; Sha, Alatrash, & Wang, 2016; Tsai & Lo, 2015). However,
these solutions are visible to a generic type of confrontational attacks
and they are a shortage of secured features.

Therefore, the security challenges using machine learning are ex-
plored in this paper on the IoT-enabled smart grid. This paper proposes
a secure and resilient demand-side management (DSM) engine using
the Internet of Things (IoT) to overcome the security issue in the smart
grid. The proposed DSM engine is equipped with a resilient agent using
a ML classifier. A stream processing unit is also integrated with the DSM
engine to process the information produced by IoT devices. A specific
HAN is designed to realize the proposed DSM to optimize energy uti-
lization

2. Background and literature review

Security and trust in a smart grid based on IoT is a subjective
phenomenon that causes difficulty in identifying attacks absence or
presence (Kimani, Oduol, & Langat, 2019). The insecure smart grids can
cause failure to the services of the smart cities (Habibzadeh, Nussbaum,
Anjomshoa, Kantarci, & Soyata, 2019). The IoT-enabled grids construct
a multifaceted interrelated network, where a huge capacity of data
stored. This data is usually kept on the cloud which is vulnerable to
threats and security breaches may occur which a serious concern. The
important information in the grid, research data, and the DSM are the
key elements that are targeted that is why they are more vulnerable.
Therefore, various security proposals have been given in the past. The
existing proposals observe communication to identify insecure com-
munication. Nevertheless, it is very difficult to recognize insecure
communication in a system that is composed of numerous nodes. i.e.,
IoT-enabled smart grid. A sound work had been carried out in the se-
curity for the smart grid. However, various deficiencies are not ad-
dressed in the exiting literature.

An essential instrument for getting insights from the massive
quantity of information generated by the IoT nodes in the IoT-enabled
smart grid is the Machine Learning (Ahmed, Ahmad, Piccialli,
Sangaiah, & Jeon, 2018; Ahmed, Din, Jeon, & Piccialli, 2020; Bhattarai
et al., 2019; Hossain, Khan, Un-Noor, Sikander, & Sunny, 2019;

Hussain, Hussain, Hassan, & Hossain, 2020). Machine learning methods
offer effective means to investigate the information, predict from ac-
cessible data, and perform decision-making to run the smart efficiently.
ML algorithms can be utilized for the smart grid functionalities in-
cluding predictions of energy utilization, cost, energy production, op-
timum time, fault recognition, attack prediction, and uncovering the
intruders (Negnevitsky, Mandal, & Srivastava, 2009). The security
threats are always crucial for such a system huge system as both supply-
side and demand-side of energy sources are affected badly. Arraying a
smart grid has unavoidable effects on organization and society that
badly affects all the elements of its technical structure. Therefore, safety
actions also essential to be likewise pervasive particularly utilizing the
machine learning techniques that can be extremely helpful in the smart
grid to improve the life of the societies.

Detection and protection can be the two main classes of the security
approaches. The protection policies could be administrative and hard-
ware-oriented together with the software safeguards which are most-
obvious. The detection can be furnished through ML algorithms that
can foresee malicious threats in addition to the identification of irre-
gularities based on the accessible features (Ali, Wu, Weston, &
Marinakis, 2015). ML approaches are appropriate in most mutual re-
sponsibilities which include regression, classification, and prediction. It
is one of the most important favorable solutions to cyber-threats in this
era of smart grid and deficient security-defense (Kalogridis,
Sooriyabandara, Fan, & Mustafa, 2014). Cyber protection can be
achieved at both sides such as consumers and providers. The consumers'
side security protection is deployed in smart meters and DSM aspects of
the smart grid are made secure by the providers. Few proposals based
on machine learning algorithms such as apriori association rules and
Bayesian classification, but they considered only one feature for the
context-based cyber-attacks (D’Angelo, Rampone, & Palmieri, 2017; Li
et al., 2020; Mehmood, Mukherjee, Ahmed, Song, & Malik, 2018).

A hybrid architecture for DSM was proposed utilizing ML algo-
rithms, entropy-enabled feature selection, and soft computing (Jurado,
Nebot, Mugica, & Avellana, 2015). The said hybrid approach is totally
dependent on the entropy which is a de-merit. In addition, this hybrid
approach utilized the soft computing concepts partially and the simu-
lation detail is also missing. Various algorithms were proposed, for
instance, support vector regression, extreme learning machine, im-
proved second-order, error correction, and neural network for pre-
dicting load in the smart grid. Big data analytics techniques for DSM
have also been proposed (Babar & Arif, 2018; Iqbal, Qureshi, Kanwal, &
Jeon, 2020). Managing energy dynamically using big data analytics is a
promising approach too (Babar, Rahman, Arif, & Jeon, 2018). HAN is
one out of three important layers used in the smart grid (Zhu,
Lambotharan, Chin, & Fan, 2012) which is comprised of both wireless
and wired technologies such as power lines for wired and Bluetooth,
ZigBee, and WiFi for wireless (Ahmed et al., 2019; Li et al., 2019). The
key element of HAN is a home gateway that gathers data from smart
appliances of home.

Hence, to improve the trustworthiness of IoT-enabled smart grid
applications, the level of insecurity of a smart appliance need to be
asses first. We propose a resilient agent in a secure DSM engine that
would be assessing the trust level initially using an ML algorithm. As
security differs from one smart appliance to other, context-relevant
features are cautiously mined in proposed secure DSM engine.

3. Proposed secure demand side management engine for smart
grid

DSM is the most important element of the smart grid where con-
sumers notify the utilities about power consumption and the utilities or
producers' response accordingly. The real-time cost is dispatched by
power utilities according to consumer demand. The position of the
projected secure DSM associated with the smart grid and HANs are
depicted in Fig. 1. The HANs are connected to the smart grid which are
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the subsystems devoted to DSM within Smart Grid. It is comprised of
demand response and energy proficiency that are the crucial modules in
comprehending worth in the deployment of smart grid.

A HAN is used to observe and govern the energy consumption in the
home which is a dedicated network. It observers and governs the smart
appliances in the context of smart metering. The HAN includes an ap-
plication that monitors the entire network. The HAN, Home Area
Market, and smart homes are now evolving within the smart grid to
serve the home services with efficient resource utilization. HAN has
high associations for smart grid vendors, as the utilities are looking for
means to implement DSM programs. The secure DSM engine in a smart
grid is used to maintain efficient energy utilization in a secure way
which is based on priorities and demands of energy. The high energy
demand and prioritized devices are selected and served timely within
the specified constraints or parameters of load and cost limits along
with authentication. The system model of the proposed secure DSM
engine is shown in Fig. 2. The proposed model solution is not available
commercially.

The IoT-enabled HAN are the data sources for the proposed secure
DSM engine. The data is received by the message receiver in the DSM
engine where the authentication is performed to secure the message
from intruders. The secured data is then processed for the decision-
making according to the demand and priorities of the consumers in the
smart grid. The results of the processing data are sent to the HAN again
for efficient resource utilization. The results may also be utilized for
trend analysis for future prediction.

3.1. Resilient agent

The proposed architecture has a resilient agent for securing the grid
from malicious attacks. It resides within DSM connected to HANs and
grid to secure the communication for both consumers and providers and
offers resilience against the cyber-attack by recognizing the malicious
units. The provider manager (PM), consumer manager (CM), and
monitoring analyst (MA) are the elements of a resilient agent. The PM
and CM are basically the mangers who manages the security elements
in the proposed resilient agent. The PM and CM take care of the pro-
viders and consumers while the AM is used to apply the machine
learning (ML) algorithm. The Naïve Bayes ML algorithm utilized in the
proposed resilient agent which classifies the communication as secure
or insecure. The Naïve Bayes is preferred because it performs better
compared to other algorithms when supposition of independent pre-
dictors becomes true.

The PM is responsible for maintaining the profiles of every provider.
The profile may contain information such as identification, abilities,
level of trust, etc. The CM is responsible for maintaining the profiles of

every consumer. The CM functioning is based on various attributes
including identification and level of trust which support in recognizing
dishonest and honest consumers. The Monitoring Analyst of a resilient
agent in the proposed DSM engine uninterruptedly observes the com-
munication. It splits the fraudulent entities of communicating from
truthful one by classifying different attacks. The MA is trained using the
Naive Bayes ML algorithm. Though, categorization and scaling of fea-
tures are performed before training.

The proposed resilient agent based on Naïve Bayes algorithms is
used to predict the level of security using 5 different classes that are
fully secure, good secure, fairly secure, full insecure, partially insecure.
Eq. (1) is used to calculate the score of security.
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Where S is calculated using Eq. (2).
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where the average of F for all the features of is computed after its
utilization.

3.2. Advance energy management agent

In addition to the resilient agent the proposed DSM engine provides
core functionalities of efficient energy management. A specific unit
Advance Energy Management Agent is proposed (AEMA) to manage
efficient energy utilization. The main goal of the proposed AEMS
component is to satisfy consumer energy demands while preserving
energy efficiency. The AEMS contribution is to achieve the efficient
resource utilization particularly better energy utilization. AEMA con-
stitutes two main parts 1) ZigBee sensor supported electrical devices
controlling system and 2) lighting control system supported by light
sensor exploits natural illumination.

In fact, energy utilization strictly relies on the activities of re-
sidential habitat within the home environment. Henceforth, operations
are executed in a semi-automated manner, which is initiated by users
and controlled by the AEMA. The management station sends control
commands to turn off an appliance after switched on with user input.
Time of operation is a key parameter of computing energy consump-
tion. Upon receiving switch on requests from a user, time is saved at the
controlling station. Since appliance controlling is based on user

Fig. 1. Position of DSM Engine.
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behaviors, the incidence of a user is checked from time to time. If user
absence is detected during these periodic checks, all appliances that are
turned on will be turned off by AEMA to minimize energy wastage. At
the same time, the management station updates device switched off
time. In order to uniquely identify the appliances for controlling pur-
poses, each electrical device is attached with a sensor of ZigBee. Each
sensor is assigned with an identification number that allows distin-
guishing among other sensors in the smart home network. In particular,
appliance controlling should not interfere with consumer satisfaction
levels. Therefore, an event handling unit is embedded in the manage-
ment station to provide communication between the management sta-
tion and home users.

The proposed AEMA in DSM engine offers a control system to
minimize the energy. The DSM control system adjusts the luminance
level of light of the different smart appliances of HAN based on the area
occupied by the sunlight. We defined a situation parameter and iden-
tified four various scenarios according to the angle of the sunlight. The
DSM control system calculates the required luminance level of the light
source on the basis of intensity acquired from the light sensor.
Following relation is used to compute the intensity () for the light
controlling system.
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The Control system is responsible to control the intensity of the light
considering environmental factors as well. A tuning factor is introduced
for this intensity control. The intensity is represented by which is cal-
culated by using Eq. (4).

=
× ×

φ
FL L R

Γ
x M f

(4)

Where FLx is the entire luminous by a source, LM is the lumen, Rf is the
lampshade echo constant, and Γ is the source length.

Fig. 2. System Model.
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3.3. Interface controlling agent

Interface Controlling Agent (ICA) is evident from the previous stu-
dies, the synchronicity of manifold wireless equipment degrades the
efficiency of one another. The ICA is preferred due to the synchronicity
to better control the interfaces. This aspect was the motivation behind
the proposed ICA. The smart home network consists of both WLAN and
ZigBee WSN. These technologies operate on the 2.4 GHz ISM band and,
thus leads to coexistence interference. Therefore, we can claim that
interference is highly influenced by the distance between nodes and the
Wi-Fi access point (AP). Henceforth, the distance factor is considered

when designing the solution to minimize the adverse effects of inter-
ference. Direct communication or relay node based communication is
highly favored in traditional WMNs, which on the other hand leads to a
significant increase in packet loss. Another key point to consider is
packet loss rate increases with the distance to be traveled, in order to
reach the destination. In other words, all these possibilities create a
negative influence on the success rate of data transmission that conse-
quently reflects on performance degradation of smart home appliances
and devices.

Thus, ZigBee coordinators are introduced into this architecture. The
responsibility of coordinators is to minimize packet loss resultant from

Table 1
DSM Parameters.

Parameter Description

Device-Load Load mandatory to make operational a particular node.
Cost It the correlation of the demand and time. It could vary at various time which is a serious factor from consumer perspective in the smart grid.
Load Limit Commonly, this is a specific limit which is quantified by the providers. It might vary according to end user tariffs and hours. It is a serious factor from supplier

perspective.
Time The load and the cost is measured in the context of time. Therefore, it is the deciding factor for several other parameters
Device Priority The priority of a particular device may vary with time. It is the degree of importance or use at specific time. A node may have one of the following priorities at a

time which may dynamically according to situation. The priorities are classified into Real Time, High, Medium, Low, Not Required.

Table 2
Device Priority.

Priority Description

Real Time The device is unavoidable at all and must needed irrespective of limits of cost and load or trade-offs.
High The demand of the node is very extraordinary while being in the cost but not load.
Medium If it is feasible for the device to remain in the cost and load limits, then it is required otherwise constrained are put.
Low The device can be shut down for other prioritized devices and has low priority.
Not Compulsory The node will shut down until significance is altered

Fig. 3. DSM Techniques.
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coexistence interference and distance between sensor nodes and a
management station. Each room of the house and kitchen is equipped
with a ZigBee coordinator. Since physical distance is a vital factor for
interference, the appropriate placement of the ZigBee coordinator
guarantees minimal interference on the same band. Moreover, it re-
duces the number of hops between source and destination, which
eventually minimizes the packet loss.

Considering the distance between sensor and Wi-Fi AP, all sensor
nodes in the smart home are divided to n groups. The space connecting
Wi-Fi AP and sensors was taken into account, since the proposed
scheme considers the coexistence interference ZigBee WSN and WLAN.
The set of sensors in the closest proximity belong to group 1 (G1). The
sensors in G1 adheres to distance threshold (d σ[ ]1 ), where distance (d) is
less than the threshold, <d d σ[ ]1 . In a similar way, rest of the sensor
nodes are grouped into G2 … Gn, respectively follows an increasing
distance threshold < …d σ d σ d σ[ ] [ ] [ ]n2 3 . The sensors in G1 suffer with
highest rate of interference as a result of closeness to Wi-Fi AP. When a
ZigBee channel is occupied for WLAN communication, generally it in-
creases the tendency that adjacent channels to be occupied by WLAN

signals. Hence, we assign a set of channels to each group G to overcome
the consequences of afore stated phenomenon. For the sensors in G1,
non-overlapping channels are assigned as they are the closest group of
sensors to Wi-Fi AP. From G2 to Gn channel are assigned based on the
decisions made according to MADM model. MADM technique in this
scenario occupies a criterion (c) that comprises with bandwidth,
quality, and occupancy. Channel assignment based on MADM is carried
out in 5 steps as outlined below.

I Classify and normalize the criteria into a decision matrix
II Construct the weighted decision matrix
III Compute for both positive ideal situation and negative ideal situa-

tion
IV Compute the segregation between positive and negative ideal si-

tuations
V Compute the ranks of available channels

For each criterion, weight (w) is assigned as = ∑ =w c c/x x x
y

x2 .
Consequent to the rank computation, channels are arranged in the as-
cending order. The groups closer to Wi-Fi AP are assigned with channels
that have obtained higher ranks and vice versa. Eventually, ICS ensures
uninterrupted seamless communication within the home network that
consists with heterogeneous wireless technologies.

3.4. Techniques, parameters and trade-offs for DSM engine

After the authentication of the data and messages, the DSM is re-
sponsible to maintain the efficient energy utilization based on priorities
and demands of energy. The efficient energy utilization is performed on
the basis of parameters which affect the smart grid performance,
techniques selection based on requirement and priorities, and the trade-
off of consumers. The list of effecting parameters or constraints are for
the smart grid are also described in Table 1.

The last parameter of the DSM is the Device Priority. These prio-
rities are described in Table 2. The parameters are affecting the DSM
techniques and vice versa. The DSM techniques affecting parameters
are strongly associated with better trade-offs decisions.

The methods depicted in Fig. 3 are used to achieve the goal of the
DSM to persist in cost and load limits. The load is the primary concern
form provider’s view of secondary concern from the consumer’s view.
These techniques of DS Mare also described in Table 3.

Table 3
DSM Techniques Description.

Priority Description

Load Shifting It is used to isolate the devices according to their priority. Few devices must be switched off as it keeps on high priority devices and low priority devices shift to
other suitable time.

Peak Clipping This technique is familiar to control the load and diminish the peak load for optimum level.
Conservation It is utilized to reduce the consumption of the energy
Load Balancing This method balances the load of the energy in the grid and overall system
Valley-Filling It straight rises the load in off-peak time and is the reverse of peak-clipping.
Flexible-Load This method offers the flexibility to provide flexible solution of energy

The consumers are required to have some trade-offs to realize the desire results which are described in Table 4.

Fig. 4. Model Training.

Table 4
DSM Trade-offs.

Trade-offs Description

Availability vs. Cost The more availability means high cost. It is the decision of consumer to prefer cost of availability of the energy.
Availability vs. Load The load is increased if availability is preferred. If the availability is demanded by the consumer, then it is provider’s offer the required load. It is achieved

with smart grid alternate foundations of power.
Load vs. Cost The more load means high cost, but in some cases the cost might decrease in off-peak time. The DSM technique must be equipped to select optimum values

if trade-offs are not preferred by consumers
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4. Results and discussion

The comprehensive exploration and debate of results achieved using
the proposed model discuss in this part. The efficacy of the resilient
DSM engine proposed is revealed with a specially premeditated simu-
lated setting.

Two sets of trials were carried out which are

1 Experiments of the resilient engine using Naïve Bayes algorithms

including the training of the model. The specific reliable and au-
thentic dataset is used to train the model to differentiate between
secure and insecure communication entities or things (WS-Dream
Team, 2018).

2 The energy efficiency evaluation of the overall DSM engine for
different scenarios where a specific HAN with fixed WIFI APs using
the C# high-level programming. The stream processing is also car-
ried out on a reliable dataset.

The resilient agent evaluation is carried out by designing a specific
environment. In the beginning, the proposed resilient agent was trained

Table 5
Confusion Matrix.

Predicted

Secure Insecure

Actual Secure TP FN
Insecure FP TN

Table 6
Proposed Model Results using Confusion Matrix.

Predicted

Secure Insecure

Actual Secure 94 % 6 %
Insecure 7 % 93 %

Fig. 5. Energy Efficiency of Proposed DSM Engine.

Fig. 6. Energy Consumption of other nodes.
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using the classifier on 340*900 matrix that is the assessment of the 900
services by 340 consumers. The Naive Bayes algorithms perform on the
hypothesis that a feature existing in one class will not be a part of other
features. The training of the Naïve Bayes classifier is depicted in Fig. 4.

To measure the efficiency of a resilient agent proposed classifier, the
confusion matrix is utilized as shown in Table 5. The accuracy is
evaluated in the context of two classes which are secure and insecure.
The confusion matrix is preferred because it can give a better im-
pression of classification model. In addition, it is most widely used
performance measurement technique for machine learning algorithms.

The secure is considered if the S value is greater than or equal to
0.51 and less than or equal to 0.5 is considered insecure. These ter-
minologies are considered as they are taken into consideration in the
previous proposals. The proposed model results are shown in Table 6.
The detail of the confusion matrix terms is as follow:

• The TP is the set of values where secure communication is classified
secure by the proposed resilient agent which is 94 % using the
proposed model.

• The TN is those set of values where secure communication is clas-
sified as insecure by the proposed resilient agent which is 6% using
the proposed model.

• The FP is the set of values where the insecure communication is
classified secure by the proposed resilient agent which is 7% using
the proposed model.

• The TN is those set of values where the insecure communication is
classified as secure by the proposed resilient agent which is 93 %
using the proposed model

The proposed architecture power efficiency is evaluated for dif-
ferent scenarios. We use the C# high-level programming language to
measure the efficiency of the DSM. We designed a specific HAN with
fixed WIFI APs. HAN simulations is preferred because the HANs permits
the Grid applications to interconnect intelligently. It is because of the
centralized access provision by HAN to multiple devices and appliances.
In addition, it also has a proactive mechanism to energy savings.

The users are performing two functions which are randomly turn off
and on an IoT appliance for 5 h and constantly generating traffic with a
particular series energy (1001–5001 bytes). The energy consumption of
IoT sensors and devices are calculated by keeping the user functionality
into consideration as random variable i.e., 6–35 seconds. To be more
practical, the simulation time is altered to 5−15 min for the burner.
Furthermore, we set up different light sources in a various room with
FL, LM, RF, and 0 of 1799 lm, 70 %, 2.21 and 329 mm, respectively.
Size of the room is considered to 3100 mm. The user stays for 6−12
min in one specific room while arbitrarily turning off and on the
Internet of things appliances in room.

The utilization of energy consumption of IoT-enabled smart appli-
ances such as AP-1, AP-2, AP-3, and AP-4 is evaluated using proposed
and traditional scheme as shown in Fig. 5(a)–(d) correspondingly. The

power consumption of the smart appliances is considerably decreased
using the DSM engine. Besides, the use is managing and monitoring the
smart appliances energy consumption utilization by inspection his-
tories. The main parameters which are considered are the priority and
demand of the user. The proposed DSM engine integrated with HAN
performs the appliances turning on and off based on the user demand
and priorities to save the unsuitable energy use.

Moreover, the trend analysis can also be performed using the re-
corded information in the DSM. Henceforth, a user is capable to have
the favorable utilization of power of the appliances. Similarly, the
power utilization of the light source of a room is shown in Fig. 6. The
energy consumption is reduced using the proposed approach due to
Advance Energy Management which manages efficient energy utiliza-
tion. Moreover, the energy demand of various nodes at different time is
also shown in Fig. 7.

5. Conclusion

The incorporation of communication technologies and sensors in
the power structures, recognized as the smart grid. Security is one of the
most severe among these pressing issues and it is one of the biggest
challenges to the smart grid. In this article, a secure and resilient de-
mand side management (DSM) engine is proposed using machine
learning to secure the IoT-enabled smart grid from the malicious at-
tacks. The DSM is responsible to maintain the efficient energy utiliza-
tion based on priorities and demands. A specific resilient agent model is
proposed and equipped with the DSM of smart grid to control intru-
sions. The resilient agent predicts the dishonest entities using ML
classifier. A processing module is also proposed in the DSM engine to
process the energy information generated by IoT-enabled HAN (Home
Area Network) to optimize the energy utilization. The efficient simu-
lation is also executed to test the efficiency of the proposed scheme. A
specific HAN is designed with fixed WIFI. The analysis results reveals
that the projected DSM engine is less vulnerable to the intrusion and
effective enough to reduce the power utilization of DSM in smart grid
and its connected HAN devices.
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