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A B S T R A C T

The Internet of Things (IoT), is a promising solution, but faces critical security challenges in the
backdrop of evolving and sophisticated threats. Traditional security models are not well-adopted
to protecting these diverse and resource-constrained devices against evolving threats like
Advanced Persistent Threats (APTs). We introduce ZFort, a zero-trust framework that prioritizes
the security of critical nodes in IoT networks. ZFort dynamically evaluates the risk status of
nodes based on node’s criticality and vulnerability scores derived from Common Vulnerabilities
and Exposures (CVE) data ZFort dynamically assesses node risk based on criticality and
vulnerability scores derived from Common Vulnerabilities and Exposures (CVE) data, and
Common Vulnerability Scoring System (CVSS). ZFort uses a stochastic differential equation
model for dynamic and continuous trust evaluation between nodes. Based on this evaluation,
it dynamically adjusts security measures and routing decisions in real-time. Additionally, ZFort
quickly isolates nodes that are likely compromised and prevents routing across them. ZFort uses
Mixed Integer Linear Programming (MILP) and efficient heuristics, guaranteeing scalability and
resource efficiency even in large networks and enhances the resilience and trustworthiness of
key IoT infrastructure.

. Introduction

The Internet of Things (IoT) has revolutionized several industries such as mechanized production, healthcare surveillance and
mart cities among others. IoT systems are made up of a large number of inter-connected small devices including environmental
ata collecting sensors, mission-critical actuators and gateways that bridge the gap between physical and digital worlds. IoTs offer
xceptional functionality and efficiency. However, this interconnected environment also creates a wide and vulnerable target area
or possible attacks. Traditional security models were primarily designed for networks and need to be adapted to safeguard the
eterogeneous and ever-changing IoT ecosystem especially in the face of evolving threats. Devices in these networks typically have
estricted processing capabilities and insufficient security measuresDevices within these networks often possess limited processing
ower and inadequate security measures, making them attractive targets for attacks. Moreover, the fluctuating network topology
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and the broad spectrum of possible attack vectors, which include basic denial-of-service attacks and advanced exploits, require a
ecurity approach that is flexible and responsive.

There are several significant challenges such as Advanced Persistent Threats (APTs). This is because they have the ability to
infiltrate networks secretly and remain there for a while collecting data, manipulating it then releasing disruptive payloads. Due to
the sophisticated nature of these threats, firewalls can sometimes fail to stop these attackers, which means that we need a security
solution that can proactively prevent attacks. There is a significant need for an active, all-inclusive safety scheme.

In this paper, we propose and implement a novel method of zero-trust approach for reinforcing security of crucial nodes in IoT
networks against these evolving threats. Software-Defined Networking (SDN) has become a key enabler for security and control over
oT networks as it provides a logical and programmable control plane. It enables the IoT networks to be re-configurable dynamically
hich is essential to deal with the changing security challenges that IoT systems present. This makes SDN based IoTs ideal for ZFort.

ZFort leverages SDN’s centralized control for orchestrating ZFort’s zero-trust approach for improving security through active trust
verification and effective dynamic traffic engineering. The centralized control of SDNs makes enforcement of security policies such
as micro-segmentation and node isolation very easy even at a granular level for ZFort, making the security posture more effective
against evolving threats.

Zero-trust provides a shift in the security mindset that requires continuous confirmation of trust within the network and adaptable
reliance. All interactions are subject to evaluation and authorization before they lead to any serious harm. The following three
principles underlie ZFort as the implementation of zero-trust philosophy:

• Dynamic Zero-Trust Management : Nodes in the ZFort network continuously evaluate the trust level that they can assign to their
peers based on real-time interactions with them. The introduction of this dynamic verification capability allows ZFort to detect
new threats and quickly block persistent adversaries.

• Risk-Based Node Prioritization: ZFort assigns risk scores to nodes based on their criticality and vulnerability by using industry-
standard CVSS scores. This ensures that critical nodes are prioritized and that nodes that can be likely compromised are tagged
as high-risk.

• Strategic Micro-segmentation and Node Isolation: By logically segmenting the network, ZFort isolates essential nodes and resources
from those of lesser criticality. This segmentation strategy, rooted in the zero-trust model, includes the proactive isolation of
nodes that are likely compromised. This prevents the ability of attackers to freely traverse the network and escalate their
privileges.

ZFort combines mathematical modeling with practical heuristic techniques to achieve efficiency and scalability. We develop a
ixed Integer Linear Programming (MILP) model that optimizes the allocation of security controls strategically while adjusting

rust levels dynamically. Simultaneously, this efficient heuristic algorithm has been customized for real-world applications in a
ide variety of network settings. The algorithm provides near-optimal results and minimizes computational efforts considerably by

everaging a greedy heuristic approach. Extensive simulations involving different attack scenarios as well as network configurations
how that ZFort is more effective in improving the overall security posture. These results indicate the capability of zero-trust
rchitecture for enhancing security and resilience of critical IoT networks, thereby ensuring safety, confidentiality, accessibility
nd integrity of data assets. The rest of this paper is structured as follows: Section 2 discusses related work for IoT networks and
ontrasts it with the approach of ZFort, while highlighting the need for a modern, zero-trust approach. Section 3 introduces the

prioritization and trust management framework of ZFort, including micro-segmentation and the motivation for selecting the trust
metrics that ZFort incorporates. Section 4 introduces the network model and builds ZFort’s Node Prioritization problem (NPP)
formally. Section 5 shows the proof of NP-Hardness model and Section 6 shares two separate heuristic based greedy algorithms that
can efficiently solve the NP-Hard problem. Section 7 shares the simulation results for a detailed evaluation of ZFort compared with
xisting solutions. Finally, Section 8 concludes the paper and discusses future research directions.

2. Related work

Securing critical nodes in IoT networks, remains a serious concern due to their vulnerability and central role in data communica-
ion and management. Our proposed approach ZFort offers a broad and comprehensive security framework to deal with issues like
rust management, compromise detection and mitigation against emerging cyber threats. More specifically, for trust management,
Fort uses a zero-trust model with continual trust assessment to mitigate against emerging threats. By assigning risk scores based
n node criticality and vulnerability based on industry-standard CVSS scores, ZFort achieves efficient compromise detection. ZFort
omplements this with micro-segmentation and node isolation to minimize the impact of likely compromised nodes. We now contrast
ur proposed approach to recent research efforts. Existing solutions for IoT security in this area can be broadly categorized as follows:
SDN-based Security Approaches for IoT Networks: SDN based security approaches have gained popularity recently for IoT

etworks [1–5] due to their centralized control capabilities which naturally offer excellent control over policy design and
nforcement. In [1], authors introduce a real-time intrusion detection and mitigation system for SDN-based IoT approaches using

ML (random forest classifiers) for traffic classification and threat detection. An interesting aspect of the paper is devoted to explain-
bility of the rationale behind the system decisions, so that human experts can understand the decisioning process, thereby improving

transparency. The proposed approach is effective in intrusion detection in an automated context, however, the limitation is that it
is only restricted to threats that it can detect and neutralize; the threats that it knows. ZFort offers a broader security coverage as it
employs continuous management of trust of users of the system, dynamically re-allocates risks and uses micro-segmentation to not
merely find and suppress risk but to prevent its proliferation and actively control the level of trust that we place in each individual
2 
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node. In addition, ZFort implements CVSS based metrics for managing of vulnerabilities, which extends its capabilities beyond just
hreat detection to include vulnerability management.

In [2], authors propose a security architecture applicable to IoT SDN networks and utilizing Deep learning techniques for
identification and prevention of Distributed Denial of Service (DDoS) attacks. The integration of SDN’s features into the framework
increases the efficiency of managing traffic in real time and boosts the detection of malicious DDoS attacks using deep learning

odels. While this solution is very effective in accurately detecting DDoS attack but its application is limited to only that threat
ector. ZFort takes a broader approach that not only considers attack detection but also trust management and node prioritization.
hrough its continuous trust evaluation, micro-segmentation and node isolation, ZFort is effective beyond just DDoS attacks and
an address attacks such as APTs.

In [3], a Secure Control and Data Plane Algorithm (SECOD) is proposed that creates a two-layered mechanism to prevent
Distributed Denial of Service (DDoS) attacks on SDN-based IoT networks. SECOD protects both the data and control planes, which
facilitates the rapid detection and remediation of DDoS attacks – a problem that is especially acute in IoT contexts. The framework
owever focuses primarily on DDoS and does not incorporate attributes of comprehensive trust management and traffic engineering
hat ZFort provides. ZFort is not limited to responding to a DDoS attack, but also continuously evaluates the trustworthiness
f its nodes through micro-segmentation and real-time trust evaluation whereby any infected nodes are contained within the
ffected sub-network. In [4], a new architecture named ‘‘DistB-SDCloud’’ is proposed for Industrial Internet of Things (IIoT) by

incorporating Blockchain (BC) and Software Defined Networking (SDN). By combining the two complementary approaches, the
proposed architecture offers security, confidentiality and integrity of all data in a decentralized manner making it a viable option.
This is a complementary solution to ZFort which can be incorporated with the broader ZFort approach. In [5], an interesting
approach is proposed which uses the open source Snort IDS which is integrated with the SDN controller to monitor and protect
the IoT network traffic against unwanted traffic in real-time. This approach helps to detect malicious activities including DDoS, IP
spoofing, port scanning, etc. which enhance network security. ZFort’s capabilities for continuous evaluation of the trust and dynamic
traffic engineering enable it to manage the threats proactively.

The SDN based approaches discussed above and similar other approaches do offer security advantages and can be considered
complementary to the focus of ZFort. ZFort offers a broader and proactive security coverage by employing continuous trust
evaluation and management, micro-segmentation to isolate compromised nodes as well as uses industry-standard CVSS scoring
system to efficiently handle vulnerability management. This offers a more holistic solution well-aligned with industry best-practices.

Network Resilience and Redundancy Techniques: There are a number of ways to implement resilience attributes into IoT systems.
Broadly, these can be categorized into operational and developmental, wherein operational refers to application during the operation of
he system, and developmental solutions focus on resilience-by-design [6]. A number of solutions [7–10] employ network resilience
nd redundancy techniques to solve the problem of failures in IoT networks. In [7], authors propose a new key distribution scheme

with self-healing for secure communication in a community healthcare IoT network. Their solution is based on a two-layer system
model with one layer responsible for managing a trust-based key distribution scheme and the bottom layer handles self-healing
capability. Their solution does not directly addresses the continuous verification and least privilege control principles of zero-
trust. Some solutions [8] propose installing additional nodes to replace faulty ones, improving network lifetime and reliability.
However, they do not address the evolving nature of threats and the core ideas of a zero-trust approach. In [9], authors use re-
configurable hardware to achieve self-healing. This technique is focused on breakdown of hardware at certain sensor nodes and the
solution enables them to adapt the setup of repairs. But this solution does not generally address other types of security issues in IoT
networks for example, those related to software issues and communication problems. Dynamic redundancy schemes are proposed by
authors [10], to improve fault tolerance and to isolate compromised nodes, by using network virtualization. While it is an interesting
olution, it focuses on establishing connections between virtual objects which represent real devices. This can become an issue if a
irtual object or the cloud server hosting it fails, in which case, the communication between connected devices may end up broken.

The core focus of network resilience and redundancy solutions is to enhance the availability of networks and their fault tolerance
by enabling continued functionality despite node malfunction or hardware failures. However, these mechanisms do not fully address
the ever-changing complexity of cyber threats. ZFort offers a holistic solution that incorporates multiple aspects and adopts a more
ynamic approach which is based on real-time trust assessment. This allows it to adapt to evolving cyber threats which mitigates

novel attack vectors that traditional redundancy techniques may be incapable of handling.
Leveraging Authentication and Access Control Mechanisms: Lightweight authentication protocols [11–14] continue to evolve,

with promising results. In [11] a three-tiered authentication scheme (IoT device, trust center at the edge, cloud service provider)
is proposed, which focuses on low-resource IoT devices. Their solution addresses eavesdropping attacks, Denial of Service (DoS)
attacks and other threats. In contrast to their solution, ZFort adopts a zero-trust security model that involves constant trust level
evaluation, particularly for vital nodes (e.g., control units, gateways or devices that handle sensitive data).

In [12], authors propose a security-focused energy-efficient solution for key exchange agreement, authentication, and ownership
transfer of patient data in IoT networks for e-health. Their solution provides lightweight operation for resource-constrained sensors.
n contrast, our proposed ZFort’s Zero-Trust model offers broader and dynamic security by continuously validating trustworthiness
long with prioritizing critical nodes as well as micro-segmentation to route around compromised nodes. By using industry-standard
VSS scores, a more accurate risk allocation is achieved. In [13] a lightweight and secure mechanism of authenticating users is
resented, which aims at enabling access to IoT sensor data in cloud. This is made possible through the use of cryptographic methods
n conjunction with biometrics. In [14], the proposed solution addresses secure cross-domain authentication for resource-constrained

devices. They achieve this by employing symmetric-polynomial based approach which is lightweight and offers efficient mutual
authentication. An interesting solution is proposed in [15], in which a metric-based RPL Trustworthiness Scheme (MRTS) to secure
3 
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IoT networks. Their solution incorporates trust evaluation in the RPL routing protocol. This enables MRTS to significantly improving
he routing security by avoiding malicious nodes and choosing the most trustworthy path based on different metrics like energy,

honesty and selfishness. Additionally, they incorporate game-theoretic techniques to facilitate cooperation among nodes, resulting
in improved network stability and packet delivery. In contrast, our proposed ZFort uses zero-trust model along with continual
trust assessment and prioritizes critical nodes. Additionally, by using micro-segmentation and CVSS-based traffic engineering, ZFort
ffers a broader and more comprehensive security framework to deal with issues like trust management, compromise detection and

mitigation against emerging cyber threats not specifically covered by MRTS.
While these are promising solutions to address the security challenges in IoT networks, ZFort’s emphasis is more holistic and

broader in nature. ZFort offers a solution that is more agile in the face of evolving threats by continuously evaluating levels of trust
nd prioritizing protection of key nodes. Additionally, the concept of micro-segmentation allows it to eliminate regions of network
ith very high probability of comprised nodes. Moreover, these solutions are complementary to ZFort and can be incorporated

n ZFort to further strengthen security. These solutions would blend perfectly well with ZFort to secure data exchange within IoT
nvironments.
Proactive and Zero-Trust Security Solutions: Zero-trust security is rapidly gaining popularity as a framework for securing critical

infrastructure in IoT networks [16–18]. In [16], authors leverage blockchain for secure data sharing in IoT networks. The key
ontribution is to balance anonymity with other important factors including authentication, data privacy and fair incentives for
articipants. In [17], a novel Intrusion Detection System (IDS) is proposed for IoT networks which employs a Federated Learning

(FL) approach. Federated learning is also becoming a significantly important solution for securing IoT networks. The proposed
approach employs two complementary mechanisms: Convolutional Neural Networks (CNN) and Bidirectional Long-Term Short
Memory (BiLSTM) in order to properly address the diverse facets of security attacks such as temporal and spatial. This approach
emphasizes intrusion detection but ZFort offers a much broader security framework. This solution can be considered complementary
to ZFort since incorporating intrusion detection with ZFort can provide further strengthening of the security posture of IoT networks.
In [18], an interesting solution is proposed based on the use of an RFF (Radio Frequency Fingerprint) authentication method in
ombination with zero-trust architecture to enhance security. The approach eliminates traditional security models’ limitations,
amely over-dependence on trust zones and boundaries. It is a promising solution, but ZFort’s capability of micro-segmentation,

continuous trust verification and prioritizing critical nodes in conjunction with using industry-standard metrics provides a more
comprehensive solutions. Generally, these solutions are complementary to ZFort and can be incorporated within the ZFort framework
to further enhance security.

CVSS Scores for Trust: Recent contributions have explored integrating industry-standard CVE (Common Vulnerabilities and
xposures) [19] entries and CVSS (Common Vulnerability Scoring System) [20] into trust evaluation, specifically for IoT networks.

In [21], authors have proposed an extension to the CVSS scoring system by proposing a new model to reduce data privacy issues
in IoT networks. Their primary contribution is to incorporate factors such as Intervenability (TUI), Unlinkability and Transparency
to ensure a more holistic scoring score for vulnerabilities. In [22], authors analyze the importance of CVSS for intelligent systems,
who also propose a smart vulnerability quantification model for IoT that complies with CVSS v3.1. They have primarily based their
solution on blockchain technology. In [23], authors compute risk levels based on CVE/CVSS not only for the nodes, but also for
he attack path and the entire graph. Their primary contribution is proposing and applying a modified Depth First Algorithm (DFS)
hat finds all attack paths for source and target nodes, and filters out attack paths based on dominance level using computational
etrics. In [24], an improved CVSS system is proposed for IoT. The key contribution is to evaluate the ‘‘defense effectiveness’’ of

IoT networks. Authors propose a dynamic defense solution to enhance the security and ‘‘defense-ability’’ of IoT systems.
These solutions underscore the importance of leveraging CVSS scores in the context of dynamic trust-management as well as risk-

assessment in IoT networks. ZFort builds on these concepts by employing CVSS-based traffic redistribution, prioritization of critical
nodes as well as the key component of continuous trust evaluation to significantly enhance the overall security and reliability of
IoT networks.

3. ZFort: Prioritization and trust management

As discussed above, ZFort uses a zero-trust model based on continuous trust evaluation along with risk assignment based on
ode criticality and vulnerability. Additionally, node prioritization along with node isolation plays an important role in enforcing

micro-segmentation. Fig. 1 shows the overall architecture of ZFort and next, we will discuss key components of ZFort.

3.1. Node prioritization

A key component of ZFort is node prioritization which helps achieve a more effective allocation of security resources in IoT
etworks. Nodes are prioritized in ZFort based on a combination of node-criticality and vulnerability scores based on CVE and
VSS. The prioritization of nodes is based on the two keys factors: Node Criticality and Vulnerability Score. Node Criticality is a
eflection of the relative importance of that node in the wider context of the overall network. Nodes are considered as critical if
hey have been delegated to perform important network functions such as acting as gateways. This concept can be further leveraged
y network operators for other important nodes such as nodes involved in handling sensitive data. The second factor is Vulnerability
core, in which we utilize CVE (Common Vulnerabilities and Exposures) [19] entries and CVSS (Common Vulnerability Scoring

System) [20] scores to evaluate the security risk as a consequence of vulnerabilities present in the node. By combining CVE and
4 
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Fig. 1. ZFort architecture.

CVSS, ZFort offers a widely known and industry-standard framework for enumerating vulnerabilities. Each node 𝑖 is assigned a risk
score 𝑅(𝑖) calculated as:

𝑅(𝑖) = 𝛼 ⋅ 𝐶(𝑖) + 𝛽 ⋅ 𝑆(𝑖) (1)

where 𝐶(𝑖) is a binary value indicating node criticality (1 for gateways, 0 otherwise), 𝑆(𝑖) is the highest CVSS score among the CVEs
applicable to node 𝑖, 𝛼 and 𝛽 are weights that reflect the relative importance of each factor. These weights can be adjusted based
on preferences and can vary from network to network. There is no one-size-fits-all solution for assigning weights to these metrics.
Instead, we believe that these parameters offer network operators flexibility to fine-tune their systems based on empirical data or
expert assessment.

Node risk scores are used to calculate node priority levels. These risk scores are integrated into the network model we build later
on. To ensure algorithm convergence and minimize re-calculations due to minor changes, we plan to use a segmented approach
where nodes are classified as belonging to three main priority classes: high, medium and low:

High Priority ∶ 𝑅(𝑖) > 𝑇𝐻 (2)

Medium Priority ∶ 𝑇𝑀 < 𝑅(𝑖) ≤ 𝑇𝐻 (3)

Low Priority ∶ 𝑅(𝑖) ≤ 𝑇𝑀 (4)

where 𝑇𝐻 and 𝑇𝑀 are thresholds for High, Medium and Low priority, respectively. These thresholds can be pre-defined (which is
our assumption in this work for simplicity, as this is complementary to the main thread of contribution) but can also be dynamic
depending on the specific requirements of the network operator.

3.2. Trust management

In order to quantify node prioritization within the ZFort framework, we employ a priority function 𝑃 (𝑖), which classifies nodes
into High, Medium, and Low priority levels. This depends on the node role and vulnerability assessments. This priority function
influences various aspects of security and operational protocols, particularly trust management.

The priority function 𝑃 (𝑖) for each node 𝑖 in the network is defined as:

𝑃 (𝑖) =
⎧

⎪

⎨

⎪

⎩

1 if node 𝑖 is High Priority
0.75 if node 𝑖 is Medium Priority
0.5 if node 𝑖 is Low Priority

(5)

• 𝐼+𝑖𝑗 (𝑡): A binary indicator that is 1 if a positive interaction is detected between nodes 𝑖 and 𝑗 at time 𝑡, and 0 otherwise.
• 𝐼−𝑖𝑗 (𝑡): A binary indicator that is 1 if a negative interaction is detected between nodes 𝑖 and 𝑗 at time 𝑡, and 0 otherwise.

• 𝛿+𝑖𝑗 : Base trust increment value for interactions between nodes 𝑖 and 𝑗.
• 𝛿−𝑖𝑗 : Base trust decrement value for interactions between nodes 𝑖 and 𝑗.
5 
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Fig. 2. Trust level evolution of less critical nodes.

There is a dynamic adjustment of trust levels with the network which is based on the interactions and node priority for the
involved nodes:

𝑡𝑖𝑗 (𝑡 + 1) = min
{

𝑡𝑖𝑗 (𝑡) + 𝛿+𝑖𝑗 ⋅ 𝐼+𝑖𝑗 (𝑡) ⋅ 𝑃 (𝑖), 𝑇𝑚𝑎𝑥
}

(6)

𝑡𝑖𝑗 (𝑡 + 1) = max
{

𝑡𝑖𝑗 (𝑡) − 𝛿−𝑖𝑗 ⋅ 𝐼−𝑖𝑗 (𝑡) ⋅ 𝑃 (𝑖), 𝑇𝑚𝑖𝑛
}

(7)

ZFort offers a holistic solution by incorporating several real-world risk factors. It is noteworthy to point out that ZFort does not
ignore less critical nodes. ZFort framework evaluates trust dynamics dynamically for nodes based on their current interactions and
behavior patterns. This strategy makes it possible to monitor even less critical nodes and their trust and to update it if anomalies
are observed. It should be noted that ZFort uses a simplified form of LACO [12] for authentication, which is used to establish the
initial trust between nodes before ZFort’s dynamic trust management takes over. In modern SDN-enabled IoT networks, ZFort can be
complemented with task-offloading techniques including edge computing or mobile edge computing which allow for more resource-
intensive tasks to be offloaded to more powerful devices including edge servers or cloud controllers. This can significantly reduce the
processing burden on the resource-constrained IoT devices. ZFort’s architecture can easily integrate with such offloading techniques,
which can effectively ensure that resource constraints do not impair the system’s ability to execute dynamic trust management
efficiently.

3.3. Compromised node isolation

Another interesting contribution of ZFort is the dynamic isolation of nodes that are likely compromised. Nodes which have their
trust levels fall below a certain threshold are flagged as compromised. This decision is based on the understanding that due to
being high-risk, either these nodes are already compromised, are highly likely to be compromised in the near-future. This decision
is based on historical interaction data and the current trust levels. When a node 𝑖 is identified as compromised (𝑥𝑖 = 1), constraints
are applied to isolate it from the network:

∑

𝑘∈𝐾
𝑓 𝑖,𝑗𝑘 ≤ 𝜓(𝑖, 𝑗) ⋅ (1 − 𝑥𝑖) ∀(𝑖, 𝑗) ∈ F(𝑖), 𝑖, 𝑗 ∉ {𝑆 , 𝑇 } (8)

∑

𝑘∈𝐾
𝑓 𝑖,𝑗𝑘 ≤ 𝜓(𝑗 , 𝑖) ⋅ (1 − 𝑥𝑖) ∀(𝑗 , 𝑖) ∈ R(𝑖), 𝑗 , 𝑖 ∉ {𝑆 , 𝑇 } (9)

These constraints set the link capacities to zero for compromised nodes, effectively isolating them from the network and more
importantly, maintaining the security and integrity of the IoT network. ZFort’s node isolation mechanism encompasses to any node
whose trust falls below a certain trust threshold, regardless of its criticality. To illustrate this point, we have share results from
simulation of a simple 10 node IoT network with 3 gateways and 7 IoT nodes randomly distributed node topology and chosen the
less critical nodes (non-gateway and at edges) and plotted their aggregate trust levels over time as tampering incidents occur. As
Fig. 2 shows, the dynamic trust levels of even less critical nodes can fall below a certain threshold with their resulting isolation.
This indicates that ZFort considers trust as a dynamic factor.

To illustrate the impact of node isolation and the resulting traffic redistribution, we share results from simulation of a simple
10 node IoT network with 2 gateways and 8 IoT nodes randomly distributed. Heat maps are generated for the risk levels (based on
CVSS scores) for this topology with varying trust levels based on assigned CVSS scores. Fig. 3 shows the risk before and after traffic
redistribution based on trust levels. This simple experiment shows that, ZFort employs a more conservative, risk-averse approach
and redistributes traffic based on risk levels.
6 
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Fig. 3. Risk heat maps.

Fig. 4. Trust stability.

The ZFort model provides an all-inclusive approach to improve security on IoT networks by incorporating node prioritization,
dynamic trust management and isolation of compromised nodes.

3.4. Network stability and trustworthiness

The stability of trust-levels over time is an important consideration from a performance perspective. To illustrate the impact of
ZFort’s node prioritization on the stability of trust levels over time, we model the trust dynamics using a differential equation and
apply Lyapunov’s stability theory. The rate of change of trust level 𝑡𝑖(𝑡) for node 𝑖 considering positive and negative interactions,
and cumulative risk is given by:

𝑑 𝑡𝑖(𝑡)
𝑑 𝑡 = 𝛿+𝐼+𝑖 (𝑡)𝑃 (𝑖) − 𝛿−𝐼−𝑖 (𝑡)𝑃 (𝑖) − 𝛾 ∫

𝑡

0
𝑅(𝑖, 𝜏) 𝑑 𝜏 (10)

To show stability, we define a Lyapunov function 𝑉 (𝑡) as:

𝑉 (𝑡) = 1
2

𝑁
∑

𝑖=1
(𝑡𝑖(𝑡) − 𝑡)2 (11)

where 𝑡 is the average trust level. We calculate the derivative of 𝑉 (𝑡) and substitute it in the trust dynamics equation, we have:

𝑑 𝑉 (𝑡)
𝑑 𝑡 =

𝑁
∑

𝑖=1
(𝑡𝑖(𝑡) − 𝑡)

(

𝛿+𝐼+𝑖 (𝑡)𝑃 (𝑖) −𝛿−𝐼−𝑖 (𝑡)𝑃 (𝑖)−𝛾∫
𝑡

0
𝑅(𝑖, 𝜏) 𝑑 𝜏

)

(12)

Which suggests that trust levels stabilize over time instead of having rapid fluctuations which can be counter-productive. In
order to further drive this point home, we simulate the trust dynamics over time for each node (same topology as discussed
above) considering ZFort’s prioritization. As result suggest in Fig. 4, over time the trust levels eventually move to stabilization.
These results suggest that ZFort’s node prioritization and trust management can lead to stable trust levels while at the same time,
reducing the overall risk. This analysis, while basic, underscores the effectiveness of ZFort’s approach in enhancing the stability and
trustworthiness of IoT networks.
7 
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3.5. Stochastic differential equations for trust dynamics

We employ a stochastic differential equation (SDE) framework for modeling the trust dynamics in the network. This framework
ims at incorporating the drift (systematic patterns of trust change) as well as diffusion (random fluctuations caused by external
nfluences and internal uncertainties).

3.5.1. Model formulation
The trust level of a node 𝑖 towards node 𝑗 at time 𝑡, denoted as 𝑋𝑖𝑗 (𝑡), is modeled using the following SDE:

𝑑 𝑋𝑖𝑗 (𝑡) = 𝜇𝑖𝑗 (𝑋𝑖𝑗 (𝑡), 𝑡) 𝑑 𝑡 + 𝜎𝑖𝑗 (𝑋𝑖𝑗 (𝑡), 𝑡) 𝑑 𝑊𝑡, (13)

where:

• 𝜇𝑖𝑗 (𝑥, 𝑡) represents the drift coefficient which models the change of rate for trust caused by systematic factors including prior
interactions as well as ongoing evaluations.

• 𝜎𝑖𝑗 (𝑥, 𝑡) represents the diffusion coefficient which models trust volatility caused by network attacks for example.
• 𝑊𝑡 is a standard Brownian motion which models stochastic trust evolution.

3.5.2. Drift and diffusion functions
We define the drift and diffusion functions as follows:

𝜇𝑖𝑗 (𝑥, 𝑡) = −𝜅(𝑥 − 𝑥̄𝑖𝑗 ) + 𝑓𝑖𝑗 (𝑡), (14)

𝜎𝑖𝑗 (𝑥, 𝑡) = 𝛾
√

𝑥(1 − 𝑥), (15)

where:

• 𝜅 is the rate at which the trust level is returned to its long-term mean 𝑥̄𝑖𝑗 .
• 𝑓𝑖𝑗 (𝑡) models the external and internal trust adjustments, which can be based on several factors including recent interactions

or changes in policies enforced across the network.
• 𝛾 restricts the randomness in trust changes meaning that the intensity of randomness is toned down and is reflective of

uncertainty and risk based on node interactions.

3.5.3. Solution and analysis
This Stochastic Differential Equation (SDE) gives us the distribution of trust levels over a period of time, which can assist in

redicting possible breaches or failures due to trust deterioration below a threshold. We can analyze the stability and long-term
ehavior of 𝑋𝑖𝑗 (𝑡) by examining the stationary distribution of the SDE, if it exists.

Additionally, we conduct a Fokker–Planck equation analysis which is derived from the stochastic differential equation. By doing
o, we can obtain the density function of trust levels across the network, which would enable us to compute the probability of
ifferent trust use cases and their impacts on the security of the overall network.

𝜕 𝑝
𝜕 𝑡 = − 𝜕

𝜕 𝑥 (𝜇𝑖𝑗 (𝑥, 𝑡)𝑝) +
1
2
𝜕2

𝜕 𝑥2 (𝜎
2
𝑖𝑗 (𝑥, 𝑡)𝑝), (16)

where 𝑝 = 𝑝(𝑥, 𝑡) is the probability density function of 𝑋𝑖𝑗 (𝑡).

3.6. SDN in ZFort’s zero-trust architecture

Software-Defined Networking (SDN) plays a key role in implementing and enforcing it is dynamic security approach. It effectively
decouples the control plane from data plane and manages the network traffic in a centralized and programmable manner, which
offers flexibility in security enforcement. By leveraging SDN’s centralized control mechanism, ZFort dynamically re-configures traffic
lows based on trust levels. When a node’s trust level falls below a certain threshold, the SDN controller steps in and isolates the

compromised node automatically by rerouting traffic, effectively preventing lateral movement by potential attackers. Moreover, due
o SDNs ability for creating virtual network segments, ZFort has also enabled the use of micro-segmentation, reducing cross network
ttack potentials. This function together with the programmability of SDNs makes ZFort’s zero trust system even more effective as
hanges will be done rapidly to threats that may affect the network thereby reducing chances of exposing untrusted actors within
he network.
8 
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Table 1
ZFort mathematical model variables.
Variable Description

𝑁 Set of all nodes in the IoT network
𝐴 Set of directed links connecting nodes in 𝑁
𝜓(𝑖, 𝑗) Capacity of the directed link from node 𝑖 to 𝑗
𝑔(𝑋𝑖𝑗 (𝑡)) Function to scale capacity based on trust level
F(𝑖) Set of outgoing links from node 𝑖
R(𝑖) Set of incoming links to node 𝑖
𝑆 Set of source nodes where data originates
𝑇 Set of destination nodes where data is received
𝐾 Set of different data flows between src-dest pairs
𝑑𝑘 Demand (amount of data) for flow 𝑘 ∈ 𝐾
𝐵 Max backup paths network operator can install
𝑓 𝑖,𝑗𝑘 Flow of data 𝑘 on the link between nodes 𝑖 and 𝑗
𝑡𝑖𝑗 (𝑡) Trust level between nodes 𝑖 and 𝑗 at time 𝑡
𝑥𝑖 Binary variable for if node 𝑖 is compromised
𝜆 Penalty weight for low-trust flows in objective
𝑁𝑏(𝑡) Number of backup paths used at time 𝑡
𝑐𝑏 Cost per backup path
𝛿+𝑖𝑗 Trust increment for +ve interaction b/w 𝑖 and 𝑗
𝛿−𝑖𝑗 Trust decrement for −ve interactions b/w 𝑖, 𝑗
𝐼+𝑖𝑗 (𝑡) Binary indicator for +ve interaction b/w 𝑖, 𝑗 at 𝑡
𝐼−𝑖𝑗 (𝑡) Binary indicator for −ve interaction b/w 𝑖, 𝑗 at 𝑡
V(𝑋𝑖𝑗 (𝑡)) Variance of trust levels at time 𝑡
𝑣max Maximum trust variance

4. Network model

Table 1 summarizes the mathematical symbols used for modeling. The IoT network is modeled as a directed graph 𝐺 = (𝑁 , 𝐴)
here 𝑛 ∈ 𝑁 represents the set of |𝑁| IoT backbone nodes (IoT gateways, IoT relays, and Control Devices). Each directed arc

(𝑖, 𝑗) ∈ 𝐴 represents a directional link between nodes 𝑖 and 𝑗, with 𝜓(𝑖, 𝑗) representing the capacity of the directional link (𝑖, 𝑗). The
unction 𝜓(𝑖, 𝑗) ≠ 𝜓(𝑗 , 𝑖) accounts for the asymmetric nature of communication channels such that capacity may be asymmetric in
oth directions.

Each node 𝑖 has a set of outgoing links F(𝑖) = {(𝑖, 𝑗) ∈ 𝐴 ∶ link(𝑖, 𝑗)} is an outgoing link at 𝑖 and a set of incoming links
R(𝑖) = {(𝑗 , 𝑖) ∈ 𝐴 ∶ link(𝑗 , 𝑖)} is an incoming link to node 𝑖.

We assume a multi-flow IoT network with multiple flows between different source–destination pairs. Most traffic travels from
nd-devices across relays and gateways towards the cloud. Let 𝑖 ∈ 𝑆 represent the set of source nodes, and 𝑗 ∈ 𝑇 represent the set
f destination nodes. The set 𝑑𝑘 ∈ 𝐷 models the demand for each of the 𝑘 ∈ 𝐾 flows in the network. The operator can install a
aximum number of backup paths 𝐵 to ensure robustness.

We now build on the stochastic modeling discussed above and aim at these dynamics into the network to dynamically mitigate
s well as manage the risks. The network’s routing protocol is modified so that it can leverage the real-time trust evaluations
𝑖𝑗 (𝑡), derived from the stochastic differential equations. Routing is basically done based on these trust levels which adapt to the

luctuations in trust across the network. For all (𝑖, 𝑗) ∈ 𝐴, routing is enabled through (𝑖, 𝑗) if 𝑋𝑖𝑗 (𝑡) ≥ 𝜃𝑖𝑗 (𝑡) where 𝜃𝑖𝑗 (𝑡) is an adaptable
rust threshold that automatically adjusts based on network behaviors that have been observed as well as any potentially detected
nomalies.

Network link capacities need to be adjusted so that they represent the latest trust assessments, such that lower trust levels yield
restricted capacities to minimize risk exposure:

𝐶𝑖𝑗 (𝑡) = 𝜓(𝑖, 𝑗) ⋅ 𝑓 (𝑋𝑖𝑗 (𝑡)), (17)

with 𝑓 (𝑋𝑖𝑗 (𝑡)) designed to represent a function that decreases with decreasing trust, indicating enhancement of security protocols
nd resulting in restricted data flow across links which are less reliable.

Stability of operations is ensured by bounding trust level variance within limits:

Var (𝑋𝑖𝑗 (𝑡)) ≤ 𝑣max, (18)

which prevents systemic failures or security breaches due to high variability in trust. We formally define the ZFort model as follows:
(see Table 1).

Objective:

max
𝑇
∑ ∑ ∑

𝑡𝑖𝑗 (𝑡)𝑓
𝑖,𝑗
𝑘 − 𝜆

𝑇
∑ ∑

(1 − 𝑡𝑖𝑗 (𝑡))𝑓 𝑖,𝑗𝑘

𝑡=1 𝑖,𝑗∈𝑁 𝑘∈𝐾 𝑡=1 𝑖,𝑗∈𝑁
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Subject to:
∑

(𝑖,𝑗)∈F(𝑖)
𝑓 𝑖,𝑗𝑘 −

∑

(𝑗 ,𝑖)∈R(𝑖)
𝑓 𝑗 ,𝑖𝑘 = 𝑑𝑘 ∀𝑖∈𝑆 ,𝑘∈𝐾 (19)

∑

(𝑖,𝑗)∈F(𝑖)
𝑓 𝑖,𝑗𝑘 −

∑

(𝑗 ,𝑖)∈R(𝑖)
𝑓 𝑗 ,𝑖𝑘 = 0 ∀𝑖∈𝑁⧵{𝑆 ,𝑇 },𝑘∈𝐾 (20)

∑

(𝑖,𝑗)∈F(𝑖)
𝑓 𝑖,𝑗𝑘 −

∑

(𝑗 ,𝑖)∈R(𝑖)
𝑓 𝑖,𝑗𝑘 = −𝑑𝑘 ∀𝑖∈𝑇 ,𝑘∈𝐾 (21)

∑

𝑘∈𝐾
𝑓 𝑖,𝑗𝑘 ≤ 𝜓(𝑖, 𝑗) ⋅ 𝑔(𝑋𝑖𝑗 (𝑡)) ∀(𝑖, 𝑗) ∈ 𝐴 (22)

∑

𝑘∈𝐾
𝑓 𝑖,𝑗𝑘 ≤ 𝜓(𝑖, 𝑗)(1 − 𝑥𝑖) ∀(𝑖,𝑗) ∈F(𝑖) 𝑖,𝑗∉{𝑆 ,𝑇 } (23)

∑

𝑘∈𝐾
𝑓 𝑖,𝑗𝑘 ≤ 𝜓(𝑗 , 𝑖)(1 − 𝑥𝑖) ∀(𝑗 ,𝑖)∈R(𝑖) 𝑗 ,𝑖∉{𝑆 ,𝑇 } (24)

𝑇
∑

𝑡=1
𝑐𝑏 ∗ 𝑁𝑏(𝑡) ≤ 𝐵 (25)

𝑡𝑖𝑗 (𝑡 + 1) = min{𝑡𝑖𝑗 (𝑡) + 𝛿+𝑖𝑗 ⋅ 𝐼+𝑖𝑗 (𝑡) ⋅ 𝑃 (𝑖), 𝑇𝑚𝑎𝑥} (26)

𝑡𝑖𝑗 (𝑡 + 1) = max{𝑡𝑖𝑗 (𝑡) − 𝛿−𝑖𝑗 ⋅ 𝐼−𝑖𝑗 (𝑡) ⋅ 𝑃 (𝑖), 𝑇𝑚𝑖𝑛} (27)

V(𝑋𝑖𝑗 (𝑡)) ≤ 𝑣max (28)
𝑥𝑖 ∈ {0, 1} ∀𝑖∈𝑁

𝑓 𝑖,𝑗𝑘 , 𝜓(𝑖, 𝑗) ≥ 0 ∀(𝑖,𝑗)∈𝐴

Objective function: The objective function directly maximizes the total weighted flow (𝑡𝑖𝑗 (𝑡) ∗ 𝑓 𝑖,𝑗(𝑘)) based on trust and penalizes
ow-trust flows with weight 𝜆. The objective function is optimizing two goals in parallel: maximizing trust-weighted flow while
imultaneously penalizing flow through low-trust links. The first term prioritizes data flow across connections which have a high
evel of trust. The second term, multiplied by a penalty weight factor 𝜆, discourages flow through less-trusted links. The objective
alances security and flow optimization.
Flow Conservation Constrains: The flow conservation constraints ensure that the amount of traffic entering a node is equal to

the traffic leaving the node except for source and destination nodes which have them equal to 𝑑𝑘 and −𝑑𝑘 respectively.
Capacity Constraint: The capacity constraint limits the total flow on each directed link (𝑖, 𝑗) to its capacity 𝜓(𝑖, 𝑗) and prevents

link overloading.
Least-Privilege: Ensures that the trust level 𝑡𝑖𝑗 (𝑡) between a critical node 𝑖 and node 𝑗 is greater than or equal to the minimum trust

hat is required for accessing critical resources 𝑅𝑟. This constraint restricts flow through compromised nodes (𝑥𝑖 = 1) to reduce attack
xposure. In order to eliminate compromised (or more specifically, likely compromised nodes) we set 𝑥𝑖 to 1 for compromised nodes.
his binary decision variable is used to reduce the capacity for compromised nodes by multiplying (1 − 𝑥𝑖) with the link capacity
(𝑖, 𝑗). This achieves the effect of limiting the total flow ∑

𝑓 (𝑖,𝑗)
𝑘 on affected links.

Budget Constraint: The budget constraint ∑𝑇
𝑡=1(𝑐𝑏 ∗ 𝑁𝑏(𝑡)) ≤ 𝐵 reflects total cost over time 𝑇 . In ZFort, backup paths are

ynamically calculated to ensure that if the primary path becomes compromised, a backup path can be substituted in order to
aintain the security of network. This cost models overheads on the controller such as additional processing or memory. This is a

upplemental metric meant to give more refined budgeting capability to operators. The cost per backup path is represented by 𝑐𝑏.
he symbol 𝑁𝑏(𝑡) represents the number of backup paths used at time 𝑡. If all communication flows are using primary paths without
ny failures, 𝑁𝑏(𝑡) would be zero. However, over time if the primary paths are compromised or are not available, the controller can
ctivate backup paths, increasing the value of 𝑁𝑏(𝑡). The symbol 𝐵 represents the total budget or resource constraint for security
verhead.

For trust variable, 𝑣max is the maximum allowable variance for trust levels. This constraint helps prevent excessive fluctuations
n network behavior, which can lead to instabilities.

5. Proof of NP-hardness

In this section, we establish the NP-hardness of the node prioritization problem within the ZFort model for IoT networks. The
problem is to determine an optimal prioritization of nodes such that the overall risk is minimized while maintaining operational
requirements. Formally, this problem can be described as follows:

Definition 1 (Node Prioritization Problem (NPP)). Given an IoT network modeled as a directed graph 𝐺 = (𝑁 , 𝐴) where 𝑁 is the set
of nodes and 𝐴 is the set of directed links, along with a risk score 𝑅(𝑖) for each node 𝑖 ∈ 𝑁 , the goal is to assign a priority 𝑝𝑖 to
each node such that the sum of the products of the node’s risk and its priority across all nodes is minimized:

min
∑

𝑝𝑖 ⋅ 𝑅(𝑖) (29)

𝑖∈𝑁

10 
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Fig. 5. Illustrative topology for reduction.

subject to operational constraints and the condition that 𝑝𝑖 takes on a value from a fixed set of priorities.

Definition 2 (Minimum Set Cover Problem (MSCP)). Given a universal set 𝑈 and a collection of subsets  = {𝑆1, 𝑆2,… , 𝑆𝑚} where
each 𝑆𝑖 ⊆ 𝑈 , the objective is to find the smallest subset  ⊆  such that:

⋃

𝑆𝑖∈
𝑆𝑖 = 𝑈 (30)

The goal is to minimize ||, the number of subsets in the cover.

If a problem can be reduced to a known NP-Hard problem, then we can conclude that the problem is in fact, NP-Hard. For this
purpose, we reduce from the Minimum Set Cover problem, which is known to be NP-hard. The reduction is as follows:

Theorem 1. The Node Prioritization Problem (NPP) is NP-hard.

Proof. Consider a specific instance of the Minimum Set Cover (MSC) problem, in which we have a universal set 𝑈 and a subset
collection represented by 𝑆1, 𝑆2,… , 𝑆𝑚 of 𝑈 . The goal is to select the minimal number of these subsets with the condition that the
union of these subsets equals 𝑈 .

We construct an instance of NPP by creating a node for each subset 𝑆𝑗 and a node for each element in the universal set 𝑈 . For
each element 𝑢 ∈ 𝑈 , a risk score is assigned 𝑅(𝑢) = 1. For each subset node 𝑆𝑗 , we assign a risk score 𝑅(𝑆𝑗 ) = |𝑈 |+ 1 which ensures
that prioritizing subset nodes is always less preferable unless it can lead to a solution which covers all the elements in 𝑈 .

We connect an element node 𝑢 to a subset node 𝑆𝑗 if and only if 𝑢 ∈ 𝑆𝑗 in the Set Cover instance. The problem now becomes
that of prioritizing nodes so that we minimize the sum ∑

𝑖∈𝑁 𝑝𝑖 ⋅𝑅(𝑖) and prioritizing an element node corresponds to covering that
element in the Set Cover problem.

Since the Minimum Set Cover problem is known to be NP-hard, and we have shown that any instance of it can be polynomially
reduced to NPP, it follows that NPP is also NP-hard. □

To show how we can perform the reduction from the Minimum Set Cover Problem to the Node Prioritization Problem, we
consider a simple topology shown in Fig. 5. This topology represents a basic instance of the Minimum Set Cover problem with three
elements {1, 2, 3} and two sets {𝑆1, 𝑆2}, where: - 𝑆1 covers elements 1 and 2, - 𝑆2 covers elements 2 and 3. Nodes labeled 1, 2, and
3 represent elements of the universal set 𝑈 . Nodes 𝑆1 and 𝑆2 represent the subsets of 𝑈 . Arrows from 𝑆1 and 𝑆2 to elements depict
the inclusion of elements within these subsets. The special nodes 𝑠 and 𝑡 could represent additional control nodes within a network
model.

In order to ensure that all the elements are covered, requires giving priority to the nodes for 𝑆1 and 𝑆2. The sum of risk-product
priorities is minimized by assigning risk scores and priorities in such a way that it becomes equivalent to finding the smallest cover
of the universal set.

This example demonstrates that solving the NPP involves addressing the underlying Set Cover problem, thus proving that the
NPP is NP-hard.

6. Greedy algorithms

This section presents two efficient greedy algorithms that leverage heuristics to find an near-optimal solution quickly. Greedy
approaches are most popular for their computational efficiency, which is a major factor in IoT real-time applicability. However, it is
noted that meta-heuristics (like Genetic Algorithms) or other exact approaches (Linear Programming) could be considered in future,
especially when we are dealing with networks that do not require a time-efficient solutions are larger in size. For these situations,
these alternate solutions could potentially perform well. However, one disadvantage of all these approaches is, although there is a
11 
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Algorithm 1 Greedy Algorithm 1 for ZFort Model

1: Initialize all flows 𝑓 𝑖,𝑗𝑘 to zero.
2: Initialize available capacity 𝐴𝐶𝑖,𝑗 = 𝐵 𝑊𝑖,𝑗 for all links (𝑖, 𝑗).
3: Sort commodities 𝑘 ∈ 𝐾 in descending order of trust thresholds 𝑇𝑘.
4: for each commodity 𝑘 in sorted order do
5: Find a shortest path 𝑃𝑘 from source 𝑠𝑘 to sink 𝑡𝑘 with highest trust levels, considering available capacity and compromised

nodes:
• Prioritize links with higher trust levels 𝑡𝑖𝑗 (𝑡).
• Exclude links connected to compromised nodes (𝑥𝑖 = 1).

6: 𝑓𝑚𝑖𝑛 = min{𝐴𝐶𝑖,𝑗 ∶ (𝑖, 𝑗) ∈ 𝑃𝑘} (Considering only usable links in 𝑃𝑘)
7: for each link (𝑖, 𝑗) ∈ 𝑃𝑘 do
8: 𝑓 𝑖,𝑗𝑘 ← 𝑓 𝑖,𝑗𝑘 + 𝑓𝑚𝑖𝑛
9: 𝐴𝐶𝑖,𝑗 ← 𝐴𝐶𝑖,𝑗 − 𝑓𝑚𝑖𝑛

10: end for
11: end for

Algorithm 2 Greedy Algorithm 2 for ZFort Model

1: Initialize all flows 𝑓 𝑖,𝑗𝑘 to zero.
2: Initialize available capacity 𝐴𝐶𝑖,𝑗 = 𝐵 𝑊𝑖,𝑗 for all links (𝑖, 𝑗).
3: Construct a trust-weighted network dynamically at each iteration:

• Define weights on edges (𝑖, 𝑗) as 𝑤𝑖𝑗 (𝑡) = 𝛼 ∗ 𝑡𝑖𝑗 (𝑡) + (1 − 𝛼) ∗ (1 − 𝑥𝑖) ∗ 𝐵 𝑊𝑖𝑗 .
• The weight incorporates current trust level 𝑡𝑖𝑗 (𝑡) and excludes links from compromised nodes (𝑥𝑖 = 1).

4: for each commodity 𝑘 ∈ 𝐾 do
5: Find a minimum-cost path 𝑃𝑘 from source 𝑠𝑘 to sink 𝑡𝑘 in the dynamically weighted network.
6: 𝑓𝑚𝑖𝑛 = min{𝐴𝐶𝑖,𝑗 ∶ (𝑖, 𝑗) ∈ 𝑃𝑘} (Considering only usable links in 𝑃𝑘)
7: for each link (𝑖, 𝑗) ∈ 𝑃𝑘 do
8: 𝑓 𝑖,𝑗𝑘 ← 𝑓 𝑖,𝑗𝑘 + 𝑓𝑚𝑖𝑛
9: 𝐴𝐶𝑖,𝑗 ← 𝐴𝐶𝑖,𝑗 − 𝑓𝑚𝑖𝑛

10: end for
11: end for

potential to give a better global optimize solution, it could be too computationally intensive, which may limit their applicability to
dynamic IoT networks.

Greedy algorithms are particularly well-known due to their computational efficiency, which is a ke3y requirement for real-time
IoT environments. However, we note that alternative optimization methods such as meta-heuristics (e.g., Genetic Algorithms) or
exact approaches (e.g., Linear Programming) could potentially be explored in future work, especially when we consider larger or less
time-sensitive networks. One challenge with these approaches is that while they could potentially provide better global optimization,
owever, this may come at the cost of increased computational overhead, which may not be ideal for dynamic IoT scenarios.

6.1. Greedy Algorithm 1

The key idea of the first algorithm is trust and avoidance of compromised nodes. To initialize, each link has flows and available
apacity. The algorithm scans through flows in order of decreasing trust thresholds. It selects the shortest path with highest trust

levels among the available links and prefers links which have higher trust levels between nodes, based on 𝑡𝑖𝑗 (𝑡) and does not have
any connection to compromised nodes (𝑥𝑖 = 1). It calculates the minimum available capacity on the chosen path 𝑓𝑚𝑖𝑛 in order to
allocate flows. The algorithm then assigns 𝑓𝑚𝑖𝑛 to each link along the path and updates remainder capacity on those links as a result.
The algorithm basically prioritizes high-trust paths and maximizes trust-weighted flow while avoiding compromised nodes.

6.2. Greedy Algorithm 2

The second algorithm takes a different approach, which leverages adaptive trust weights to find the optimal path for each flow
in the network. Initialization is similar to the first algorithm and we set up flows and link capacities that are available. In each
teration, for each flow, the algorithm constructs a new weighted network such that link weights are calculated as a combination of
rust level 𝑡𝑖𝑗 (𝑡) and link capacity 𝐵 𝑊𝑖𝑗 . Links that connect compromised nodes (𝑥𝑖 = 1) are assigned reduced weights by multiplying
y (1 −𝑥𝑖). The algorithm then finds out the minimum-cost route in this dynamically weighted network. Trust and available capacity
re the two factors that the cost models. For flow allocation and assignment, similar to Algorithm 1, 𝑓 is calculated based on
𝑚𝑖𝑛

12 
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Table 2
Simulation parameters and scenarios.

Parameter Value(s)

Network topology Randomly distributed
Node count 50–200
Trust model Numerical (0–1)
Trust threshold 0.85
Traffic model Random flows
Flow generation Poisson process
SDN controller OpenDaylight
Flow size 1–5 units
Algorithms ZFort, GreedyAlgo1, GreedyAlgo2, MRTS
Incident type Tampering (malicious nodes - high CVSS)
Incident count 1–10
Repetitions per scenario 5

the chosen path and flow is assigned to each link and then updates remainder available capacity. The weights are adjusted by the
algorithm as trust changes or nodes are compromised with the result that the algorithm chooses a path that optimizes both trust
and flow efficiency while at the same time, avoiding compromised nodes.

7. Performance evaluation

This is the performance evaluation section and Table 2 summarizes the simulation parameters and settings. Mininet was employed
o emulate the network topology, install and control SDN controllers and monitor the network traffic flows. We used NetworkX to
enerate and manipulate the network topology and evaluate the shortest paths. This facilitated the implementation of the ZFort
lgorithms, which rely on dynamic trust management and node criticality. The solutions were implemented using Python. We
valuate five solutions: ZFort (the optimal model), GreedyAlgo1, GreedyAlgo2 and a simplified implementation of Minimum Risk
rust-based Secure routing (MRTS) algorithm [15] that avoids compromised nodes based on shortest path algorithms. Additionally,

we also implemented Secure Control and Data Plane Algorithm (SECOD), a very relevant related solution that specifically enhances
security of SDN based IoTs by mitigating DDoS attacks (see Table 2).

We use the following performance metrics to compare the performance:

• Flow Satisfaction: Percentage of successful data flows between source and destination nodes
• Trust Compliance: The degree to which the selected paths comply with the trust requirements.
• Average Path Trust: The average trust level of the selected paths.
• Runtime (s): The computational time required to compute the solution.

7.1. Varying compromised nodes

We first analyze the performance based on increasing number of tampering incidents, which we simulate by setting up CVSS
score very high in an iteration for selected nodes. The aim is to study the traffic re-engineering if there are compromised nodes and
how efficiently does the micro-segmentation and re-routing around malicious nodes works.

Flow Satisfaction: In terms of flow satisfaction, as Fig. 6(a) shows, ZFort starts high but declines steeply, reflecting that while it
an optimize trust (seen from next figures), it may be less effective in ensuring all flows are satisfied as more nodes are compromised.
oth the greedy algorithms indicate relatively high flow satisfaction Both greedy algorithms demonstrate relatively high flow
atisfaction, achieving a balance between flow optimization and trust management, showing a balance between flow satisfaction
nd trust management. MRTS offers the highest flow satisfaction despite increasing compromised node instances, but at the cost of

trust metrics. SECOD offers a reasonably well performance with it being second to only MRTS, and offers a balanced approach in
erms of trust compliance.
Trust Compliance: As shown in Fig. 6(b), ZFort offers the highest trust compliance throughout which can be explained by the

fact that it finds the optimal solution to the mathematical model. GreedyAlgo2 shows performance closely mimicking that of ZFort,
but just shy of it, which is understandable as it finds approximate solutions to the model. GreedyAlgo2 however, shows a steady
decline in trust compliance with increasing indicating it is less robust in maintaining trust. MRTS offers the lowest trust compliance,
which is significantly decreased with increasingly compromised nodes. It seems to meet flow satisfaction well, but has limited
applicability to contemporary risk metrics and is thus less robust. SECOD offers a decent performance indicating SECOD’s effective

onitoring of both planes in real time and reroute traffic dynamically in response to compromised nodes. SECOD outperforms MRTS
nd GreedyAlgo1 however, it falls short of ZFort and GreedyAlgo2 primarily. SECOD employs the same dynamic trust management
odel; however, the implementation mechanism is different as a distributed control plane is used which complicates the real time

ecalculation of trust metrics. Even though SECOD is quite effective in containing the risks of violation of trust due to isolation of
ompromised nodes, the distributed nature means that reconfiguration of paths can at times take longer, especially while scaling
p to larger tampering events. On the other hand, GreedyAlgo2 (and ZFort), have a more efficient trust evaluation mechanism and
lso leverages CVSS scores to help it identify potential nodes with high probabilities of compromise.
13 
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Fig. 6. Varying compromised nodes.

Average Path Trust: As Fig. 6(c) shows, in terms of average path trust, the results are very similar to trust compliance. In general,
ZFort maintains the highest score due to optimal resolving of the model and employing techniques such as micro-segmentation,
continuous trust evaluation and isolation of compromised nodes. The two greedy algorithms also follow the same performance
pattern as they did for trust compliance and MRTS again offers the lowest performance on account of not incorporating these
contemporary risk factors. SECOD’s performance here follows the same pattern as that of trust compliance.

Runtime: For runtime metric, shown in Fig. 6(d), as expected, the optimal ZFort model consumes exponentially more time as
the underlying optimization model becomes more complex, making the solution intractable for large problem instances. The other
four solutions solve the routing and traffic-engineering problem within reasonably bounded time. In practice, the greedy algorithms
would perform better as we scale the network.

7.2. Varying network size

We vary the network size from 50–200 in order to evaluate performance of the four solutions as the network scales.
Flow Satisfaction: From Fig. 7(a) we see a similar pattern as before. ZFort starts high, but decreases as do all the other solutions.

This can be attributed to longer paths and increased probability of encountering paths with failures. Overall, we see the same pattern
of MRTS offering the highest flow satisfaction (at the cost of trust metrics) while ZFort and GreedyAlgo2 the lowest flow satisfaction,
but with increased trust compliance. SECOD offers a moderate performance indicating an acceptable solution.

Trust Compliance: As illustrated in Fig. 7(b), ZFort offers the best trust compliance, offsetting the setback in overall flow
satisfaction as we have increased trust metrics for the flow that are actually routed. GreedyAlgo2 offers a very close solution to
ZFort’s optimal results followed by SECOD. MRTS performs the lowest indicating that while it offers better overall flow satisfaction,
but does not cater to several important risk factors, which can lead to a sub-optimal performance in terms of trust compliance.
There is again a downward trend overall for all solutions due to scalability issues, longer paths and more probability of failures
over longer paths.

Average Path Trust: Understandably, the average path trust performance as shown in Fig. 7(c), all solutions follow a very similar
trend to that of trust compliance with ZFort offering the best solution due to optimal results at each iteration, closely followed by
GreedyAlgo2, and then we have SECOD which offers a reasonable performance which is very close to GreedyAglo1 on account of
its dual-layer approach, followed by MRTS which offers the worst performance.

Runtime: As Fig. 7(d) shows ZFort, the exact solution, requires exponentially longer time to resolve the optimal model as the
network size increases, owing to significantly large number of constraints that are required to be solved to achieve the optimal
solution. This indicates that greedy algorithms are a more practical solution when we consider network scalability. Overall, the four
other solutions provide tractable runtime as the network scales.

Overall, from the results, we can conclude that ZFort is best for scenarios where trust and security are critical however, it is
only feasible if we have small network size and a handful of compromise incidents. GreedyAlgo2 provides an excellent balance of
trust and efficiency, providing the best results overall GreedyAlgo2 strikes an optimal balance between trust and efficiency, yielding
14 



U. Ashraf et al. Internet of Things 28 (2024) 101419 
Fig. 7. Varying network size.

Fig. 8. Scalability of solutions.

the best overall results. GreedyAlgo1 is less effective in larger networks. MRTS is best if overall flow satisfaction and efficiency are
critical MRTS is optimal when flow satisfaction and overall efficiency are prioritized. However, it sacrifices trust compliance and
average path trust, making it less suitable for if security is crucial However, it compromises trust compliance and average path
trust, making it less suitable when security is a top priority.

7.3. Scalability of solutions with large network size

In order to compare the time complexity of the five solutions, we simulate a separate scenario in which we use a topology
comprising of 500 nodes. This would enable us to identify if the proposed approaches can be used for practical deployments. As
shown in Fig. 8, we can see that the optimal ZFort model has an exponential time complexity, which is expected because MILPs
are known to be NP-Hard to solve, which motivated us to design the greedy algorithms. We see that the greedy algorithms provide
a reasonably bounded runtime despite a very large network comprising of 500 nodes. SECOD provides reasonable performance,
however, it performs sub-par compared to the greedy algorithms which indicate the time efficiency of the greedy algorithms.
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8. Conclusion

Security in IoT networks has become of paramount importance as they have become pervasive all around the world. Security in
oT networks has gained paramount importance due to their increasing pervasiveness across the globe. In this paper, we proposed
Fort, a zero-trust based traffic engineering solution for SDN based IoTs which utilizes a stochastic differential equation model
or dynamic and continuous trust evaluation between nodes. By dynamically adjusting security measures and routing decisions in
eal-time as well as micro-segmentation and compromised node isolation, ZFort offers substantial performance benefits in terms
f improving the overall security posture of the network. While we have provided extensive simulation results for a comparative
erformance comparison, we acknowledge that simulations can sometimes be limited and we believe it would be fruitful to evaluate
he solution on a testbed. Therefore, for future, we are interested in implementing the two greedy algorithms on a small IoT testbed
nd see real-world performance. Additionally, by design, ZFort relies on the centralized controller for enforcing the security policies
nd is primarily targeted at SDN based IoTs. This is a limitation and we plan to investigate this as a future work. Another very
nteresting future direction for us is integrating counterfactual explanations for trust management [25]. Counterfactual explanations

can significantly enhance trust in decision-making systems as they offer hypothetical situations to users that clarify how varying
input conditions can influence the output. Integrating counterfactual examples in ZFort’s trust management framework can offer
significant room for improvement and accuracy.
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