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In this study, we consider endpoints communicating over a software-defined networking (SDN)-based architecture using source routing,
i, packets are routed through a path selected by the packet sender, and we provide a security solution that enforces the selected path. In
particular, our solution allows a sender to select the path that a packet should go through using a constant-size cryptographic construction
which is referred to as the authenticator. A recipient can examine an authenticator and verify that the received packet has followed the path
selected by the sender. Additionally, any intermediate “programmable” switch can verify whether or not it is included in the path of a packet.
Our solution can be used even for paths that include multiple recipients (e.g., multicast paths), as well as multiple parallel paths (e.g.,
multipath transmissions). We implement our solution by leveraging identity-based encryption (IBE), so it can be used by any sender that
knows the identifiers of the links that compose the desired path, i.e., information that the sender usually already knows as part of the source
routing protocol. Our solution is realistic since it can be implemented over a variety of platforms with tolerable overhead.

1. Introduction

Software-defined networking (SDN) is a popular commu-
nication technology, which is commonly adopted for
intradomain traffic engineering. SDN uses programmable
switches that can dynamically make packet switching de-
cisions, as well as do changes to forwarded packets. Those
switches can act independently based on predefined for-
warding rules or by working with a centralized component
called the SDN controller. This entity, among other things, is
responsible for configuring switches, as well as helping them
to make forwarding decisions.

SDN facilitates the deployment of custom routing
protocols, which are leveraged by conventional or even by
Next-Generation Internet architecture. For example, clean-
slate Internet architecture paradigms, such as the Infor-
mation-Centric Networking (ICN) [1], can be overlayed on
top of SDN (see, for example, [2]), enabling this way the
experimentation and integration with existing systems.

A common collection of routing protocols that benefit
from SDN is known as source routing protocols. Using such
kind of protocols, a sender can choose the path a packet
should travel. The path creation procedure is dependent on
several factors, including improved quality of service, net-
work cache occupancy, and security constraints, among
others. In the great majority of cases, however, the senders
trust the programmable switches to perform the necessary
switching decisions, ensuring that the path selection is
followed and the final path is used. In this study, we design
and implement a cryptographic mechanism that allows
packet receivers to check that a packet has been forwarded
through the intended path. Our solution can be used in cases
where untrusted or even opportunistic programmable
switches are considered (e.g., SDN over mobile devices
acting as programmable switches). This is an emerging
pattern which is considered in modern, nontraditional
networks, such as vehicular networks [3], mobile ad-hoc
networks [4], or even IoT technology [5]. An important


mailto:baalzahrani@kau.edu.sa
mailto:sashraf@gelisim.edu.tr
https://orcid.org/0000-0002-7118-0761
https://orcid.org/0000-0002-9321-6956
https://creativecommons.org/licenses/by/4.0/
https://creativecommons.org/licenses/by/4.0/
https://creativecommons.org/licenses/by/4.0/
https://creativecommons.org/licenses/by/4.0/
https://doi.org/10.1155/2022/1942097

aspect of this paradigm is that it allows novel, effective
security mechanisms [6]. For example, by combining SDN
with other related technologies, efficient security solutions
are enabled, such as intrusion detection systems, firewalls,
authentication, and authorization mechanisms [6]. In these
environments, our solution brings great value, since it allows
detection of malfunctioning and/or malicious program-
mable switches.

From a high-level perspective, our solution operates as
follows. We consider an SDN network where each link is
uniquely identified by an identifier. The senders are aware of
the network topology (hence, they know the corresponding
link identifiers), and they are able to calculate network paths,
composed of multiple links, using a source routing protocol.
Each path is expressed with a path identifier inserted at the
packet header and switches are able to make forwarding
decisions (autonomously or with the help of the controller)
using that path identifier. Additionally, senders include in
the packet header an “authenticator,” i.e., a cryptographic
construction. Every switch receives a packet, extracts the in-
packet authenticator, performs a small computation, and, as
a result, alters the authenticator based on a prespecified
algorithm, which can be executed correctly only by the
switches alongside the path selected by the sender. The
purpose of the authenticator is to allow (i) legitimate
switches to identify if the arrived packet comes from a link
that is not part of the delivery tree/path and (ii) receivers to
check that the packet delivered through the selected tree.

Our solution does not require from the senders of the
packet to know any additional information apart for the link
identifiers, i.e., information already known due to the source
routing protocol. Furthermore, our solution supports paths
with multiple recipients (e.g., multicast), as well as paths that
use multiple links in parallel (e.g., multipath). With our
solution, the packet recipient does not have to be aware
neither of link identifiers nor of any information related to
the path; in other words, the only information a packet
recipient learns is that “the packet followed the correct path.”
In case of multicast, each recipient can independently take
the action about the arrived packet.

The remainder of this study is organized as follows. In
Section 2, we present the design of our solution. In Section 3,
we present the implementation of our solution, based on a
particular IBE algorithm, as well as its performance and
security evaluation. We discuss related work in Section 4,
and we conclude our paper in Section 5.

2. Design

2.1. System Entities and Notation. The main building block of
our solution is identity-based encryption (IBE). IBE is an
asymmetric encryption scheme where arbitrary strings can
be used as public keys [7]. Public keys, referred to as
identities in the context of IBE, are associated with a secret
key. In the following, we refer to the secret key that cor-
responds to an identity “A” as SK 4 and to the encryption of a
message “M” using “A” as the public key as Enc, (M).
Therefore, Enc, (M) can only be decrypted using SK,.
Secret keys are generated by a centralized trusted entity
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known as the “Private Key Generator” (PKG). In our so-
lution, the role of the PKG is held by the SDN controller.

Our solution considers a typical SDN architecture, which
is composed of an SDN controller, programmable switches,
senders, and recipients. Each link in the network is identified
by a unidirectional identifier referred to as link;,. Our
solution is agnostic to the particular source routing protocol;
nevertheless, it has been designed using the solution pre-
sented in [8] as a reference architecture. That solution allows
packet senders to select the path that a packet should follow
by encoding link;, that forms the path in a Bloom filter [9].
Additionally, this solution leverages standard OpenFlow
[10] forwarding rules in order to achieve Bloom filter-based
forwarding without any modification to the programmable
switches. An example of the solution of [8] is illustrated in
Figure 1. In this example, a “sender” is connected to three
other nodes. The “sender” wants to send a message to nodes
“A” and “C.” Therefore, it constructs a Bloom filter that
includes the link identifiers of the appropriate links (illus-
trated with the green bold line then figure).

The SDN controller is always aware of the network
topology; i.e., for each programmable switch, it knows its
neighbors. This can be achieved for example using a to-
pology discovery protocol or even out-of-band using a
configuration file. Similarly, our solution considers that
senders are aware of the network topology and the corre-
sponding link identifiers and can construct arbitrary packet
forwarding paths. Furthermore, it is assumed that senders
and recipients have already created an end-to-end encryp-
tion channel (e.g., using TLS); hence, the transmitted data
are secured from any possible disclosure or change.

2.2. System Setup. Our system considers a setup phase
during which link;,, identifiers are created. Each link,, is
selected by the SDN controller and all link;, identifiers are
treated as an IBE public key; the corresponding secret keys
are also generated by the controller. During this phase, for
each outgoing link, each switch is configured (by the con-
troller) with the corresponding SKj,ip, i-e., an IBE secret
key.

This setup process is illustrated in Figure 2. In this figure,
a switch, switch A, detects a new link with another switch,
switch B. It communicates with the SDN controller (message
1), and it receives back a link identifier and the corre-
sponding secret key (message 2). The switch stores the re-
ceived secret key and the link becomes active.

When all switches communicate with the controller, all
links will be associated with an identifier, and all switches
will know the corresponding secret key. For example, in
Figure 3, switch A is configured with SK,,, switch B with
SK 10> and switch C with SK .

2.3. Path Authenticator Construction and Usage. A sender
can construct an authenticator for a unicast forwarding path
composed of links 1 to m as follows (Figure 3):

(i) Let IDx be link;, of the xth link, i.e., link;, of the
first link is ID1 and link,}, of the second link is ID2
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FIGUure 3: Constructing an authenticator for a unicast path.

(ii) The sender creates a nonce (1)

(iil) Beginning from the link 1 of the delivery tree, C,, =
Encypy (n) is created by the sender, ie., an IBE
encryption of the nonce using the link;;, as the
public key

(iv) Then, the sender creates C,,_; = Encippi_1 (C,.),
C,,_p = Encipp 2 (Cpy)s - - Cp = Encyp, (Cy)

(v) C, is the path authenticator

The sender includes the path authenticator in the
transmitted packet header. Furthermore, it includes the
nonce 7 in the (encrypted) packet payload. From a high-level
perspective, the authenticator is the nonce encrypted with m
layers of encryption (where m is the path length). Each
switch that forwards a packet tries to “remove” the topmost
encryption layer as follows:

(i) The switch determines link;, of the next-hop link.
(ii) Then, it retrieves the corresponding SK.

(iii) It tries to decrypt the authenticator using the re-
trieved key.

(iv) If the decryption succeeds it forwards the packet
including the new authenticator. Otherwise, the
packet has been forwarded through a wrong switch
and it is rejected.

If the packet is forwarded through all the appropriate
switches, the final value of the authenticator will be the
nonce n. Therefore, the receiver has simply to check if »
matches the nonce included in the encrypted payload. This
process is illustrated in Figure 4. As it can be seen, the sender
sends the authenticator and the encrypted payload, which
contains the data and the nonce n. As this packet is for-
warded, the authenticator is being replaced. Finally, the last
switch includes in the authenticator field of the nonce n.

2.4. Authenticator for Multiple Receivers. For paths that
include “branches” (e.g., the multicast path of Figure 5), the
authenticator construction is modified as follows. The
sender constructs an authenticator for each branch. At the
point of the path where two or more branches are merged,
the sender creates a new authenticator which is the IBE
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encryption of the concatenation of the corresponding
branch authenticators. For example, Figure 5 illustrates a
path that includes two branches. The sender creates an
authenticator for each branch, i.e., C2 and C4. At switch B,
the two paths are encoded into a single link with link;,
=0001; hence, the sender creates the authenticator
C5 = Enc;p; (C2||C4), where || denotes concatenation.

Following the reverse process, if a packet is forwarded
correctly when it reaches switch B, the authenticator will be
of the form C2||C4. Then, the switch B will split the au-
thenticator into two parts (i.e., C2 and C4) and will try to
decrypt each part with SK that corresponds to each next-hop
link, and if the decryption process is successful, it will
forward the corresponding authenticator to the appropriate
branch. It should be noted that the sender can use different
nonce for each recipient.

3. Implementation and Evaluations

3.1. Implementation. We implemented our solution using
the “BB2 IBE scheme” presented in [7]. The used IBE scheme
is based on bilinear groups and maps. A map is a function
that maps two elements belonging to two cyclic groups G1
and G2, of prime order p, into an element of another group
Gt. G1 and G2 can be the same (so the rest of this section will
be simply referred to as G), and they are elements of a
“pairing friendly” elliptic curve. As it will be seen in the rest
of this section, all cryptographic operations have as input
and outputs, numbers that are elements of G, or elements of
Gt, or elements of Zp (where p is the order of G). For this
reason, we consider three hash functions: 41 that maps any
bit string to an element of G, h2 that maps any bit string to an
element of Gt, and h3 that maps any bit string to an element
of Zp.

The SDN controller in our solution also holds the role of
the private key generator (PKG). Initially, the SDN con-
troller generates a master secret key (MSK) and some

system parameters (SP), as described in [7]. The MSK is
used for generating all subsequent secret keys, and thus, it is
kept secret by the SDN controller. Using an out-of-band
mechanism, all programmable switches and end users learn
the system parameters SP. These parameters are used as an
input to both encryption and decryption algorithms, and
they are public and PKG/controller specific. Since SP are
public, they can be publicly published.

Whenever a programmable switch joins the network, it
initially contacts the SDN controller. The controller selects a
link,, for each outgoing link of the switch, it generates the
corresponding IBE secret keys SKj,.,p and securely
transmits them to the switch. The key derivation algorithm
(defined in [7]) requires as input an element of Z p; for this
reason, the SDN controller uses h3(link;,) as an input to
this algorithm. SKj,;;p can be deleted from the SDN
controller (since the controller can regenerate any key any
time it wants), and it is safely kept by the programmable
switch. SKy; i p is used for decrypting corresponding IBE
ciphertexts.

The encryption algorithm defined in [7] accepts the
plaintext, the target identifier, and a random number r. The
formed ciphertext includes three parameters {A, B,C}. A is
an element of Gt, and its value depends on the input
plaintext, B is an element of G and its value depends on the
random number r, and C is also an element of G and its value
depends on a number C/ raised to the power of the target
identifier. C/ is an element of G and its value depends on .
Therefore, two encryptions of two different plaintexts, using
the same random r, will output the same B and C/ values.
We leverage this property in order to construct constant-size
authenticators.

Any time an end-user terminal wishes to create an
authenticator, it follows the process described in Section 2.
The encryption algorithm defined in [7] requires that
plaintexts are elements of the group Gt; for this reason, the
terminal selects at random an element of this group to hold
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the role of the nonce ». Similarly, the terminal selects a
random number r which is required by the encryption al-
gorithm. The authenticator will be created after a series of
encryptions that will use the same random number r. The
first encryption uses as plaintext the nonce n and as target
identifier the identifier of the mth link, i.e., C,, = Enc;p,, (n).
It is reminded that C,, will be of the form {A, B,C}. The
second encryption uses as a plaintext the number A of the
ciphertext produced by the first encryption and as the target
identifier the identifier of the (1 — 1)thlink,ie,C(m—-1) =
Encipp- (C,, (A)). Similarly, C(m - 2) = Encip,,_,
(C,,_1(A)), ..., C, = Encip, (C,(A)). The path authenti-
cator is C;, A, and C'. This process is illustrated in Figure 6.
As it can be seen, the sender starts by encrypting the nonce n
and proceeds with encrypting As, always using the same
random number 7.

The path authenticator is included in the transmitted
packet payload. All programmable switches that forward a
packet decrypt the authenticator, by raising C’/ to the
identifier of the link in which the packet is forwarded and by
using the IBE decrypt algorithm described in [7].

3.2. Evaluation

3.2.1. Performance Evaluation. The size of the the crypto-
graphic parameters is determined based on the selected
group G (which is also associated with Gt). Initially, we
present some analytical results, and then, we present some
numeric results based on a specific pairing friendly elliptic
curve. Let S, be the size in bits of an element of G and S, be
the size in bits of an element in GT. Table 1 shows the size of
some main parameters used in our solution.

For the type A elliptic curve of the PBC library [11], S, =
512bits and S, = 1024bits. Therefore, using these settings,
the size of an authenticator for a unicast path is 2048 bits.
When it comes to a multicast delivery tree, the size of the
authenticator for the shared path is 2048bits x the number of
brunches.

For the same type of the curve, Table 2 presents the time
needed to calculate the main cryptographic operations in an
Ubuntu 20.4 machine with 4GB of RAM and an Intel i5
processor, using the Python3-based charm crypto library
[12].

3.2.2. Security Evaluation. One of the significant advantages
of our solution is that a sender can create a path authen-
ticator using information given by the underlay source
routing protocol. Furthermore, by using IBE, link identifiers
can be used as an encryption key; therefore, there it is not
required to keep separate public keys along with the link
identifiers. An additional advantage of our solution is that it
allows receivers to check if a packet was forwarded through
the legitimate determined path, without the need to know
that path: this not only makes our solution easier to deploy
but also protects the sender’s privacy. Moreover, our so-
lution produces authenticators of constant and predictable
size. Finally, IBE has been actively researched for almost two
decades, and there are efficient tools and libraries for a
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TaBLE 1: Size of key components.

Component Size

SP 3% S, + Sy
Secret key 2xS,
Ciy 2x8,+ 8,

Authenticator for unicast path 2xS,+S,

TaBLE 2: Overhead of cryptographic operations.

Operation Time in ms.
MSK and SP generation 19
SK formation 3.8
Encryption 3.9
Decryption 4.7

plethora of platforms. For this reason, we believe that our
solution can be integrated into existing systems.

Our solution “borrows” the disadvantages of IBE. Firstly,
IBE suffer from the so-called key-escrow problem, i.e., there
is a centralized entity, the Private Key Generator, that knows
all secret keys. However, in our system, this role is held by
the SDN controller which already has full control of the
network. Additionally, IBE does not allow key rotation: if a
secret key is lost or breached, then the corresponding
identity must be changed. Our solution copes with this by
changing the corresponding link identifier every time key
rotation is required. From the network side, this issue is
treated as a link has gone offline and a fresh one has been
activated. In more detail, an IBE secret key cannot be



rotated, i.e., it is not possible to change a secret key that
corresponds to an identifier. The only way to achieve this is
by modifying the MSK and consequently the corresponding
SP. Nevertheless, this is a cumbersome process since in that
case all secret keys have to be updated, and all active entities
have to be notified about this change. In order to avoid
having this happening often, we require from the SDN
controller to not reuse the same link;,: whenever a SDN
switch needs a new secret key, it will simply receive a new
link;p,.

4. Related Work

Legnet et al. [13] proposed “EPIC” an authentication system
for interdomain paths. The pathways are at the AS level, and
the authenticators in [13] are based on symmetric key en-
cryption. For the transmitter and recipient nodes to know
the related symmetric keys, EPIC requires the usage of
additional protocols. Our method uses identity-based en-
cryption, which only requires senders to provide link IDs
(which may be collected as part of the routing protocol) and
no further information from receivers.

Kim et al. [14] also provide an HMAC-based path
validation method. The work in [15] may be used at both the
AS and router levels, and it requires the usage of a trusted
entity to create certificates for each verifying entity. All
certifications should be accessible by both senders and re-
ceivers. Receivers do not require any additional information
to use our service. Furthermore, we employ link IDs instead
of certificates since link identifiers are provided by default in
routing protocols, making them easier to distributed than
digital certificates.

The work in [16] brought another solution with similar
goals to ours called ICING. Using self-generated public keys,
ICING provides proofs of provenance. ICING, on the
contrary, requires a specialized server per node known as the
consent server to validate entities” desire to distribute these
keys with their direct connections. Our solution does not
require switches to exchange any information with each
other. Furthermore, our solution does not require any ad-
ditional entity other than the standard entities of an SDN
network.

In [17], the authors introduce a secure source routing
approach to the problem with assumptions that are different
from our solution: senders are considered untrustworthy,
and the network tries to defend itself against malicious
senders. The proposed mechanism allows senders to include
proof in their packets that confirms they are “authorized” to
send a packet in this manner.

Platypous proposed a work in [18] that is an extension of
[17]: like in [17], it allows senders to add a stamp that
demonstrates they are “policy compliant.” In our solution,
senders are considered trusted. For this reason, our solution
protects senders against misbehaving forwarding nodes.
Nevertheless, our solution does not prevent solutions similar
to [17, 18]: both solutions can be used in parallel.

Other research that employs TEE, “Trusted Execution
Environment,” to attain similar goals. TEEs are hardware
modules that have been cryptographically validated to run a
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certain piece of code as intended. The work of [15], for
instance, builds secure routing protocols using Intel’s SGX.
Our solution does not require any specialized hardware, and
it is secured against forwarding nodes that do not execute
our protocol correctly: any protocol deviation will be de-
tected, and the corresponding packets will be discarded.

Wang et al. [19] employed a technique that is similar to
ours in terms of goals. It aims to protect SDN architecture by
recognizing and categorizing harmful network traffic. The
solution of [19], on the contrary, is less fine-grained than
ours: our approach does per-packet checks, whereas solution
in [19] performs per group of flows.

In Sasaki et al. [20], cryptographic proofs are also used to
try to secure SDN architectures. Their approach, in par-
ticular, encrypts each packet and attaches a cryptographic
proof to it, which can then be used to verify that it followed
the correct path. The key difference between solution in [20]
and our method is that, in [20], the verification process is
handled by the SDN controller, whereas our solution’s
verification process is handled by the packet receiver. Re-
ceivers are unable to employ the technique in [20] because it
requires the verifying entity to disclose a secret with the
intermediate switches, which has security and scalability
issues (since every possible receiver should share a secret
with the corresponding switches). In our system, senders
and recipients are not obligated to expose any secrets to
anyone.

The authors in [21] stated that, Alibi routing adopts per-
packet cryptographic proofs to protect the routing process.
Nonetheless, their approach is used to establish that a packet
did not cross a certain area, whereas our technique is used to
verify that a packet followed a specific path.

5. Conclusions

In this study, we presented a solution used for securing
source routing forwarding in SDN networks. Our solution
allows senders to create and attach in transmitted packets a
cryptographic authenticator that “authorized” SDN switches
can modify predictably. Based on the final value of the
authenticator, a recipient can determine whether or not a
packet has been forwarded through the appropriate path.
Our authenticators are of constant size, no matter the length
of the path. Additionally, they can be created and verified
using information that is already available using the un-
derlay routing protocol. Forwarding an authenticator using
our solution requires less than 5 ms. Although this is not a
significant overhead, it prevents data transmission at line
speed. Nevertheless, pairing-based cryptography is a very
active research area where hardware-assisted implementa-
tion can be anticipated.

Future work in this area involves solutions for handling
mobility. In particular, we will investigate solutions that will
handle both recipient mobility, as well as dynamic networks.
Furthermore, we will investigate various optimizations, such
as not requiring all switches to perform authenticator ver-
ification, or not, including an authenticator in all packets of
the same flow. Towards this direction, we will examine
security-performance tradeoffs.
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