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KEYWORDS Abstract Image watermarking commonly involves singular value decomposition (SVD) because of

its simplicity and minimal effect on image quality. However, SVD-based image watermarking schemes
Image watermark; suffer from some drawbacks such as the false positive problem (FPP), and an undesirable trade-off
Integer wavelet transform; between vital properties such as imperceptibility, embedding capacity, and robustness. To address
IWT; these drawbacks, we improve upon the SVD-based color image watermarking by incorporating inte-
Singular value decomposi- ger wavelet transform (IWT) and chaotic maps. A grayscale image watermark is decomposed into
tion SVD eight gray levels (bit-planes) before being encrypted and re-ordered by a chaotic sequence. Each
encrypted bit-plane is inserted into singular values of the sub-bands of a host image. The embedding
process is controlled by chaos-based multiple scaling factors (MSF) which are updated in each embed-
ded bit-plane. The resulting values are involved in generating a hash value at the end of the embedding
processes. The hash value is used to overcome FPP issues and improves security. Our findings illus-
trate the proposed scheme’s robustness, security, imperceptibility, and capacity. It also exhibits excel-
lent robustness against attacks and its performance surpasses a variety of existing schemes. In

addition, the proposed scheme is hypersensitive to even the slightest secret key variations.
© 2021 THE AUTHORS. Published by Elsevier BV on behalf of Faculty of Engineering, Alexandria
University. This is an open access article under the CC BY-NC-ND license (http://creativecommons.org/
licenses/by-nc-nd/4.0/).

Chaotic map;

1. Introduction

With the evolution of technology and data exchange, there are
more digital products around the world. The demand for data
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protection from illegal copying, editing, distribution, and inte-
gration problems has greatly increased. Watermarking schemes
are designed to protect property and copying rights of digital
products. Digital watermarking embeds or hides special data
for the purpose of providing copyright protection for digital
media. Digital watermarking schemes commonly have two main
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processes, which are embedding and extraction. The embedding
process inserts watermark information in the host digital work
such as images, audio, video, code, database, and text. The pro-
cess can be done using hiding techniques or visual techniques.
To protect ownership and copyright, most digital watermarking
schemes use hiding technologies. On the other hand, the extrac-
tion process is focused on the recovery of the embedded infor-
mation. Generally speaking, digital watermarking has been
used in various applications such as content identification and
authentication, fingerprinting, and media file archives [1].

There are two main groups of digital image watermarking
schemes: visible and invisible. Visible watermarking schemes
embed logos or labels into images that owners want to claim
ownership of. Since an image is represented as digital numbers
stored as a matrix, it is easy to attack the scheme by removing
the inserted information [2]. On the other hand, invisible
watermarking schemes have invisible watermarks and are
widely used in many applications because the human visual
system (HVS) cannot detect and perceive the embedded water-
mark. Watermarks in invisible methods can be embedded in
unknown areas of a host image. All invisible watermarks need
to achieve three requirements: robustness, imperceptibility,
and security. Robustness refers to the ability to extract ab
embedded image from within a watermarked image even when
subjected to extreme distortions caused by well-known attacks.
The host and watermarked images will have no observable dif-
ference. It is also very difficult to discern a particular location,
content or to find certain patterns in a watermarked image
resulting from the embedding process [3]. Lastly, security
refers to the protection of an embedded watermark from mali-
cious adversaries [4,5].

Embedding invisible watermarks can be performed either in
the spatial or frequency domain. Spatial invisible watermarks
involve modifying the least significant bits (LSB) of 8-bit
grayscale pixels. One or two bits of the LSB are modified using
watermark information, leading to minimal differences
between the host and watermarked images. Spatial invisible
watermarks have low computational complexity [6]. However,
the embedded watermark is easily extracted or destroyed. The
embedding capacity of these schemes is limited and their
imperceptibility is controlled by the number of bits that are
used for embedding. The frequency domain involves the use
of transform methods [7-9]. Discrete cosine transform
(DCT) [10], discrete Fourier transform (DFT) [11], discrete
wavelet transform (DWT) [12-14], integer wavelet transform
(IWT) [15,16] and singular value decomposition (SVD)
[17,15,18-22] are transform methods commonly used in digital
image watermarking. A host image can be transformed into
frequency coefficients from the spatial domain. A watermark
can then be inserted into the host by altering these frequency
coefficients. Invisible frequency-based watermarks are resistant
to attacks but under perform when it comes to imperceptibil-
ity. In order to fulfil imperceptibility and robustness require-
ments, combining more than one transformation method in
invisible frequency watermarks has been wused [23-26].
Although invisible frequency watermarks are able to resist a
myriad of attacks, the imperceptibility requirement limits the
embedding capacity. Since the frequency domain watermarks
degrade markedly when a large watermark is embedded,
hybrid transform methods involving DWT, SVD, DCT and/
or IWT have been used to enhance image invisible frequency
watermarks [15,27-33].

The rest of this paper is structured as follows: Section 2
introduces a related work, Section 3, provides a brief introduc-
tion to SVD, IWT, and chaotic maps. Section 4 then provides
details of the proposed scheme which is experimentally evalu-
ated in Section 5. Finally, closing remarks of the paper are
available in Section 6.

2. Related work

SVD transform numerically decomposes a digital grayscale
image into three matrices, and these matrices hold the digital
image content as frequency coefficients. SVD has seen applica-
tions in various image watermarking schemes, notably hybrid
schemes, as it simplifies the embedding process and is highly
stable. Generally, SVD-based watermarking schemes have dif-
ferent embedding processes. They can either embed a water-
mark image directly or indirectly. In the direct process, a
host image is decomposed into three matrices (Uy Sy and
V). The Uy and Vy matrices are called singular vectors which
hold structural contents and are extremely sensitive to minor
changes whereas the Sy matrix describes the luminescence of
a digital image and consists of singular values. These singular
values are commonly used to host watermarks, whereby water-
mark images are embedded directly under the control of scal-
ing factors to achieve an optimal trade-off between
watermarking requirements [34]. The embedding stage will
generate what we refer to as side information, later used for
the successful recovery of the embedded image [35]. On the
other hand, the indirect embedding method involves decom-
posing the watermark image before embedding the water-
mark’s singular values, Sy into the host image’s singular
values, Sy [36,19]. Watermark extraction requires the singular
vectors, Uy, and Vy (side information).

Unfortunately, when the singular values of Sy are used in
the embedding process, the false positive problem (FPP)
occurs. FPP has three attacks that allow the extraction of fake
watermarks by utilizing side information. When an adversary
extracts a fake watermark, then he/she claims rightful owner-
ship of the watermarked image (previously host image) [28].
Researchers have introduced several solutions as a means to
prevent FPP and other security-related issues. These solutions
include the use of hash functions [37], symmetric-key ciphers
[36], digital signatures [38], and embedding techniques such
as principle component [39,40] and singular vector embedding
[15]. All these solutions have successfully achieved a good
trade-off between robustness and imperceptibility, two vital
watermarking requirements. However, some of the drawbacks
of these SVD-based schemes still need to be improved. These
drawbacks can be summarized as follows:

e The use of side information as the extraction key still leads
to various types of FPP attacks [41,34,42].

e Additional authentication processes based on embedding
digital signatures incur computational overhead and are
susceptible to different distortions caused by well-known
attacks [43,34,44,38,37].

e As the embedded singular vectors, Uy or V' contain major
structural information of the watermark image, they are
weak against geometrical and non-geometrical attacks.
Minor distortions can adversely affect the extracted image
[15,39,40].
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e When chaos-based encryption methods are used as a solu-
tion, the underlying weaknesses of the chaotic map (e.g.
logistic or Arnold transforms) can lead to security issues
such as limited keyspace or parameter estimation attacks
[45-48].

To obtain desirable trade-offs between robustness and
imperceptibility, researchers have used optimization algo-
rithms to identify optimal scale factors. The scale factor is used
to control the embedding process through multiplication with
the embedded watermark or SVD coefficients. Two types of
scale factors have been used, the single scaling factor (SFF)
and multiple scaling factors (MSF). MSF is shown to be better
than SSF in various watermarking schemes, which achieve the
desired results of robustness and imperceptibility
[17,15,20,30,21,49]. Larger MSF parameters can lead to high
robustness and lower imperceptibility whereas small MSF
parameters can lead to lower robustness and higher impercep-
tibility. Thus, the goal of optimization search algorithms is to
find optimal MSF parameters by changing MSF parameters
and comparing them with experimental results (statistical tests)
in each iteration. After multiple iterations, optimal MSF
parameters with a perfect trade-off can be obtained. Several
optimization search algorithms have been employed to find
the optimal MSF parameters which include genetic algorithms
(GA) [49], particle swarm optimization (PSO)[17], multi-
objective ant colony optimization (MOACO) [15] and differen-
tial evolution (DE) [20,30,21]. However, SVD watermarking
based on optimization algorithms have several drawbacks
which can be summarized as follows:

e Using optimization search algorithms is computationally
expensive as they require multiple iterations to obtain opti-
mal MSF parameters [17,20].

e Optimal MSF parameters are specific to a particular water-
marking scheme and cannot be generalized to others
[15,50].

e Optimal MSF parameters must be stored in their entirety
for successful watermark extraction [49,51].

e Results will vary based on which algorithm has been used
for optimization [51,52].

To overcome the drawbacks of existing schemes, we pro-
pose a new hybrid SVD-based image watermarking scheme.
First, we apply IWT to the host color image. This generates
12 sub-bands from three RGB channels. The watermark grays-
cale image is decomposed into eight bit-planes. A secret key is
used to generate chaotic variables, which are used to generate a
chaotic sequence. The bit-planes and sub-bands are encrypted
and scrambled by the chaotic sequence. The MSF parameters
are produced in an efficient manner using chaotic maps rather
than optimization algorithms to manage the embedding level.
We then apply SVD on the first eight sub-bands and the cor-
responding bit-plane is embedded into the singular values of
S;. In each bit plane, MSF parameters are updated for the next
embedding process. Upon completion of the embedding pro-
cess, a hash value is generated by comparing previously
MSF parameters and S¥". The generated hash value can be
stored by a trusted third party to protect the host image.
The hash value is used during the extraction process to
perform authentication, thus addressing FPP issues. One of
the goals of the proposed watermarking scheme is to achieve

a balanced trade-off between vital watermarking requirements
such as imperceptibility, robustness, capacity, and security..
Apart from being highly resistant to attacks, the proposed
scheme also supports various MSF parameters and is hyper-
sensitive to secret key changes.

3. Preliminaries

3.1. Singular Value Decomposition (SVD)

In linear algebra, SVD is a numerical decomposition method
that separates an orthogonal matrix into independent matrices
with their own energy input [39]. A digital image is represented
as a matrix, H of size M x N. SVD can be used to decompose
the image as follows

SVD(H) = UySyVy = Uy x Sy X V,T,, (1)
Uy Ui oo UIN || S1 0 0
U Upp -+ UN 0 s - 0
Upyy Upmp 0 UMN 0 0 o SMN (2)
V1,1 Vig - VIN
Va1 Voo ot NN

X

VM1 Vm2 " VMN

where Uy and V' are orthogonal matrices of R”. The left and
right matrices refer to the singular vectors which hold the
major structural information of a digital image whereas Sy
refers to the singular values. These non-negative singular val-
ues, ordered in a descending manner, are stored in a diagonal
matrix (Sy; > Sho > ... > Syu). The superscript T refers to
the transposed matrix.

Due to their desirable properties, SVD-based methods are
commonly applied to watermarking schemes to fulfill water-
marking requirements and for ease of use. SVD-based image
watermarking schemes have the following core advantages:

e The image’s singular values S are stable. S values are not
altered significantly when a small distortion is applied to
the S values or an image.

e Matrix dimensions can either be square or rectangular when
decomposed using SVD.

e The singular values represent the luminance of a digital
image layer, whereas the image’s geometric content is repre-
sented by a pair of singular vectors.

e Animage and its rotations (either vertically or horizontally)
contain a similar amount of non-zero singular values.

3.2. Integer Wavelet Transform (IWT)

The lifting wavelet transform (LWT) was proposed to provide
the basic structure for the adaptive wavelets. A classical lifting
scheme consists of three basic components: splitting, predict-
ing, and updating. LWT is used in applications such as image
compression and image watermarking. Classical LWT
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operates on floating-point values. As many applications oper-
ate mainly on integers, converting between integers and
floating-point values can cause recovery errors due to
rounding-off errors. Lifting schemes can also convert integer
inputs to integer wavelet transform (IWT) to eliminate such
errors. IWT is reversible, so it can be used to prevent recovery
errors. IWT can be easily applied to digital images because pix-
els can inherently be represented by 8-bit integers. Fig. 1 the
four sub-bands generated from a single IWT level of the Lena
image. The LL has a major image content and is an approxi-
mation image, where the LH, HL, and HH high-frequency
sub-bands store image details in three directions (horizontal,
vertical, and diagonal).

3.3. Chaotic map

Chaos maps have features that make them appealing for many
applications such as cryptography and watermarking [53]. A
chaos map is a nonlinear dynamical system that can be iterated
many times to generate random data sequences with various
dimensions [54.55]. Attractive chaotic features include unpre-
dictability, random-like behavior, complexity, dense orbits,
and nonlinearity [48]. A chaos map can be one-dimensional
(1D) or multi-dimensional (MD). A 1D chaotic map has a sin-
gle system variable and at least one control parameter in its
mathematical definition. All chaotic sequences are produced
by iterating the chaotic map starting from the initial system
variable (initial condition), with each iteration leading to a
new value or a new chaotic point. Each chaotic point is con-
fined to a fixed phase space which varies depending on the
map. The initial condition(s) and control parameter(s) are
known as the chaotic variables, and the data sequences are also
known as the chaotic points. Chaotic maps are known to be
highly sensitive to minute variable changes, which lead to dif-
ferent sets of chaotic points being generated [47]. In this paper,
simple 1D chaotic maps are used to minimize computational
overhead.

In this paper, we use the enhanced logistic and sine chaotic
maps that were developed in [56]. The enhanced chaotic maps
overcome security issues such as limited chaotic parameter
range, short cycle length, and low complexity. The resulting
enhanced chaotic maps show better chaotic behaviors com-
pared to classical chaotic maps. The enhanced chaotic maps
can be defined as

Lena Image

Fig. 1

Xpe1 =07 X X, x (1 =71 x x,) +r—1)m0d1 (3)

n

Ve =(r2 x sin(m X ry X y,) +;—2)m0d1 4)

n

where x, and y, are chaotic system variables with a phase
space of (0,1), and r; and r, are control parameters with a
chaotic range of (0,00). The enhanced logistic and sine maps
are referred to as logistic-G and sine-G respectively.

Chaotic behaviors can be analyzed from a number of view-
points to illustrate the strength of the enhanced chaotic maps.
The bifurcation diagrams depict the relationship between con-
trol parameter values and the resulting chaotic points. The
bifurcation diagrams of logistic-G and sine-G are shown in
Figs. 2 and 3 respectively. The blue shaded region indicates
the presence of chaotic behavior within the phase space. A
fully shaded region implies that the enhanced chaotic maps
have a wide chaotic range. To quantify this chaotic behavior,
the Lyapunov exponent can be calculated. Positive values indi-
cate the presence of chaotic behavior which is proportionate to
how large the values are. In Fig. 4, The large positive Lya-
punov exponent implies hypersensitivity and rapid divergence
between chaotic points. Another indicator of chaotic behavior
is fuzzy entropy, which calculates the complexity of a chaotic
system. A higher value is desirable because it implies high com-
plexity. Fig. 5 shows that the fuzzy entropy for both enhanced
chaotic maps is large for the full range of control parameters.
Due to these desirable properties, the enhanced chaotic maps
were employed to design the proposed watermarking scheme.

4. Proposed scheme

The proposed scheme can be divided into three main phases
which include generating the key, embedding, and extracting
the watermark. In the first phase, chaotic variables that will
be used to iterate chaotic maps are generated from the secret
key. The chaotic points are used to create MSF parameters,
selecting sub-bands and bit-planes of the host and watermark
images. In the embedding and extraction phases, the image
watermark is decomposed into eight gray levels and we embed
each level into one of the sub-bands of the host color image. 12
sub-bands are generated from a color image after applying
IWT transform and we select eight sub-bands for the embed-
ding and extraction phases based on the chaotic points.

LL sub-band

LH sub-band

HL sub-band HH sub-band

IWT sub-bands of Lena.
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Fig. 2 Bifurcation diagram of the logistic-G map.

Fig. 3  Bifurcation diagram of the sine-G map.
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Fig. 4 Lyapunov exponent of the logistic-G and sine-G maps.
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Fig. 5 Fuzzy entropy of the logistic-G and sine-G maps.

The proposed scheme take uses both IWT and chaotic
maps in its design. IWT receives integer inputs and transforms
them into frequency values that are also integers. As digital
images consist of pixels that can be naturally represented as

Fig. 6 illustrates the general steps involved in the proposed
scheme whereas Figs. 7 and 8 depicts the embedding and
extraction phases respectively, all of which will be detailed in
the following subsections.
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Fig. 6 The flowchart of the proposed scheme (a) Embedding, (b) Extraction.
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Fig. 7 Embedding process of the proposed scheme.

8-bit integers, IWT is a better option than DWT for transform-
ing a digital image into the frequency domain. As for the
inverse transform, round-off errors are removed in IWT,
which makes the transformation more accurate than DWT.
Chaotic maps contribute to the randomness and nonlinearity
of the proposed scheme, providing multiple layers of security
to the proposed scheme by producing random MSF parame-
ters, scrambling sub-bands and bit-planes, and encrypting
bit-planes of the watermark image. Thus, chaotic maps play
a major role in the overall performance and security of the pro-
posed scheme.

4.1. Key generation

Symmetric-key encryption algorithms rely on randomly gener-
ated secret keys to protect the confidentiality of sensitive infor-
mation. A 128-bit secret key is a minimum requirement to
resist an exhaustive key search. Also, the encryption algorithm
itself must depict a high sensitivity to its encryption key [57].
The proposed scheme uses its secret key to generate chaotic
variables for the chaotic maps (logistic-G and sine-G). The
128-bit secret key is converted into chaotic maps parameters
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Fig. 8 Extraction process of the proposed scheme.

and initial conditions by using simple mathematical opera-
tions. We then iterate the maps to generate a matrix 4 which
controls the embedding process. The entire key generation pro-
cess includes the following steps:

1. A secret key of 128-bits (key,,,) is first selected.
2. The initial conditions x, and y,, and system parameters 7,
and r, are calculated based on key,,, as

Xo = keybiits(l) , (5)
p
104 ;
key,.
o= (Z;” + xo> modl, ©)
i=53
8
ke
= (Z keyy, (i) x 2"+ Z ;b";“ + y()) mod10
i1 i=25
+ 10, (7)
i keyb 2129 l+ Z keyblts mod10 + 107
=121 " & 2 I
(8)
X0 = (xg + r2)modl. 9)

3. The initial values for logistic-G and sine-G are {xq,r;} and
{9, 2} respectively. In total, the maps undergo % x ¥ itera-
tions, and their resulting chaotic sequences are stored in
two matrices X and Y which both have the same dimension
of M« ¥ These intermediary matrices are used to derive a

ﬁnal chaot1c matrix, A as

N
2

((X(i,j) + Y(i,))) x 2"¥mod1), (10)

A=

1=

i

1

where i and j denote the rows and columns respectively,
while X(i,7) and Y(i,j) are the individual components of
the X and Y matrices respectively.

Upon completion of the entire process, 4 will be made up
of random numbers, r € (0,1). Even a slight modification to
the secret key will produce a matrix that differs entirely. This
is caused by the sensitivity of the enhanced chaotic maps to
parameter changes. A secret key of 128 bits is required to

ensure that the keyspace is sufficiently large to overcome brute
force attacks. To further expand the key size, the inclusion of
more parameters or equations in Step 2 is required. For now,
each equation only uses up to 52 bits of the secret key, which is
the number of mantissa bits of the double-precision IEEE
Standard 754 Floating-Point Numbers.

4.2. Watermark embedding

The embedding process is a simple one that does not need
additional transformation methods. It can be summarized as

follows:

1. The watermark image is decomposed into eight matrices
W 12345678, Which are based on the 8-bit gray levels (bit-
planes). Each plane consists of binary values stored
within a matrix that has the same dimensions as the orig-
inal watermark image.

2. Apply IWT transform on the host color image and each
channel is decomposed into four sub-bands, leading to a
total of 12 sub-bands.

3. The chaotic points are then generated and stored in a
matrix 4 has the same dimension as the watermark
image, ¥ x ¥. The MSF o, is generated as

= (4 x 7°Ymod C + 0.0001, (11)

where C is a scale value with a fixed range and the con-
stant 77 is used to amplify the effect of each value in A.
Any other arbitrarily large constant can be used as well.
In addition, the constant 0.0001 is used to avoid zero
values.

4. The A matrix is converted into a binary matrix f as

B = dec((A x 7°)mod 2), (12)

where dec is a mathematical function that extracts the
decimal portion of a fraction.

5. XOR p with the eight bit-planes to encrypt the water-
mark image.

6. The 8-values and 12-values of A are selected separately
and sorted in ascending order as follows



5720

W.H. Alshoura et al.

(X, Ix] =sort(A(112,1 : 8)) (13)
[Y, Iy] =sort(A4(20,1 : 12))

where Iy and Iy are the index numbers of the values after
sorting. E.g. if the number 5 was in position 6 and was
sorted to position 1, the first value in Iy is 6. 112 and
20 refer to the row numbers of 4 which were selected
arbitrarily. Users can select other rows without any detri-
mental effect on the overall scheme.

7. Select the bit-planes and sub-bands corresponding to the
eight values stored in Iy and Iy. E.g. if the first values are
Iy = 1and Iy = 6, we embed them into the first bit-plane
and the sixth sub-band of Gy;.

8. We apply SVD to the selected sub-band P;

SVD(P;) = Up, x Sp, x V}, (14)
9. We embed values from the matrix W; into Sp,. The
embedding process is defined as

S = S, + (W) -, (15)

where - denotes a dot product operation while «; refers to
the scaling factor.
10. The S5 values are then compared with o; as

1 S’;,‘;"" < o
0 Otherwise

Comp = { (16)
where Comp is a matrix with the same size as «. The sum-
mation of Comp;, is calculated and then use to design the
next o, as follows

o; = (A x sum(Comp))mod C + 0.0001 (17)
11. We obtain the modified P sub-band through
inverse SVD as

PP = Up, x SE x Uy, (18)

12. Steps 6 to 9 are repeated to embed the eight bit-planes of
the watermark into the eight sub-bands of the host color
image. In each sub-band and bit-plane, the o; values are
dynamically generated based on the previous o, ; and
Sp" values. This helps to protect the bit-planes against
other attacks and binds the proposed scheme together.
In the event that an attacker can extract one of the bit-
planes, it will be difficult to extract the remaining bit-
planes.

13. All Comp, values are concatenated and used as the hash
value of Sp™. When the owner of an image extracts the
watermark, the embedded hash value Hashy is compared
to the extracted hash value to determine the validity of
the extracted watermark. The hash value can be kept
by a TTP and another version can be kept by the owner
for security against FPP attacks.

14. We apply an inverse IWT by using P/°“/“* and the
remaining four sub-bands excluded from the embedding
process to produce the final watermarked image, H" .

15. To extract the watermark, we require Hashg, C and S’;,fw as
the side information in addition to key,,, as the secret key.

In total, there are three decomposition operations performed
in the proposed scheme. For colored host images, we apply one
level of IWT and get 12 sub-bands. For watermark images, we
decompose the gray image into 8 bit-planes. The final decompo-
sition is the SVD process for the 8 sub-bands. All of the decom-

position operations consist of one level of IWT composition,
which allows us to obtain 12 sub-bands from the host image
and to prevent embedding into the spatial domain of the host
image. For the watermark image, we extract the 8 bit-planes
to embed each individual bit, one at a time, rather than larger
blocks of 8 bits. This method embeds approximately 50% of
the overall watermark image size because only toggled bits
(1s) are embedded into the host image, and not 0s. By relying
on SVD decomposition, the proposed scheme benefits from all
its previously discussed advantages (Section 3.1). Finally, one
level of decomposition allows the embedding of different bit-
planes into different sub-bands with fewer calculations and
reduced errors from high-level decompositions.

4.3. Watermark extraction

Watermark extraction begins by first extracting the eight bit-
planes from the watermarked image H". These extracted eight
bit-planes are used to construct the watermark image. The
extracted hash value Hashj is compared with the extracted hash
value Hashy to confirm that the extracted watermark is correct.
The steps involved in the extraction process are as follows:

1. One-level of IWT is applied to the watermarked image,
H" (that may have distortions due to attacks) to pro-
duce the 12 sub-bands (each color channel has four
sub-bands P/").

2. We then use the secret key to generate chaotic variables
which are then used to generate chaotic points based on
the same steps in SubSection 4. The resulting matrix A4 is
then used to complete the extraction steps. «; with size
Y x4 is generated by

a = (4 x 7*)mod C + 0.0001 (19)
3. Two indices (I and [y) are generated by sorting values
of 4 (Eq. 13).
4. Further decompose P/ using SVD
SVD(P[W) = Upw X SP:W X VP:W (20)

5. Obtain W& hy computing
sz'xrmcted _ (Snpz:n _ SPW) -0, (21)

where S is obtained from the side information.

6. The S, is compared with «; to generate the Comp
matrix based on Eq. 16.

7. The summation of Comp is calculated and used to gener-
ate the next o, based on Eq. 17.

8. The steps (4 to 7) are repeated for the eight rounds and
whxiracted yalues are obtained.

9. Sort the gray levels of W& hack to its natural order

Extracted
W1,2.3,4,5,6.778'

10. Decrypt W15544, ;s by XOR-ing with f§ that has been
generated via Eq. 12.

11. 8-bit values from these extracted bit-planes are mapped
to individual image pixels. This is performed based on
Algorithm 1

The hash value of the extracted watermark, Hashgy and
Hashy are compared to confirm ownership of the watermark
image.
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Algorithm 1. Final calculation of the watermark

Extracted

Data: Extracted bit-planes

12:3,4,5,6,7,8°

M,N

Result: WEracted wwhere is the extracted watermark image

1 WExtracted=zeros(M,N);
2 fori=11t08do
3 for j=1to M do

4 for k=1 fo N d,

s if WAL~ — o then

6 WExtracted ( j/ k) — WE.Xtmcf@d ( j, k) + WEX/)-{I( /ed(‘ j, k) x 20~ ];
7 else

8 W/I_Exlrac/ed ( j/ k)zl;

9 _ - WExlmcled(. ]‘, k) — WExlr'az‘ted(. ]‘, k) + W‘Ex/racled(. ]', k) X 2i—l;

4.4. Key management

The hash value Hashg is kept by a trusted third party (TTP)
[24,58-61]. The secret key and side information of the pro-
posed scheme does not need to be kept by the TTP because
Hashg is sufficient to confirm one’s ownership of the water-
marked image. The hash value is essentially a randomly gener-
ated value based on the chaotic points (secret key), the
watermark’s bit-plane values, and the singular values of the
host image’s sub-bands. Without the TTP, any adversary can
stake a claim to the watermarked image. To overcome this
problem, the TTP plays an important role to map each image
to its hash value. [24,59].

4.5. Discussion

Our watermarking scheme combines IWT, SVD, and chaotic
maps to fulfill various watermarking requirements. The pro-
posed scheme has other advantages that include:

e The secret key, key,,, is used to generate the MSF values
and select sub-bands and bit-planes that will be used for
embedding. The overall security of the proposed scheme is
enhanced as it is near-impossible for an adversary to suc-
cessfully extract the watermark without the secret key.

e The watermark image is decomposed into the eight bit-
planes that contain binary values. The imperceptibility
and robustness trade-off depends on the 1Is in the matrices
because the Os do not have an impact on the embedding
process. Rather than embedding MSF values into pixel val-
ues, they are embedded into the host image. Thus, 1s do not
affect the MSF values. This allows the proposed scheme to
resist attacks that introduce distortions. Also, the proposed
scheme has high imperceptibility even though the embed-
ding is conducted on eight sub-bands and some of them
are the LL sub-band.

In the extraction process, fractions are converted to 1s

because any multiplication operations involving 1s will

ensure the resulting value remains unaffected. Therefore,
our watermarking scheme depicts robustness against well-
known attacks.

e o; is dynamically updated based on the chaotic map and the
singular values of the sub-bands of the host color image.
Therefore, extracting the watermark image without knowl-
edge of the chaotic points and summation of Comp is

difficult. Different o; values make the proposed scheme
secure against attacks and achieve an optimal trade-off
between the various watermarking requirements without
the need for optimization algorithms.

e By employing the matrices of the bit-planes in the embed-
ding process, the overall scheme can support a larger pay-
load (higher capacity).

e FPP issues are tackled by the hash value verification process
after the extraction phase. Furthermore, the secret key can
protect the watermark image against FPP attacks as it is
involved in generating the hash value.

e Chaotic points are used to scramble the 12 sub-bands and
eight bit-planes. Changing the chaotic points lead to a
change in the sorting of the sub-bands and bit-planes. Fur-
thermore, the encryption of the bit-planes using the chaotic
points helps secure the watermark and withstand other
attacks.

e Watermark images with a dimension of ¥ x % can be
embedded by the proposed scheme. To support smaller
watermarks, pixels can be duplicated and embedded into
other sub-bands, leading to enhanced robustness and
capacity.

5. Experimental results and analysis

In the following experiments, five color images are used as the
host images (Lena, Peppers, Baboon, Splash, and Airplane (F-
16)). These images have a dimension of 512 x 512 pixels to
facilitate a fair comparison with other image watermarking
schemes. The Cameraman image (with a dimension of
256 x 256) was selected as the watermark. These digital images
were selected as they are commonly used in many other exist-
ing schemes. The host and watermark images are as shown in
Fig. 9. All the following experiments and the proposed scheme
are coded on MATLAB 2012b and executed on a 64-bit pro-
cessor and 6 GB RAM. In the proposed scheme, IWT trans-
forms the host color image into 12 sub-bands by relying on
the Haar wavelet. IWT allows us to use integers without
round-off errors, leading to improved image resolution. After
carrying out the IWT transform on the host image, the water-
mark image is decomposed into eight bit-plans that are embed-
ded into the singular values of the different sub-band. As
previously mentioned, the MSFs are computed based on chao-
tic maps and C scale parameters.
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Fig. 9 Host images (a) Lena, (b) Peppers, (c) Baboon, (d) Splash, (e) Airplane (F-16) , (f) the watermark image, Cameraman.

5.1. Imperceptibility and robustness analysis

To assess the imperceptibility and robustness of our
watermarking scheme, we calculate the peak-signal-to-noise
ratio (PSNR) and normalized correlation (NC) respectively.
PSNR is calculated as

max(H(i. )’

PSNR = 10log, [ VISE , (22)

where max(H(i,j)) refers to the host image’s largest pixel
value. The mean square error (MSE) between the host image,
H and the watermarked image, H" is defined as

R ! TT VP
MSE = g DY () — B (23)
where M and N denote the image’s rows and columns. Having
a high PSNR value implies a minimal difference H and H" .
PSNR is calculated for the host image’s three color channels
and compared to each other. On the other hand, NC measures
the difference between an extracted watermark W& "eed and
the original watermark, . NC is calculated as

ZZ[W(I'J) — ][R ) — ]

i=1 j=1

NC( W, WExtrat‘ted) _
M N

SN W) -l

=1 j=1

M N 2
« ZZ[WEX[MC[ed(i7j) — 'uz] s

=1 j=1
(24)

where g1, and p, are the mean values of W and WE "« regpec-

tively. NC =~ 1 implies that both original and extracted water-
mark images are very similar whereas if NC = 1, both images
are identical.

To study the imperceptibility, PSNR is calculated for the
five host color images underline different MSF intervals, the

results of which are tabulated in Table 1. We can observe that
the proposed scheme can embed the watermark image with
high PSNR values for various MSF intervals because the bit-
planes are used in the embedding process and have a low effect
on the digital image. Small or large MSF intervals minimally
affect the PSNR values. Thus, the proposed embedding strat-
egy does not require the use of any optimization algorithms to
identify optimal MSF values. Next, a watermarking scheme is
considered robust if the extracted watermark is nearly identical
to the original under various adverse conditions. Table 2 con-
tains the proposed scheme’s NC results based on various MSF
intervals. The NC values depict the scheme’s high robustness
and flexibility. Results show that the watermark can be suc-
cessfully extracted by the proposed watermarking scheme
regardless of the size of the MSF intervals, with NC values that
are close to 1.

Next, we calculate the NC values for the Lena and Peppers
host color images under geometrical and non-geometrical
attacks. These NC values are compared to another existing
scheme in Tables 3 and 4. Also, five MSF intervals were used
in this experiment to study the robustness based on two factors
(different attacks and different MSF parameters). We used 15
various geometrical and non-geometrical modifications
(distortions or attacks) on the color watermarked images.
The attacks are performed on the three channels (R, G, and
B) before extracting the embedded watermark. As shown in
both tables, the proposed scheme can successfully extract the
embedded watermark images with high NC values in the pres-
ence of distortions regardless of the MSF intervals. The NC
values are near-ideal for all the different attacks because the
embedding is done based on the bit-planes. As each plane con-
sists of 1s and Os, close to half of the plane values do not have
any effect on the embedding process. Furthermore, the sub-
bands for the embedding process were selected randomly based
on the chaotic points and some of them may be LL sub-bands
that are robust against attacks.

For watermarking schemes where optimization algorithms
are used, the MSF parameters are generated after multiple iter-
ations based on a fitness function. Many iterations are
required to achieve a desirable trade-off. In this scheme, the
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MSF parameters are generated by chaotic maps which are ran-
dom and more efficient. The MSF parameters are also depen-
dent on the secret key and do not need to be stored as side
information. In addition, this scheme generates eight MSF
matrices based on the chaotic matrix and Comp values gener-
ated while embedding into the bit-planes. Thus, the MSF
range can either be small or large values while still achieving
high imperceptibility and robustness against attacks. Apart
from having improved PSNR and NC results, the proposed
method of producing different MSF values is also more flexible
and faster than relying on optimization algorithms. Fig. 10
depicts the extracted watermark images obtained from water-
marked color images that have been subjected to attacks.
The results show that the watermarks were extracted success-
fully with minimal distortion.

The proposed scheme is compared to other existing schemes
in terms of imperceptibility and robustness using various host
color images. The PSNR imperceptibility values for the pro-
posed scheme and other schemes are listed in Table 5. Other
existing schemes [15,49] have PSNR values that are lower than
the proposed scheme, implying that the proposed scheme has
improved imperceptibility. Table 6 provides further impercep-
tibility comparisons between the proposed scheme and other
recently proposed schemes, showcasing that the proposed
scheme has higher quality when embedding 8 bit-planes into
the host image. This provides empirical evidence that the pro-
posed scheme has less distortion and an adversary cannot
extract information from the watermarked image.

In addition, Table 7 compares the NC robustness values for
various schemes under seven well-known attacks. The NC
results of the proposed scheme are near-ideal as compared to

PSNR(22.58%)

PSNR(18.81%)
A

Cropping (Center,20) Cutting (10 Rows)

PSNR(10. 58%) PSNR(8.81%)

Rotating (110)

shift (30)

PSNR(23.02% PSNR(36.47%
I NC(O 99707) NC(0.99709)

Gamma Correctlon
(0.8)

Wiener Filter (3, 3)

PSNR(43.62%)

Speckle Nosie (0.3)

Gaussian (0.9)

PSNR(10.14%)

Shearing (1,0.2)

PSNR(ZB 02%)

Scaling (0.25,4)

PSNR(18.55%)

I% & |

Histogram Equalization

PSNR(34.72%)

NC(0.99704)

Jpeg Compression (30)

the other schemes, which indicates successful watermark
extraction with minimal distortions. This can be attributed
to how the proposed scheme performs watermark extraction
using bit-planes (which contain either fractional or zero values)
rather than frequency coefficients or the pixel values that
decrease the precision of the recovered pixels.

Table 8 shows the NC values for three critical attacks (Salt
and pepper, Gaussian noise, and Speckle noise). The NC
results of the proposed scheme outperform the other existing
schemes, and the embedded watermark can be extracted with
lower distortions. This is due to how the bit-planes of the
watermark image are embedded into the singular values of
the different sub-bands of the host color image rather than
centralized embedding into only one sub-band. In addition,
recovering 1 or 0 values is more efficient than fractions or inte-
gers. Tables 9-13 illustrate some of the attacks with different
types of noise and densities. Two existing schemes [62,34] are
used for comparison. Results show that the proposed scheme
has excellent NC values under different noise density levels
as compared to the two prior schemes.

5.2. FPP analysis

The proposed scheme is suitable for the copyright protection
of digital images because it can overcome FPP issues by com-
paring extracted hash values with the ones stored by a TTP. In
addition to side information such as C and S’,’,i”', the secret key
key,;, 1s also used to embed and extract the watermark. In
other existing schemes, side information plays a bigger role
during extraction as compared to the secret key, making these
schemes susceptible to other attacks and modifications. The

PSNR(11.15%)

Fl NC(0.99704)

Translating (20,20)

PSNR(34.90%)

NC(0.99710)

Median Filter(3,3)

PSNR(10.36%)
NC(0.99702)

Salt and Peppers Nosie
(0.3)

PSNR(55.33%)

NC(0.99701)

NC(0.99712)

No attack

Fig. 10 Watermarked image and extracted watermark against different attacks.
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Table 1 Imperceptibility (PSNR) results for different MSF parameters.

Test image RGB channel MSF

[0.0001 — 0.01] [0.0001 — 0.1] [0.0001 — 0.5] [0.0001 — 1] [0.0001 — 5]

Lena R 57.76 57.74 47.45 56.43 49.70

G 56.10 56.09 55.87 54.92 46.31

B 53.07 53.06 52.89 52.26 45.64

Peppers R 52.81 52.81 52.69 52.27 45.95

G 54.53 54.55 54.41 53.64 45.09

B 54.26 54.25 54.08 53.32 45.13

Baboon R 55.75 55.61 55.46 54.86 48.35

G 54.24 54.15 54.07 53.69 47.38

B 54.84 54.64 54.51 53.97 48.12

Splash R 58.89 58.84 58.49 57.39 50.47

G 54.84 54.77 54.65 53.93 45.34

B 55.64 55.45 55.20 54.42 47.65

Airplane (F-16) R 53.42 53.32 52.14 52.36 50.47

G 54.26 54.18 54.01 53.21 45.34

B 53.75 53.10 52.94 52.19 47.65

Table 2 Robustness (NC) results for various MSF parameters without attacks.

Test image CMSF

[0.0001 — 0.01] [0.0001 — 0.1] [0.0001 — 0.5] [0.0001 — 1] [0.0001 — 5]
Lena 0.99712 0.99717 0.99732 0.99734 0.99745
Peppers 0.99714 0.99742 0.99712 0.99788 0.99789
Baboon 0.99744 0.99799 0.99754 0.99761 0.99784
Splash 0.99762 0.99765 0.99779 0.99781 0.99784
Airplane (F-16) 0.99703 0.99769 0.99753 0.99767 0.99777

Table 3 Robustness (NC) results for different MSF parameters under different attacks on the Lena image.

Attacks MSF Ref.[15]
[0.0001 — 0.01] [0.0001 — 0.1] [0.0001 — 0.5] [0.0001 — 1] [0.0001 — 5]
Cropping (Center, 20) 0.99709 0.99713 0.99721 0.99713 0.99712 0.9200
Cutting (10 rows) 0.99703 0.99711 0.99712 0.99711 0.99711 0.9822
Shearing (1, 0.2) 0.99701 0.99711 0.99722 0.99721 0.99724 0.9018
Translating (20, 20) 0.99704 0.99714 0.99715 0.99721 0.99734 0.9380
Shifting (30) 0.99702 0.99715 0.99730 0.99729 0.99732 0.9907
Rotating (110) 0.99701 0.99707 0.99712 0.99712 0.99733 0.9479
Scaling (0.25, 4) 0.99705 0.99709 0.99714 0.99718 0.99721 0.9680
Median filter (3, 3) 0.99710 0.99705 0.99721 0.99724 0.99725 0.9974
Gamma Correction (0.8) 0.99707 0.99713 0.99724 0.99722 0.99724 0.9939
Wiener Filter (3, 3) 0.99709 0.99714 0.99721 0.99724 0.99734 0.9901
Histogram Equalization 0.99702 0.99112 0.99324 0.99244 0.99422 0.9311
Salt Peppers Noise (0.3) 0.99702 0.99709 0.99712 0.99731 0.99738 0.9353
Speckle Noise (0.3) 0.99702 0.98714 0.99721 0.99728 0.99731 0.9152
Gaussian Noise (0.3) 0.99704 0.99714 0.99715 0.99722 0.99723 0.9003

JPEG Compression (30) 0.99701 0.99708 0.99713 0.99721 0.99724 0.9930
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Table 4 Robustness (NC) results for different MSF parameters under different attacks on the Pepper image.
Attacks CMSF Ref.[15]
[0.0001 — 0.01] [0.0001 — 0.1] (0.0001 — 0.5] [0.0001 — 1] (0.0001 — 5]
Cropping (Center, 20) 0.99685 0.99694 0.99701 0.9714 0.99719 0.9340
Cutting (10 rows) 0.99654 0.99665 0.99701 0.99748 0.99749 0.9757
Shearing (1, 0.2) 0.99642 0.99665 0.99685 0.99715 0.99724 0.9130
Translating (20, 20) 0.99635 0.99624 0.99689 0.99714 0.99745 0.9470
Shifting (30) 0.99689 0.99692 0.99714 0.99722 0.99729 0.9910
Rotating (110) 0.99684 0.99703 0.99714 0.99735 0.99754 0.9507
Scaling (0.25, 4) 0.99623 0.99654 0.99684 0.99704 0.99731 0.9720
Median filter (3, 3) 0.99664 0.99718 0.99718 0.99753 0.99771 0.9969
Gamma Correction (0.8) 0.99211 0.99315 0.99335 0.99121 0.99245 0.9956
Wiener Filter (3, 3) 0.99684 0.99692 0.99699 0.99701 0.99724 0.9892
Histogram Equalization 0.99621 0.99621 0.99612 0.99714 0.99719 0.9405
Salt Peppers Noise (0.3) 0.99654 0.99661 0.99665 0.99672 0.99701 0.9433
Speckle Noise (0.3) 0.99622 0.99623 0.99628 0.99636 0.99646 0.9277
Gaussian Noise (0.3) 0.99675 0.99688 0.99698 0.99701 0.99708 0.9878
Jpeg Compression (30) 0.99687 0.99689 0.99704 0.99709 0.99731 0.9965
Table S Imperceptibility comparison between various schemes.
Test Image Proposed scheme Ref.[15] Ref.[49]
Lena 57.76 42.9245 39.56
Peppers 52.81 42.9477 39.98
Baboon 55.75 42.9159 39.31
to slight modifications and can be leveraged by adversaries for
Table 6 Imperceptibility (PSNR) results for other schemes. fraudulent ownership claims. In the proposed scheme, the
Scheme PSNR secret key is used to control all embedding steps. Therefore,
changes to even a single bit of the secret key will lead to a large
[Pl ozl elieic 111G change to the embedding results, especially the resulting hash
Ref. [63] 57.41 . )
Ref. [64] 5585 value. Figs. 11-13 illustrate how the proposed scheme over-
Ref. [13] 44’19 comes three attacks. We now analyze the robustness of the
Ref. [7] 50,53 proposed scheme based on the three FPP scenarios:

secret key has significant characteristics that support the
watermarking scheme to protect the embedded watermark
during the extraction process such as sensitivity to slight
changes. Unfortunately, side information itself is not sensitive

e FPP Scenario 1: We denote the Lena image, Cameraman
and Woman images as L,C and W respectively. L is used
as the host image while C and W are watermarks. We
embed C into L (version 1 of Lena) to generate a water-
marked image, LC. Next, W is embedded into another copy
of L (version 2 of Lena) separately to obtain another water-
marked image, LW. The secret key and the corresponding

Table 7 Robustness (NC) comparison under different attacks between various schemes.

Attacks Ref.[65] Ref.[20] Ref.[21] Ref.[42] Proposed scheme
Histogram Equalization 0.9934 0.9849 0.9664 0.9982 0.99702
Gaussian Noise 0.9849 0.9244 0.9358 0.9567 0.99704
JPEG Compression 0.9991 0.9954 0.9875 0.9942 0.99701
Gamma Correction 0.9981 0.9952 0.9585 0.9948 0.99707
Median filter 0.9932 0.9894 0.9458 0.9903 0.99710
Cropping 0.9907 0.9592 0.5789 0.9878 0.99709
Shifting 0.9934 0.9899 0.5435 0.9847 0.99702
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Table 8 Comparing NC values of the proposed schemes with other schemes.

Attacks NC values Ref. [66] NC values Ref.[67] NC values Ref.[68] NC values Ref.[69] NC values by proposed scheme
Salt and Pepper  0.9894 0.9736 0.9734 0.99702
Gaussian Noise  0.9762 0.9849 0.9841 0.99704
Speckle Noise 0.99702 0.9522 0.9275 0.99701
Table 9 Salt and Pepper different noise attacks.
Attack NC
Proposed Scheme Ref. [62] Ref. [34]

Salat and Pepper 0.5 0.99675 0.6320 0.5870
Salat and Pepper 0.3 0.99702 0.6650 0.6800
Salat and Pepper 0.1 0.99712 0.7830 0.9460
Salat and Pepper 0.01 0.99714 0.9510 0.9710
Salat and Pepper 0.001 0.99721 0.9750 0.9950
Table 10  Speckle noise attacks.
Attack NC

Proposed Scheme Ref. [62] Ref. [34]
Speckle Noise 0.5 0.99768 0.6900 0.7020
Speckle Noise 0.3 0.99702 0.7190 0.7560
Speckle Noise 0.1 0.99711 0.8100 0.8740
Speckle Noise 0.01 0.99714 0.9510 0.9720
Speckle Noise 0.001 0.99718 0.9720 0.9940
Table 11 Gaussian noise attacks.
Attack NC

Proposed Scheme Ref. [62] Ref. [34]

Gaussian Noise 0.5 0.99684 0.6380 0.5890
Gaussian Noise 0.3 0.99704 0.6520 0.6190
Gaussian Noise 0.1 0.99706 0.7050 0.7400
Gaussian Noise 0.01 0.99709 0.8780 0.9360
Gaussian Noise 0.001 0.99711 0.9790 0.9820
Table 12 Median filter attacks.
Attack NC

Proposed Scheme Ref. [62] Ref. [34]
Median Filter (2, 2) 0.99712 0.9920 0.989
Median Filter (3, 3) 0.99710 0.9890 0.982
Median Filter (5, 5) 0.99702 0.9710 0.9500
Median Filter (7, 7) 0.99681 0.9510 0.9140
Median Filter (9, 9) 0.99652 0.9330 0.8820
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Table 13 JPEG compression attacks.

Attack NC

Proposed Scheme Ref. [62] Ref. [34]

JPEG compression Q = 5 0.99686 0.9520 0.9860
JPEG compression Q = 10 0.99695 0.9720 0.9950
JPEG compression Q = 20 0.99697 0.9830 0.9960
JPEG compression Q = 25 0.99699 0.9850 0.9980
JPEG compression Q = 30 0.99701 0.9870 0.9980
JPEG compression Q = 40 0.99704 0.9880 0.9990
JPEG compression Q = 50 0.99706 0.9900 0.9990
JPEG compression Q = 70 0.99708 0.9940 0.9990

Lena watermarked image (LC) Lena watermarked image (LW)
(Watermark is Women)

(Watermark is Cameraman)

Secret Key (LC) and
Side Information (LC)
Hash value (LC)

Secret Key (LW) and

Side Information (LW)

Hash value (LW)

=A5128B6F1298EEA96 =D1E8922A7BB280266

CEDE5245296FDA 6E28044808975C1
Fig. 11

Lena watermarked image (LC)
(Watermark is Cameraman)

Secret Key (LC) and
Side Information (LC)

Secret Key (LW ) and
Side Information

Hash value (LC) (LW¢)

=A5128B6F1298EEAS6 Hash value (LW )

CEDE5245296FDA =D1E892298F6E01A3F
69801232EC55643

Lena watermarked image (LW ¢)
(Watermark is Women)

Extract Women from (LC) by using
Secret Key (LW) and Side Information (LW)

The extracted hash value
(EH)=A1692657B4A5F2663E280AE988978C12
(LW)=D1E8922A7BB2802666E28044808975C1
(LC) =A5128B6F1298EEA96CEDE5245296FDA

Resistance against FPP scenario 1.

Extract Women from (LC) by using
Secret Key (LW ¢) and Side Information
(LW,)

The extracted hash value

(EH) =D187F0132498E4A3F6070163954556A3
(LW ) =D1E892298F6E01A3F69801232EC55643
(LC) =A5128B6F1298EEA96CEDE5245296FDA

Fig. 12 Resistance against FPP scenario 2.

side information for each watermarking instance are differ-
ent. Thus, extracting W from LC using the secret key and
side information associated with LW (and vice versa) will
result in a mismatch of hash values. The two embedding
processes have different secret keys and these keys generate
different chaotic points for ¢ and f§ values. « and § matrices
of the two embedding processes are different and the two
bit-planes are also different. This results in two completely
different hash values.In this scenario, an adversary can
extract a watermark by using his or her side information
and secret key. However, the hash value of the originally
embedded watermark is kept by the TTP along with the
host image. Anyone claiming ownership of the host image
must provide the corresponding hash value to verify the

correctness of the watermark. As the hash values do not
match, this FPP scenario is circumvented as shown in
Fig. 11.

FPP Scenario 2: Let the host image and its owner’s water-
mark be denoted as L and C respectively. C is embedded
into L to obtain the watermarked image, secret key, and
side information. An adversary embeds another watermark,
W into LC, resulting in a new watermarked image, LCy,
another secret key, and a new set of side information. The
adversary then attempts to extract W from LC using the
secret key and side information associated with LCy. The
adversary’s hash value will not match the hash value that
corresponds to LC because the secret keys are different.
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Arbitrary image (X) (Un-

watermarked image)

Extract Cameraman from X by using
Secret Key (LC) and Side Information (LC)

The extracted hash value
(EH)
(LC)

=A5458B3D0965AC84646524ACD6FD33
=A5128B6F1298EEA96CEDE5245296FDA

Fig. 13  Resistance against FPP scenario 3.

Thus, the illegal ownership claim is thwarted. The sensitiv-
ity of the hash values is due to the sensitivity of the chaotic
maps used in the proposed scheme.

e FPP Scenario 3: Let the host image and its owner’s water-
mark be denoted as L and C respectively. C is embedded
into L to produce the watermarked image, LC, the secret
key, and side information. In this scenario, an adversary
uses any randomly selected host image X and tries to extract
C from X by using the side information of LC. If this suc-
ceeds, the adversary can claim ownership of X without hav-
ing to embed any watermark into X. In this scenario, there
are two sub-cases. Firstly, if the host image X is not regis-
tered with the TTP, then there is no hash value. Thus, the
TTP will stop the verification process because the host
image is not included in its directory. In the second sub-
case, the host image X is included in the database of the
TTP. Each host image has a unique hash value. Wrongful
ownership claims can then be detected when hash values
are being compared. Therefore, an adversary cannot claim
ownership for an arbitrary image by using his or her own
secret key and side information.

5.3. Secret key sensitivity

For security and resistance against FPP, the proposed scheme
must be sensitive to secret key changes. Hash values for the
watermarked image and extracted image should differ even if
only a single bit of the secret key has been flipped. In addition,
by using an incorrect secret key, an adversary cannot obtain
the originally embedded watermark. We analyze the proposed
scheme’s secret key sensitivity, by observing the results of using
keys that differ in just one bit to embed the same watermark
into the same host image. Let K be the secret key is used
to embed a watermark W into a host color image H to produce
a watermarked image Hyy. To obtain a forged key, K we flip
one bit of Ky, . We use Ky and Ky to extract W from Hy.. We
then calculate the NC values for the resulting watermarks. The
experiment is repeated 128 times by flipping each of the 128
bits of K. Fig. 14 and Fig. 15 show the resulting NC values

and the extracted watermark when one secret key bit has been
flipped. We can clearly see that even a 1-bit change will lead to
noisy images with low NC values.

We now observe how a 1-bit change to the secret key affects
the final hash value. The logistic-G and sine-G maps are hyper-
sensitive to small changes to their inputs as depicted in Fig. 4.
These changes will lead to a new set of chaotic points being
generated, affecting various parts of the scheme such as the
sorting of the bit-planes and sub-bands of the host color
images. Furthermore, the encryption of the bit-planes depends
on the chaotic points. Thus, a different watermark image will
be extracted if the secret key is changed. We toggle a single bit
of the secret key in different positions and generate the corre-
sponding hash values of the watermarked images. The hash
values are represented as hexadecimal characters for visual
comparison purposes. We denote the hash values as HV; and
their corresponding secret keys as K;, where i is the number
of changes in the secret key that has been performed. Fig. 16
shows the differences between the resulting hash values for dif-
ferent keys. The change of even a single secret key bit results in
a totally different hash value.

5.4. Flexibility

The flexibility of a watermarking scheme refers to its ability to
embed various sizes of watermark images or the possibility of
embedding them into different sub-bands. In this section, the
flexibility of the proposed scheme is studied in terms of water-
mark image size. Host and watermark images with varying
dimensions were used. The watermark was embedded into
eight sub-bands to maximize capacity. The proposed scheme
cannot embed watermarks with the same dimension as the host
image because that would require more than 12 sub-bands.
Thus, the maximum capacity is % x 5. To accommodate smal-
ler watermarks that are not equal to the size of the sub-bands,
we duplicate pixels from rows and columns so that they are
equally divided into subsections that have the same dimension
as the sub-bands. The watermark division process is summa-
rized in Algorithm 2.
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Algorithm 2. Watermark Division

Data: Input watermark /¥, where My and Nj, are height and width. Inp
image H, where Mg and Ny are height and width of sub-band
Result: 7;, where k£ denotes number of subsections
1 if My == MsandNy == Ny then
2 Embed the watermark W into sub — bands of H,
3 else
4 if My == MsandNy < Ny then

5 Duplicate the last pixel columns (Ns — Ny ) ;

6 Embed the watermark W into sub — bands H,

7 else

8 if My, < MsandNy;, == Ny then

9 Duplicate the last pixel rows (Ms — My) ;
10 Embed the watermark W into sub — bands H,
11 else

12 Duplicate the last pixel rows (Ms — My) ;
13 Duplicatethelast pixelcolumns(Ns — Ny') ;

14 _ EmbedthewatermarkWintosub — bandsH

To numerically analyze the flexibility of the proposed
scheme, the PSNR and NC values for the different sizes of
the host and watermark images are calculated. The NC values
are calculated after removing any duplicated pixels. Results are
tabulated in Table 14. The results indicate that the proposed
scheme can successfully embed watermark images with various
dimensions into the eight sub-bands of the host images. In
addition, the proposed scheme has high imperceptibility and
high robustness for all of these sizes. The proposed scheme,
therefore, has the flexibility to handle various image sizes as
well as the potential to be embedded in sub-bands with high
imperceptibility.

5.5. Comparative analysis

In general, SVD-based watermarking schemes rely on two gen-
eral strategies to embed the watermark information into a host
object. SVD is applied and three matrices are generated U, V,
and S, which are frequency coefficients. In the first strategy,
the owner embeds the watermark information directly into
the singular values of S under the control of scaling factors
to manage the embedding level. Direct embedding is suscepti-
ble to FPP attacks since singular values only contain lumi-
nance values, which has a minimal effect on the overall
structure of the host image. Singular values have a low impact
on the digital image and will not induce distortions during the

1

extraction process after the SVD transformation is reversed. In
the second strategy, the watermark information is decomposed
by SVD and the singular values Sy are embedded into the sin-
gular values Sy of the host image under control of the scaling
factors. The singular vectors contain the geometrical and struc-
tural information of the digital image and are always kept as
side information for watermark extraction. The second strat-
egy suffers from FPP issues. Although the proposed scheme
is based on the first strategy and the chaotic MSF values con-
trol the embedding strategy, it overcomes FPP through the use
of chaotic maps, hash values, encrypted bit-planes, and the
secret key, achieving both high imperceptibility and
robustness.

SVD-based image watermarking schemes can achieve high
embedding capacity [70]. However, schemes that rely on
embedding singular vectors or principal components are sus-
ceptible to image manipulation and geometric attacks
[39,40,15]. As the singular vectors mainly contain structural
information about the watermark, small changes to the left
or right of the singular vectors will have an adverse effect on
the extracted watermark.

In order to make a generic comparison, the proposed
scheme is compared to other existing schemes that used SVD
transformation in their designs. Table 15 compares the pro-
posed scheme with these schemes based on a set of generic per-
formance factors. The proposed scheme is able to avoid FPP
attacks and achieve a desirable trade-off between robustness
and imperceptibility due to its embedding strategy and random
MSEF. It can also support various watermark sizes and sub-
bands, unlike the other schemes that focus on just one or
two sub-bands. MSF parameters are generated randomly,
leading to a good trade-off between watermarking require-
ments. Overall, the proposed scheme achieves a successful
trade-off between watermarking requirements (security, capac-
ity, robustness, and imperceptibility) as compared to its peers.
Table 16 shows the comparison of the average NC values with
other existing schemes, indicating that the proposed scheme
performs at least on par or better than the other schemes.
These desirable properties are due to the proposed scheme’s
new embedding strategy that embeds the bit-planes into the
singular values under the control chaotic maps.

The proposed scheme uses different sub-bands from color
host images and bit-planes from gray images under the control
of a secret key and chaotic maps. These are the defining fea-
tures of the proposed watermarking scheme that differentiates
it from prior schemes. The computational complexity of the
proposed scheme depends on the different factors such as:
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Fig. 14  Secret key sensitivity of the proposed scheme.
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Fig. 15  Extracted noise watermark due to incorrect secret key.

K0=00112233445566778899AABBCCDDEEFF
K1=10112233445566778899AABBCCDDEEFF
K2=()0112233445566778799AABBCCDDEEFF
K3=00112233445566778899AABBCCDDEEFE
K 4-011122334455667788994ABBCCDDEEFF,

HV o_F565F564CAA103642FE264AC639010100
HV 1-9241011236FA40102CC5ESE125C22E414B
HV 3_g51¢4345044444EB10524BBA44FAFEAB

HV3-(1014B144FF484104E00EA4414514CC89
HV 4_p4FE488EA651010547154FBBCA1ASEF09

Fig. 16 Hash bits after changing 1 bit of the secret key (four cases).

Table 14 PSNR and NC values of different sizes of the host images and watermark images.

Host Image Watermark Image

128 x 128 32 x 32 65 x 32 32 x 65 65 x 65
PSNR = 52.33 PSNR = 50.45 PSNR = 49.31 PSNR = 47.74
NC = 0.99411 NC = 0.99221 NC = 0.99512 NC = 0.99391

320 x 320 32 x 32 90 x 60 72 x 90 120 x 120
PSNR = 53.51 PSNR = 51.28 PSNR = 53.12 PSNR = 53.22
NC = 0.99732 NC = 0.99742 NC = 0.99735 NC = 0.99742
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Table 15 Comparative analysis of existing SVD-based watermark schemes.

Reference Embedding Type of Transforms Watermark  Scaling Solve  Embedding Procedure

Sub-Bands Size Factor FPP

Proposed 8 random IWT + SVD 1‘74 X % size MSF Yes A watermark image is decomposed into bit-planes.

Scheme sub-bands or smaller (Chaotic) Each plane is encrypted and embedded into the eight
than singular values of the sub-bands.

Ref.[30] DC DCT + SVD 64 x 64 MSF(DE) Yes Divide the host image into non-overlapping blocks
and DCT is applied on each block, the DC values
are selected and SVD is applied. The watermark is
embedded in S values.

Ref.[13] HL and LH DWT + SVD 256 x 256 SSF No Divide the watermark image into equal halves and
and 12 embed into the singular values of two sub-bands,
characters another text watermark is also embedded into the

host image.

Ref.[71] LL; and DCT + DWT + SVD 128 x 128 MSF Yes Encrypt the watermark and embed into the the

HH; (PSO) singular values of the LL3; and HHj sub-bands of the
host image.

Ref.[19] All RT + DWT + SVD 33 x 33 SSF No Sy was embedded into Sy

Ref.[42] ALL DWT + SVD 256 x 256 MSF Yes PCs of the watermark were embedded into the host

(PSO) image
Ref.[72] LH; DWT + SVD 32 x 32 MSF Yes Sw was embedded into Sy of the host image, Uy
(MOACO) and V' were hashed and stored as private key

[68] LL, DWT + DCT + SVD 256 x 256 SSF No Apply second level DWT on the host image and then
apply DCT to the LL sub-band. SVD is applied and
S is embedded into the S of the host image.

Ref.[38] HH DWT + SVD 256 x 256 - Yes Sw was replaced by Sy while Uy, and V) are
authenticated before extraction

Ref.[20] LL; and DWT + SVD + HVS 64 x 64 (MSF) DE  Yes The gray-scale watermark was embedded into Sy of

HH; LL; and HH;. A secret key was generated by XOR-
ing two binary images extracted from LL3; and
watermark

Ref.[73] All DWT + SVD 256 x 256 (MSF) Yes Extract PCs from the sub-bands of a watermark

SDE after applying DWT and SVD to each sub-band,
and alter Sy of host image after applying DWT and
SVD

Ref.[70] All RSWT + SVD 512 x 512 SSF No Modify Sy of all sub-bands by Sy of watermark

image

Table 16 Comparison of average NC among the proposed scheme and four related schemes.

Attack Average NC

Proposed Scheme Ref. [58] Ref. [62] Ref. [34] Ref. [74]
Salat and Pepper 0.997 0.951 0.632 0.995 0.992
Gaussian Noise 0.997 0.974 0.638 0.619 0.986
Median Filter 0.997 0.988 0.989 0.989 0.994
Cropping 0.997 0.791 - - 0.991
JPEG Compression 0.997 0.994 0.952 0.998 0.993

e Decomposition of the watermark image.

e Key generation and chaotic parameter generation.
e Encryption of the bit-planes.

o [WT decomposition of the host image.

e SVD Decomposition of the host image.

e Embedding process.

e Hash generation.

These steps contribute towards the computational complex-
ity of the proposed scheme. However, the proposed scheme
still outperforms other schemes that rely on optimization algo-

rithms to identify optimal MSF parameters. The proposed
scheme requires only 3.125s for embedding and 3.045s for
extraction for a host image with a dimension of 512 x 512
and a watermark with a dimension of 256 x 256.

6. Conclusion

A new SVD-based color image watermarking scheme based on
the frequency domain and bit-plane decomposition was pro-
posed. The secret key was used to generate a chaotic sequence
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that is used for encryption, permutation (reordering), and gen-
erating MSF parameters. The host color image was trans-
formed into 12 sub-bands and then reordered based on the
chaotic sequence before applying SVD to the first eight sub-
bands. The grayscale watermark image was decomposed into
eight bit-planes, each bit-plane was encrypted using the chaotic
sequence and also reordered. Each bit-plane was embedded
into the singular values of the corresponding sub-band of the
host color image. The MSF parameters were generated based
on the chaotic sequence and leads to a desirable trade-off
between robustness and imperceptibility. MSF parameters
were updated in each embedding process by comparing
between previously generated MSF parameters and S} val-
ues for improved security, robustness, and imperceptibility.
At the end embedding processes, a hash value was generated,
unique to the host and watermark images. This hash value
was used to overcome the FPP issues. During the extraction
process, a hash value was generated and compared to the
stored hash value. A match implies that the extracted water-
mark was indeed the original watermark. Otherwise, a hash
mismatch indicates the presence of a fake or forged water-
mark. Thus, the proposed scheme can overcome FPP issues
that many other schemes are susceptible to. The proposed
scheme also achieved the desired trade-off between robustness
and imperceptibility, and high sensitivity to small changes in
the secret key. The proposed scheme extracted watermark
images with high NC scores under various geometrical and
non-geometrical attacks. In future work, the proposed scheme
can be improved in terms of capacity and the ability to support
color watermark images.
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